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Abstract

A mobile adhoc network (MANET) is a self organizing systenthunultiple mobile
nodes. Nodes communicate among themselves via wireldssviith no fixed infrastruc-
ture or centralized administration such as base stationaass points.

Nodes in a MANETS operate both as host as well as routerswafdrpackets for each
other in a multi-hop fashion.There are many applicationsined and wireless networks.
By multicasting, a single message can be delivered to meltgteivers simultaneously. It
greatly reduces the transmission cost when sending the gacket to multiple recipients.

The security issue of MANETS in group communications is narallenging because
of dynamicity and involvement of multiple senders and reges. In multicasting, mobile
adhoc networks are prone to different types of attacks fratiaiwus nodes due to several
reasons. Some of these attacks are Rushing attack, Blacktes&,&5ybil attack, Neigh-
bor attack, Impersonation and Jellyfish attack. To combett sitacks from the malicious
nodes an efficient authentication protocol is required. myed investigate Hop-by-Hop,
efficient authentication protocol, called HEAP to prevédm imulticast attacks of ODMRP
protocol and we found Hop-by-Hop, efficient authenticamatocol in ODMRP is effi-
cient compared to other schemes.
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Chapter 1

Introduction

1.1 Whatis Mobile Adhoc Network

A mobile adhoc network is a self-organizing system of mobibeles that communicate
with each other via wireless links with no fixed infrastruetor centralized administration
such as base stations or access points. Nodes in a MANETtedmth as hosts as well
as routers to forward packets for each other in a multi-hspitan. MANETS are suitable
for applications in which no infrastructure exists such aktany battlefield, emergency
rescue, vehicular communications and mining operatiorthése applications, commu-
nication and collaboration among a given group of nodes aoessary.Instead of using
multiple unicast transmissions, it is advantageous to udéaast in order to save network
bandwidth and resources, since a single message can berddlito multiple receivers
simultaneously.

Existing multicast routing protocols in MANETS can be ciéisd into two categories:
tree-based and mesh-based. In a multicast routing trees theisually only one single
path between a sender and a receiver, while in a routing rieste may be multiple paths
between each sender receiver pair. Routing meshes are thesuitable than routing trees
for systems with frequently changing topology such as MANHTe to the availability of
multiple paths between a source and a destination. Multdzta may still be delivered to
the destination on alternative paths even when the maie fangtaks. Example tree-based



/ Wireless LAN (1-hop connection) / Cellular Network (1-hop connection)
E'iI'L ) Q\‘\

| : i Jariiet i,

.“_.,‘--' Q\.\_\_ =

% e
Cell Phone

- =

Laptop ™.

st ®

Internet

! Access Point Base Station =
\ I / Cell Phoy

11
e \
/ T_ﬂ\"""“""””..;".ccess Poiii ...

e % L_x‘ ....... @\
Il-ﬁ e s &;_&__
| I fLaptop e, eSS
S : f’“‘ CeliPhone. .,
. Laptop : i’J ; e
: # : i |
J“l _c'l '." PDA ¥ I'I-IL
)[!r ................... ﬁ :-' Ir_,_a'——"ll "'.._....- ]'_aptup
PDA &&XH . '.!L.-v'
R ----....._‘_"" b T L e _______::.
Cell Phone S Laptop
Cell Phone

\ MANET (multi-hop connection) /

Figure 1.1: Mobile ad hoc networks

multicast routing protocols are MAODV, AMRIS, BEMRP and ADMR. pigal mesh-
based multicast routing protocols are ODMRP, FGMP, CAMP, DCaig, NSMP.

Among all the research issues, security is an essentiailrezgent in MANET environ-
ments. Compared to wired networks, MANETs are more vulner&blsecurity attacks
due to the lack of a trusted centralized authority, lack astrelationships between mobile
nodes, easy eavesdropping because of shared wirelessmegnamic network topology,
low bandwidth, and battery and memory constraints of maleMaces.



1.2 Manet Security

In MANETS, security is one of the most important concernsdose a MANET system
is much more vulnerable to attacks than a wired or infrasitinreebased wireless network.
Designing an effective security protocol for MANETS is aywehallenging task. This is
mainly due to the unique characteristics of MANETS, nambéBred broadcast radio chan-
nel, insecure operating environment, lack of central aitthdack of association among
users, limited availability of resources, and physicahenébility.

Security issues of MANETS in group (multicast) communicas are even more chal-
lenging because of the involvement of multiple senders anltipie receivers. Although
several types of security attacks in MANETSs have been stuidi¢he literature, the focus
of earlier research is only on unicast (point-to-point) laggpions. The impacts of security
attacks on multicast in MANETS have not yet been explored.

1.2.1 Attacks

We present a simulation-based study of the effects of @iffetypes of attacks on mesh-
based multicast in MANETS. We consider the most common tygestitacks, namely
rushing attack, blackhole attack, neighbor attack angfjsh attack.

e Rushing attack: Many demand-driven protocols such as ODMRP, MAODV, FGMP,
and ADMR, which use some form of duplicate suppression irr theerations, are
vulnerable to rushing attacks. When source nodes flood thenketvith route dis-
covery packets in order to find routes to the destinationsh @étermediate node
processes only the first non-duplicate packet and discanddwaplicate packets that
arrive at a later time. A rushing attacker exploits this drgik suppression mech-
anism by quickly forwarding route discovery packets in oriegain access to the
forwarding group. Rushing attacks were first introduced byeHal. in [11].

e Blackhole attack: A blackhole attacker first needs to invade into the multiéast
warding group, for example by implementing rushing attankorder to intercept
data packets of the multicast session. It then drops som#é data packets it re-
ceives instead of forwarding them to the next node on thangytath. This type of
attack often results in very low packet delivery ratio.

¢ Neighbor attack: Upon receiving a packet, an intermediate node records iits fie
packet before forwarding the packet to the next node. Arckta however, simply
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forwards the packet without recording its ID in the packebtake two nodes that
are not within the communication range of each other belieatthey are neighbors
(i.e., one-hop away from each other), resulting in a digdpoute.

o Jellyfish attack: A jellyfish attacker first needs to intrude into the multicastvard-
ing group. It then delays data packets unnecessarily foesomount of time before
forwarding them. This results in significantly high endetod delay and thus de-
grades the performance of real-time applications. Jetiyttacks in MANETSs were
first discussed in [1].

1.2.2 Threats and vulnerabilities

The threats and vulnerabilities of MANETS are :

e Attacks due to vulnerability of wireless links :These include passive eavesdrop-
ping, active impersonation, message replay, messageataistoinjection of erro-
neous messages, congestion or denial of service, etc.

e Attacks due to compromised nodes Poor physical protection of nodes in a hostile
environment results in a non-negligible probability of adadoeing compromised.
Attacks launched from within the network by compromised e®dhould be taken
into consideration. The security mechanisms should notlsedyon a central entity
to avoid single point(s) of failure in the network. It is aisgportant to ensure that the
system fails gracefully. In general, the failure of a singbele should not jeopardize
the security of the system as a whole.

e Attacks due to vulnerability of security mechanisms :These include malicious re-
placement of public keys, compromise of keys, etc. The sigauechanisms should
be resistant to both passive and active adversaries. Rgdbetle have been a num-
ber of side-channel attacks on many popular cryptosysterhgese attacks do not
break the security mechanism as such, but use informakempadding in messages,
key-strokes, power analysis, etc to recover the key. Thed@yvery is not due to the
weaknesses in the security mechanism. Examples include@igagnetic and dif-
ferential power analysis techniques to break smart-cardrigg and padding attacks
on Cipher-block-chaining mode of encryption.

e Denial of Service threats: A Denial of Service (DoS) can be created by malicious
nodes or by unintentional failure of node(s) in the netwéitems of DoS vary from



a simple flooding of a resource to congesting parts of the orétto reconfiguration
of routing protocol by malicious nodes leading to Byzantiaiufres.

1.2.3 Security aspects in ad hoc networks

The security requirements depend largely on the missioropadhting conditions of the
MANET. For military applications, the requirements will bgingent in terms of confiden-
tiality and resistance to DoS attacks. For example, we nhghke to ensure that wireless
traffic does not reveal the location of a target to the enemg military mobile ad hoc
network while it is not necessary to do so in a civilian ad hetwork. The following are
the general security requirements in a MANET [1, 3, 4]. Dejweg on the application,
the constraints and requirements would eliminate or make rexdtical one or more of the
following or have added restrictions.

e Authentication : The receiver of a message must be able to verify the iderftityeo
originator of the message, thereby preventing an intruden fmasquerading as a
legitimate source of the message.

e Integrity : The receiver of a message should be able to check whethersagees
was modified in transit. This is to avoid accepting packe#s blave been modified
by a hostile node, while in transit.

e Confidentiality : Confidentiality is needed to ensure that certain informafiixe
tactical military information or routing information thatight reveal the location of
the target) is never disclosed to unauthorized entitiesfi@emtiality is required only
when the message is to be kept secret.

e Non-repudiation: The originator of the message cannot deny having sent the mes
sage. Non-repudiation is useful for detection and isafatibcompromised nodes.

e Availability : Availability ensures functionality of network servicesspge DoS
attacks.The security mechanisms should not make any asismspbout the avail-
ability of specific nodes at any given time. Nodes may be gheit down for a while
or could be compromised.

e Access Control : Some systems may require that only certain nodes be entitled
perform certain tasks, e.g posting certain messages (cadsfaders), revoking a
certain policy / trust information, etc. Access control ma&csisms must be estab-
lished to deal with these issues.



e Scalability :Security mechanisms may be required to be scalable to handige
number of nodes, depending on the application.

e Adaptability to changes Frequent changes in topology and membership make the
ad hoc network dynamic. Trust relations among nodes alsogehwith time and
so does a nodes affiliation with an administrative domaire 3écurity mechanisms
should not have a static configuration and should be abledaptad changes on the

fly.

o Key Management : The only way to accurately enforce authentication, intggnd
non-repudiation is by using some form of cryptography, \whiequires the distribu-
tion/exchange of encryption/authentication key inforim@gmong message senders
and receivers. A key management module consists of a trudeina cryptosys-
tem, key establishment module, a key storage and key distiibservice. Some
group-oriented applications may require key revocatiowises as well.

1.3 Security mechanisms

A variety of security mechanisms have been invented to e@unalicious attacks. The
conventional approaches such as authentication, accesicencryption, and digital sig-
nature provide a first line of defense. As a second line ofrasfein- trusion detection
systems and cooperation enforcement mechanisms implechenMANET can also help
to defend against attacks or enforce cooperation, redsaltigh node behavior.

e Preventive mechanismThe conventional authentication and encryption schenges ar
based on cryptography, which includes asymmetric and syromayptography.
Cryptographic primitives such as hash functions (messagesti) can be used to
enhance data integrity in transmission as well. Threshglgtography can be used
to hide data by dividing it into a number of shares. Digitgrsitures can be used
to achieve data integrity and authentication services dklte also necessary to
consider the physical safety of mobile devices, since tls¢stare normally small de-
vices, which are physically vulnerable. For example, ackeould easily be stolen,
lost, or damaged. In the battlefield they are at risk of beijarcked. The protection
of the sensitive data on a physical device can be enforcedrg security modules,
such as tokens or a smart card that is accessible throughpBEsphrases, or bio-
metrics. Although all of these cryptographic primitivesydmined can prevent most



attacks in theory, in reality, due to the design, implemeora or selection of pro-
tocols and physical device restrictions, there are stilimiper of malicious attacks
bypassing prevention mechanisms.

e Reactive mechanismAn intrusion detection system is a second line of defense.
There are widely used to detect misuse and anomalies. A entisction system at-
tempts to define improper behavior based on the patternslbkn@vn attacks, but
it lacks the ability to detect any attacks that were not adergd during the creation
of the patterns; Anomaly detection attempts to define noonaxpected behavior
statistically. It collects data from legitimate user bebawver a period of time, and
then statistical test are applied to determine anomalobavier with a high level
of confidence. In practice, both approaches can be combmbd tmore effective
against attacks. Some intrusion detection systems for MAN&ve been proposed
in recent research papers.

1.4 Motivation

Mobile Ad Hoc networks (MANETS) are vulnerable due to itsdamental characteris-
tics,such as open medium, dynamic topology, distributegtatpn and constrained capa-
bility. Security is a central requirement for mobile Ad Hostworks.

e Previous security research focused only on unicast (oreesén one receiver) com-
munications.

e Research is going on the vulnerabilities of multicast comications yet.

e Multicast is more complicated due to the involvement of iipidgtsenders and multi-
ple receivers.

e There are some secure protocols for multicast.

Security and robustness will impact the design of the stahfta Ad Hoc networks is
the main motivation for this thesis.

1.5 Outline of the Thesis

The meaning part of the thesis is organized as follows. In @mnaly we present the
introduction of mobile adhoc networks, different attackshe manets and their security
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mechanisms. In Chapter 2, we present a literature review dfaast routing in manets,
various attacks of the manets and the solutions of thesekattin chapter 3, we present the
ODMRP overview and its operation. In chapter 4, we present PllE®p-by-Hop Efficient
Authentication protocol and its implementation and Chaptsummarizes our thesis and
outlines our future work.



Chapter 2

Literature Survey

In this chapter, we discuss Different types of attacks ahdisos of the attacks of multicast
routing in MANETSs and previous security studies for MANETe aresented.

2.1 Multicast Routing in Mobile Ad Hoc Networks

The security issues of Mobile Ad-hoc Networks (MANETS) arerenchallenging in a
multicasting environment with multiple senders and reeesyv There are different kinds of
attacks by malicious nodes that can harm a network and makeetiable for communi-
cation. These attacks can be classified as passive and aitticgs.

2.2 Types of security attacks

There are two types of security attacks:
1. Passive Attacks
2. Active Attacks

In a passive attack, a malicious node either ignores opaitiupposed to be accomplished
by it (examples:silent discard, partial routing infornaatihiding), or listens to the channel,
attempting to retrieve valuable information (example: esalropping). In a active attack,
information is inserted to the network and thus the netwgdration or some nodes may
be harmed.Examples are impersonation/spoofing,moddicatabrication and disclosure



attack. Active attacks include modification, fabricatioe;play and deletion of packets.
Each of these attacks is concisely explained as follows.

e Packet modification: An attacker illegally changes contents of packets that-it re
ceives or overhears and inserts them into the network.

e Packet fabrication: An attacker generates bogus packets and sends them to the
network. It can either use its identity or spoof other nodiestity.

e Packet replay: An attacker stores packets that it receives or overhearsands
them to the network later.

e Packet deletion: An attacker drops all or part of packets that it should fovar

Depending on the types of packets on which attacks are ctediuattacks can be clas-
sified into data attacks and control attacks.

In data attacks, attackers perform passive/active attankdata packets. Active at-
tacks on data packets are denial-of-service attacks inrgenBacket modification, fab-
rication and replay attacks are easily detected by usingagesauthentication codes and
mechanisms such as timestamps but these attacks consummeknetsources unnecessar-
ily.Packet deletion attacks are difficult to detect andugpisnormal packet delivery.

In control attacks, attackers perform passive/activeckstan control packets such as
multicast routing packets. Active attacks on control p&skey to illegally modify mul-
ticast delivery trees.Attacks can be again classified initsider attacks and insider at-
tacks.Attacks conducted by unauthorized nodes in an ad &weork are called outsider
attacks and are in general easy to detect. Attacks launchedithorized nodes that are
captured by enemies and, therefore,compromised are cadlielér attacks and are difficult
to verify. The following two tables, precisely table 2.1 suarizes the attacks and table
2.2 represents the solutions in each layer in MANET.

Layer Attacks

Application layer| Repudiation, data corruption

Transport layer | Session hijacking, SYN flooding

Network layer Wormbhole, blackhole, Byzantine, flooding, resource congionp
Data link layer | Traffic analysis, monitoring, disruption MAC (802.11), WERa&kness
Physical layer Jamming, interceptions, eavesdropping

Table 2.1: Security Attacks on each layer in MANET
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Layer Security Issues

Application layer| Detecting and preventing viruses, worms,malicious codesagpplication abuses
Transport layer | Authentication and securing end-to-end or point-to-poarhmunication through data encryption
Network layer Protecting the ad hoc routing and forwarding protocols

Data link layer | Protecting the wireless MAC protocol and providing link lagecurity support
Physical layer Preventing signal jamming denial-of-serviceattacks

Table 2.2: Security Solutions for MANET

2.2.1 Security threats and countermeasures

The following table summarizes the potential securitycktsaand the actions that can be
taken to prevent the attacks.

Layers Attacks Solutions
Application layer| Lack of cooperation attacks, Malicious Cooperation enforcement(Nuglets, Confidant, CORE) .
code attacks (virus,worms, spywares, Trojan horses) efanechanisms, Firewalls, IDS etc.
Transport layer | Session hijacking attack, Authentication and securing end-to-end or point-to-point
SYN flooding attack, TCP ACK storm attack etc. communication, use of public cryptography (SSL, TLS, SETTPetc.
Network layer Routing protocol attacks (e.g.DSR, AODV etc.), Source authentication and message integrity mechanisms

cache poisoning, table overflow attacks, Wormhole, to prevent routing message modification,
blackhole, Byzantine, flooding, resource consumption,| Securing routing protocols (e.g. IPSec, ESP, SAR, ARAN) to overddaekhole,

impersonation, location disclosure attacks etc. impersonation attacks, packet leashes, SECTOR mechanismoforhole attack etc,
Data link layer | Traffic analysis, No effective mechanism to prevent traffic analysis and moinigo

monitoring, disruption MAC (802.11), WEP weakness etsecure link layer protocol like LLSP, using WPA etc
Physical layer | Jamming, interceptions eavesdropping Using Spread spectrum mechanisms e.g. FHSS, DSSS etc.

Table 2.3: Security threats and countermeasures

In MANETS, communication and collaboration among a giveougr of nodes are usu-
ally necessary. Multicast routing is a preferred commurecamechanism over multiple
unicast transmissions in order to deliver the same data topleurecipients. Multicast is
a form of communication that delivers information from a s®uto a set of destinations
simultaneously in an ecient manner; the messages are elioger each link of the net-
work only once and only duplicated at branch points, wheeelitiks to the destinations
split (Figure 2.1). Multicast communications are espégiaseful in applications such as
distribution of newsletters, software and stock quotesli@uideo conferencing; online
education; online Internet games; and communications gnnaihitary troops or rescue
teams.

Existing multicast routing protocols in mobile ad-hoc netits can be classied broadly
into two categories: tree-based and mesh-based. In tsmsbaulticast protocols, there
is usually only one single path between a sender and a receiie in mesh-based mul-
ticast protocols, there may be multiple paths between eacties-receiver pair. Example
tree-based multicast protocols are MAODV, AMRIS, BEMRP and ARMypical mesh-
based multicast protocols are PMR, ODMRP, FGMP, CAMP, DCMP andRi&MRoute
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Figure 2.1: Multicast versus unicast

and MCEDAR are hybrid multicast protocols that provide bo#tssmbased and tree-based
infrastructure.

Compared to tree-based protocols, mesh-based protocolsaeerobust and suitable
for systems with frequently changing topology such as MANEMaintaining a single
multicast tree is not appropriate for MANETS because the tmuld easily break due to
highly dynamic topology and node mobility. The instabildf multicast trees results in
higher packet losses, and an increase in the number of saetissions. In contrast, routing
meshes allow multicast data to be delivered to a destinaticaiternative paths even when
the main route breaks, due to the availability of multiplehgabetween a source and a
destination.

In our study, we used the On-Demand Multicast Routing Prd{@bMRP)[1], a mesh-
based routing protocol, due to its simple implementatiod high packet delivery ratio.
The advantages of ODMRP make it a very popular multicast mgyprotocol for mobile
ad hoc networks: ODMRP has been cited, evaluated and compéitedther multicast
routing protocols in over 50 research projects and papérs.fdllowing sections describe
the operation of ODMRP in detalil.
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2.3 Defending Against Outsider Attacks

2.3.1 Introduction

MANETSs must provide various levels of security guaranteegiérent applications for
their successful deployment and usage. However, due towhless links and lack of
central administration, MANETSs have far greater securitgaerns than conventional net-
works . For example, it is easy for attackers to enter or leavareless network and
eavesdrop since no physical connection is required. Withaecurity scheme in place,
an outsider node can easily pretend to be an insider anctipate in routing packets.
Therefore, it can directly attack the network by droppingkds, tampering with packets,
injecting false packets or ooding the network. As a resulg possible to launch sophis-
ticated wormhole, man-in-the-middle and Denial of Seryl@eS) attacks with ease, or to
impersonate another node.

To combat such attacks, we study hop-by-hop packet autfagioi as a fundamental
security strategy to block attacks from outsiders at thbapt We propose a Hop-by-hop,
Ecient Authentication Protocol, called HEAP, which is abie for multicast, unicast or
broadcast applications. In essence, HEAP uses a modied Hased algorithm that
utilizes two keys. Specically, in the initial bootstrapgiphase every node (i) shares a pair-
wise secret hash key, called okey, with each of its neighlamid (i) generates one common
secret hash key, called ikey, and securely distributesali tof its one-hop neighbors. Now
consider the case where a node wants to broadcast a messabeftiss neighbors. The
naive way would be to generate a new MAC for every individugibhbor using its pair-
wise key. However, we present a more ecient way of genertt@s. We reexamined the
working principles of the HMAC algorithm [2] and divided thMAC computation into
two steps so that we could signicantly lower the computali@ost. In our scheme, we
pay special attention to the eciency of the proposed auttaioin scheme since the nodes
in MANETSs are often constrained in battery power, memomdveidth, and CPU power.
We explain the details of HEAP in Section 4.

2.3.2 Related Work

MANETSs security research includes areas such as intrugtection, secure routing, key
establishment and distribution, and authentication.ubitn detection and response is ad-
dressed in various studies. In [3] Dahill et al identify s@aecurity vulnerabilities in the
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popular routing protocols such as AODV and DSR. They propossé¢ asymmetric cryp-
tography to secure these protocols. Other secure routotgqols are presented in [4], but
they assume the pre-existence and pre-sharing of publiseorédt keys for all initial mem-
bers. The key sharing problem is considered by researamgt$. iWorks such as [5] aim
at designing self securing MANETSs without needing thirdtpaertifying authorities out-
side the network. Other researchers have proposed schieciading SEAD and Ariadne,
for securing routing protocols. Most of these schemes atittege only control packets
and not data packets. Extending these schemes to direttigraticate data packets would
result in too much overhead. On the other hand, not autlaimg data packets leads to
serious vulnerabilities against attacks such as DoS, yeplan in the middle, wormhole,
and impersonation attacks. Since it is important to guaalnaf) these attacks we need
to authenticate data as well as control packets. We havgraasiour scheme, HEAP, to
authenticate both types of packets.

For comparison, three other packet authentication schpmesented in the literature are
also designed to authenticate data as well as control pack&SLA [6], LHAP [4, 7]
and Lu and Poochs algorithm [8] (hereafter referred to as LThese three algorithms
approach the problem of authentication in slightly differesays but all of them use one-
way hash key chains. For example, TESLA provides end-toagmigentication. Although
it is not specically designed for MANETS, it can easily be lagpto them. LHAP and Lus
algorithm build on the principles of TESLA and are specicaltended for MANETS. They
provide hop-by-hop authentication just like HEAP. For treason, we found it suitable
to compare the security and performance of our algorithmnagheirs. In the rest of
this section, we briey describe these schemes and disceissrthjor security merits and
vulnerabilities.

2.3.3 TESLA

TESLA is a very efficient multicast stream authenticatioatpcol that can be applied
towards wired as well as wireless networks. It can be usedrfmast and broadcast appli-
cations as well, and its parameters can be adjusted to adagtying network conditions,
such as congestion. However, since TESLA was not specidafiigned for MANETS but
for LANs in general, it has certain drawbacks which make sslsuitable for MANETS.
For instance, packets are not authenticated at every r&tpaith they are only authenticated
by the nal receiver after a delay of several seconds. Theepaeke held in a cache at
the receiving node until the hash key used to authenticat® thas been disclosed by the
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sender. If the hash key can regenerate the MAC of the padietpdcket is considered
authentic; otherwise, it is dropped. Intermediate nodeplsi forward the packets without
authentication. As a result, an attacker can easily lauremdD of Service (DoS) attacks
by ooding the network with bogus packets. These packets @aithe packetcaches of all
receiving nodes causing them to overow and drop legitimatkets. An attacker could
also easily launch worms that would quickly propagate tghmut the network unchecked
by the forwarding nodes. Hop-by-Hop authentication retgrine damage of this type of
attack by limiting its propagation.

In addition, TESLA requires the clocks of all the nodes in tie@work to be loosely
synchronized. This requires a secure time synchronizgirotocol and possibly time
servers to synchronize with. Such time servers may not avlayavailable or reachable
in a MANET. Any vulnerability in the synchronization mechsm could potentially al-
low an attacker to compromise the scheme and successfalllyfeeged packets. A secure
time synchronization protocol suitable for MANETSs need&¢odeveloped and tested for
TESLA to be applicable in MANETS.

2.3.4 LHAP

LHAP was specically designed for MANETSs and it introduces ithea of hop-by-hop
authentication. It builds on the principles of TESLA and#rito overcome some of its
drawbacks. For example, LHAP does not require loose timelsymization. It is also
very ecient and it authenticates packets instantly, redpieitency and eliminating the need
for a cache at every node. However, LHAP is vulnerable to vimle and man-in-the-
middle attacks. LHAPs authors themselves point out thisemability. Briey speaking,
this vulnerability allows an outside attacker to eavesdsopauthentic packets sent by a
node, modify them and retransmit them to another node in ¢fwork that is outside the
range of the original node. This can be done using a dedipateste channel between two
colluding nodes (i.e., a wormhole) or by the attacker beimtihe middle of the sender and
the receiver that are outside each others range.

To thwart this attack, LHAPs authors suggest using GPS dsuiit all the nodes to
ascertain whether a sending node should be within trangmissnge of the receiving node.
We do not think it is practical to equip all the nodes with GRSides, especially if those
nodes are sensors or small wireless devices. We stressvéitatngth GPS coordinates,
it is very dicult to gure out whether another node is withiangmission range because
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the range is affected by complex factors such as terrainth@eaonditions, radio noise,
and transmission power level. In a MANET, all of these fastoray continually change
and so it is not possible to verify whether a node is withimsraission range, unless it is
unambiguously too far off or very close. LHAPs authors adivat their scheme does not
fully address this attack.

Because of this vulnerability an attacker can successfalhddorged packets which
will be considered authentic by the receiver. This goesrejdhe purpose of the scheme
which is to authenticate all incoming packets and preveauthrentic packets from being
propagated, leaving LHAP potentially vulnerable to worehaenan in the middle, DoS
and replay attacks.

2.3.5 Luand Pooch

Lu and Poochs algorithm builds on LHAP. Like LHAP, Lus algn also uses hop-by-
hop authentication and is ecient, but unlike LHAP it usey omnle key at every node instead
of two. Like TESLA, Lu also uses delayed key disclosure aqagisietwork latency to in-
crease, but the delay is not as large as TESLAs. We show hegrédb algorithm is also
vulnerable to wormhole and man-in-the-middle attack. Pedbkey disclosure schemes
like TESLA and Lu have a security condition that a data packet only be considered
safe and authentic if the receiver receives the packet défiersender discloses the corre-
sponding key used to generate the MAC for that packet. Otkervan adversary would
retrieve the disclosed key, generate the MAC for a forgedtgteand send it to the receiver.
The receiver would consider that packet to be authentieesineould not know that the
key had already been disclosed.

To guard against this possibility, the sender in TESLA inferthe receiver at what time
it will transmit the key disclosure packet. If a data paclsetaeceived well before this
time and its MAC is later authenticated with the disclosey kire packet is considered
authentic. But if a packet is received after the key disclesune, then it is dropped even if
the receiver has not yet received the key. This scheme e=gthiat the clocks of the sender
and the receiver must be synchronized, which is dicult tdeaeh To circumvent this
problem of synchronization, Lu introduced an idea followsstead of the sender stating
that the next key update packet will be broadcast at timestsémder will state in the data
packet a delay parameter that will state that the key will iseldsed d milliseconds after
the transmission of this data packet.
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But there is a problem with this latter approach. A cleverckita can launch a wormhole
or man-in-the-middle attack where it will forward all thegbats from the sender to the
receiver during the bootstrap phase so that the receiveéakeisly believes that the sender
is its neighbor. Then the attacker will wait until it recesva key update packet from the
sender. Once the key is received by the attacker, the attaakeforge many packets and
send them to the receiver, and then disclose the key. Bedagisedeiver does not expect
a key update packet from the sender at a xed time t, it has n@faywing that this key
was transmitted by the sender some time ago and is now obsdlet attacker can use this
obsolete key and all subsequent keys to successfully tiafeged packets. In this way
the attacker can thwart Lus scheme.

2.4 Outsider vs. Insider nodes

An outsider node is a node that is not an authorized membéedANET whereas an
insider node is an authorized member. For instance, in damilsetting each authorized
soldier might possess a signed certicate from a trustedipity granting him membership
in the MANET. Such a node is an insider node. Any node not @3#3@ such a certicate
or possessing a revoked certicate is considered an outsidet

Detecting the attacks from insiders is left to the Intrudietection Systems. However,
we do provide a foundation on which a response system candeslli®y providing the
capability to eectively cut o a compromised insider from M@&NET. In addition, HEAP
oers some level of protection against insiders who try tgdgpackets and impersonate
other insiders. But because insiders already have accdss MANET, it is easy for them
to launch more sophisticated attacks rather than simpiggrp forge packets.

We now list the keys security goals in defending the undegdyietwork against outsider
nodes.

1. Any packet transmitted by an outsider node should be inatelg dropped by the
receiving insider node at the rst hop with a very high proligbiln other words,
packets sent by outsiders should not be allowed to propégategh the MANET.
By fullling this requirement, we can successfully guard agea myriad of attacks by
the outsider, such as DoS attacks that attempt to ood therietwormhole attacks,
man-in-the-middle, SYN ooding etc. This is because we destfely disabling the
outsiders ability to route any packets to any node that isitsateighbor. Even a
neighboring node will simply drop packets from the outsidéwwever, this require-
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ment dictates that we authenticate every packet at everywloigh in turn means
that the authentication mechanism should be extremelyesftic

. The outsider node is assumed to have the capability tof sigomlentity, such as
spoong its IP and MAC addresses to impersonate an insider. Mgl cannot rely on
these markers to verify the origin of a packet. the origin paaket.

. The outsider is assumed to have access to the wirelessaitsmit can eavesdrop on
legitimate traffic. If the trac is supposed to remain coniddrend-to-end encryption
should be used to protect it. However, we assume that theg/ged trac and any
associated MAC tags are visible to the outsider.

. If a third party intrusion detection system (IDS) disamvan insider to be compro-
mised, we must be able to exclude that insider from propagatny more packets
within the MANET. Certicate revocation lists (CRL) may be usedevoke the cer-
ticates of compromised insiders.
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Chapter 3

ODMRP Overview

3.1 Introduction

ODMRP applies "on-demand” routing techniques to avoid clehiowerhead and im-
prove scalability. It uses the concept of "forwarding grdup set of nodes responsible
for forwarding multicast data, to build a forwarding mesh éach multicast group. By
maintaining and using a mesh instead of a tree, the drawlEakailticast trees in mo-
bile wireless networks (e.g., intermittent connectivitgffic concentration, frequent tree
reconfiguration, non-shortest path in a shared tree, atedwided. A soft-state approach
is taken to maintain multicast group members. No expliciitod message is required to
leave the group. We believe the reduction of channel/seooegrhead and the relaxed con-
nectivity make ODMRP more attractive in mobile wireless raats[9].

Properties of ODMRP :
e Simplicity

e Low channel and storage overhead

Usage of up-to-date shortest routes

Reliable construction of routes and forwarding group

Robustness to host mobility

Maintenance and exploitation of multiple redundant paths
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e Exploitation of the broadcast nature of wireless environtse

e Unicast routing capability

3.2 Terminology

3.2.1 General Terms

This section defines terminology used in ODMRP.
e node : A device that implements IP.
e neighbor : Nodes that are within the radio transmissioneang
e forwarding group : A group of nodes participating in mulstaacket forwarding.

e multicast mesh : The topology defined by the link connectietwieen forwarding
group members.

e join query : The special data packet sent by multicast seurcestablish and update
group memberships and routes.

e join reply : The table broadcasted by each multicast recaind forwarding node to
establish and update group membership and routes

e Member Table : Each multicast receiver stores the sourcenrdtion. The source
ID and the time when the last Join Request is received fromdbuecs.

e Routing Table : It is created on demand and is maintained bly pade. An entry
is inserted or updated when a non duplicate Join Request eésveek It actually
provides the next hop information when transmitting Joihléa.

e Forwarding Group Table : A forwarding group member, maimgahe group infor-
mation in this table. The multicast group ID and the time tbdewas last refreshed
is recorded.

e Message Cache : It is maintained by each node to detect digdica
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3.3 Operation

3.3.1 Forwarding Group Setup

3.3.2 Oiriginating a Join Query

When a multicast source has data packets to send but no rdutevis, it originates a
"Join Query” packet. The Type field MUST be setto 01. TTL MAY<®t to TIMETO_LIVE VALUE,
but SHOULD be adjusted based on network size and networketerm The Sequence
Number MUST be large enough to prevent wraparound ambigaiitg the Hop Count is
initially set to zero. The source puts its IP address in ther&oIP Address and Last Hop
IP Address field. It appends its location, speed, and dordtito Join Query if nodes in
the network are equipped with GPS.

When location and movement information is utilized, it seessMIN_LET (Link Expira-
tion Time) field to the MAXLET VALUE since the source does not have any previous hop
node. When the source receives Join Replies from multicasivezs, it selects the mini-
mum RET (Route Expiration Time) among all the Join Replies kecki Then the source
can build new routes by originating a Join Query before theimmiim RET approaches
(i.e., route breaks of ongoing data sessions are imminent).

3.3.3 Processing a Join Query
When a node receives a Join Query packet:

1. Check if it is a duplicate by comparing the (Source IP Adslr&equence Number)
combination with the entries in the message cache. If a cafglj then discard the
packet. DONE.

2. Ifitis not a duplicate, insert an entry into the messageavith the information of
the received packet (i.e., sequence number and source tBsa)ldnd insert/update
the entry for routing table (i.e., backward learning).

3. Ifthe node is a member of the multicast group, it origisadoin Reply packet with
the RET value enclosed.

4. Increase the Hop Count field by 1 and decrease the TTL field by 1

5. Ifthe TTL field value is less than or equal to O, then dis¢hedpacket. DONE.
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6. Ifthe TTL field value is greater than 0, then set the node’adldress into Last Hop
IP Address field and broadcast. DONE.

3.3.4 Oiriginating a Join Reply

A multicast receiver transmits a "Join Reply” packet aftdestng the multicast route.
Each sender IP address and next hop IP address of a multroagt gre contained in the
Join Reply packet. The route expiration time is also includi¢iae network hosts operate
with GPS.

3.3.5 Processing a Join Reply
When a Join Reply is received:

1. The node looks up the Next Hop IP Address field of the receizen Reply entries.
If no entries match the node’s IP Address, do nothing. DONE.

2. If one or more entries coincide with the node’s IP Address,the FGFLAG and
build its own Join Reply. The next hop IP address can be olddnoen the routing
table.

3. Broadcast the Join Reply packet to the neighbor nodes. DONE.

3.4 Mesh Establishment in ODMRP

ODMRP uses the concept of forwarding group, which is a set deaagesponsible for
forwarding multicast data on shortest delay paths betwesender and a receiver. An
ODMRP source periodically updates routing tables and meshigginformation by ooding
the network with route refreshment packets, Join Querygdred of time between each
Join Query transmission is called refreshment interval.otJpeceiving a non-duplicate
Join Query, an intermediate node stores the ID of the upstreale from which it receives
the packet into the routing table, and then rebroadcastpablket (duplicate Join Query
packets will be discarded). When the Join Query packet resaahmulticast receiver, the
receiver replies with a Join Reply packet, which containsntiéticast source 1D, and the
corresponding next node ID from which it received the JoirQuacket. The Join Reply
packet is then relayed back towards the multicast sourctheiaeverse path traversed by
the Join Query packet.
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When a node receives a Join Reply, it checks if the next node tieidoin Reply packet
matches its own ID. If it does, the node realizes that it istangath to the source and thus
is part of the forwarding group. It then sets a forwardingugrag and sends its own Join
Reply further to a next node based on the routing table. ThreReply is thus propagated
by each forwarding group member until it reaches the mudtisaurce. The route between
a source and receiver is established after the source esctie Join Reply packet. This
process constructs (or updates) routes from the sourchs tecteivers, and builds a mesh
of forwarding nodes, the forwarding group.

An example of the mesh establishment phase is illustrat€thure 3.1. For initializing
the multicast mesh, sources S1 and S2 flood the network withQeery packets. When
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Multicast sources; 81,82 Multicast receivers: R1, R2, R3, R4 Multicast sources: 81,82 Multicast receivers: R1, R2, R3, R4
Intermediate nodes: 11,12, 3 O Non-patticipating nodes Forwarding nodes: 11, 12, 13 O Noti-paticipating nodes
(a) Mesh establishment in ODMRFP (h) Forwarding mesh in ODMRP

Figure 3.1: ODMRP multicast routing protocol

receivers R1, R2, R3 and R4 receive the Join Query packet, eaehseads a Join Reply
packet along the reverse path to the sources. For exampliguneR3.1(a), receiver R1
receives Join Query packets from sources S1 and S2 throtigh $a-11-13-R1 and S2-13-
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R1, respectively. When node 13 receives the Join Reply paaket feceiver R1, it sets the
forwarding group ag and becomes the forwarding node forghgtcular multicast group.

After sources S1 and S2 have received the Join Reply packetdtiaast mesh for sources
S1 and S2 is established as shown in Figure 3.1(b).

3.5 Route Redundancy in ODMRP

Route redundancy in the multicast mesh helps ODMRP overcomgeidnt link breaks
due to node mobility and channel fading in wireless commativas. For example in
Figure 3.1(b), suppose the route from source S1 to receives B4-11-12-R4. If the link
between nodes |1 and 12 breaks or fails, R4 can still receite giackets from S1 through
an alternative route S1-11-13-12-R4. This redundancy hétpachieve high connectivity
among multicast members, and hence high percentage oftpedkesry ratio.

Despite its useful application, multicast in MANET couldtro® practically deployed
in real worlds without security consideration. The segupitoblem in mobile ad-hoc net-
works faces many challenges. The next section summarieesops security studies for
mobile ad hoc networks.

Advantages of ODMRP :

1. Easy to implement

N

. Highest packet delivery ratio

w

. Robustness

4. Low overhead

ol

. Scalability to large number of nodes
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Chapter 4

HEAP: Hop-by-hop Efficient

Authentication Protocol

In this section, we describe the key steps in our proposétatication protocol, HEAP.
We then highlight the differences between HEAP, HMAC and NB/iA generating MAC
(message authentication code).

4.1 Authentication for MANETS

Heap stands for Hop-by-Hop Efcient Authentication Protocbleap uses a modied
HMAC-based Algorithm that utilizes two keys.

1. Shares a pairwise secret hash key, called okey, with dathreighbors.

2. Generates one common secret hash key, called ikey, anceBedistributes it to all
of its neighbors.

4.2 HEAP Implementation

4.2.1 Key Generation and Distribution

e A Node that wants to join a network must first generate a siggbeip key, called
ikey (for inner key), and one pair wise key for each neighbor,eckdkey(for outer
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key).

e Thus each node will generate-1 new keys (nokeys and likey), where n is the
number of nodes in its neighborhood.

e Theikey is secretly shared with all the neighbors, while the pairevalkey is only
shared with the corresponding neighbor. This can be domeystandard key ex-
change mechanisms and trusted third party certicates,aguichthe X.509 standard
[10]. RSI or Elliptic Curve Cryptosystems (ECC) can be used asrtdenlying PKI.

e Whenever a nodes neighborhood changes due to mobility, lishalre thakey and
a new okey with each new neighbor. TESLA, LHAP and Lu also h&reesame
requirement where one or two keys are exchanged with eachme&hbor as the
node moves about.

e The keys should expire after a certain amount of time and rex khould be gen-
erated. This is to guard against brute force attacks and-aryglysis attacks by the
adversary.

4.2.2 MAC Generation and Authentication in HEAP
o After the key exchange phase, packet authentication campiake.

e Figure 4.1 shows, A is a node that needs to transmit a packet teighbors, A
through A.

e All the nodes have already been authenticated and node Atkeshares amkey
with each of its neighborskA; to okAs.

¢ In addition A has generated akey, ik, and has securely distributed to all of its ve
neighbors. Only the one-hop neighbors of node A and nodeef iisve access to
ik.

e Eachrecipient of the packet,Ahrough A, to be able to authenticate that the packet
originated from node A.

e One way to do this would be for node A to generate a new HMAC vergindivid-
ual neighbor using its okey. However, we present a more ctatipnally efficient
algorithm using a slightly modied HMAC. A key insight into theorking of the
HMAC algorithm [2] can signicantly lower the amount of contational overhead
for multicast and broadcast applications.
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Figure 4.1: Node A needs to transmit a packet to its neighlpithirough A;.

Recall that HMAC is computed in the following way:
HMAC(M,K) =H(K ®opad | H(K @& ipad | M)) (4.1)

where H(x) is the hash value of x using some hash function aadiD5 or SHA1,
@ is the XOR operation;

M is the message that needs to be sent;

opad is the hexadecimal number 5C that is used to pad eacbf¥ytep to one block size,

while ipad is the hexadecimal number 36 that is used to pallege of K up to one block
size (i.e. 512 bits);

| the symbol represents concatenation.
We divide HMAC computation into the following two steps:

1. Step 1: H(K® ipad| M)
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2. Step 2: H(K® opad| hash from Step 1)

For long messages,

Step 1 will result in most of the computational overhead.

Step 2 only needs to hash 32 bytes for MD5 and 40 bytes for SHAL. insight led us to
develop the following MAC generation algorithm for multstand broadcast applications.

We use the previously described two keys, nanilady andokey. We usakey to generate
the hash in Step 1. So the Step 1 for node A will be:

New Step 1: Hik | M)

The ikey is padded with Os to make it one block wide (i.e. 518)biSince all the one-
hop neighbors share the saikey, these neighbors can authenticate a packet received from
node A by only computing this rst step. Therefore, the seAd®ily needs to compute this
expensive step only once regardless of how many neighbbessit However, we cannot
use the same key for the second step as well. This is becdugedal neighbors have the
key and anyone of them could impersonate A and send forgdetigacl hat is why we use
the pair-wiseokey, okA; padded with Os to make one block in Step 2:

New Step 2: HQkA, | hash from Step 1)
Since only the sender and the receiver hak#& no third party could generate this step.
Of course, this step needs to be executed once for each oei@ut fortunately, this step

is computationally inexpensive because of the small inpaihé hash function of only 32
or 40 bytes.

Using the above MAC generation scheme, node A generatekatpssing the following
format and sends it to all its neighbors:

A—*:1indy ,M,MAC,(M|inds)...MAC, (M |ind,)
where * represents any recipient, M is the message, indAeisaist index number used

by node A, n is the number of neighbors, and MA€presents the MAC for neighbor; A
A pseudocode for generating a packet in HEAP is shown below.
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Packet generation in HEAP:

Input: Message M containing the payload and headers of upper layer,
index number ind , keysokA, to okA, , andik

Output: Packet S, new index number indA

1. if ind4 is null then

2.inds =1

3. else

4, indy:=indy +1

5. end if

6. mag := H(ik| M | ind, ) // New Step 1

7. comp mac :H}

8. for each neighbor A do

9. mag := H(okA; | mag) // New Step 2
10. compmac := compmac]| last half of mag
11. end for
12. S:=ind, | M | compmac
13. return S and ingd

When A receives the packet, it computes the MAC and if it matchesddnhie MAC
tags in the message and the index number is greater tharstiaithentic index number re-
ceived the message is accepted as authentic; otherwsdyapped. To save on bandwidth
the whole MAC need not be transmitted. Only the last half efMAC can be transmitted
in accordance with the recommendation made in [2]. Thiscesduhe tag size and still
makes the search space large enough for the adversary sloelchiances of generating the
correct MAC for a forged message are remote.

4.2.3 Index Numbers

Packet index numbers are included in the packet to protehsigmessage replays.
Before transmission, an index number is concatenated witpélyload data to give the
message M . Each time a packet is sent, its index number snrarted by one. The hash
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Steps1-3: Determine K

A
Step 4: K, @ipad
h 4
Step 5: K, @Bipad text
Y
Step 6: Hi{(K, @ipad) || text)
F
Step 7: K, ®opad
r ¥
Step 8: K, ® opad| Hi(K; @ipad) || text)

F
Step 9: H{(Ky @ opad) || H{{K,y @ipad) || text))

4
MAC(text),= leftmost ‘t’ bytes of

Step 10: | H((K, ® opad) || H({(K, ®ipad) || text))

Figure 4.2: HMAC Construction

generated is dependent on the index number so any tampéiing imdex number can be
detected. Any attempt to store and then retransmit the pagka malicious node will be
thwarted because the receiving node expects to see an indexen greater than the last
authentic index number and so it will consider this packdtdanauthentic.

4.2.4 Differences between NMAC, HMAC and HEAPs construct

Bellare et al. presented NMAC and HMAC in [2]. They listed twajor dierences
between NMAC and HMAC. First, NMAC (Fig. 4.3) uses two keys,dnd k , while
HMAC (Fig. 4.4) uses only one key, k. Second, NMAC replaces>tad Initialization
Vector (V) with the key. Normally, hashing algorithms suehMD5 and SHA1 use fixed
IVs.
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Figure 4.3: Illustration of the NMAC construct.
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Figure 4.4: lllustration of the HMAC construct.

Replacing the IV with the key would necessitate a modicatiothé hashing algorithm
so that it takes the IV as a parameter instead of keeping it Keid would not be possible
in o-the-shelf hardware implementations of MD5 or SHA1 anelduld involve modifying
any software library code for MD5 and SHAL. Although the apamequired in software
would be trivial, it would still be preferable if no change sveequired at all and that was
one of the motivations for the authors of HMAC.

In HEAP (Fig. 4.4), we wanted the ability to use Off-the-$herdware or software
implementations of the hashing algorithm like HMAC, but wecalvanted to use two keys
instead of one like NMAC. Therefore, neither HMAC nor NMAC weampletely suited
to our purpose and we decided to modify the HMAC instead soutdcaccept two keys.

In the figures above, the symhst-represents padding by zeros to increase the size of the
string from | bits to b bits, where | is 128 bits for MD5 and 16@dor SHA-1, while b is
512 bits for both. The keys in HMAC and HEAP are also padded wdtros to make them
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b bits long.

4.3 Security Analysis of HEAP

In this section, we present security analysis of HEAP anduata HEAP against our
security goals that are stated in Section 2.4.

Evaluation against Goal 1: The first goal is to prevent all outsider traffic from prop-
agating through the MANET. By denition, we assume that theidatattacker does not
have any control over insider nodes, otherwise it is no loageutsider but an insider. We
can see from the HEAP algorithm that the only way an outsidarsticcessfully propagate
a packet is if it is able to generate the correct MAC for thekpac This means that the
overall security of HEAP is dependent on the security of HEAB/ptographic construct.
Therefore, we now analyze the security of HEAPs cryptogapbnstruct.

As discussed in Section 4.2.4, the primary difference betwdMAC and HEAPs con-
struct is that HMAC uses one key while HEAP uses two keys. Hewes pointed out by
its authors, HMAC actually uses two pseudorandom keys tigag@nerated from one key.
This is accomplished by padding the key with ipad and opactteetate two dierent seeds
and then using the compression function on them to genesstegpseudorandom keys.
HEAP already has two different keys that can form the seedhécompression function,
eliminating the need to pad the keys. We still need to run #hes khrough the compres-
sion function, however. Otherwise we would need to replaedV with the keys, like in
NMAC, and that would prevent us from using o-the-shelf hasitfion implementations.

Because both HMAC and HEAP use two pseudorandom keys, we ¢dy the same
security analysis for HMAC (or NMAC) to HEAP. For the case ofartsider that does not
know any of the two keys in HEAP, the security analysis of HMA@ds and we can apply
the same proof of security to HEAPS construct.

Evaluation against Goal 2: HEAP does not make any assumptions about the IP or MAC
address of the packet. Even if these addresses are spooéedduysider, the outsider will
not be able to propagate a packet unless it can generatertieetdd AC for it. Therefore,
HEAP is secure against IP and MAC address spoong.
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Evaluation against Goal 3: In our analysis of HEAP, we made an even stronger as-
sumption than simply that the attacker can eavesdrop orepgakd view the message and
its MAC tags. We considered the case where the attacker éstaldhoose its own mes-
sages and obtain their correct MAC tags, known as the chosssage attack. Therefore,
our security analysis holds even if the attacker were ablgew a very large number of
messages.

Evaluation against Goal 4: As stated, HEAP is not designed to detect insider attacks.
But if a third party Intrusion Detection System (IDS) were &iatt a compromised insider
node and alert other nodes about it, HEAP provides a franiefooran eective Response
System. The compromised node would be placed on a Certicatec&ewn List (CRL)
that would be propagated throughout the network. Nodeshbeiing the compromised
node would reinitiate the bootstrapping phase and exchaageeys with their legitimate
neighbors but not with the compromised node. If the compsethnode moved to another
locality the other nodes would not exchange keys with itegitecause it is on the CRL.
In this way, the compromised node would not be in possesdivalio keys any more and
it would be treated just like an outsider. We do not deal whii itnplementation details of
the IDS and the CRL.
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Chapter 5

Results and Conclusion

We presented a new Hop-by-Hop, Efficient Authenticationt®vol, called HEAP. This
protocol is suitable for use in MANETS for unicast, multicas broadcast applications,
and is independent of the routing protocol used. It is basealmodified HMAC algorithm
that uses two keys and is very efficient. We compared the pediace of HEAP with three
other previously published authentication algorithmsnely TESLA, LHAP and Lu and
Poochs algorithm.

TESLA is vulnerable to DoS attacks and requires secure tymelsonization of all the
nodes. It introduces very large latencies of several sexamaking it unsuitable for real
time or QoS applications. It also has huge memory requirésngnevery node and has
mediocre throughput when the nodes are mobile.

LHAP is vulnerable to wormhole and man-in-the-middle dttaas pointed out by its
authors. We do not think using GPS devices at every nodecaswaended by its authors,
is a practical solution. An attacker can successfully trh$orged packets using these
attacks, defeating the purpose of authentication. It adsosary large memory requirements
at every node and consumes keys very rapidly. Once a nodeutingkeys in its key chain,
it needs to stop and regenerate the key chain causing aessalis transmissions.

Lus scheme has poor overall performance. Their schemdisaymtly degrades through-

put and packet delivery ratio, both in static as well as neobddes. In addition, it intro-
duces large latencies making it unsuitable for real timdiegions.
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HEAP is resistant to several outsider attacks such DoS, Wwolenreplay, impersonation
and man-in-the-middle attacks by making it very difficult &m outsider to propagate any
forged packet. It has extremely low memory requirements@r@dPU overhead is negligi-
ble, making it suitable for constrained wireless devicesbyte overhead is also negligible
since it has an insignificant effect on overall throughpud packet delivery ratio. Its la-
tency is almost the same as without any security scheme ngékideal for real time and
QoS applications.
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