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Abstract

GRID has evolved as an integration infrastructure for sharing and coordinated use of
diverse resources in dynamic, distributed virtual organizations (VOs). Banking Grid is an
integrated infrastructure that enables collaborative use of computational power of high end
computing devices such as servers and payment switches, heterogeneous applications such as
file system, databases, core banking software, security services and information storage
platforms etc. owned and managed by multiple banks or service providers. To build
enterprise information grid, the following must be addressed:

1. All enterprise information resources are distributed in a number of heterogeneous
computer nodes. Different organizations, departments demand for access control
as a level of security and use of the access control based strategy may be different
from one another. Therefore, the need to use portable, platform independent,
unified approach and more extensive vocabulary to describe the content of these
access controls to resource owners can be fine-grained access control.

2. A large number of dynamic grid users and resources will make the overall access
control Inefficient, cost surge. Therefore, a need to reduce the complexity of
authorization management, reduce administrative overhead. For these reasons to
improve grid security we use XACML and Role Based Access Control (RBAC)
mechanisms for enterprise information grid.

3. To develop a banking grid portal based on J2EE technology through which grid
users can securely access and share grid resources and make used of various grid

services.

The project focuses on the study of Role Based Access Control (RBAC) for building
security and trust among banks to share common infrastructure and costly resources. Struts,
Spring and Hibernate which are based on J2EE technology are open source frameworks,
which are platform independent and enhances inter-operability. These frameworks are mostly
used for building web applications. This project analyses the integration of the above
mentioned three frameworks according to their advantages and apply them to develop a

secure Banking Grid portal.
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CHAPTER 1
INTRODUCTION

1.1 Grid Computing:
The concept of coupling geographically distributed (high-end) resources for solving large-

scale problems is becoming increasingly popular; forming what is popularly called grid
computing. Grid computing is becoming more and more important in the current days as a
possible solution for the increasing needs of resources in terms of computing power and

storage capacity for the current research challenges in the world.

This new paradigm offers very amazing views for the ways in which the new generation
information networks will be established and managed as well as the new highest
performances ever seen. However, its difficulties are also higher than before because this new
perspective needs very abstract and complex tasks to perform high-end, general and
extensible results. This new environment is mainly based on the wide distribution of services.
Services that provide high-end features to a global infrastructure and delivered through

different partners and different sets of non-homogeneous resources.

In recent years, the amount of data being stored, accessed and analyzed has increased
tremendously. The advancements in hardware and software have further facilitated the
storage and access of this enormous data. In addition, the datasets are also stored in a
distributed manner and are shared by many people across several different domains. Grid
technologies and infrastructure are developed to support the sharing and coordinated use of
diverse resources in dynamic, distributed virtual organizations (VOs) [1]. A virtual
organization is termed as a set of individuals and resources across multiple organizations (for
example, a collaboration formed by two independent physical organizations). These
individuals and resources can be dynamic in nature. There are a number of projects
worldwide [2], which are actively exploring the development of various grid computing
system components, services, and applications. They include Globus [3], Legion
[4],NetSolve [5], Ninf [6], AppLes [7], Nimrod/G [8], and JaWs [9].

According to lan Foster, the essence of grid computing can be captured in a simple checklist

[10], according to which a grid is a system that:



e Coordinates resources that are not subject to centralized control
A grid integrates and coordinates resources and users that live within different control
domains, for example, the user’s desktop vs. central computing; different administrative units
of the same company; or different companies; and addresses the issues of security, policy,
payment, membership, and so forth that arise in these settings

e using standard, open, general-purpose protocols and interfaces
A grid is built from multi-purpose protocols and interfaces that address such fundamental
issues as authentication, authorization, resource discovery, and resource access. These
protocols and interfaces need to be standard and open so that system is able to execute
generic applications.

e to deliver nontrivial qualities of service
A grid allows its constituent resources to be used in a coordinated fashion to deliver various
qualities of service, relating - for example - to response time, throughput, availability, and
security, and/or co-allocation of multiple resource types to meet complex user demands, so
that the utility of the combined system is significantly greater than that of the sum of its parts.
Grids are becoming mission-critical components in research and industry, offering
sophisticated solutions in leveraging large scale computing and storage resources. Grid
resources are usually shared among multiple organizations in an opportunistic manner.
However, an opportunistic or “best effort” quality-of-service scheme may be inadequate in
situations where a large number of resources need to be allocated and applications which rely

on static, stable execution environments.

1.1.1 Elements of Grid Computing
Grid has emerged recently as an integration infrastructure for the sharing and coordinated use

of diverse resources in dynamic, distributed virtual organizations (VOs).A Data Grid is an
architecture for the access, exchange, and sharing of data in the Grid environment. It provides
a distributed system middleware that allows different communities to access and share data,

networks, and other resources in a controlled and secure manner [11].
Present-day grids encompass the following types:

1. Computational grids, in which machines will set aside resources to “number crunch”

data or provide coverage for other intensive workloads.



2.

Scavenging grids, commonly used to find and harvest machine cycles from idle
servers and desktop computers for use in resource-intensive tasks (scavenging is
usually implemented in a way that is unobtrusive to the owner/user of the processor)
Data grids [12], which provide a unified interface for all data repositories in an
organization, and through which data can be queried, managed and secured.
Market-oriented grids [13], which deal with price setting and negotiation, grid

economy management and utility driven scheduling and resource allocation.

Scientific and Business communities are increasingly collaborating, and this is giving rise to

the need for more sophisticated technologies for data and resource sharing. Data Grids reduce

hardware and software costs by enabling the secure exchange of programs and data between

collaborating organizations. Without a Data Grid, a separate set of resources are purchased

(and managed) in a demilitarized zone (DMZ) behind a completely separate firewall. By

using Data Grid technology, there is no need to build a separate DMZ [14].Data Grids

facilitate the management of distributed heterogeneous data. The burden of managing the

operations is removed from the user. The collective operations required are all managed by

the system via a single sign-on and uniform querying mechanism for the user. The motivation

behind such a system is to address the following considerations [15]:

1.

Large data set size, geographic distribution of wusers and resources, and
computationally intensive analysis results in complex and stringent performance
demands that are not satisfied by any existing data management infrastructure;

No integrating architecture exists that allows us to identify requirements and
components common to different systems and hence apply different technologies in a
coordinated fashion to a range of data-intensive large-scale application domains.
Current technology cannot easily handle these scenarios which require the
coordinated sharing of data and resources across multiple organizations. It either does
not accommodate the range of resource types or does not provide the flexibility and

control on sharing relationships [1].

The key components of grid computing include the following:

1.

Resource management: a grid must be aware of what resources are available for
different tasks
Security management: the grid needs to take care that only authorized user can access

and use the available resources



3. Data management: data must be transported, cleansed and processed.
4. Services management: users and applications must be able to query the grid in an
effective and efficient manner [16]

More specifically, grid computing environment can be viewed as a computing setup
constituted by a number of logical hierarchical layers. Figure 1 represents these layers. They
include grid fabric resources, grid security infrastructure, core grid middleware, user level
middleware and resource aggregators, grid programming environment and tools and grid
applications.

The major constituents of a grid computing system [17] can be identified into various

categories from different perspectives as follows:

e Functional view
e Physical view

e Service view

Basic constituents of a grid from a functional view are decided depending on the grid design

and its expected use. Some of the functional constituents of a grid are

Security (in the form of grid security infrastructure)
Resource Broker

Scheduler

Data Management

Job and resource management

S e o

Resources



Grid Applications

Grid Programming Environment and Tools

User-level Middleware & Resource Aggregators

Core-grid Middleware

Grid Security Infrastructure

Grid Fabric Resources

Figure 1: Grid Computing Layers

A resource is an entity that is to be shared [18]; this includes computers, storage, data and
software. A resource need not be a physical entity. Normally, grid portal acts as a user
interaction mechanism which is application specific and can take many forms. A user-
security functional block usually exists in the grid environment and is a key requirement for
grid computing. In a grid environment, there is a need for mechanisms to provide
authentication, authorization, data confidentiality, data integrity and availability, particularly
from a user’s point of view. In the case of inter-domain grids, there is also a requirement to
support security across organizational boundaries. This makes a centrally managed security
system impractical. The grid security infrastructure (GSI) provides a “single sign-on”, run-
anywhere authentication service with support for local control over access rights and

mapping from global to local identities.
Different types of resources:

» Hardware resource - A hardware resource represents a particular host on the Grid.
Hardware resources contain service resources, software resources and hardware
accounts, all of which are described below.

> Service resource - A service resource is a resource that represents a “service” that is
accessible over a network. All service resources have at least one “port” associated
with them, through which they can be invoked by clients, and a “protocol” for

communicating with the service.



» Software resource - A software resource is a resource that represents“software”. At
minimum, a software resource has a “path” on a given hardware resource.

» Resource account - A resource account represents an “account” on a resource. For
example, a hardware account represents an account on a particular hardware

resource.

1.1.2 Grid Architecture

Grid architecture definition starts from the Virtual Organizations point of view because is the
main entity for providing the desired virtualization and provisioning characteristics. From this
view, the main task is automation and management of relationships from any potential user.

So interoperability appears as the main goal to address and therefore the protocol stack.

Interoperability is the key point in order to guarantee the proper robustness and flexibility
which allow relationships to be established among arbitrary entities. Otherwise, users or
applications (on behalf of users) are forced to enter into bilateral arrangements, what does not
ensure extensibility to third parties. The way of achieving interoperability is across definition
of standard protocols. These ones specify how distributed system elements interact with
others and the information exchanged during this interaction, but focusing on external
requirements and giving internal implementation details up. This also preserves control over

local resources so individual organizations control still their own resources and user policies.

Consequently, the open architecture for Grid computing to address those issues has been
defined in [1] [19]. It is based on a conical model whose vertex is composed of the core
protocols (a small number itself), different underlying technologies are under it and the high-

end applications are mapped onto it.

It is important to denote the analogy with current Internet model shown in figure 2, where
Internet Protocol is in the core, over it a broad range of different protocols for different
purposes and under it the set of protocols that enable access to different physical resources.
As this model has brought Internet expansion successfully, the same Grid approach should

get the same success.
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Figure 2: Grid Architecture Vs IP Architecture

Application layer
Application layer is the last level in the Grid protocols stack and comprises all the end-to-end

user applications which interact with collective layer (also with lower layers) in order to
provide all desired features. Applications are based on high level languages and frameworks
that implement the mentioned services within every layer. So that is the mean for achieving

interoperability and portability at user level.

Collective layer
The collective layer is built upon the resource layer to extend its individual capabilities and

provide global aware interactions across collection of resources hosted in different locations.
Again, like in the TCP/IP stack equivalent (transport level), this layer can be considered the
first end-to-end layer. As a result of this design, provisioning properties mentioned before are

supplied by this layer.
Some of these services are the following ones:

1 Directory services: discovering and enquiring of VOs properties or statuses.
2 Co-allocation, scheduling and brokering services: to request and establish distributed

allocation of jobs.



3 Monitoring and diagnostic services: for supporting failure tolerance and improve
delivered QoS.

4  Data replication services: for maximizing performance data transfers in term of
latency, reliability and cost.

5 Grid-enabled programming services: for enabling high abstract programming
languages to use global Grid services seamlessly.

6 Software discovery services: to discover best software implementations in term of
platform requirements and user requirements.

7 Authorization services: acting as the policy definition point inside each VO
(implementing RBAC security model).

8 Collaborative services: for coordinated exchange of information between large user

communities.

Resource layer:
Resource layer protocols enable secure initiation, monitoring and control of operations over

individual resources. Like in the analogy with IP stack, this layer establishes the constraints
upon which upper layer protocols will interact with resources. So, this level performs its
actions entirely over individual resources. This distinction is the key oppositeness to
collective layer in terms of, for example, atomic issues (like the reliability property provided
only by TCP in TCP/IP model).

Two classes of protocols can be considered:

1 Information protocols: for enquiring about structure details or statuses like load or
policy issues.

2 Management protocols: for accessing and processes creation, monitoring and control.
The important aspect is this layer serve as policy application point (so called policy
enforcing point) in order to ensure consistency with the policy definition under which

the resource is shared.

Connectivity layer
The connectivity layer establishes the communication and authentication protocols which

enable data exchange among different fabric resources. It is built upon fabric layer in order to
provide the abstraction to resource layer which enable seamlessly accesses to fabric

resources.



Communication requirements comprise transport, routing and naming capabilities. In most of
the cases, this will be mapped to equivalent protocols in IP stack, but general use of
resources, specially networks, involves the development of some mechanisms for adding

extensibility and abstraction to that approach.
Regarding authentication requirements, this layer should provide the next features:

1 Single sign on (SSO): ability to get authenticated only once (just entering into Grid
services).

2 Delegation: ability to endow a program to access services under user’s behalf. This
one together with SSO enable the integral security model required in Grid
environments.

3 Integration with local security: seamless integration with local security solutions
already deployed into some organization (such us Kerberos, Active Directory, Java
Enterprise System, etc.)

4  User-based trust relationships: mechanisms for centralizing usage granting when
services are provided among different providers. This avoids interactions between

them as a prerequisite of use.

Fabric layer
The fabric layer is the lowest one in the Grid protocols stack so this one is the main

responsible to provide access to the capabilities offered by resources. In this case, resources
comprise physical ones (computational, storage, network, etc.) or logical sets of these ones

(clusters, distributed file systems, etc.).

Of the two main characteristics of Grid, this layer mainly provides the virtualization property
for higher level protocols so it must deal with the details of implementations of every
resource. Thus, there is a subtle dependency between sharing operations that can happen at
higher levels and the functions implemented at fabric one. Features provided by resources
(i.e. the fabric layer) should be prepared for enquiry and management mechanisms. The first
ones allow browsing the resources structure and eventually knowing their status and the
second ones use of their capabilities under some controlled way to provide quality of service

over demand.



Finally, some capabilities that should be provided at this layer are:

Computational resources: monitor and control of processes, allocation,  reservation,
status, characteristics browsing, etc.

Storage resources: global and performance transferring, capabilities management or
enquiry mechanisms.

Network resources: control over resources for enabling QoS, enquiry mechanisms,
etc.

Code repositories: software configuration management capabilities for source and
object code.

Catalogs: datasets for browsing and discovering of resources, configuration

information for operations and management, etc.

1.1.3 Main characteristics of Grids
The main characteristics of a grid computing environment can be listed as follows:

1

Large scale: A grid must be able to deal with a number of resources ranging from just
a few to millions.

Geographical distribution: Grid resources may be spread geographically.
Heterogeneity: A grid hosts both software and hardware resources that can be
ranging from data, files, software components or programs to sensors, scientific
instruments, display devices, personal digital organizers, computers, super-computers
and networks.

Resource sharing and coordination: Resources in a grid belong to different
organizations that allow other organizations (i.e. users) to access them. The resources
must be coordinated in order to provide aggregated computing capabilities.

Multiple administrations: Each organization may establish different security and
administrative policies under which resources can be accessed and used.

Accessibility attributes: Transparency, dependability, consistency, and pervasiveness
are attributes typical to grid resource access. A grid should be seen as a single virtual
computing environment and must assure the delivery of services under established
Quality of Service requirements. A grid must be built with standard services,
protocols and interfaces thus hiding the heterogeneity of the resources [195] while
allowing its scalability. A grid must grant access to available resources by adapting to

dynamic environments where resource failure is common.
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1.2 Access Control Models
Research on security has developed so far a number of models to deal with access control

solutions. The authorization process is used to protect the system resources, allowing those
resources to be used by consumers that have been granted authority to use them.

Access means entry, approach, or privilege to a resource. Access control is a mechanism to
secure resources from unauthorized use [20]. It constrains what a user can do directly as well
as what the programs executing on the user’s behalf are allowed to do. Access control models
use a set of rules, which permit or deny access for a subject to an object [21]. This ensures
that information does not fall into wrong hands. The process involves a subject requesting for
an object. The permission or denial of access to the object depends upon the ’right’ that the

subject possesses.

The basic way to model access control is a four tuple: (S; O; A; M), where S is the set of
subjects, O is the set of objects, A is the set of actions (access rights), and M is a function that
maps a tuple(s; 0;a) € S x O x Ato adecision € {T; F}. The mapping M can be stored in
an access matrix, with rows corresponding to subjects, columns corresponding to objects, and
matrix entries indicating allowed access rights. In practice, a typical access matrix is large
and sparse, and it is difficult to store, manage, and understand such a matrix directly.

Therefore, various access control policies have been developed.

1.2.1 Access Control Policies
1 Discretionary Access Control (DAC): It is a means of restricting access to objects

based on the identity of subjects and/or groups to which they belong. The controls
are discretionary in the sense that a subject with certain access permission is capable
of passing that permission (perhaps indirectly) on to any other subject (unless
restrained by mandatory access control). DAC permits the granting and revoking of
access privileges to be left to the discretion of individual users. This is based on the
notion that individual users are \owners™" of objects. Ownership is usually acquired
as a consequence of creating the object. The DAC model had its own drawbacks. It
does not provide real assurance on the flow of information in a system. Also it does
not impose any restriction on the usage of information by a user once the user has
received it.

2 Mandatory Access Control (MAC): MAC is defined as a means of restricting access

to objects based on sensitivity (as represented by a label) of the information

11



contained in the objects and the formal authorization (i.e., clearance) of subjects to
access information of such sensitivity. The different security levels in a system form
a lattice. MAC is typically used to enforce one directional information flow in such a
lattice. The rule for read access requires that a user with a given clearance level can
only read information with the same or lower classification level. The rule for write
access requires that a user with a given clearance level can only write information to
a target with the same or higher classification level. This prevents a user from
declassifying information without authorization.

3 Originator Controlled Access Control (ORCON): It is advancement over Mandatory
and Discretionary Access Controls models, as both these models cannot handle
environments in which the originators of documents retain control over them even
after those documents are disseminated. In ORCON, a subject can give another
subject rights to an object only with the approval of the creator of that object.
Organizations that use categories grant access to individuals on a “need to know”
basis. There is a formal, written policy determining who needs the access based on

common characteristics and restrictions.
The main features of ORCON are as follows.

e The owner of an object cannot change the access controls of the object

e When an object is copied, the access control restrictions of that source are copied and
bound to the target of the copy

e The creator (originator) can alter the access control restrictions on a per-subject and

per-object basis

In ORCON, the access control associated with the object is under the control of the
originator and not the owner of the object. Possession equates to only some control. The
owner of the object may determine to whom he or she gives access, but only if the originator

allows the access. The owner may not override the originator.

4 Role Based Access Control: The standard discretionary access control and mandatory
access control approaches cannot cater to an enterprise’s access control requirements
as the former is a user discretion mechanism and the later an approach more suitable
for Operating System security. The need to evolve a new model for enterprise-wide

security lead to the development of Role Based Access Control Model or the RBAC.

12



The Role Based Access Control Model is a technical means for controlling access to
computer resources [22]. With role-based access control, access decisions are based on the
roles that individual users have as part of an organization [23]. A role is the standard unit of
access control in RBAC and reflects the responsibilities of a user in an organization. Users
take on assigned roles (such as doctor, nurse, teller, manager). The process of defining roles
should be based on a thorough analysis of how an organization operates and should include
input from a wide spectrum of users in an organization. Access rights are grouped by role
name and the use of resources is restricted to individuals authorized to assume the associated
role [24].For example, within a hospital system the role of doctor can include operations to
perform diagnosis, prescribe medication, and order laboratory tests; and the role of researcher
can be limited to gathering anonymous clinical information for study.

The National Institute of Standards and Technology proposed the following standards for
RBAC models [25]

e Core RBAC

e Hierarchical RBAC

e General Hierarchical RBAC

e Restricted Hierarchical RBAC
e Constrained RBAC

e Symmetric RBAC

Core RBAC sets guidelines for the basic RBAC functionalities. Figure 3 represents the set of
users, roles and operations and objects (together known as privileges) as per the core-RBAC
standard. It also depicts the user-role assignment and role-permission assignment. Figure 4
shows the hierarchical relationship between various components of the RBAC model. This

category of RBAC model is called hierarchical RBAC model.

13



file system operations: read, write and execute

DBMS operations: Insert, delete, append and update

User Permission
Assignment Assignment
(UA) (PA)

user_session \

User is associated
with a session

session_roles

T~ Gives roles activated by
the session

«—— many-to-many relationship

one-to-many relationship

Figure 3: Core RBAC Model

Roles can be an effective means for developing and enforcing enterprise-specific security
policies [26, 27] and for streamlining the security management process [28]. Under the
RBAC framework, users are granted membership into roles based on their competencies and
responsibilities in the organization. The operations that a user is permitted to perform are
based on the user’s role. User membership into roles can be revoked easily and new
memberships established as the job assignments dictate. Role associations can be established
when new operations are instituted, and old operations can be deleted as organizational
functions change and evolve [29]. This simplifies the administration and management of
privileges [30]; roles can be updated without updating the privileges for every user on an

individual basis.

When a user is associated with a role, the user can be given no more privilege than is
necessary to perform the job. This concept of least privilege requires identifying the user’s
job functions, determining the minimum set of privileges required to perform that function
and restricting the user to a domain with those privileges and nothing more. In less precisely
controlled systems, this is often difficult or costly to achieve. Someone assigned to a job
category may be allowed more privileges than needed because it is difficult to tailor access
based on various attributes or constraints [31]. Since many of the responsibilities overlap
between job categories, maximum privilege for each job category could cause unlawful

access.
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Figure 4: Hierarchical RBAC

The advantages of RBAC are as follows. A properly-administered RBAC system enables
users to carry out a broad range of authorized operations, and provides great flexibility and
breadth of application. System administrators can control access at an abstract level that is
natural to the way that enterprises typically conduct business. This is achieved by statically
and dynamically regulating users’ actions through the establishment and definition of roles,
role hierarchies, relationships, and constraints [32]. Thus, once an RBAC framework is
established for an organization, the principal administrative actions are the granting and
revoking of users into and out of roles. This is in contrast to the more conventional and less
intuitive process of attempting to administer lower-level access control mechanisms directly
(e.g., access control lists [ACLs], capabilities, or type enforcement entities) on an object-by-

object basis.
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Table 1 shows the evolution of various access control models.

Name of Access Control Model Year of Evolution
MAC and DAC 1975-1985
Alternative Models (CW, TBA, RBAC) 1985-1995

After RBAC ( GTRBAC, Partial Outsourcing | 1995-2003

Recent Models (Domain Specific) 2003-Till Date

1.2.2 Comparison of Access Control Models
Access control models can be compared based on various factors [33] like:

e Expressive power of the models

e Inheritance of privileges

e Type of access control structures used
e Delegation of roles

e Constraints in permissions

e Existence of negative permissions

e Security analysis and evaluation

e Propagation of rights

e Facilities for Role Engineering

e Applicability in static and dynamic security environments
e Scalability

e Flexibility and ease of configuration

e Implementation mechanisms

e Security assurance

Table 2 shows the comparison of RBAC model with non-RBAC models with regard to user
privileges and cost comparison [34]. The table reflects the cost benefits for RBAC-oriented
security mechanisms over non-RBAC mechanisms. The values given in the table are the
estimated time (in minutes) required for performing access administration. We can observe a
clear advantage for RBAC-oriented administrative tasks over the non-RBAC ones with

regard to the time factor
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Table 2: Comparison of RBAC and Non-RBAC

Task RBAC | Non-RBAC | Difference
Assign existing privileges to new users 6.14 11.39 5.25
Change existing users privileges 9.29 10.24 0.95
Establish new privileges for existing users | 8.86 9.26 0.40
Termination of privileges 0.81 1.32 0.51

1.2.3 Access Control Mechanisms
Techniques to implement the above access control policies include the following:

Access Control Lists (ACLSs): An access control list is an attribute of a target object, stating
which users can invoke which actions on it. An access control list specifies the contents of
the column related to the target object in the access control matrix. Access Control Matrix is

shown in figure 5

Capabilities: Capabilities are results of decomposing the access matrix by rows. In this
scheme, associated with each subject is a list that defines the objects to which the subject has
access rights and what are those authorized rights. A capability is effectively a ticket,
possessed by a requester that authorizes the holder to access a specified object in specified
ways. Some capabilities can only be used by a specified principal, while others may be

transferred to other principals.

Security Labels: A security label is a set of security attribute information bound to a user, a
target, or a piece of information in transmission. The label indicates the sensitivity level of

the data. This mechanism is used to implement MAC.

ACL

_.-objects

subjects

Capabilities s-rights
o— Own
r—read
W — write

Figure 5: Access Control Matrix
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1.3 Motivation & Problem Statement:
User authentication, authorization is one of the most challenging issues in Grid Environment.

Current authorization mechanisms cannot address all the issues that arise in dynamic Grid
environments which often encompass multiple organizations, each with its own security
policy [35].In a grid environment users, resources are geographically distributed so there is a
need to provide access to these resources based on user role and permissions needed to access
a particular resource .The typical identity-based authorization used in Grids today is not
scalable because authorization information should be maintained for each user. In role-based
access control (RBAC) [36] permissions are associated with roles, and users are assigned
appropriate roles, there by acquiring the roles permissions [37].

Hence, RBAC is quite scalable since authorization information is associated with roles, not
with individual users. RBAC shows clear advantages over traditional access control models
in Grid environments, because it allows a uniform representation of diverse security policies
and ensures that no security violations occur during inter-domain accesses [38]. None of the

current access control systems in Grids provide comprehensive support for RBAC.

To address this issue my project focuses on different access control frameworks for sharing
and accessing resources in a grid environment, users can access various grid resources any
time. XACML is a standard of the Organization for the Advancement of Structured
Information Standards (OASIS) for describing access control policies uniformly across
different security domains [39]. The Core and Hierarchical RBAC profile of XACML defines
how the ANSI core and hierarchical RBAC standard can be specified in XACML.SUN
XACML [40] is used which is an open source implementation of the OASIS XACML
standard, written in the Java programming language. It provides full support for parsing both
policy and request/response documents, determining applicability of policies, and evaluating
requests against policies. The entire standard attributes types, functions, and combining
algorithms are supported, and there are APIs for adding new functionality as needed. There
are also APIs for writing new retrieval mechanisms used for finding things like policies and

attributes.

Grid portals build upon the familiar Web portal model to offer virtual communities of users a
single point of sharing/access to computational resources. The banking gird portal which
based on portlet technology can make full use of banking resources. Now a day’s web portals
are constructed based on J2EE, PHP and ASP.NET out of which J2EE and ASP.NET are

18



build on three tier architecture. Since J2EE is integrated and platform independent more
companies use this technology in constructing business portals. There are many Open Source
frameworks which are based on J2EE technology such as Struts, webwork, jsf, echo, Spring,
Doff keel, Hibernate, Seam, jpa, ibatis, GlassFish, AppFuse and so on. [41]

In this project we have developed a banking grid portal based on struts, spring and hibernate
frameworks which offers various grid services along with secure sharing/accessing of
resources in a dynamic grid environment. Spring Security helped us in providing security and
enabling single-on concept while accessing resources of other domain.

1.4 Contributions
We summarize the main contributions of the work below:

Banking Grid Monitoring Architecture: We have proposed an architecture which monitors
all the activities in grid environment such as resource discovery, resource scheduling,

resource allocation, resource sharing, resource costing and job scheduling etc

Banking Grid Portal Based on SSH Frameworks: We have developed a banking grid
portal in which grid services are monitored, managed and resources are accessed online based
on user role and action on a particular resource. Struts, Spring & Hibernation which are built
on J2EE technology is used in developing this application which offers three level security to

access/share resources of other domains.

RBAC-XACML Grid: We have written various accesses control policies based on
XACML-RBAC profile 1.0, also maintained a policy database for various users, roles and
explained whole scenario with an example. Also proposed XACML RBAC architecture for
single domain banking grid enterprise where authorization decision is taken to give

access/deny a resource.

1.5 Organization
Organization of thesis is as follows:
Chapter 1: Introduction to Grid Computing & Access Control Models
Chapter 2: Literature Survey
Chapter 3: Banking Grid Monitoring Architecture
Chapter 4: Banking Grid Portal Based on SSH Frameworks
Chapter 5: RBAC-XACML in Grid Environment

Chapter 6: Conclusion & Future Work followed by references and appendix
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1.6 Conclusion
This chapter provides an introduction to grid computing, an emerging technology of

enormous promise. We discuss the elements which constitute the grid and also its
economic aspects. We also discuss in great detail about grid architecture .Next, we
discuss on various access control policies and how they can be implemented and also
comparison between them. The problem definition and the contribution of the thesis are
presented along with the organization of the thesis.
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CHAPTER 2
LITERATURE SURVEY

In the previous chapter we have seen various aspects of grid computing, grid architecture,
access controls mechanisms etc...In this section, we present a detail literature survey in grid
security and access control models. The aim of this survey work is to present current research
trends from the point of view of the security models, grid monitoring models and

authorization mechanisms available in the grid computing environment.

lan Foster and Carl Kesselman make the initial definition of grid in their book in 1998. The
name of the book is the Grid: Blueprint for a New Computing Infrastructure. The definition is
computational grid is a reliable, consistent, ubiquitous, inexpensive hardware and software
infrastructure, used for high-end computing as in [42]. Grid wants to make the Local Area
Network, Metropolitan Area Network and even Internet into a huge supercomputer, achieve
the overall share of knowledge resources, storage resources, computing resources,
information resources and expert resources. As the same as internet, the concept of grid
computing comes from the needs to achieve sharing resources among banking domains. The

main feature of the grid is the share sharing of resources as in [43].

There have been some attempts at providing security to the resources of a grid environment
through access control. Here we discuss some of such attempts. Kevin Kane and James C.
Browne, in their research paper [44], presented a classification of implementations of access
control systems based on lattice taxonomy. Pietro Mazzoleni et.al [45] discussed ways to
provide fine-grained access control in large scale grid services. They developed a novel
resource broker service for grids that integrates access control with resource scheduling.
Weizhong Qiang et.al [46], proposed a general authorization and access control architecture,
RBGACA, for grid environment. It is based on the classical access control mechanism - Role
Based Access Control (RBAC). The architecture provides convenient policy evaluation and
decision making approach. They provided a framework for access control management that
treats the whole grid as a series of independent, interrelated, dynamic domains. Though this
approach introduced RBAC in grids, it did not address many issues like delegation,
scalability and trust relationships. Also, no provision for cross-domain authorization was

made.
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“XACML Policy Integration Algorithms”, a work done by P. Mazzoleni et.al [47], suggested
the use of XACML, an OASIS [39] standard language for the specification of authorization
and entitlement policies.

James B.D.Joshi et.al proposed an access control language for multi-domain environments in
[48].

“Architectural Models for Resource Management in the Grid”,work done by Rajkumar
Buyya, Steve Chapin , and David DiNucci [49] discussed three different models for grid
resource management architecture namely Hierarchical Model Abstract Owner Model,
Computational Market/Economy Model.

“Administration of an RBAC System”,work done by Fredj Dridi, Bjorn Muschall and
G unther Pernul[50] have CSAP, an autonomous software module offering programming
interfaces to core security services such as authentication, access control, auditing and

security management.They have implemented using Core RBAC concept

“XACML Policies for Exclusive Resource Usage”, work done by Vijayant Dhankhar, Saket
Kaushik, and Duminda Wijesekera[51], proposed a locking mechanism which addresses
issues such as XACML does not currently support access to globally available resources,
preventing access to a resource given a concurrent conflicting use of another resource (DSoD

constraints), and preventing access to a resource given a history of conflicting access.

“Security for Grids”, research done by MARTY HUMPHREY, MEMBER, IEEE, MARY R.
THOMPSON, MEMBER, IEEE, AND KEITH R. JACKSON [52] discusses 4 important
aspects of security i.e. naming and authentication; secure communication; trust, policy, and
authorization; and enforcement of access control. It examined the current state of the art in
securing these activities and introduced new technologies that promise to meet the security

requirements of Grids more completely.

“A CROSS - DOMAIN ROLE MAPPING AND AUTHORIZATION FRAMEWORK FOR
RBAC IN GRID SYSTEMS?”, research done by G GEETHAKUMARI, DR V N SASTRY,
DR ATUL NEGI [53] proposed an architecture based on RBAC, which can establish role

equivalence among the domains by mapping a local domain role to its equivalent global role
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and used weighted rank concept for resources, also addressed solutions for delegation and

revocation in a single domain grid enterprise.

Also a comprehensive set of grid usage scenarios were presented and analyzed by M
Humphrey and M R Thompson in the year 2001 [54], with regard to security requirements
such as authentication, authorization, integrity, and confidentiality. There were also works
which made suggestions for implementing security without much performance degradation in
grids.

Jeffrey Dwoskin et.al [55], in their research work, defined three generic grid security
scenarios: mutual trust, partial trust (distrusted user) and mutual distrust. According to them,
decreasing levels of trust enable one to expose new vulnerabilities and show the increasing

levels of security support required.

“A Performance Oriented Grid Monitoring Architecture”, work done by S. De Smet, P.
Thysebaert_, B. Volckaert, M. De Leenheer, D. De Winter, F. De Turcky, B. Dhoedt, P.
Demeester[56] presented a performing and portable implementation of the GGF Grid
Monitoring Architecture. Performance was obtained through the use of C++ as base
implementation language;also described a scalable, portable and nonintrusive Grid

Monitoring Architecture.

“GridRM: A Resource Monitoring Architecture for the Grid”, work done by Mark Baker and
Garry Smith [57] described a generic open-source resource monitoring architecture that has
been specifically designed for the Grid. GridRM is an open source, generic, distributed,
resource-monitoring system for Grid environments.It is composed of a global GridRM layer,

based on the Global Grid Forum’s, Grid Monitoring Architecture, and a local GridRM layer.

“Detining methodologies for developing J2EE web-based information systems”, work done
by Askar S. Boranbayev [58], describes the concepts behind the developed framework for
Java-based projects and describes how it can be used for IT projects. The developed
framework was created because many common design and development tasks are being
repeated in different ways, and are not always consistent with best practices and also
discussed on J2EE framework and also has addressed important architecture topics,

technologies and development steps that one should consider in a J2EE project.
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“Research of Structure Integration Based on Struts and Hibernate” work done by Juanjuan
Yan Bo Chen Xiu-e Gao Le Wang[59], proposed the integration of Struts and Hibernate
and showed a simple system to explain the advantages of the integration.

“Using web technologies based on college - graduate web contact management system. Form
system” work done by Piatek Piatek, J. Zabierowski,W. Napieralski, A.
Katedra Mikroelektroniki i Tech. Informatycznych, Politech. Lodzka, Lodz [60], discussed
about J2EE technology and hibernate, spring, struts and tiles frameworks.

G.Geeta kumari, V.N.Sastry, Atul Nehi, “Grid Computing Security through Access Control
Modelling”, PHDThesis, March 2010. [74]
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CHAPTER 3
BANKING GRID MONITORING
ARCHITECTURE

3.1 Introduction:
Banking Grid is an integrated infrastructure that enables collaborative use of computational

power of high end computing devices such as servers and payment switches, heterogeneous
applications such as file system, databases, core banking software, security services and
information storage platforms etc. owned and managed by multiple banks or service

providers.

A wide-area distributed system such as a Grid requires that a broad range of data be
monitored, scheduled and collected for a variety of tasks such as fault detection and
performance monitoring, analysis, prediction and tuning. Gathering information about the
state and performance of a large scale distributed system is essential for system management,
failure detection, accounting, auditing, performance tuning and intelligent steering. Providing
such information however is not easy. There were several monitoring systems created in the
past that cover more or less aspects of grid monitoring but there is still no generally accepted

architecture for unifying the existing approaches.

In this Chapter, we present a banking grid monitoring architecture/system in which resources
are registered, classified, clustered, scheduled, allocation, discovered, monitored, and rated
both within a single domain as well as multiple domains. This architecture also proposes how
files, messages are transferred securely in grid environment. The grid middleware offers
services that help in coupling a grid user and (remote) resources through a resource broker or
grid enabled application. It offers core services such as remote process management, co-
allocation of resources, storage access, information (directory), security, authentication, and
Quality of Service (QoS) such as resource reservation for guaranteed availability and trading
for minimising computational cost. Globus Toolkit (GT4) [3] which contains Globus
Authorization Framework is used as a grid middleware between multiple domains for
authentication, authorization of users and resources. Job allocation, monitoring, scheduling,
execution is also discussed. This proposed architecture is build upon existing Grid

Architecture which is discussed in section 1.1.2.
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3.2 Requirements of Banking Grid Monitoring System
This architecture is presented to discuss the main issues in a grid environment that are

scalability, interoperability, standardization, co-allocation of resources dynamically, fault

tolerance, maximum resource usage, concurrent execution of jobs on a resource.

Scalability: Grids consist of large and dynamic users. So, the system mechanism must be able
to deal with large number of users. Traditional SOA architecture should be used for building
grid applications. The system must be scalable in terms of computing resources, data storage
and supported users. Applications well-suited for exploiting a Data Grid include ASP.NET,
PHP and Java JSP programs, as well as Web services developed in .NET or another
technology. These are all highly scalable application architectures.

High data rate: If the applications to be monitored produce a lot of data in a short time this
data must not lead to damage in the monitor components as well as on the compute node
itself,

Interoperability: Irrespective of platform, OS; the system should run applications and

access/share computing, data resources.

Standardization: In order to achieve interoperability the implementation and design should

be built on latest technologies, standards which are widely accepted.

Maximum Resource Usage: Every Resource in grid environment should be utilized at
maximum based on its availability. Resource idle time should be negligible .Tasks should be
assigned continuously to those resources which have high configuration along with

performance.

Co-allocation of resources dynamically: Complex systems require simultaneous execution
of code on very high numbers of CPUs. In this context, co-allocation also means that
resources for a certain task are allocated in advance. Those resources must be negotiated in
advance and guaranteed to be available when the task’s time slot arrives. This implies the
need for a sophisticated distributed negotiation protocol which is supported by advance

reservation mechanisms.

Concurrent execution of jobs: Based on the status, performance, configuration of high end
computational resources jobs should be submitted and executed concurrently on various

nodes in grid environment.
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Fault tolerance: In grids, nodes and network failures will inevitably occur. However, to
assure that an entire application will not be aborted after a single failure, distributed
checkpoints and restart protocols must be used to stop and migrate the whole application or
part of it.

3.3 Banking Grid Monitoring Architecture
Figure 6 below shows a complete architecture of banking grid monitoring system of single

domain as well as multiple domains. Bank1 and Bank2 are two different domains connected
through a grid middleware. In Bankl domain all the resources are shared, managed and
monitored locally i.e. Bankl domain users do not require a grid to access the resources
available locally, the same is the case with Bank2 domain. But when user from Bankl
domain intends to access the resource of Bank2 domain, it can be possible by a grid

middleware only and vice versa.

When Bankl users want to access/share resources of Bank2, lot of things should be kept in
mind. Both domains should stick to a unique policy which contains some important
information, rules, and restrictions on particular user or resource. After defining policy then
they should look at what are the services they are going to share and how effectively they are
sharing the services. Service Level Agreement (SLA) defines a dynamically established and

managed relationship between the resource providers and resource consumers.

Monitoring/Allocation of resources locally within a single domain is not a important task.
When multiple domains are involved real challenge is share /access resources globally. Some
organizations may charge some price for accessing /sharing resources, for that purpose a
pricing algorithm should be defined which clusters (groups) resources based on rating,

category, price, utilization time and no. of times accessed etc
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Figure 6 Banking Grid Monitoring Architecture

3.4 Overview of Each Components:
Resource Registry: All the resources are registered here with attributes such as resource id,

resource name, resource type, resource cost, resource owner, resource location and resource

state.

Message Passing Interface (MPI1) & ProActive: It is a specification for an API that allows
many computers to communicate with one another. MPI's goals are high performance,
scalability, and portability. MPI remains the dominant model used in high-performance
computing today. MPI is not sanctioned by any major standards body; nevertheless, it has
become a de facto standard for communication among processes that model a parallel
program running on a distributed memory system. Actual distributed memory

supercomputers such as computer clusters often run these programs.

ProActive is a Java-based grid middleware for parallel, distributed and multi-threaded

computing integrated with OpenDSP. It is based on ProActive, which provides a
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comprehensive framework and programming model to simplify the programming and
execution of parallel applications. ProActive uses by default the RMI Java standard library as
a portable communication layer, supporting the following communication protocols: RMI,
HTTP, Jini, RMI/SSH, and Ibis

Resource Reservation: Many algorithms, protocols have been proposed for reserving of

resources in a distributed environment.

Local Resource Management System: All the resources are managed locally with in a
banking domain. Resources are clustered based on category. The current load of CPUs,
network connections, and other monitoring statistics are collected by the cluster and
networking monitoring system, which is tightly integrated with LRMS and external

middleware monitoring services.LRMS offers job submission, monitoring and reservation.

Pricing Algorithm: Some organizations may charge some price for accessing /sharing
resources, for that purpose a pricing algorithm should be defined which clusters (groups)

resources based on rating, category, price, utilization time and no. of times accessed etc
Grid FTP/RFT: Transferring files securely across multiple domains.

Policy Level Agreement: In collaborative applications, participants agree on certain level of

secure communication based on communication policy specifications.

Service Level Agreement: A SLA defines a dynamically established and managed
relationship between the resource providers and resource consumers. Both parties are
committed to the negotiated terms. These commitments are backed up by organization-wide
policies, incentives, and penalties to encourage each party to fulfil its obligations. For each
scheduled task, a set of SLAs is signed by the administrative domain of the task owner, and
by each of the provider administrative domains. The SLA describes the service time interval,
and the provided QoS — resources, topology, communication, and mapping of user processes

to provider’s resources. SLAs are represented using the RTG model, and are stored in RTIS.

Resource Topology Information Service (RTIS): It provides information on the resource
topology and availability. Information is provided by means of the Resource Topology Graph
(RTG) schema, instances of which depict the properties of the resources and their
interconnections. For a simpler description process, the RTG does not contain a “point-to-

point” representation of the desired connections but is based instead on the communication
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group’s concept, which is quite similar to the MPI communicator definition. The main goals
of the RTIS are to facilitate topology-aware services to discover the grid resources picture as

well as to disclose information about those resources, on a “need-to-know” basis.
Auditing/Economic Services:

e A log of all actions/transactions is stored

e Total cost of resources are calculated based on pricing algorithm

e Capturing resource usage records across the administrative domains

e Assigning a cost to operations and charging the user taking into account the quality of
service actually received by the user

e The ability to transfer credits from one administrative domain to another as means of
payment for received services and resources

e Management of user groups’ credit accounts, tracking budget, economical obligations

etc.

Global/Grid Resource Management System: It is a grid meta-scheduling framework which
allows developers to build and deploy resource management systems for large-scale
distributed computing infrastructures at both administrative domain and grid levels. GMRS
looks after dynamic resource allocation, reservation, scheduling across multiple domains. At
the administrative level, the GRMS communicates with resource reservation services to
expose the remote access to underlying computing resources controlled by LRMS.
Administrative domain-level LRMS is synchronized with the Grid-level GRMS during the
job submission, job scheduling and execution processes. At the grid level, the GRMS offers

much more advanced co-allocation and topology-aware scheduling mechanisms.

Grid Information Server (GIS): Grid Information Service provides information about
entities in a grid. An entity is something of value to a computational grid. Entities can be
servers, such as software; server as a resource, such as a computer cluster, or exist as a

person, group, or organization. It is used in several ways:

First, event producers use a GIS to advertise their existence and the types of events that they
provide to event consumers. Consumers can then search the GIS to find producers that supply

the information they are interested in.
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Second, a location is needed to store what we are calling an event dictionary: a database of
commonly used event types and event elements. This dictionary gives producers and
consumers of events from different organizations a common “language” to use when
communicating with each other. It identifies the list of authorized domains, machines, and
keeps track of resource status information.

Grid Authorization System: Currently, the most common solution for mutual authentication
and authorization of grid users and services is the Grid Security Infrastructure (GSI). The GSI
is a part of the Globus Toolkit and provides fundamental security services needed to support
grids. In many GSl-based grid environments, the user’s identity is mapped to a corresponding
local user identity, and further authorization depends on the internal LRMS mechanisms. The
authorization process is relatively simple and static.

Moreover, it requires that the administrator manually modify appropriate user mappings in
the gridmap file every time a new user appears or has to be removed. If there are many users
in many administrative domains whose access must be controlled dynamically, the
maintenance and synchronization of various gridmap files becomes an important
administrative issue. We believe that more advanced mechanisms for authorization control
are required to support dynamic changes in security policy definition and enforcement over a
large number of middleware services. Grid Authorization Framework offers dynamic fine-
grained access control and enforcement for shared computing services and resources. GAS

can also be treated as a trusted single logical point for defining security policies.

3.5 Conclusion
In this chapter, a Banking Grid monitoring architecture is proposed which monitors all the

activities in grid environment from resource sharing to job scheduling and also discussed
about various components which may be useful for organizing the things in a multi domain

grid environment.
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CHAPTER 4
BANKING GRID PORTAL BASED ON
SSH FRAMEWORKS

Abstract:
J2EE is Java, optimized for enterprise computing. J2EE is used in many business portals for

its characteristics such as high stability, construct rapidly, easy to replant, maintenance and so
on. Struts, Spring and Hibernate, which are based on J2EE technology, are Open Source
frameworks. This chapter analyses how these three frameworks can be integrated together in
building a secure banking grid portal which offers wide range of services to its users based on
their roles in the organization. Users are permitted to access specified range of resources
based on their profiles. GridGain is used for job execution on different nodes in grid

environment.

4.1 Introduction:
The fast development of information technology and communication technology has attracted

companies towards construction of E-business banking portal. E-business banking portal
offers resource sharing across multiple domains and a wide range of services to its employees
[61]. It changes the way of businesses which are operated from traditional approaches to an
advanced and more efficient operations [62]. The major advantages of adapting E-Business
banking portal are: sharing of the resources across multiple domains, single sign-on access,
reduction of time and money spent and offering various services to employees based on their

role and permissions granted to them [63].

Resources that can be shared between banks are file documents, payment switches, servers
(database, web, application), Core Banking Software, Applications, Storage, Bandwidth,

Security Services, ATM service etc.

Grid portals build upon the familiar Web portal model to offer virtual communities of users a
single point of access to computational high end resources. The Web has proven to be an
effective means for delivering information, business services and commercial applications to
virtual communities of users. Web portals [64] like Yahoo, Microsoft or MSN, offer users a

single point of access to a wide variety of resources, services and technologies. Now a day’s
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web portals are constructed based on J2EE, PHP and ASP.NET out of which J2EE and
ASP.NET are build on three tier architecture. Since J2EE is integrated and platform
independent more companies use this technology in constructing business portals. There are
many Open Source frameworks which are based on J2EE technology such as Struts,
webwork, jsf, echo, Spring, Doff keel, Hibernate, Seam, jpa, ibatis, GlassFish, AppFuse and
so on [65] Each framework has its own importance, in this chapter we integrated framework
by Struts, Spring and Hibernate. In presentation layer Struts is used, in the business logic
layer web have created business objects, business services and now we are going to integrate
them using Spring framework, and Hibernate is used at data layer which is an
object/relational mapping tool for java environments.

4.2 Overview of SSH

4.2.1 Struts-MVC Framework:
The Apache Struts project is an open-source framework [66] sponsored by the Apache

Software Foundation. It was designed for developing J2EE web applications following the
Model-View-Controller (MVC) [67] design pattern. It was originally created by Craig
McClanahan and in May 2000 donated to be taken over by the open-source
community.Apache Struts framework is based on the MVC pattern which is a software
architecture that divides the data model, user interface, and control logic from the application
into three different parts. One of the advantages of using MVC is that it is extensible in
different ways. For example, if we want to export this project to other platforms such as
mobile devices, we only have to adapt the presentation layer according to the mobile

standard.

The Model represents the data objects of the Struts application. These objects are what are
going to be manipulated and presented to the user. They can be implemented as objects
representations of data stored in a relational database. At this point is when Hibernate comes
into action. Hibernate is an object-relational mapping (ORM) solution which permits to

manipulate a database tables as Java classes.

The View presents to the user the information of the Model. The View components are
mapped to a JSP file that contains Struts custom tags, HTML and JSP. All the JSP files are

controlled by the Tile framework. Using tiles allows us to develop reusable presentation
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components and we can classify our presentation tier to perform greater reuse of layouts,
HTML, and other visual components like images and multimedia files.

The Controller defines the way that the Ul responds to the user input. This component is the
one in charge of manipulate the Model.

Benefits of using MVC pattern are [67]:

Reliability: We are able to change the appearance of the application without recompiling the
code of the Model or the Controller components due to they are visibly separated from the

presentation and transaction layers.

High reuse and adaptability: The MVC pattern allows us to present our application in
different formats, all of them connecting to the same Model and Controller parts. l.e. Web
browsers through HTTP protocol or mobile devices through WAP protocol.

Very low development and lifecycle costs: We can distribute development effort, with the
intention that implementation changes in one module of the application do not involve

changes to another.

Rapid deployment: Deployment time can be significantly reduced, because programmers
focused on the Controller module can work independently of the developers responsible for

the View or Model components.

Maintainability: The clearly separation of presentation and business logic become easier to

maintain and modify the application.

The Model represents the data objects of the Struts application. These objects are what are
going to be manipulated and presented to the user. They can be implemented as objects
representations of data stored in a relational database. The View is take account for Interact
with the User; Control receive user’s input, then invoke Model and View to perform the
user’s request. The View sends updates to the Controller, the Controller updates the Model,
and the View gets updated directly from the Model [67]. All the user requests to the
application go through the controller. The controller intercepts the requests from view and
passes it to the model for appropriate action. Based on the result of the action on data, the

controller directs the user to the subsequent view, it works as following figure 7 [66]
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Figure7. Struts Implementation

Struts include a set of Tag libraries that allow us to develop the View component without
inserting Java code into our JSP pages. These Struts libraries are: Bean Tags, HTML Tags,
Logic Tags, Nested Tags, Template Tags and Tiles Tags. One of the main rules for using
Struts is that the Model does not have to contain any View code as well as all JSP files do not
have to contain any forward code since the flow of the application is controlled by the Struts-
config.xml file. Here in below there is a snippet of the Struts-config.xml file used in

application:

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE struts PUBLIC
"-/[Apache Software Foundation//DTD Struts Configuration 2.0/EN"
"http://struts.apache.org/dtds/struts-2.0.dtd">
<struts>
<package name="login" extends="struts-default">
<action name="home">
<result>/WEB-INF/jsp/home.jsp</result>
</action>
<action name="loans">
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<result>/WEB-INF/jsp/loans.jsp</result>
</action>
<action name="accounts">
<result>/WEB-INF/jsp/accounts.jsp</result>
</action>
<action name="atm">
<result>/WEB-INF/jsp/ATM.jsp</result>
</action>
<action name="upload">
<result>/WEB-INF/jsp/uploadl.jsp</result>
</action>

<action name="resource request'>
<result>/WEB-INF/jsp/requestresource.jsp</result>
</action>

<action name="login" class="loginAction" method="login">
<result name="input">/WEB-INF/login.jsp</result>
<result name="error">/WEB-INF/login.jsp</result>
<result>/WEB-INF/jsp/home.jsp</result>
</action>
<action name= "employee" class="employeeAction">
<result>/WEB-INF/jsp/employees.jsp</result>
</action>
<action name="saveEmployee" class="employeeAction"
method="saveEmployee">
<result name="input">/WEB-INF/jsp/employees.jsp</result>
<result name="error">/WEB-INF/jsp/employees.jsp</result>
<result>/WEB-INF/jsp/employees.jsp</result>
</action>
<action name="rolesAction" class="rolesAction">
<result name="error">/WEB-INF/jsp/roles.jsp</result>
<result>/WEB-INF/jsp/roles.jsp</result>
</action>
<action name="managerUpload">
<result>/WEB-INF/jsp/managerUpload.jsp</result>
</action>

<action name="employeeUpload">
<result>/WEB-INF/jsp/employeeUpload.jsp</result>
</action>
<action name="saveRoles" class="rolesAction" method="saveRoles">
<result name="input">/WEB-INF/jsp/roles.jsp</result>
<result name="error">/WEB-INF/jsp/roles.jsp</result>
<result>/WEB-INF/jsp/roles.jsp</result>
</action>
</package>
</struts>
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4.2.2 Spring Framework

The Spring framework [68] is a layered architecture consisting of seven well-defined
modules. Each module can exist individually or unite each other. The Spring modules are
built on top of the core container, which defines how beans are created, configured, and
managed, as shown in Figure 8. Spring is an application framework in which spring MVC is
one of the modules of spring framework.

Spring is a light containers (light-weight container), the core of which is factory Bean (Bean
Factory), we need to structure M (Model). Spring uses the concept of Inversion of control
(10C) where the objects are not hard coded in java but they are injected using
constructor/setter injection. On this basis, Spring provides AOP (Aspect-Oriented
Programming, and the level of programming) the realization use it to provide non-regulatory
environment, affirms that way affairs, security and other services for the expansion of the
factory Bean more ApplicationContext help us achieve J2EE applications; DAO / ORM
facilitate the realization of our database development; Web MVC Spring Web and Java Web
Application provides the framework or with other popular web framework for integration.

Spring Security 2.0.4 bases its authorization decisions on user roles. In some situations, it is
preferable to base authorizations on fine-grained permissions, and to treat roles as “groups of
permissions”. This allows more flexibility in managing the authorities, for example, allowing
an individual permission to be granted to, or taken away from one or more roles,
administratively, without the need for any code changes, and without the need to update

individual user credentials.

Spring ORM sSpring Web o
Hibernate, iBATIS and JDO RS DDRC St Dot
SEn Multipart Resolver
PP Web Utilities
Spring MVC
Spring AOP Web Framework
Source-level Metadata Web Views
AOP Infrastructure JSP, Velocity, Freemarker,
Spring Context PDF, Excel, XML/XSL
Spring DAO | Appilrjcla;onCorlex:
Transaction Infrastructure | Vi a"::g::
DECadDAD Suppait JNDI, EJB & Remoting Support
H S . |
Spring Core
Supporting Utilities
Bean Factory/Container

Figure 8. Implementation of Spring
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4.2.3 Hibernate Framework:
Hibernate [69] is an object/relational mapping tool for Java environments. The term

object/relational mapping (ORM) refers to the technique of mapping a data representation
from an object model to a relational data model with a SQL-based schema. Hibernate uses
three basic files to provide its services [70]. The configuration file, the mapping definition
file and the primary Hibernate class used to retrieve and persist java classes.

Hibernate not only takes care of the mapping from Java classes to database tables, but also
provides data query and retrieval facilities and can significantly reduce development time
otherwise spent with manual data handling in SQL and JDBC, it works as following Figure 9

Application
Persistent Objects

Hibernate

hibernate
properties

XML Mapping

Database

Figure 9. Structure of Hibernate

A foremost element in the project is the database. All the information is stored in this
component and must be available in an effective way. User’s data, roles data, resources data,
actions, payment data etc are stored in database. The database is designed in accordance with
the relational database model using a normalization process which eliminates duplicated data

in the relational database.

Comparison between JDBC and hibernate is shown in below table:

| JDBC | Hibernate |

Most of well-known developers Easy and fast to learn.

know it.

Designed for small systems. Good performance.

Hard coding effort. Safe up to 95% of common data
persistence related programming
tasks.

Stored procedure usage. Reduce common data persistence
related programming tasks.
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4.3 Integration of SSH Frameworks:
Struts Framework is a standard for developing well-architected Web applications and is based

on MVC architecture. Stores application routing information and request mapping in a single
core file, struts-config.xml. Hibernate is a powerful technology for persisting data, and it
enables Application to access data from any database in a platform-independent manner.
Spring is a dependency injection framework that supports I0C. The beauty of Spring is that it
can integrate very well with most of the present popular technologies. Spring security is used
for authentication, authorization of user along with single sign-on facility thus integration
Struts, Spring and Hibernate is a very perfect pattern for developing a banking grid portal.

In this integration process, user sends request from browser to web server, the request will be
then forwarded to ActionServlet of struts, and then this ActionServlet is send to bean of
spring ,it checks for business logic, business service with which that action is associated and
is configurable with help of IOC module. Spring allows you to define resources like a JDBC
DataSource or a Hibernate SessionFactory as beans in an application context. Set up a JDBC
DataSource and a Hibernate Session Factory on top of it. Spring Beans deal with the data
between application and database, thus there is no need for the Application to depend on the
JDBC details like opening connection, closing connection managing connection, keeping
connection active and dealing with statements. By Using Hibernate, the access of database

becomes object-oriented and very easy.

4.4 Construction of Banking Grid Portal with SSH Frameworks:
Banking Grid Portal is developed using struts, spring and hibernate frameworks which offers

various services, Services offered to them depend on their role in the organization and to
which department the user belongs to. The functionality of portal is: employee registration;
online access to resources within and outside the domain; submit a job to resource; online
access to database, web and application servers of other domains; editing, deleting, adding,
saving resources such as files, html pages; upload/download files from web server,
administrator management; employee management; request to access a resource; Loans &

Deposits monitoring; track resource usage; online help; uniform access to resources globally.

Globus Toolkit (GT4) [3] is used in implementation process which creates a grid
environment. Apache ant, Apache tomcat server in globus tool kit is used for deploying this
web application and for submitting jobs to various nodes in organization which in turn are

connect to various resources.
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GridGain [71] which support spring framework is used for executing jobs concurrently on

different nodes/computers in grid environment.

In this paper, Administrator management will be used as an example to describe how to
realize by SSH. This module is realized by three-tiered: presentation layer, middleware layer
(GT4, Business Logic/Business Service) and Data layer as Figure 10

User interface; JSP; Strut Tag Libraries: Display,
Validate, Submit data

Presentation Layer

Action Component Layer: Find, update & execute
action by ActicnServlet of struts.

Middleware Laver Portal Service Layer: Business Logic associated with
it

Resource Layer: Globus Toaolkit (GT4), High-level
services

Data Access Laver, Persistent object Laver

Database Layer MySQL Server: update, retrieve data from database

Figure 10 .Banking portal layered architecture

4.4.1 Presentation Layer:
Administrator can enter details of employee, modify details, send mail to users, access

resources, download/upload files to server, edit files online and save, track resource usage etc
through browser. This layer is built upon reusable Java Server Pages (JSP) [72] based user

interface components, called action components. JSP collects all the information submitted
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through browser and based on corresponding control, action in middleware layer service is
provided for that action and reply is sent back to browser by using strut tag libraries.

Here is what Presentation layer can do:

e Managing requests and responses for a user.

e Providing a controller to delegate calls to business logic and other upstream
processes.

e Handling exceptions from other tiers that throw exceptions to a Struts Action.

e Assembling a model that can be presented in a view.

e Performing Ul validation.

4.4.2 Middleware Layer:
This layer is divided into 4 sub layers: action component layer, service layer, resource layer,

data access & persistent object layer.
a. Action Component Layer:

This layer deals with all the actions to access a particular service.
b. Portal Service/Business Layer:

Based on business logic service is provided to users, and handles the information exchange
between DAO component and Presentation layer. Business layer adds flexibility between the
presentation and persistence layer so that they do not directly communicate with each other.
Business layer allows interfaces for interaction with other layers and also manage

dependencies between business level objects.
c. Resource Layer:

Provides support for persisting information about resources and tasks performed by users on
the Grid. This service is deployed in grid node using apache ant which is present in Globus
Toolkit (GT4).

d. Data Access Object (DOA) & Persistent Object Layer (PO):
i. DAO Layer: It encapsulates the functions of employee data query, modification, add
and deletion. And it handles the information exchange between Service tier and PO

tier.
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ii. PO Layer: The relational database table which stores, updates and deletes user
information are mapped to data objects by the object/relational mapping tool of the
Hibernate. Hibernate persistent objects are based on plain-old Java objects and Java

collections.

4.4.3 Database Layer:
In the implementation part, MySQL 5.0 database server is used to store, update and retrieve

information. This layer keeps data neutral and independent from application servers or
business logic. MySQL is a multithreaded, multi-user, SQL Database Management System.
One of the advantages is that MySQL is available as free software under the GNU General
Public License (GPL), decreasing the cost of the final product. MySQL supports transactions,
procedures and SSL which provides secure communications, an essential feature in e-

Commerce.
4.5 Screenshots
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User Login Page:

a.can upload files to server
b.can download files from server
c.can modify,delete,create files, folders

3.Employee

a.can only download files from server
b.can access other banks resources

4.ATM,LOANS,ACCOUNTS department
employees can access only their
respective resources

Click Here for
SBH
+# Internet Banking

SBH Helpline
1800 4254065 v

mysbhh@sbhyd.co.in

Member Login

User Name

Password

subm
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Working Environment: MyEclipse

2 MyEdlipse Java Enterprise - bankl/src/spring-config/gridcomputi
File Edit Source Navigate Search Project MyEclipse Run Refactor

securityaml - MyEclipse Enterprise Workbench
XML Window Help
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& spring-config
[X] gridcomputing.xml
% gridcomputing-action.xml
X gridcomputing-hibernate.xml
£ gridcomputing-securityxml
[%) gridcomputing-servicexml
4X] strutsxml
=) JRE System Library [MyEclipse 6.6]
=) Referenced Libraries
2 WebRoot
B2 bank2
&8 src
= JRE System Library [MyEclipse 6.6]
=) Referenced Libraries

<nhttp auto-config='true’ nied-page="/, ied.jsp” >
pattern='/login.jsp*' filters="none"/>

pattern='/images/**' filters="none"/>

pattern='/css/**' filters="none"/>

pattern='/managerUpload.jsp*’ filters="none"/>
pattern='/employeeUpload.jsp*' filters="none"/>

pattern='/employee.action' access="ROLE_MANAGER USER"/>
pattern='/accounts.action' access="ROLE ACCOUNTS_USER,ROLE_MANAGER_USER"/>
pattern='/otherRes.action' access="ROLE_MANAGER USER,ROLE_EMPLOYEE USER"/>
pattern='/loans.action' access="ROLE_LOANS_USER,ROLE_MANAGER USER"/>
'/atm.action' access="ROLE_ATM USER,ROLE_MANAGER USER"/>
'/upload.action' access="ROLE_EMPLOYEE USER,ROLE_MANAGER USER"/>

<intercept-url

intercept-url

< i J

http://www.springframework.org/schema/security http://www.springframework.org/ schema/ss‘

pattern="/**" access="ROLE_ACCOUNTS_USER,ROLE_MANAGER USER,ROLE_ATM USER,ROLE_LOANS_USER, _
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User Home Page:

Grid Project - Mozilla Firefox

@— (& 4 (LI http/localhost:8080/banki/home.action o

>> All Study Materials ... (5] || ¥¥ Students Hango... [5) Forex Management &... =~ WELCOME TO MY SITE [l Photoshop Tools & So... &3 Tynt Tracer: What's be...
|| Grid Project [ . -

BANK A

Home | Employee | Accounts = Loans | ATM | Upload  OtherResources | Logout

n

HOME LOANS,VEHICLE LOANS,EDUCATION LOANS,GOLD LOANS INTEREST RATE:

Download Forms™

Whats New 20108, 5Y ROHITH KUMAR D | XHTML 1.0 TRANSITIONAL

Done

Grid Project

istory Bookmarks Tools Help

4 (L] http/localnost3080/bankl /employee.action

>> All Study Materials .. (£ | ] w¥ Students Hango... (5} Forex Management &... ~:- WELCOME TO MY SITE Bl Photoshop Tools & So... @ Tynt Tracer: What's be...
|| Grid Computing |

Home [ Employee | Accounts = Loans | ATM | Upload | OtherResources  Logout

Add Employee

Employee ID First Name LastName

n

Password Status Email

Active v

submit

Employees
Employee ID Employee Name Email Status Action
123 DILEEP VARMA DILEEP@VARMA.COM Active Roles
12v34 sastry sirv vnsastry@idrbtac.in Active Roles
321 Vasu Madireddi vasu.anss@gmail.com Active Roles
65445 heheh yoyoy giridhar_4udever@yahoo.co.in Active Roles L
890 kavi kavitha ak@gmail.com Active Roles
dp Durga Prasad abc@gmail.com Active Roles
raju rajut raju@gmail.com Active Roles
roh123 rohan k rohan@rediff.com Active Roles
rohith rohith d rohith@rohith.com Active Roles
rtey rey rai ra@gmail.com Active Roles
test testtest test@test.com Active Roles -

Done
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Upload & Resource Page:

‘\newWorkspace\.metadata\.plugins\com.genuitec.eclipse.easie.tomcat.m se\tomcat\webapps\bank1 - Mozilla Firefox

File Edit View History Bookmarks Tools Help

| http//lo / Upload,

7 >> All Study Materials .. () || ¥¥ Students Hango... (5} ForexManagement & .. ~:- WELCOME TO MY SITE Bl Photoshop Tools & So... & Tynt Tracer: What's be...

il

| || DAnewWorkspace\.metadata\plugin...| + |
Filename filter:
Name Siz Type |pate
C:\J
D:\]
E:\]
Fi\]
&
[ [fcss] DIR Mar 8, 2010 3:10:14 PM
[ |fimages] DIR Mar 8, 2010 3:10:14 PM
[l [[META-INF] DIR Mar 8, 2010 3:10:13 PM
[ |[wes-INF] DIR Mar 8, 2010 3:10:14 PM
=] 1.35 K| isp Mar 8, 2010 3:10:14 PM Download Edit
[] | employeeupload.jsp 73.16 Kg Jsp Mar 8, 2010 3:10:14 PM Download Edit
[ [login.jsp 3.86 KB .isp Mar 8, 2010 3:10:14 PM Download Edit
[[] | managerupload.jsp 73.17 K§y .isp Mar 8, 2010 3:10:14 PM Download Edit
D select all
151.55 KB in 4 files in D:\ pace\ -plugins\ c itec.ecli ie.tomcat.myeclipse\! at’ \bank1\
‘ Download selected files as (z)ip ‘ ‘ (Deljete selected files ‘
[ Create (D)ir \ \ (Create File \ I (Mjove Files \ Cop(y) Files | | (R)ename File
@:}aunch external mélam

Upload & Downlozd Files1.2 by Bank A DONE

Done

TR . |G e— =
& MyEclipse Java Ente... ¥) D:\newWorkspace\.... \V" add employee to do... L i W @ 1119

Server Status:

& MyEdipse Java Enterprise - bank1/src/spring-config/gridcomputing-security.xml - MyEdiipse Enterprise Workbench
File Edit Navigate Search Project MyEclipse Run Window Help
B3 LR AR B - A R

(21 Problems I Tasks {@ Web Browser [IE] Console £, #b Servers|

$-0-Q-

(ARG RSB CRCR FEE & ([@Wychpsele..]

M B =S

&

% myeclipseTomcatServer [Remote Java Application] C:\Users\Rohith\AppData\Local\MyEclipse 6.6\jre\bin\ (Mar 13, 2010 11:08:22 AM) Il o

8 Mar 13, 2010 11:08:56 AM org.springframework.security.config.FilterChainProxyPostProcessor checkLoginPageIsntProtected A ==

s |INFO: Checking whether login URL '/login.jsp' is accessible with your configuration
ar 13, 2010 11:08:56 AM org.springframework.security.config.FilterChainProxyPostProcessor postProcessBeforeInitialization &
INFO: FilterChainProxy: FilterChainProxy[ UrlMatcher = org.springframework.security.util.AntUrlPathMatcher[requiresLowerCase='true']; Filter Chains: {/login.jsp

& Mar 13, 2010 11:08:56 AM org.springframework.web.context.ContextLoader initWebApplicationContext

B 1NFO: Root WebApplicationContext: initialization completed in 7790 ms

& [Mar 13, 2010 11:08:56 AM com.opensymphony.xwork2.config.providers.XmlConfigurationProvider register 5
INFO: Parsing configuration file [struts-default.xml] o

ey

Mar 13, 2010 11:08:56 AM com.opensymphony.xwork2.config.providers.XmlConfigurationProvider register
INFO: Parsing configuration file [struts-plugin.xml]
[Mar 13, 2010 11:08:56 AM com.opensymphony.xwork2.config.providers.XmlConfigurationProvider register
INFO: Parsing configuration file [struts.xml]
Mar 13, 2010 11:08:56 AM org.apache.struts2.config.Settings getLocale
[WARNING: Settings: Could not parse struts.locale setting, substituting default VM locale
Mar 13, 2010 11:08:57 AM com.opensymphony.xwork2.util.ObjectTypeDeterminerFactory <clinity>
INFO: Detected GenericsObjectTypeDeterminer, initializing it...
Mar 13, 2010 11:08:57 AM com.opensymphony.xwork2.util.XWorkConverter getInstance
INFO: D Annotati kConverter, initializing it...
ar 13, 2010 11:08:57 RM org.apache.struts2.spring.S5trutsSpringObjectFactory setServletContext
INFO: Initializing Struts-Spring integration...
Mar 13, 2010 11:08:57 AM com.opensymphony.xwork2.spring.SpringObjectFactory setAutowireStrategy
INFO: Setting autowire strategy to name
Mar 13, 2010 11:08:57 AM org.apache.struts2.spring.StrutsSpringObjectFactory setServletContext
INFO: ... initialized Struts-Spring integration successfully
Mar 13, 2010 11:08:57 AM org.apache.coyote.httpll.HttpllProtocol start
INFO: Starting Coyote HTTP/1.1 on http-8080
Mar 13, 2010 11:08:58 AM org.apache.jk.common.ChannelSocket init
INFO: JK: ajpl3 listening on /0.0.0.0:8009
ar 13, 2010 11:08:58 AM org.apache.jk.server.JkMain start
INFO: Jk running ID=0 time=0/62 config=null
Mar 13, 2010 11:08:58 AM org.apache.catalina.startup.Catalina start
INFO: Server startup in 33629 ms

clipse Java Ente.
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GridGain:

BEY C\Windows\system32\cmd.exe 8 =HACIEL X

heat timeout (3@AA millizeconds)
[12:3@:12_6441L[INF0 llmainl]IlGridMulticastDiscoverySpil SFI started ok [=tartM==3
A43, zpiMBean=org.gridgain:group=8PIlz_. name=GridMulticastDiscoveryipil
[12:3@:12.642 1LINFQO lLmain]lLlGridDiscoveryManager]

>»» Discovery Snapshot.

B e —

»2» Humber of nodes:

»»» Topology hash: Bx?92ABEBC

»2» Local: F61BCEE1-B6D3I—4183-8DAS-23ERE?7A34DF,. 18.8.8.2, Windows Uista xB6 6.8
. Rohith. Javad(THM> 2 Runtime Environment, Standard Edition 1.5.8_18-h@A3

>2» Remote: 74524B5C-1896—453A-AESD-636F465%837C?, 18_.8.68_2, Windows WVista =86 6.
A, Rohith. Java({TM» 2 Runtime Environment, Standawrd Edition 1.5%.8_168-h#3

»2» Remote: DS21BS562—-13EC—4678-9E4D-EBAACFAYEAEA, 18_.A.8_2,. Windows UVista =86 6.
B. Rohith, Java<TM> 2 Runtime Environment, Standard Edition 1.5%.6_18-hA3

»2> Remote: BE?66258-1B6A—479A-2162-DAD437FBE3BY,. 18.8.8.2,. Windows Uista =86 6

B. Rohith, Java<{TM> 2 Runtime Environment, Standard Edition 1.5%.6_18-hAl

»2» Total numher of CPUs: 2

[12:3@:12_.7331LINF0 1[mainllGridlUpdateMotifier] Your verszion iz up to date.
[12:38:12 . 74B1LINF0O l1Imainl]llGridKernalxnulll

>»» GridGain ver. 2.1.1-26022007 STARTED 0K in 4348ms.

4.6 Conclusion
We developed a banking grid portal using SSH framework which is based on J2EE three-tier

architecture. In this portal banking grid services are monitored, managed and resources are
accessed online based on user role and action on a particular resource. In the portal system,
the presentation, the application processing and the data management are logically separate
processes. Thus it satisfies the demands of the business and achieves the goal of expansibility
and maintenance by designing the clear, rational structure of system architecture. Apache
tomcat and Globus toolkit which is open source is used in developing this portal. Three level

security is provided through portal to access/share resources of other domains.
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CHAPTER 5
RBAC XACML IN GRID ENVIRONMENT

Abstract:

Once the authorization mechanism is defined, the next step is to write policies for different
set of users based on their roles and persmissions.In this chapter we will explain how a
XACML RBAC policy can be written with the help of an example which contains 5 roles.
The XACML RBAC is an extension to XACML specification 2.0 and defines a set of
policies for creating roles, role permissions, role assignments and separation of duty policies.
SUNXACML API is used for implementation.

5.1 Introduction:
A large number of dynamic grid users and resources make the overall access control

Inefficient and cost surge. Therefore, there is a need to reduce the complexity of authorization
management, reduce administrative overhead. For these reasons to improve grid security we
use XACML and Role Based Access Control (RBAC) mechanisms for enterprise information

grid.

To address some of the problems associated with role-based access control in XACML there
is a specific XACML-RBAC profile [73]. The profile has been defined in the XACML-
RBAC specification as an OASIS approved standard. The profile allows one to define Roles,

Permissions, References from roles to permissions, and roles enabling and assigning policies.
The policies specified in this profile can answer three types of questions:

1. If subject X has roles R1, R2....Rn enabled, can subject X access carry an action ‘a’
to a given resource?

2. Issubject X allowed to have a specific role R1 enabled?

3. If subject X has multiple roles R1, R2.... Rn enabled, does that mean the subject X will
also have permissions associated with role Ri (where Ri is junior to any of the roles
R1, R2,...Rn)

The policies specified in this profile assume all the roles for a given subject have already

been enabled at the time an authorization decision is requested. The set of roles a subject may
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have is handled by a Role Enablement Authority, but not by the Policy Decision Point (PDP)
which makes the actual authorization decision. So in terms of architecture this requires an
additional component that carries out an authentication process first, in order to determine
whether a user is allowed to carry a role.

Assuming a subject has a valid role, the specification suggests two special types of PolicySets
to describe the permissions of various roles. They are called Role Policy Set (RPS) and
Permission Policy Set (PPS). A Role Policy Set is only applicable to a specific role, i.e. each
role should have its own RPS. A Permission Policy Set specifies the actual permissions for a
role and is referenced by the RPS.

A reference is used to allow roles to inherit its other’s permissions. So in order to allow one
role to possess all the permissions of another role, a reference is included within the junior
role’s PPS, pointing to the senior role’s PPS. This is simply an inclusion mechanism to
support role inheritance. The main benefit of using such mechanism is the decoupling or the
role and the permissions policy set. This also provides some flexibility for carrying out
changes of association between a role and its permission sets. A change of reference will

suffice without requiring change to either the role or the permission sets.

This profile also addresses the issues of assignment of various roles attributes to users
although the enabling of those attributes are outside the scope of the XACML PDP. Role
Enablement Authorities are implemented to perform these functions, which answers the
question “Is subject X allowed to have role Ri enabled?” .It however doesn't answer “Which
set of roles is subject X allowed to have enabled?”. The profile assumes that the presence of a
role attribute in the XACML request for a given user is a valid assignment at the time the
access decision is requested. Therefore to verify the link between a user and the user’s role

requires some additional authentication.

5.2 eXtensible Access Control Mark-up Language (XACML)
XACML is a widely used standard for representing attribute-based access control policies.

The XACML specification [39] defines both a language model and a data-flow model. The

XACML language model defines the following main components to represent policies:
(1) A <PolicySet> contains a set of access control policies or other policy sets.

(2) A <Policy> represents an access control policy described through a set of rules.
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(3) A <Rule> represents an access rule or permission. The effect of a rule is either permit or
deny.

An XACML <PolicySet>, <Policy> or <Rule> may contain a <Target> element. A <Target>
element specifies a set of subjects, resources, actions and environments to which the

<PolicySet>, <Policy> or <Rule> is applied shown in figure 11
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Figure 11. XACML Policy language Model

5.3 RBAC
Role-based access control has gained in popularity in recent years, with one of the principal

reasons for this being that the approach offers the benefits of greatly simplified policies by
exploiting the natural hierarchies of the workplace. In RBAC, permissions are associated with
roles, and users are assigned appropriate roles, thereby acquiring the roles’ permissions .In a
virtual organization which includes large number of users who are divided into several
groups, each with different level of access. A role has certain privileges associated with it.
When a VO role is mapped to a local role, it will specify the privileges a user can have; for

example, access to a specific table of a database or a file.RBAC Structure is shown in fig 12
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Figure 12. RBAC Structure

In VOs, users may be assigned specific tasks, and there may be constraints related to the
execution of those tasks. For example, a user may have access to data only during certain
days of the week, or certain tasks may be considered mutually exclusive for a user; i.e., any

two or more tasks cannot be executed at the same time.

The typical identity-based authorization used today is not scalable because authorization
information should be maintained for each user. In RBAC, authorization information is
associated with roles, not with individual users. It has been shown that the cost of
administering RBAC is proportional to U+P per role, where U is the number of individuals
in a role and P is the number of permissions required by the role, while the cost of associating

users directly with permissions is proportional to UxP.

In certain instances, a user may wish to delegate only a subset of its rights to an application to
act on its behalf. This requirement can usually arise in systems where a limited trust
relationship is established between entities. More information about RBAC is discussed in

section 1.2.1
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5.4 XACML RBAC Example:

Consider a banking domain with 5 users 4 roles; with the roles being Manager, Clerk,
Officer, Financial Analyst and Some users have multiple roles as indicated in the sets below.

User 1 -> Manager

User 2 -> Officer

User 3 -> Clerk

User 4 -> Manager, Financial Analyst

User 5 -> Clerk, Officer

Relationship between Roles:

1.

2
3
4.
5

. Officers are junior than Financial Analysts

Officers and Clerks are more juniors than Manager;

. Officers and Clerks are more juniors than Financial Analyst

Financial Analysts are junior than Managers

Clerks are junior than Officers

Permissions for each role:
1. Manager can:

a) Add, Delete, Edit, Modify employee, clerk, officer details.

b)
c)

Have access to all the resources(files, Servers)

Upload files to server ,Download files from server, Edit Files online and save them

2. Officers, Clerks can:

a)
b)

Read Files

Download Files from server

3. Financial Analyst can:

a) Write ,Read Files

b)
c)

4. You need to be both Manager and a Financial Analyst to add, modify, and delete

Upload Files to server.

Download Files in between 5Am — 7Pm

employee, clerk, and officer details
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The 1st step is to determine the list of resources as well as the set of actions that can be
applied on those resources. This will result in a set of pairs (action, resource) as shown in the
fig 12. Each pair is given a reference identity. In addition they can also be grouped to form
sets of permissions. Again a reference is also used to identify that set. The process results in a
list of references that are used to identify either individual action of groups of such actions.

The second step is to determine the roles. In XACML RBAC these are expressed in the
documents we call role policy sets. Third step is to define permissions with respect to a role
this contains set of rules, describing what a role can or cannot do. Fourth and last step is that
of agreeing on separation of duty which is achieved by defining another policy Set. The
purpose of this policy is simply to prevent an entity that possesses conflicting role attributes
from gaining any access to resources. For example we may want to prevent a user to access a

resource if he also carries another role.

5.5 XACML-RBAC Implementation in Grid Environment (GT4):
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Figurel3.RBAC XACML Architecture

XACML Policy Framework: It is designed as a separate service running on remote system. It
accepts the requests from multiple authorization modules of the middleware and makes
access decisions. Policies are specified using XACML. These policies have been placed on

the same system where the XACML framework resides.
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Globus container: This component contains all the services and accepts requests from the
grid clients and runs on a separate system

Database: It contains information about user-role, role-delegation etc. The Policy
Enforcement Point (PEP) of the policy framework queries the database for user, role and

permission details

LDAP (Lightweight Directory Access Protocol) server: It runs on a separate system and
accepts request from the LDAP clients. It contains the complete details of users and resources
in the organization. It also responds to the queries from the Policy Enforcement Point (PEP)
for additional user attributes

Policy Enforcement Point (PEP):

v" XACML Request is generated
v' Protect the resources
v Queries the LDAP server for additional user attributes

v Forms request based on subject, action and resource attributes
Policy Development Point (PDP):

v Receives and examines the request
v Determines whether access should be granted or not
v’ Retrieves applicable policies

v" Returns access decision to PEP

SUNXACML API:
It contains all the interfaces for PDP, PEP, Policy Finder, Response Context, rule/policy

combining algorithm etc. [40]
MySql: Database for storing user-role, role-permissions

Role checking point serves as an authentication point, its purpose is to check whether the user

with a specified role is allowed to carry that role or not.

Grid Node receives the request from user and that request is forwarded to Request entry point
(REP). Policy Administration Point defines roles, persmission policies along with role

assignment and separation of duties among users, he is owner of all policies and policy sets
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A role R requests access to a resource (resources are expressed as URIS) several services
coordinate the process of expressing a request and providing a response. Here the request is
in the form of Role (action, resource) instead of user (action, resource)

The Request Entrance Point service provides an interface that accepts requests in the form of
Role (resource-URI, action) and translates these to XML documents which complies with the
XACML schema for requests. As it was stated earlier the initial request is send to the role
enabling point to be authenticated before it is directed to the PDP.

The Request Decision Point is the service that actually makes the decision whether a request
should be granted. Upon receipt of an XACML request it retrieves the relevant policies
documents from the database. At this point the evaluation takes place. This is done through a
collection of Combining Algorithms. There are Policy Combining Algorithms and Rule
Combining Algorithms. When a decision is reached a XACML response document is created
which contains the decision and is forwarded to the Policy Enforcement Point. This is the
service that parses the XACML response, retrieves the response and forces the decision on
role R.

Policies & Request Formats with Employee and Manager Roles:

Manager Policy:
Table below shows a sample policy in XACML v3.0 which specifies that users with the

Manager role have read and write permissions on the File resource.

<?xml version="1.0" encoding="UTF-8"?>

<Policy xmIns="urn:oasis:names:tc:xacml:3.0:schema:os"
xmlns:xsi=http://www.w3.0rg/2001/XML Schema-instance
Policyld="urn:oasis:names:tc:xacml:3.0:example:policyid:policyl"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
overrides">

<Rule Ruleld="urn:oasis:names:tc:xacml:3.0:example:ruleid:rulel” Effect="Permit">
<Target>

<AnyOf>

<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">Manager</AttributeValue>
<AttributeDesignator Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-
subject”

Attributeld="urn:oasis:names:tc:xacml:3.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchemat#string"/>

</Match>
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</AllIOf>

</AnyOf>

<AnyOf>

<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue

DataType="http://www.w3.0rg/2001/XMLSchemat#string">File</AttributeVValue>

<AttributeDesignator Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource"

Attributeld="urn:oasis:names:tc:xacml:1.0:resource:target-namespace”

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

</Match>

</AllIOf>

</AnyOf>

<AnyOf>

<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal'>

<AttributeValue

DataType="http://www.w3.0rg/2001/XMLSchema#string">read</AttributeVValue>

<AttributeDesignator Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action™

Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"

DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

</Match>

</AllIOf>

<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal>

<AttributeValue

DataType="http://www.w3.0rg/2001/XMLSchema#string">write</AttributeValue>

<AttributeDesignator Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action™

Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"

DataType="http://www.w3.0rg/2001/XMLSchemat#string"/>

</Match>

</AllOf>

</AnyOf>

</Target>

<ObligationExpressions>

<ObligationExpression

Obligationld="urn:oasis:names:tc:xacml.example:obligation:email"

FulfillOn="Permit">

<AttributeAssignmentExpression

Attributeld="urn:oasis:names:tc:xacml:3.0:example:attribute:mailto">

<AttributeSelector Category="urn:oasis:names:tc:xacml:3.0:attribute-

category:resource"

RequestContextPath="md:record/md:employee/md:employeeContact/md:email"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

</Attribute AssignmentExpression>

<AttributeAssignmentExpression

Attributeld="urn:oasis:names:tc:xacml:3.0:example:attribute:text">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string" >

Your File has been accessed

</AttributeValue>
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</AttributeAssignmentExpression>
<AttributeAssignmentExpression
Attributeld="urn:oasis:names:tc:xacml:3.0:example:attribute:text">
<AttributeDesignator
Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
Attributeld="urn:oasis:names:tc:xacml:1.0:subject:subject-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>
</Attribute AssignmentExpression>

</ObligationExpression>

</Rule>

</Policy>

Employee Policy:
Table below shows a sample policy in XACML v3.0 which specifies that users with the

Employee role have read permission on the File resource only from 9:00 AM to 7:00 PM

<?xml version="1.0" encoding="UTF-8"?>

<Policy xmiIns="urn:oasis:names:tc:xacml:3.0:schema:os"
xmlns:xsi=http://www.w3.0rg/2001/XML Schema-instance
Policyld="urn:oasis:names:tc:xacml:3.0:example:policyid:policyl"
RuleCombiningAlgld="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
overrides">

<Rule Ruleld="urn:oasis:names:tc:xacml:3.0:example:ruleid:rulel” Effect="Permit">
<Target>

<AnyOf>

<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">Employee</AttributeVValue>
<AttributeDesignator Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-
subject”

Attributeld="urn:oasis:names:tc:xacml:3.0:example:attribute:role"
DataType="http://www.w3.0rg/2001/XMLSchemat#string"/>

</Match>

</AllOf>

</AnyOf>

<AnyOf>

<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">File</AttributeVValue>
<AttributeDesignator Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource
Attributeld="urn:oasis:names:tc:xacml:1.0:resource:target-namespace"
DataType="http://www.w3.0rg/2001/XMLSchemat#string"/>

</Match>

</AllOf>

</AnyOf>

<AnyOf>
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<AllOf>

<Match Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal'>
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchemat#string">read</AttributeValue>
<AttributeDesignator Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action"
Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string"/>

</Match>

</AllOf>

<AllOf>

</Target>

<Condition>

<Apply Functionld="&function;and">

<Apply Functionld="&function;time-greater-than-or-equal">

<Apply Functionld="&function;time-one-and-only">

<EnvironmentAttributeDesignator Attributeld="&environment;current-time"
DataType="&xml;time"/>

</Apply>

<AttributeValue DataType="&xml;time">9h</AttributeValue>

</Apply>

<Apply Functionld="&function;time-less-than-or-equal">
<Apply Functionld="&function;time-one-and-only">
<EnvironmentAttributeDesignator Attributeld="&environment;current-time"
DataType="&xml;time"/>

</Apply>

<AttributeValue DataType="&xml;time">19h</AttributeValue>
</Apply>

</Apply>

</Condition>

</Rule>

</Policy>

Request Structure:

Manager Request:

<Request xmIns="urn:XACML3.hcu.ert.in">

<Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
<Attribute Attributeld="urn:oasis:names:tc:xacml:3.0:attribute:role">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">Manager</AttributeValue>
</Attribute>

</Attributes>
<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

includelnResult="true">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchemat#string">FILE</AttributeVValue>
</Attribute>
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</Attributes>

<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">
<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchemat#string">read</AttributeValue>
</Attribute>

</Attributes>

</Request>

Employee Request:

<Request xmIns="urn:XACML3.hcu.ert.in">

<Attributes Category="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject">
<Attribute Attributeld="urn:oasis:names:tc:xacml:3.0:attribute:role">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchemat#string">Employee</AttributeVValue>
</Attribute>

</Attributes>
<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:resource">
<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"

includelnResult="true">

<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">FILE</AttributeVValue>
</Attribute>

</Attributes>

<Attributes Category="urn:oasis:names:tc:xacml:3.0:attribute-category:action">
<Attribute Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id">
<AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#string">Write</AttributeValue>
</Attribute>

</Attributes>

</Request>

5.6 Conclusion:
In this chapter, we have written policies based on XACML-RBAC profile 1.0 and explained

with an example. Also proposed XACML RBAC architecture for single domain banking grid
enterprise where authorization decision is taken to give access/deny a resource. Policy
database for various roles is also maintained and also investigated the extent to which
obligations, XACML policies and role-based administrative models can be used to manage
XACML RBAC policies.
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CHAPTER 6
CONCLUSIONS & FUTURE WORK

Conclusions

Banking Grid is an integrated infrastructure that enables collaborative use of computational
power of high end computing devices such as servers and payment switches, heterogeneous
applications such as file system, databases, core banking software, security services and
information storage platforms etc. owned and managed by multiple banks or service
providers. When the resources are shared among multiple domains, monitoring the resources
become the most important issue for efficiently using and managing recourses across
domains. Hence, in this project | have proposed a Banking Grid monitoring architecture
which monitors all the activities in grid environment from resource sharing to job
execution/scheduling and also stated the requirements for such architecture.

Also a Banking Grid Portal is developed through which all the authenticated grid users based
on their roles; permissions can share/access resources online and can also make use of
various grid services. Three level security is provided to access resources.SSL encryption
may be used for certain modules, it is left to future work

Also proposed XACML RBAC architecture for single domain banking grid enterprise where
authorization decision is taken to give access/deny a resource. Policy database for various
roles is also maintained and also investigated the extent to which obligations, XACML
policies and role-based administrative models can be used to manage XACML RBAC

policies.

Future Work:

In role management, we did not consider hierarchical relationship among roles and policies.
Also separation of duty including both static and dynamic and special constraints like
cardinality constraints implementation needs to be addressed. And also investigate to what
extent SAML and XACML can inter-operate to support Attribute-based role assignment. As
Grid involves several organizations, the distributed storage and administration of the
XACML policies has to be supported. As users change quite frequently in dynamic grid
environments, storing the XACML policy in xml file is not a correct method to deal with
policies. In future, as more organizations will follow XACML standard it is important to
address these issues and design a new system that can create, store, retrieve and manage the
XACML policies efficiently.
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APPENDIX

GLOBUS TOOLKIT

Installation of Globus Toolkit

This helps as a guide to Globus Toolkit 4.0.1 (GTK4.0.1) installation. It deals with basic

installation that installs core services and a few base services namely: a security infrastructure

(GSlI),

GridFTP and RFT. After the installation and testing, we explore the possibility of

using the CA of one machine on another machine.

1.

© 00 N O O B~ W

Pre-requisites (Softwares/Databases)
e Java

e Apache Ant

e Apache tomcat

e Postgresqgl database

. Optional Software

e |0ODBC

Before starting the installation, first we need to create a globus user.

. Building the Toolkit

. Setting up the simpleCA

. Get the host and container certificates signed by simpleCA
. Get valid credentials from the CA

. Create grid-map file and add entries to it

. Configure GridFTP

. Install postgresql and configure RFT

10. Start the Globus container and test using the globus client
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Globus Toolkit (GT4) Architecture:

Globus Toolkit® version 4 (GT4)
! Community
! Scheduler

| Framework
- - - - -

AR mmm—-
! Telecontrol { | WebMDs |1 Python
| Protocol |

e
| Workspace (]

Grid *

Resource Java WS
mlocaton s | | TM998"

WS Core
it Components

Pre-Ws Grid * Monitoring &

Resource C Common Non-WS
Allocation& | * m"’ Libraries Components
S Management | * )
eXtensible
(e}
(XI0)

Management  Services ~  Runtime

: Core GT Component: public interfaces frozen o Vi al rel best effort suppornt

Execution  Information =~ Common l

|- -7 Contripution/Tech Preview: public interfaces may change b Vi | rel

2 Deprecated Component: not supported; will be dropped in a future release

Globus Toolkit in MyEclipse:

: MNew » (% Java Project
i Go Into 9 Project.
Open in New Window ¥ Package
Open Type Hierarchy FA | (& Class
Show In Alt+Shift+W » | §¥ Interface
Copy Ctrl+C G | Enum
% Copy Qualified Mame T |
(& Paste ChrleV &% Source Folder
% Delete Delete 15 Java Working Set
% Folder
%% Removwe from Context Ctrl+Alt+Shift+ Down |—_<l> File
Build Path "| E  Untitled Text File
Smire: Alt+Shift+5 P | g Globus Toolkit 4.0 Service
EElacloy AleeShifts TP | o Globus Toolkit 4.2 Service
iy Import.. [E¥  JUnit Test Case
&y Export... o Task
«" Refresh F5 |9 Bample..
Close Project F  Other.. Ctrl+N
Close Unrelated Projects
Assign Working Sets...
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Select a wizard

Create a new Globus Toolkit 4.0 Service

Wizards:

| type filter text

[+ = General
[ = CV5
[+ [= Eclipse Modeling Framework
4 = GDT2
(@ Globus Toolkit 4.0 Service |
& Globus Toolkit 4.2 Service

I = Java
[» [ Java Emitter Templates

[+ [ Plug-in Development
[ 2= SVN

[+ [= Tasks

[ = User Assistance

Finish
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