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Notations and Abbreviations

Notations Abbreviation
q alphabet size
Q alphabet
"C, n chooser
X codeword
y ”
. ”
d(x,y) hamming distance between x and y
W(X) weight of x
w collusion set
W "
G fingerprinting code
S A set
F, finite field
N code length
c maximum collusion size
b number of private keys
X A set
B set of all blocksin a set system
sr, v,k integers
B i block in (X,B)
F pirate decoder
w collusion size
d hamming distance
I integer
D(C) descendent set of C
desc(C,) descendent set of C;
Y public fingerprinting code
Y number of erasures
eor? erasure
e error probability
E eliptic curve
G base point




Notations Abbreviation
R, message point
q i private (key) vaue
d pirate decoder
d legitimate decoder
b number of pirate fingerprints
I, n" nidentity matrix
T set of keys
R A relation
k -set set of size k
I blocksthat contain the s -set
I blocks that do not contain thes -set
(X,B) Set system
V(M,c) volume of a sphere in hamming space
H,(X) binary entropy function
H,(X) g ary entropy function
GF(q) Galoisfield of size q
c-group group of size ¢
C-secure secure against collusions of sizec
c-TA c-traceability code
c- FPC c-trameproof code
S(t,k,v) Steiner system
(N,M,q)-code An error correcting code
c-TS(k, b, v) c-Traceahility Scheme
t-(v, k, 1) t-design
c-Gossip(l, M, q) c-Gossip code
CFF Cover-Free Family
PHF Perfect Hash Family
SHF Secure Hash Family
|PP | dentifiable Parent Property
SFP Secure Frameproof Code
DF Digital fingerprinting
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Abstract

This work deals with the problem of constructing collusion secure fingerprinting
codes with short length, which can identify at least one member of the pirate
collusion responsble for creating an illegal digital copy. The goa of this work is to
construct and analyse non-binary fingerprinting codes such that it is possible for the
distributor to identify at least one pirate of the guilty coalition even in the presence of
erasures in the recovered fingerprint. This thess examines various coding schemes
and their applicability in collusion secure digital fingerprinting and pirate tracing. The
study of the combinatorial properties of these codes in turn assist in constructing
codes with good performance.

The work exposes the relations between fingerprinting codes and combinatorial
designs [CD96]. Fingerprinting codes that offer colluson resistance and the
combinatorial properties of these codes are investigated. A simple fingerprinting
model that uses a code where every collusion group creates a unique pirate fingerprint
is conddered. In this model, the theoretical bounds on non-binary fingerprinting
codes, namely, fingerprint length and collusion size are presented. In the traitor
tracing scenario, the work presents a tracing method to find the contribution made by
authorised users to pirate decoders in Boneh and Franklin's broadcast encryption
method [BF99].

This work presents two new construction techniques for Gossip codes, which are 1PP
codes, from t -designs and Traceability Schemes. These construction techniques for
Gossip codes achieve the minimum code length specified for Gossip codes in terms

of code parameters (i.e., the number of codewords M, aphabet size g and maximum

collusionsize c) .

Vi



Thiswork also describes the construction of embedded Gossip codes for extending an
existing Gossip code into a bigger code. Embedded Gossip codes can also be used to
construct embedded Traceability Schemes and embedded frameproof codes, which
can expand a broadcast application such that it is compatible to the existing scheme.

A new aspect of thiswork is handling the erasures in the shortest Gossip codes. In the
erasures model, tracing pirates is possible when pirates create erasures (non-aphabet
symbols) or alphabet symbols that occur in one of their copies in detected positions.
Undetected positions by the pirates remain unaltered in the pirate copy created by
them. The tracing in the presence of erasures is categorised (and carried out) into
three explicit scenarios - no erasures, only erasures and selective erasures.

The work also presents the realisation of erasure model through concatenated codes.
In this model, the pirates choose an alphabet symbol found in their copies or an
erasure (denoted by ‘€ or ‘?) at detected positions. In order to enforce this choice
for pirates (and to prevent pirates from choosing a aphabet symbol not found in their
copies at a detected mark), the use of concatenated code congisting of a frameproof
code as inner code and an |PP code as outer code is proposed. The erasure analysis is
also extended to concatenated codes. The equivalence between Gossip codes and t -
designs may help in further analysis and in the use of these codes and designs.
Performance issues of digital fingerprinting systems are also discussed. The attacks
on fingerprinting including collusion attacks and some attacks similar to attacks on

watermarks too are discussed. Thisthesisis divided into seven chapters.

vii
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Chapter 1

I ntroduction

1.1 Motivation

Protecting digital content against illegal copying and distributing is one of the key
issues being faced by owners and distributors across the digital world. Copyrights are
an accepted means of legally encouraging the creation of works and their rightful
exploitation. Recent developments in digital information processing and distribution
have had a tremendous impact on the creators and their copyrights. On one hand,
these advancements open new ways of creating and exploiting digital works while on
the other, the same advancements open up novel ways of circumventing copyrights.
These techniques can be used against the interests of copyright holders by creation of
less copies and their efficient distribution. Therefore, new digital rights protection
techniques are needed, which allow the creators and other right-holders to enforce
their legal rights and interests. The overall goal of these techniques is to assure

sufficient incentives for creating works and making them available in the digital form.

Access control techniques such as encryption ensure that a digital copy is accessible
to the person who owns the decryption key. However, when the content is decrypted,
multiple copies can be created and redistributed. This raises an additional requirement
to produce evidences for copyright infringes to law enforcement agencies apart from
detection. The identification of culprits involved in creating pirated copies is very
much required to protect the distributor’s rights and identify any violations of
Intellectual Property Rights (IPR).



Digital fingerprinting is an emerging and promising solution to identify copyright
infringes and for management of digital rights. Digital fingerprinting makes the
copies of a digital object user specific by embedding a unique identifier or serid
number inside each copy. This dlows the distributor to distinguish illegal users
among the authorised users. Marking in digital copies deters users from violating
copyrights from the fear of being caught. There are numerous applications where
digital fingerprinting plays an important role, which include pay TV, content

monitoring and digital evidence etc.

1.2 Problem Statement

Digital fingerprinting refers to the act of embedding a unique identifier (i.e, a
codeword of a q’ary code) in a digital object, in such a way that it is difficult for
others to find or destroy the identifier. This marking makes every user’s copy unique,
while still being close to the original. If the users do not cheat, this creates no
problem, but a malicious user may try to erase the unique identifier (fingerprint) from
his copy before distributing the illegal copies. In order to prevent such frauds, it is
natural to embed the digits of the fingerprint into locations of the digital document
that are unknown to the users. This way, the user cannot erase just the fingerprint
without damaging the digital document.

The unique fingerprinted copies of an object prevent simple redistribution problems.
When a group of malicious users (pirates) collaborates, each of them gains access to
one unique fingerprinted copy of the document. Comparing these copies, they can
isolate the positions where the copies differ and these positions hold digits of the
fingerprint. They can erase these digits of the fingerprint or they can even introduce
arbitrary digits in these positions. Such a strategy, results in a document (pirated
copy) that is not identical to any of the legitimate (fingerprinted) copies but is
identical with all of them on relevant positions.

Thusin a q’ary digital fingerprinting system the colluders construct pirate copies by

comparing legitimate copies and finding the differences to detect the embedded



marks. In this process of creating pirate copies, the pirates may try to frame innocents
who are not involved in piracy. Further, they can also erase some of these marks to
make them unreadable or can even introduce arbitrary digits in these positions.

A fingerprinting code G is a set of fingerprinting codewords with the following
identification property: If z is aword that is generated by a coalition of codewords
Cl1 G, thenthere exists a tracing algorithm that recovers at least one codeword in C .
In a fingerprinting scheme, a watermarking algorithm is used to embed a different
fingerprinting codeword in each copy of the object, thus making each copy unique.
Therefore, if dishonest users redistribute their fingerprinted copy without
modification, they unambiguously incriminate themselves.

The problem that is dealt within this work is construction of colluson secure
fingerprinting codes with short length, which can identify at least one member of the
pirate collusion responsble for creating anillegal digital copy.

The overall goa of this work is to construct and analyse non-binary fingerprinting
codes such that it is possible for the distributor to identify at least one pirate of the
guilty codlition even in the presence of erasures in the recovered fingerprint, and
without accusing any innocent user. In this thesis, we examine various coding
schemes for their applicability in collusion secure digital fingerprinting and pirate
tracing. The study of the combinatorial properties of these codes in turn assist in
constructing codes with good performance. This work also aims at exposing these
relations between fingerprinting codes and combinatorial designs.

We aso investigate the factors that influence the performance of these fingerprinting
codes and the choices available for the content owners or authorised distributors to
handle digital piracy. Specifically, we concentrate on non-binary codes that provide
deterministic tracing and resist erasures created by a coalition. We deal with
fingerprinting codes for digital data in the context of several users colluding together
to create an unauthorised and rather untraceable copy. For protection of copyrights,



we investigate non-binary fingerprinting systems (design) and their effectiveness in
tracing traitors. We examine PP codes and Gossip codes, in particular. We show the
combinatorial equivalence between Gossip codes and a variety of block designs by

explaining their constructions from Traceability schemes, t -designs and vice versa.

1.3 Contribution

A comprehensive study of digital fingerprinting techniques is carried out to
understand and investigate their scope and applications in various domains. We have
observed that various (binary) codes with probabilistic tracing and fewer codes with
deterministic tracing are proposed in literature. We have explored the choices
available during the use of binary and non-binary codes for fingerprinting
applications. In this work, fingerprinting codes that offer collusion resistance and the
combinatorial properties of these codes are investigated. We have considered a simple
fingerprinting model that uses a code where every collusion group creates a unique
pirate fingerprint. Under this model, the theoretica bounds on non-binary
fingerprinting codes namely fingerprint length and collusion size are presented. In the
traitor tracing scenario, we have aso provided a tracing method to find the
contribution made by authorised users to pirate decoders in Boneh and Franklin's
[BF99] broadcast encryption method.

In our work, we have presented two new construction techniques for Gossip codes to
achieve the minimum code length specified for Gossip codes in terms of code
parameters (i.e., number of codewords M, aphabet size g and colluson size c).
These codes are non-binary 1PP codes and can identify one parent codeword from the
pirate word. The first method is construction of Gossip codes from t -designs, which
are combinatorial block designs. The partition method (based on t -designs) described
in this work (chapter 5) construct shortest Gossip codes by partitioning the set of all

colluson groups (of size c) into digoint sets. Each digoint set (equivalence class)

defines the accusation sets for one gossp column. The collusion groups whose

members can be traced (accused) by a gossip column are known as accusation groups



of that column. These accusation sets in turn define the non-zero positions (indices)
for each gossip column that constitute a Gossip code.

The second construction method is from c-Traceability Schemes, which are used in
broadcast encryption applications. In a Traceability Scheme each authorised user has
a decoder with a set of k keys, from a base key set X that uniquely determines the
owner and allows him to decrypt the encrypted broadcast. In this construction method
each decoder (private key) defines one gossip column, which in turn congtitute the
code.

These results are also reliable to make out whether a shortest Gossip code exists or

not, for the chosen code parameters namely M, q and c. We aso present the

construction of Traceability Schemes and t-designs from Gossip codes. Gossip
codes allow deterministic tracing of pirates and also come up with an efficient tracing
algorithm. Most of the earlier works on fingerprinting are usually probabilistic in
some way or the other. There are no explicit construction methods for the shortest
Gossip codes prior to our work.

In many cases such as broadcast encryption applications and fingerprinting, the
number of users in a scheme will increase after the system is set up. Initialy the
distributor will construct a scheme that will accommodate a fixed number of users say
M. If the number of users exceeds M, the scheme need to be extended such that it is
compatible with the existing scheme. Such scenarios are possible in Traceability
Schemes and digital fingerprinting applications. In Traceability Schemes, it is not
advisable to change the keys aready issued, when the users in the system grow. In the
case of fingerprinting it is not possible to recall the digital copies that are distributed
with embedded fingerprints. 1n our work, the construction of embedded Gossip codes
for extending an existing Gossip code to a bigger code is aso described. Embedded
Gossp codes can aso be used to construct embedded Traceability Schemes and
embedded frameproof codes which can expand a broadcast application such that it is
compatible to existing scheme.



There are many advantages of shortest Gossip codes. Some of them are listed here.

In fingerprinting, shortest Gossip codes cause less distortion during embedding due to
the shorter length of codewords as compared to normal Gossip codes. This is due to
the fact that the modifications to be made in the original object are less. These codes
provide deterministic tracing for pirates and tolerate erasures. It is also possible to
construct t -designs and Traceability Schemes from these codes. Many applications of
t-designs in design theory and broadcast applications for Tractability Schemes are
known. The construction of frameproof codes is also possible from shortest Gossip
codes.

In our work, another new aspect is handling of erasures in these (shortest) Gossip
codes. In the erasures model, tracing pirates is possible when pirates create erasures
(non-alphabet symbols) or aphabet symbols that occur in one of their copies in
detected positions. Undetected positions by the pirates remain unaltered in the pirate
copy. Inour work, tracing in presence of erasures is categorised (and carried out) into
three explicit scenarios - namely no erasures, only erasures and selective erasures.

We also present the redlisation of pirate model (unreadable digit model) through
concatenated codes. In the unreadable digit model, the pirates choose an aphabet
symbol found in their copies or an erasure (denoted by ‘€ or ‘?) at detected
positions. In order to enforce this choice for pirates (and to prevent pirates from
choosing an alphabet symbol not found in their copies at a detected mark), the use of
concatenated code congisting of a frameproof code as inner code and an IPP code as
outer code is proposed in this work. The erasure analysis is also extended to
concatenated codes. The efficient and deterministic tracing of Gossip codes is the
advantage. The equivalence between Gossip codes and t -designs may help further
analysis and the use of these codes and the designs. Performance issues of digita
fingerprinting systems are aso discussed. The attacks discussed on fingerprinting
include collusion attacks and some are similar to that of attacks on watermarks.



1.4 Organisation of the thesis

The chapter 2 begins with a discussion on fingerprinting and presents the areas
closely related to digital fingerprinting namely coding theory, traceable schemes,
watermarking and traitor tracing methods. It also provides a comparison between
binary vs. non-binary digital fingerprinting codes and gives an elaborative description
on fingerprinting codes namely frameproof, IPP and traceability codes. It also
presents general pirate strategies such as mgority choice and minority choice. An
introduction of various fingerprinting models is also presented. It also presents dliptic
curve analog of Boneh-Franklin’s [BF99] broadcast encryption scheme and related
work. This chapter concludes with various applications of digital fingerprinting.

The chapter 3 details various tracing methods for stored content. In particular it
explains soft tracing, deterministic and probabilistic tracing methods apart from
possible errors in tracing. It presents a generic tracing algorithm for PP codes. In key
fingerprinting scenario it also presents a tracing algorithm for Boneh-Franklin's

[BF99] broadcast encryption scheme.

The chapter 4 describes some theoretical bounds on digital fingerprinting namely
fingerprint length and collusion size. It considers a simple fingerprinting model and
presents these bounds for non-binary fingerprinting codes. This model requires
exactly one unique fingerprint to be created by each colluson group to trace the
whole collusion group responsible for creating an illegal copy. This chapter also
presents a bound on error probability while trying to identify a member of the
collusion group responsible for creating an unauthorised copy.

The chapter 5 presents the construction and analysis of a non-binary PP code namely
Gossip code. Two methods of construction for Gossip codes, that achieve shortest
code length, are presented namely from t-designs and Traceability Schemes. The
converse part i.e., construction of Traceability Schemes and t-designs from Gossip
codes is also demonstrated. In addition to this the construction of embedded Gossip

codes is also described for extending an existing Gossip code to a bigger code. It also



provides the expressions for finding shortest length, weight and distance of Gossip

codes based on code parameters M, q and c. Concatenated codes are presented for

the redlization of the pirate model and tracing. The performance issues are also
discussed in this chapter.

The chapter 6 discusses erasures in non-binary codes mainly in Gossip codes. We
discuss three types of erasures namely no-erasures, only-erasures and selective-
erasures in embedded fingerprints. We also present the tracing methods for all these
cases. The analysis also extended to concatenated codes. We aso analyze various
other erasure models and their applicability to Gossip codes.

The chapter 7 consists of conclusions and future scope followed by annexure.



Chapter 2
Digital finger printing

2.1 Introduction

In this chapter, we present the background of digital fingerprinting. It describes the
areas related to fingerprinting such as error correcting codes, Traceability Schemes,
combinatorial designs and watermarking techniques. The chapter details various
design choices available for fingerprinting namely different types of codes with
emphasis on fingerprinting models and pirate strategies. It also includes a brief
summary of related works and applications of digital fingerprinting.

Digital fingerprinting is making copies of the same data uniquely identifiable by
hiding additional information (a fingerprint) in the data [GP99]. Watermarking
techniques [CMBO01], a branch of signal processing, can embed the additional
information in the digital content. If the distributor finds an illegal copy of a sold (and
fingerprinted) work, the embedded (customer’s) information can be extracted to
identify the culprits. There are two varieties of codes available to construct
fingerprinted objects, namely binary and non-binary codes. These choices have been
arrived at using the embedding alphabet size q. Binary fingerprinting codes use two
symbols denoted by 0 and 1, where as non-binary codes use more than two alphabet

symbols. Thus the alphabet size * q=2" for a binary code where as ‘ g>2’for a non-

binary code.

In a typical binary fingerprinting system ‘zero’ may be encoded by modifying a
particular location (mark) of the original, and ‘one’ may be encoded as no change in
the original. An original is the digital object created at first, for distribution of its
fingerprinted copies, by someone who has the lega right to do so. The distributor
keeps the marking positions secret. Binary fingerprinting systems allow only one
aternative at each mark. It is possible to use more than one aternative for each mark,



which leads to non-binary fingerprinting. This marking makes each copy unique and
al the copies are similar otherwise. A detected mark differs among compared objects

and an undetectable mark is same in all compared objects.

One of the maor applications of digital fingerprinting is copyright protection. There
are many approaches for copyright protection, which can be classified as preventive

measures and deterring measures.

Deterring measures do not aim at preventing copyright violation but make copyright
violations detectable, verifiable and thus prosecutable. Prominent examples of
deterring measures are dispute-resolving techniques and forensic analysis [SKO04].
Dispute resolving techniques are used to resolve conflicts about digital works, where
two or more disputants claim to be the creator or copyright holder of a certain work.
These techniques ideally aim at identifying the real creator of the disputed work and

resolve the dispute in favor of the real creator.

2.2 Related areas

Digital fingerprinting incorporates many disciplines including error correcting codes,
cryptographic traceable schemes, design theory, traitor tracing methods and elements
of watermarking. Error correcting codes with large minimum distance are suitable
for fingerprinting applications. They help in constructing fingerprinting codes and
correcting errors in embedded fingerprints. The decoding agorithm of error
correcting codes can aso be a tracing algorithm for identifying the culprits who
created pirate copies. The traitor tracing methods provide efficient tracing algorithms
for fingerprinting applications. Combinatorial designs provide the construction
techniques for fingerprinting codes and assist in studying the combinatorial properties
of these codes. Watermarking techniques provide methods for embedding these
fingerprints imperceptibly so that the malicious users do not detect the embedded

fingerprint.
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2.2.1Error correcting codes

A code over a finite alphabet Q is a non-empty subset G of size M of Q", where
Q" is a vector space of N -tuples. Ina (N,M,q) code the parameter N is called the
code length, M is the code size and q is the alphabet size. The elements of Q are

called as the digits of the alphabet or alphabet symbols. Each code consists of a set of

words of constant length, also known as codewords. The dimension (or information

length) of G isdefined by k =log, M , and therate of G is R=Kk/N.

The Hamming distance d(x,y) between two words x,yl Q"isthe number of digitsin
which x and y differ. Let G bea (N,M,q) code over Q with M >1. The distance of
the code G is the minimum Hamming distance between any two distinct codewords
of G, whichisgiven by

d,,= min d(c,c,)

™ GelCole
A (N,M,q) code with minimum distance d iscaled a (N,M,q:d) code.
Any subset of the code G is known as a subcode of G. The number of non-zero digits
in acodeword x is caled the weight of x and is commonly denoted as w(x) .

An error correcting code is a code that is capable of correcting errors occurred due to
noise in transmission channels. If a codeword is transmitted through a communication
channel, the received word is usually a corrupted version of the sent word due to

inherent presence of noise in the channel. If x the transmitted codeword and y is
received word then the error pattern éof y satisfies y=x+é&. Thetask of the decoder
is to estimate the sent word from the received word. If the number of errors w(é) is
greater than g(d - 1)/2g, then there can be more than one codeword within distance
w(é) from the received word. Then the decoder may either decode incorrectly or fall

to decode at al. To overcome this problem the concept of list decoding [VGO01,
KD98, GSWO0O0] is introduced, where the decoder outputs a list of all the codewords

within distance w(é) of the received word, thus offering a potential way to recover

from errors beyond the error correction bound of the code. We present the definitions
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of some error correcting codes namely Linear code, Cyclic code and Reed Solomon
code.

Linear Code: A Linear Code is a code in which the sum of two codewords is also a
codeword.

Cyclic code: A code is called cyclic if (xy, X, X, -, Xy,) 1S @S0 a codeword
whenever (X,, X, ..., Xy.1, Xy) 1S acodeword.

The cyclical nature of these codes helps in efficient implementation of encoding and
decoding processesinside hardware. The cyclic codes are also linear codes.

Reed Solomon code: Reed-Solomon (RS) codes [RS60] are a specia type of cyclic

codes. To define it we consider F, as the finite field with q elements (information
symbols) and 1£k<N £q. We fix any N elements of F,, say a,a,,...a,1 F,. To
encode a packet of k information symbols (m,m,,...,m)where each symbol is an
element of F,, first the message polynomial f(z) =m +m,z+...+mz“" is formed and
then b=f(a)l F,, i=12..,N are computed. The corresponding codeword is
(b,b,,...B). When information symbols take al possible values in F , we get

g“codewords of length N that define the code.

RS codes are commonly used in compact disc players and in construction of fault
tolerant systems such as RAID [JP97]. Recent studies [SSWO01, KY02] revealed that
these codes have a potential application in cryptography and digital fingerprinting.
The hardness in decoding RS codes can be exposed to construct new cryptographic
applications. These codes are also used in constructing fingerprinted codes [SWO02b]
such as IPP codes and concatenated codes [FS02].

2.2.2 Traceability Schemes

Traceable Schemes [SW99, SW98, FN93, KD98, GSY 99] are cryptographic systems
that provide protection against illegal copying and redistribution of digital data. A
closely related concept is traceability systems introduced by Chor, Fiat and Naor
[CFN94] used in the context of broadcast encryption schemes. Broadcast encryption
systems [SW99] allow targeting of an encrypted message to a privileged group of
receivers. Each receiver has a decoder with a set of keys that allows him to decrypt
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the encrypted messages if he is a member of the target group. When a group of
colluders (up to c) construct a pirate decoder to decrypt the content, broadcast
encryption systems [NPOO, DFKY 03] can identify at least one of the colluders who
has contributed to the pirate decoder. In tracing mechanism of [SW99], the merchant
finds the numbers of common keys between the pirate decoder and all authorised
decoders. The merchant then chooses the decoder with the maximum number of
common keys with the pirate decoder, which exposes a culprit. These schemes are
known as Traceability Schemes and are aso caled key fingerprinting schemes
[SW99], which allow tracing of one of the colluders.

A Traceability Scheme c-TS(k,b,v) is a broadcast encryption scheme, where k is the
number of keys provided to each user, b is the total number of users, v is the total
number of base keys and c is the collusion size of pirates that the scheme can
withstand. Suppose X isaset and B is afamily of subsets of X (called blocks) each
of size k. A Traceability Scheme can be considered as a set system (X,B) where
each block corresponds to a decoder with k keys from the base key set X. The
traceability scheme c-TS(k,b,v) is described in [SW98] as a set system (X, B) with an

additional property as follows.

Theorem 2.1 [SA\O8] There exists a c-TS(k, b, v) if and only if there exists a set
system (X, B)suchthat | X |=v, |[Bl=b and |P|=k for every PI B, with the property

that for every choice w£c blocks B,,...,B,T B and for any k -subset F i I%Bj , there
=

does not exist ablock PI B-{B,,...,B,}suchthat [FCB| > [FCP| for 1£ j£w.

2.2.3 Traitor tracing

Digital fingerprinting for content distribution is an important scenario for traitor
tracing, where the legitimate subscribers may try to find the differences of their
fingerprinted copies to create illegal copies by modifying or erasing the marks
embedded in their content. The method of identifying illegal users who created a
pirate copy is caled pirate tracing, aso known as traitor tracing.
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Fiat and Tassa [FT99] introduced dynamic traitor tracing schemes. Ther schemes
adapt themselves throughout the algorithm in order to force the pirate to reveal more
and more information and eventualy, the algorithm locates all traitors (or stops
piracy). An additional feature of the dynamic scheme of [FT99] is that there is no
need for a priori bound on the possible number of traitors, as the algorithm adapts
itself when a new traitor is discovered. The traitor's aim is to bypass the security
mechanism of the system, not by constructing a pirate decoder but by re-broadcasting
the content after it isdecoded. The colluders use their decoders to decrypt the content
and after decryption they rebroadcast the content in plain text to another group of
users. In this case, the only way to trace the traitors is to use different versions of the
content obtained by embedding a distinct mark, for different users. This allows are-
broadcasted message to be linked to the subgroup of users who were given that
version. The two main characteristics of this dynamic setting are (i) the plain text is
marked and, (ii) there is a feedback from the channel which allows the traitor to
become localised.

2.2.4 Combinatorial designs

Combinatorial designs [CD96] mainly consist of Balanced Incomplete Block Designs
(BIBD), orthogonal arrays and latin squares. A block design is a pair (X,B), where
X isaset of v pointsand B isafamily of k-subsets (called blocks) of X . A BIBD
isapar (X,B) where X isa v-set and B is a collection of k-subsets of X (called
blocks) such that each element of X is contained in exactly r blocks and any 2-
subset of X is contained in exactly 1 blocks. A BIBD (X,B)with parameters

v,b,r,k,l is complete if no two blocks are identical and contains v, blocks.

The necessary conditions for the existence of aBIBD(v,b,r,k,l ) are
1. vr = bk
2. r(k-D=I(v-2)

t-designs [CD96]: A block design is called t-design if any t-subset of X occursin
exactly | blocksin B. Tables 2.1, 2.2 and 2.3 present few t -designs. Each column

in these examples represent a block corresponding to that particular t -design.
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Isomorphism in t-designgCD96]: A block design can be modeled as a coloured
graph. Given a design D=(X,B)where X ={x,x,,..,x}and B={B,B,,..,B}, let
G(D) be a graph with vertex set {x,x,,....x,,B,B,,...B}, with the element vertices
having one colour, and block vertices having a second colour, and the edge set
{{)g,Bj}|>gT B,}. The designs D,and D, are isomorphic if the graphs G(D,) and
G(D,) areisomorphic.

Table 2.3 presents two non-isomorphic t-designs. In chapter 5 we present the
construction of Gossip codes from t -designs. Non-isomorphic t -designs can be used
to construct different Gossip codes [TLO1] for the same set of code parameters

M, gand c. Gossip codes constructed from isomorphic t -designs behave in a smilar

manner in handling erasures.

1/1(1(1/2/2|2|3|3|3|4]|7
2|4|5|6|4|5|6|4|5|6|5]|8
3[7[9[8]9[8[7[8]7]9]6]9

Table2.1. 2-(9, 3, 1) design

1(1|1(1(2|2|2|/3|3|4/4|5|6

213|5|7|3|/6(8[4|7|5|/8|9|a

419/6|b|5|7|c|6|8|7|9|a|b

al/d|8|c|b|9|d|cla|d|b|c|d

Table2.2. 2-(13, 4, 1) design

1/1/1/1(11/1/2|2|2|2|2|/3|3|3|3|3(4|4|4|5|/5/5|/6|6|6|7
2/4|16|8|a|c|4|5|7|a|b|4|/5|7/8|9|7/8|9/7|/9/b|8|9|a|8
3/!5|/7|/9|b|d|6|8|9|c|d|a|6|b|d|c|c|b|ld|d|alc|c|b|d]|a
1/1/1/1(11/1/2|2|2/2|2|/3|3|3|3|3|4|4|4|5|/5/5/6|6|67
2/4|6|8|a|c|4|5|7|a|b|4|/5|7/8|9|7/8|9|/7|/9|b|8]|9|a|8
3/!5|/7|/9|b|d|6|8|9|c|d|a|6|b|d|c|c|b|ld|d|alc|b|c|d]|a

Table 2.3 Two non-isomorphic t-designs
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An orthogonal array [CD96] OA(t, k, v) isan k x v' array with entries from a set of

v3 2symbols, suchthat inany t rows, every t ~ 1column vector appears exactly

once.

2.2.5 Watermarking techniques

Watermarking is about hiding the copyright data in images or multimedia objects,
which are subject to illegal use. Digital watermarking is the process of embedding a
signal (watermark) imperceptibly into a host signal (cover). When copyright issue
arises, the watermark is unambiguously recovered from the watermarked signd
(stego signal) to resolve rightful ownership issues. The main requirements of a
watermarking technique are robustness, imperceptibility and security. Robustness is
the ability of a watermark to survive intentiona and inadvertent distortion. The
watermarking process must not affect the fidelity of the content and for this reason
the embedded watermark must be imperceptible. Watermarking must be secure to
prevent unauthorised detection, embedding or remova. There are severd
watermarking techniques [KPOO, CMBO01] such as Least Significant Bit (LSB)
insertion, Discrete Cosine Transform (DCT) [CKLS97], and Discrete Wavelet
Transform (DWT) [XBA97] methods. The DWT separates an image into a lower
resolution approximation (LL) as well as horizontal (HL), vertical (LH) and diagonal
(HH) detail components.

2.3 Design choicesin digital finger printing

Fingerprinting technigues embed a unique codeword into a digital object to make it
distinct. The embedded codeword is extracted from the pirate copy for tracing its
supporting traitors. There are two varieties of codes available to construct
fingerprinted objects, namely binary and non-binary codes. These choices have been
arrived at using the embedding alphabet size q. Some objects to be fingerprinted

may be more suitable for embedding with a specific q. In the following sections, we

detail various choices available for fingerprinting namely the types of codes, different
fingerprinting models, the strategies available with pirates and the distributor’'s
counter measures that come along with different tracing methods.
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2.3.1 Digital fingerprinting codes

A fingerprinting code is a set of codewords that are embedded in each copy of a
digital object, with the purpose of making each copy unique. In order to protect a
product, the owner or distributor marks each copy with some codeword and then
shipsit. This marking allows the distributor to detect the unauthorised copy and trace
it back to its owner. The choices for the malicious user for creating a pirate copy is
governed by the feasible set of pirate words, explained below.

Feasible or Descendent Set [ SSW01]: Consder a code G of length N on an alphabet
Q with |Q|=q whose symbols are denoted by {0, 1,....q- I . Then Gi Q" and we
will call it a (N, n, g)-code if |G|=n. The elements of G are called codewords. Each
codeword is given by x=(x,..,x,), Where x1 Q, 1£i£N. For any subset of
codewords Ci G, we define the set of descendents of C, denoted D(C) by
D(C)={xT Q":x1{z:zl C}, 1£i £N}.

The set D(C) consists of N -tuples that could be produced by a coalition holding the
codewords of the set C. Descendent set D(w,w') is the set of al possible illegal

codewords that the collusion set {w,w'} can create, where w' isthei™ codeword.

A. Frameproof, Secure, IPP and TA codes

A codlition of users may detect the marks by comparing multiple fingerprinted
objects and modify or erase them. In this process, the pirates may further try to frame
innocent users. To prevent this, Boneh et a [BS98] introduced frameproof (FP)
codes in which the pirates cannot frame innocent users outside their coalition, i.e.
they cannot create a pirate codeword that is not a member of their coalition. Secure
codes, IPP and TA codes additionally alow the distributor to identify the pirates.

Secure code: A code G is called totally c-secure if there exists a tracing algorithm A

satisfying the following condition: if a collusion Ci G, |CIE ¢, generates a word x

then A(x)T C. That is, if a fingerprinting code is c-secure, then the decoding of a
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pirate word created by a coalition of utmost c¢ dishonest users will expose at least one

of the guilty parties. An example for c-secure code is presented in [BS98].

Frameproof code [BS8]: Let G a (N,n) code and D(W)be the feasible set of
Wwhere Wi G. G is cdled c-frameproof code i.e. c-FP(v,b) code if, for every
W i Gsuchthat |WIE c, we have D(W)C G=W.

IPP code [HLLT98]: A code G has c-ldentifiable Parent Property (c-IPP) if no
coalition of size at most ¢ can produce a N -tuple that cannot be traced back to at
least one member of the coalition. IPP codes meet an additiona condition over
frameproof codes. The condition is that the tracing agorithm must identify at least
one traitor who participated in the coalition. Thus a fingerprinting scheme
incorporating codewords of IPP code can find at least one user who participated in
constructing a pirate copy. Non-binary IPP codes can handle a large collusion size
c (>2) [BCEKZO01] unlike binary I1PP codes. Gossip codes are introduced in [TLO1]
with a tracing algorithm in for collusion secure fingerprinting. Every Gossip code is
an |PP code.

Gossip Code [TLO1]: A gossip column corresponds to a (g-1) subset of {1, 2,...,M}

representing the indices of the nonzero alphabet symbols in that column, and in a
Gossp code each c-subset of {1, 2,...,M} must be contained in at least one such

subset. A detalled explanation of Gossip codes is presented in Chapter 5.

Traceability code [SSAM01]: A code G is called a c-traceability code, if for all
C i G, for all xI desc(C), and for al zl G\C,, there exists yl C such that

d(x,y)<d(x,2).
The relationship between error correcting codes and c-TA codes is given by the

following theorem.
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Theorem 2.2 [ SS\VO1]
Let G bean (L,n,d),error correcting code, and cbe an integer. If d >§i- C_lsz then
o

G isa c-TA(L,n) code.

Figure 2.1 was originally presented in [SSWO01] which describes the relations
between various fingerprinting codes and Hash Families [SWZ00]. It can be observed
from the figure that an IPP code is also a frameproof code and every traceability code
is an IPP code. Further a (w, w)-SHF is identical to a w-SFP code. Similarly the
relations between perfect hash families and | PP codes can also interpreted.

(w,1- 1/w)-CFC

3
w-TA
3
~ 2 7
Zé—(w’;l) §-PHF b wIPP b (w+1)-PHF
3

(W,W)-SHF U w-SFP
)
w-FP

w-CFF

Figure 2.1. Relationships among different types of codes and hash families

CFC Cover-Free Code
CFF Cover-Free Family
PHF Perfect Hash Family
SHF Secure Hash Family
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TA Traceability Code

PP | dentifiable Parent Property Code
FP Frameproof Code
SFP Secure Frameproof Code

B. Binary and non-binary DF codes
We compare binary (gq=2) and non-binary (g>2) codes and focus on ther

advantages and disadvantages. If an embedded mark is non-binary, the illegal word
extracted from a pirate copy will most likely exclude a large segment of innocent
users. In this case, the number of different symbols q is large but they are distributed

among the same set of users. This makes the number of users with the same symbol at
each position smaller, as compared to a binary fingerprinting system, and thereby we
can exclude more users. Thus the probability for accusing innocents will diminish.
This is an advantage for non-binary codes over binary codes.

An embedded word in the non-binary system will probably have more detectable
positions than in a binary system because the number of different symbols is large.
This makes the number of users with the same symbol at each position smaller in
non-binary codes and thereby increases the probability of detecting a marked
position. This makes collusion attacks stronger for non-binary case. An advantage for
binary codes over non-binary codes is that it will probably be easier to fingerprint

digital objects with binary codes as qis smal. In case of non-binary codes it is the

embedding technique, which encodes the alphabet symbols during fingerprinting, that

limits this choice of (large) q.

C. Random codes and known codes

If a random code [LW98] is used for fingerprinting purpose, the code itself is the
embedded code. So it must be kept secret. If known code (public code) is chosen for
fingerprinting, a code equivalent to the public code is used for embedding. However,
the marking positions and embedded code are kept secret in known code model.
Keeping embedded code secret guarantees that the pirates do not know which mark
corresponds to which public code symbol. They aso do not know which codeword
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belong to which user and how the symbols in the codeword are represented in the
object.

2.3.2 Digital fingerprinting models

There are many possible scenarios for fingerprinting. In each scenario the settings are
different and the properties of digital fingerprinting depends on these settings. A good
number of fingerprinting models have been proposed in existing literature. Some of
the possible situations and their requirements along with the notations are described
here under.

A. Static fingerprinting models

Fingerprinting schemes for static scenario were introduced and discussed by Boneh
and Shaw in [BS98]. In ther study they assumed that the content is watermarked
once, prior to its broadcast. The schemes of [BS98] were designed to trace the source
of piracy once a pirate copy of the content is captured. Fingerprinting of stored
content is required for preventing the piracy of multimedia files or images or
subscriptions of a digital library. The content remain offline with the users. So unless
a pirate copy is identified or suspected it cannot be possible to trace the culprits. This
is static scenario and there is no feedback from the pirate network or users of the
distributed copies for detection of piracy.

In the static setting there is a one time marking of the content per user. Only when a
black market copy is found, the tracing and incrimination algorithm is activated. This
model is suitable for, e.g., DVD movie protection. The performance in such a rigid
setting with no on-line feedback is less efficient than that in the dynamic setting. This
setting is also somewhat less useful than the dynamic setting because there are fewer
effective countermeasures like lega action, as opposed to the dynamic setting that
allows immediate disconnection of the traitors. In the following text we present the
marking assumption [BS98] for stored content.
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Assumptions in fingerprint marking

Every fingerprint is a collection (or a sequence) of embedded marks. The number of
possible states for these marks is given by the alphabet size of the fingerprinting code.
By colluding, users can detect a specific mark if it differs between their copies,
otherwise a mark cannot be detected. The main property that the marks should satisfy
is that, the users cannot change the state of an undetected mark without rendering the
object useless. This is known as marking assumption originally proposed by Boneh
and Shaw [BS98]. The assumption is motivated by the fact that it is much easier for
the colluding pirates to make changes in places where the copies differ. In case of
binary fingerprinting, the state of the detected mark can be changed to any of the
following states {0, 1, ?}. The symbol ‘7 means that the mark is unreadable, i.e., it is
impossible to determine if the mark is O or 1. Thus any collusion can only create
pirate objects containing fingerprints in the collusion’s feasible set [SW98], possibly
with some marks erased. The conjectures of marking assumption are:

1. No mark is affected by another mark.

2. Marked (fingerprinted) object is close to the original regardless of which
combinations of alphabet symbols (say 0'sand 1’'s) the marks encode.

3. Colluding groups can find a specific mark if and only if it is detectable. They
cannot change an undetectable mark without destroying the fingerprinted
object.

There are many methods in static fingerprinting. Some of them are symmetric,
asymmetric and anonymous fingerprinting.

A.1 Symmetric fingerprinting
Symmetric fingerprinting assumes the merchant or distributor to be honest. A
symmetric fingerprinting model [LLOQ] is described here under:

1. A fingerprinting code Y is chosen by the distributor for usage in the
fingerprinting system. The code Y is of length N and publicly known. The
original digital object that is to be fingerprinted is prepared by locating marks
in it, and making alterations in such a way that the object as a whole is dightly
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degraded or not at all. In genera this is done in such a way that the marking
assumption holds.

2. A code G is chosen randomly, with equal probability, among all codes
equivalentto Y .

3. The numbering of the codewords is chosen such that
Y=o ¥aYan ) 6=(0,0,-9,) and gis the coordinate-permuted and
translated y ; for all i .

The objects that are to be distributed are fingerprinted by embedding the codewords
of G into them. The fingerprinted objects are distributed to the users so that i user
gets the object fingerprinted with codeword g, .

A.2 Asymmetric fingerprinting
Asymmetric fingerprinting schemes were first proposed by Pfitzmann and Schunter
[PS96] to protect buyer’s rights. In this scenario, the buyer need not trust the
merchant. The merchant cannot falsely implicate an innocent user for violating
copyrights. These schemes internally use a symmetric fingerprinting technique but
with additional cryptographic primitives. Thus the computational overload is also
more in the case of asymmetric and anonymous fingerprinting as compared to
symmetric fingerprinting schemes.
Pfitzmann and Schunter’'s asymmetric fingerprinting scheme [PS96], removes
honesty assumption of the merchant and in case of piracy alows the merchant to
identify the original buyer, and is able to construct a proof for ajudge. Only the buyer
can see the fingerprinted data, but if a merchant can capture such an object he can
prove the identity of the buyer to the judge. Their system requires four protocols; key-
gen, fing, identity, and dispute, and they all are computationally in polynomial time.
The security requirements are:
1. a buyer should obtain a fingerprinted copy if al the protocol participants
honestly execute the protocols
2. the merchant is protected from colluding buyers who would like to generate
an illegal copy of the data and
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3. buyers must be protected from the merchant and other buyers. Although
security of the merchant is against collusions of maximum size c, a buyer
must remain secure against any size collusion.

Pfizmann and Waidner [PS97] extended this work by giving constructions for large
collusions. In these schemes, a symmetric fingerprinting scheme with unconditional
security is combined with a number of computationally secure primitives such as
signature and one-way functions, and so the final security is computational.

A.3 Anonymous fingerprinting
Anonymous fingerprinting scheme was first proposed by Pfitzmann and Waidner
[PW9I7]. They allow an honest buyer to keep his identity unknown to the merchant
who is not assumed to be honest. The merchant only knows the buyer through a
pseudo-identity and cannot even link various purchases made by the same buyer. In
their model there are four types of participants. buyer, a merchant, a registration
center and an arbitrator. The salient features of the scheme are:
1. key distribution, which is an algorithm for registration center to generate a key
pair
2. registration, which is a two party protocol between a buyer and registration
center to produce buyer’s registration record and registration center’s record
3. data initialization, which is an agorithm for the merchant to produce
merchant’ sinitial data record, which describes the data item to be sold
4. fingerprinting, which is a two party protocol between the merchant and a
buyer to produce (i) fingerprinted data item for the buyer and (ii) a purchage
record for the merchant
5. identification, which is either an agorithm for the merchant or a two party
protocol between the merchant and the registration center to trace a traitor
6. enforced identification, which is a three party protocol among the merchant,
the registration center and the arbiter to trace a traitor and
7. trail, which is a two to four party protocol between the merchant and the

arbitrator and possibly buyer and the registration center.
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Pfitzmann and Waidner’s scheme protects againgt cheating buyers. If a group of
buyers produces another illegal copy, and the group size does not exceed a pre-
determined size then the merchant is able to obtain a string proof, which coincides
with a buyer’ s record.

B. Dynamic fingerprinting M odels

Dynamic fingerprinting models [FT99] are used in broadcast scenario. This scenario
is applicable for Pay TV or pay per view type of scenarios. The content is broadcasted
to a set of legitimate subscribers. Fingerprinting of a broadcast content is required to
prevent the rebroadcast threat.

In this case it is possible to obtain feedback from the legitimate users, as they are
online or some how connected with the distributor or the broadcaster. The center can
therefore see the current pirate broadcast and adapt its watermark distribution in the
next segments in order to trace the traitors efficiently. Dynamic schemes decide about
the number of active traitors on the fly, based on the feedback from the pirate
network, and adapt their behavior accordingly. That is impossible in the static model,
where an a priori bound on the number of traitors is required. In dynamic models
even if an a priori bound is known, but false incriminations of innocent users are
strictly prohibited, there is an exponential performance improvement of dynamic
methods over static ones. Some of the methods used in this scenario are dynamic
traitor tracing [FT99] and sequential traitor tracing [SWO3].

B.1 Dynamic traitor tracing
In dynamic tracing [BPS01, FT99], the content is divided into consecutive segments,
for example, one-minute interval in an audio track. A watermarking algorithm is used

to embed one of the marks in the segment, hence creating q versions of the segment.
In each interval, the user group is divided into q subsets and each subset receives one

verson of the segment. The subsets are varied in each interva using the
rebroadcasted content. The basic idea is to break time into consecutive intervals and
modify the watermarking strategy of the system in each interval using the
rebroadcasted content. After observing the rebroadcast for a sufficient time, one or
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more colluders can be traced. The identified colluders are disconnected from the
system and the system proceeds until al colluders are found one by one and get
disconnected.

The Model
The assumptions of this model are as follows.
1. Given two variants of a movie segment, v, and v, , the only possible choice for
the pirate isto transmit either v, or v, (CFN-model).
2. All variants carry the same information to the extent that humans cannot
distinguish between them easlly.
3. Given any set of variants, v,,...,v,, it isimpossible to generate another variant

that cannot be traced back to one of the original variants, vi, 1£i £k.

The setup and terminology used in this model is as follows

1. The center isthe source of the content and its watermarked copies.

2. The users, or subscribers, denoted by U ={u,..,u,}, are recipients of the
content.

3. Some of the users may collude in order to distribute illegal copies of the
content to non-legitimate users. Such users are referred as traitors to form
collusion group. The number of traitors is denoted henceforth by p, while the
collusion group (pirate) and traitors are denoted by W ={t ,...,t }, Wi U

4. The marking alphabet that is used to generate codewords is denoted by
Q={s,,...S,}.

5. For a given segment 1£ j£m and amark s,; 1£k£r, S 1 U denotes the

subset of subscribers that got variant s, of segment j.
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Tracing Algorithm
In the dynamic scenario, the pirate W broadcasts at every time segment j (3 1), one
of the variants owned by the traitors controlled by him, ti, 1£i £ c. Let us denote that

variant by § and the pirate transmission up to time j by F,, where F, =(s ... s))T Q'.
The goa of the watermarking scheme is to disconnect al subscribers in W, thus
rendering the pirate inoperative. Additionally, it would be bad to disconnect innocent
subscribers ul U \W. Hence, only deterministic schemes are considered in this case.
Formally, a dynamic watermarking scheme is a function
f:U"Q aQE{s,}
For al j3 1, finducesa partition of U into the digoint sets
S ={ul U:f(u,F_)=s,},0EkEr
Thisisinterpreted as follows:
1. Attime j31,usersul S, k31, get variant s, of content segment j.
2. Attime j31,usersul S aredisconnected, i.e., get no variant of content

segment .

The following tracing scheme of [FT99] makes use of r =c + 1 variants in each
segment to trace and disconnect al traitors.

1. Sett=0.
2. Repeat forever:
(@) For all selections of r users out of U, {w,...,w}I U, produce r +1

distinct variants of the current segment and transmit the i variant to
W, 1£i £r, and the (r +1)" variant to all other users, until the pirate
transmits one of the variants.

(b) If the pirate ever transmits variant i for some i £r, disconnect the
single user wi and decrement r by one. Otherwise, increment r by
one.

The performance of the deterministic schemes can be described in terms of the
number of variants (r) that they require in each segment, and the number of steps
(m) required tracing and disconnecting all traitors. The above algorithm uses ¢ + 1

distinct variants and convergesin O(3clogn) steps.
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Shortcomings of dynamic tracing

The first limitation is that regrouping of the users and mark alocation to usersin each
interval depends on the rebroadcasted content, also called feedback from the channel.
This means that if there is no feedback from the channel no regrouping will occur and
so the system is vulnerable to a delayed rebroadcast attack. In this attack, the
attackers do not immediately rebroadcast, but record the content and rebroadcast it
with some delay so that the broadcaster has no alternative but keeping the mark
alocation unchanged. With this attack the system fails completely and cannot trace
any colluder.

The second limitation of the system is high real-time computation for regrouping the
users and allocating marks to subsets. This means that the length of a segment cannot
be very short. In dynamic tracing, the number of segments required by the algorithm
to converge grows with the number of users.

Hence, to trace colluders given a fixed length content, the length of the segment must
reduce as the size of the user population grows. On the other hand, the computation
for repartitioning the group and allocating the versons grows with the size of the
group and because of the real-time nature of the computation, the length of the
segment cannot be decreased. The conflicting requirements on the segment size, that
IS, requiring shorter length to provide for longer convergence length, and at the same
time the need to have it longer to give time for real-time computation, would result in
unworkable systems for large groups.

B.2. Sequential traitor tracing

In [SWO3] the authors consder the same scenario as dynamic tracing and propose a
different solution, called sequential tracing which removes the shortcomings of
dynamic tracing. In sequential tracing, the channel feedback is only used for tracing
and not for alocation of marks to users. Similar to dynamic tracing, the system can
trace all colluders using the channel feed back.

The mark allocation table is predefined and there is no need for real-time computation
to determine the mark allocation of the next interval. All other computations related
to key management of the group can be performed as precomputation and so the need
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for real-time computation will be minimized. Mark alocation in each interval will be
according to the table irrespective of the channel feedback. Using a predefined table
also protects against the delayed rebroadcast attack, however, the tracing ability of the
system will reduce to one traitor. That is, even if the rebroadcast is delayed until the
whole content is received, at least one of them will be traced once colluders start
rebroadcasting. The system is called sequential traitor tracing scheme to emphasise
the fact that the traitors are identified sequentially, that is, when a colluder is found he
is disconnected and the system proceeds to trace the remaining colluders, and at the
same time differentiate it from dynamic schemes. A sample construction of Mark
alocation table and tracing algorithm are presented in [SWO03]. This construction
identifies one of the colluders in steps ¢ +1, and all colluders in at most ¢? + ¢ steps.
That is, the scheme converges in c¢®+c steps and the convergence length is

independent of the size of the user group.

2.3.3 Pirate' s choices

Pirate strategy means the technique chosen by pirates to create an unauthorised copy,
under some restrictions like marking assumption. In practice, this means that they can
choose in each detected mark the alternative from among the q alphabet symbols or
something else not in the aphabet i.e., an erasure e. Given the codewords of the
pirate group, a strategy f is a mapping from the set of c-tuples of embedded
codewords to the set of al possible fingerprints, possbly with erasures. Without
knowledge of which codewords the pirates have, the exact result of the pirate’s

strategy will in general be unknown to pirates.

For the pirates, a strategy f is a random mapping from the set L of distinguishable
sets of tuple equivalent c-tuples of public codewords to a subset of al possble
fingerprints, possibly with erasures, i.e, f:L ® Fi (GF(q)E e)" where F is the set

of words that can be created by some pirate group. A pirate may try different types of
attacks to remove the fingerprint, in order to distribute illegal copies anonymously.
Assuming that the pirate has access to a single document copy that has been marked
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for him, he may either try to restore the origina document by identifying and
removing the fingerprint, or try to corrupt the fingerprint by distorting the document.
At adetected position of the embedded fingerprint they can also create erasures.

A. Magjority choice strategy

Magority choice [BS98] attack requires that the number of pirates is odd and greater
than two. In this case, at every detectable mark pirates choose the aternative that
occurs the greatest number of times in the available copies.

Minority choice attack can be carried out by inverting the result of the majority
choice attack. The difference compared to majority choice is that the illega
fingerprint, on an average, will be as distant as possible to the fingerprints of the
pirates.

B. Random choice

In Random choice [GP99] the pirates choose randomly every detectable mark, with
equal probability among the possible alternatives, and decides what to output to the
illegal copy. A stronger attack results if several pirates collude and compare their
independently marked copies. Then they can detect and locate the differences, and
combine their copies into a new copy, the fingerprint of which differs from al the
pirates.

C. Binary addition

Binary addition takes every detectable mark and the pirates choose to output to the
illegal copy the alternative that occurs an odd number of times in the pirate’s objects.
This does not differ significantly from the normal binary addition.

2.4 Key fingerprinting
Chor et a [CFN94] introduced a special form of cryptography that uses one
encryption key and multiple distinct decryption keys, with the property that one

cannot compute a new decryption key from a given set of keys. The traitor tracing
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schemes of Chor et a [CFN94] adopt the static model, which is suitable for electronic
data distribution systems. Two cost measures are to be consdered when
implementing such schemes. storage requirements at the user end and the necessary
increase of bandwidth when the number of users increases. These schemes would be
ineffective if the pirate were smply to rebroadcast the original (decrypted) content
using a pirate broadcast system.

Pirate decoders that allow access to the content may be manufactured but such
decoders, if captured, must inherently contain identifying information that will allow
the broadcaster to cut them off from future broadcasts. Additionally, the source of
piracy can be detected and legal means can be taken. A broadcast encryption
technique and tracing method proposed for this dynamic scenario is public key traitor
tracing [BF99]. We present the elliptic curve analog of the encryption technique
proposed in [BF99].

2.4.1 Boneh —Franklin Public key Traitor tracing Scheme
Let E bethe éliptic curve and G the base point of order ponit.
Key Generation:

The following steps are performed for key generation.

1. Fori=12.. kchooseaninteger r, 1 z and compute points

h=rG.

k
2. Compute Y=g (a,h) for randoma,.a,,...a, 1 Z
i=1

-
3. Thepublickeyis (Y,h,...h).
A private key is an element ¢, 1 z,such that q,g” is a representation of v
with respect to base h,,....h . The i "key, q;, is derived from the i " codeword

9“ =(9,,...0)T G by

k k
q =(ara;)/(a rg;)(modp)
j=1 j=1
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We refer to the private key as being the representation d. =q,g" . However, it may be
noted that only g, needs to be kept secret since the code G is public. One can verify
that d, isindeed arepresentation of Y with respect to base h,,...,h, .

Encryption: To encrypt a message m in F , first the message m is to be embedded
onto the elliptic curve E asapoint. Let B, be such a message point. Next arandom

element al Z, isgenerated to compute:

S=P, +(aY) ad
H, =ah fori=1..Kk.

The ciphertext C is C=<é,Hl,...,Hk>

Decryption: To decrypt a ciphertext C =<é,Hl,...,Hk> using the i Muser's private key,

g, B, =S- (qU) is computed where U:ék(ngj). The origina message is
j=1

recovered as M =(x coordinate of P, ). Here g® =(g,,....9,)1 C is the codeword
from which i" user's private key g, is derived. Observe that any private key q,

correctly decrypts the given cipher text.
It is possible to construct pirate decoders for this scheme and decrypt the encrypted
content successfully. A tracing agorithm for such pirate decoders is presented in

chapter 3.

2.5 Related work

In this section we present the summary of earlier work mainly on digital
fingerprinting, which is closely related to our work.

In [SW98], Stinson and Wei presented the construction of frameproof codes from
Traceability Schemes. In our work (Chapter 5) we present the construction of much
stronger codes i.e., IPP codes from these Traceability Schemes. Safavi-Naini and
Wang [SWO01] presented alower bound on maximum possible number of private keys
in Traceability Schemes. To enhance the advantage of these Traceability Schemes,
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Gafni et a [GSY99] presented a method for adding any desired level of broadcasting
capability to the schemes.

With regard to secure codes Boneh and Shaw [BS98] first presented an explicit

construction for collusion secure codes. Their code has a length of O(c’log(%))and

attained security against coalitions of size ¢ with e error. Pelkert et al [PSSO3]
demonstrated (on lower bound of code length) that no secure code can have a length

of o(c’log(x)). To handle erasures created by collusion groups, Guth and Pfitzmann

[GP99] constructed binary c-secure codes with e error with a weaker assumption.
Weak marking assumption assumes that an adversary can create only a certain
percentage of erasures in place of embedded marks in pirate fingerprints and these
erasures are randomly distributed.

For the case of non-binary codes with erasures Safavi-Naini et a [SW02a] gave a
construction of q’ary c-secure code that can recover the deleted marks of a shortened
fingerprint. In [SW024a] the codeword is repeated adequate number of times so that at
least one copy of the embedded codeword can be recovered and thereby increasing
erasure tolerance. Tardos [GTO3] constructed optimal probabilistic (binary)
fingerprinting codes. These codes are for M users that are e secure against ¢ pirates
and have a length O(c’*log(M /e) . This construction improved the codes proposed by
Boneh and Shaw [BS98] whose length is approximately the square of this length.
These codes can withstand erasures in two distinct models for fingerprinting namely
weak marking assumption model by Guth and Pfitzmann [GP99] and unreadable digit
model [GTO3].

Gossip codes are introduced as IPP codes with a deterministic tracing algorithm in
[TLO1] for collusion secure fingerprinting. The erasure tolerance capability in Gossip
codes was not studied earlier to our work. The Gossip code with c=q- 1 isstudied in
[LLSO2]. In specific, the conditions for a Gossp code to become traceability (TA)

code are presented in [LLS02]. For g=3 the use of this code as an error correcting
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code is analysed in [MS99]. Fernandez and Soriano [FS02] presented concatenated
fingerprinting codes with efficient identification. In this case the inner code use
efficient decoding algorithms (Chase algorithms) that correct beyond error correction
bound of the code.

2.6 Applications of digital finger printing

Digital fingerprinting plays an important role in many real applications. Some of
them are owner identification, copyright protection, content distribution, pay
television, content monitoring, digital evidence or forensics and Digital Rights
Management.

2.6.1 Broadcast monitoring

Consider the scenario of pay TV systems where subscribers may access specific
channels or programs by purchasing their viewing rights. In such systems, the content
is distributed via terrestrial, cable or satellite broadcast and, hence, a conditional
access system must be utilised in order to guarantee that only paying subscribers can
access the content for which they have paid. To prevent any unauthorised access,
cryptography is often used: the conditional access system makes use of secret keys in
order to allow only legitimate users access to the content. In this scenario it is also
necessary to identify the culprits who simply rebroadcast the content after decryption.
In dynamic traitor tracing [FT99] even if the pirate rebroadcasts the origina content
to illegitimate users, countermeasures can be activated in order to trace and
disconnect such traitors. Safavi-Naini and Wang [SWO03] introduced sequential traitor
tracing schemes for dynamic (active monitoring) systems, which can trace all the
traitors one after the other, who are involved in rebroadcast of the received content.

2.6.2 Copyright protection
Digital piracy is one of the major threats being faced by owners and distributors of
multimedia content. Contemporary developments in digital information processing

and distribution have had a remarkable impact on the creators and their copyrights.



These techniques open up novel ways of circumventing copyrights by creation of
multiple copies and their efficient circulation.

In order to protect the digital content the merchant or distributor of a digital work
embeds customer-specific information in the form of a unique seria number
(fingerprint) into the sold work. If the merchant finds an illegal copy of a sold (and
fingerprinted) work, he is able to extract the embedded customer information and can
identify pirates on the basis of this information. A particular challenge is the security
of digital fingerprints against collusions of pirate customers, which take the advantage
of differently marked versions of the same work and try to derive a new version,
which contains no information that identifies one of the pirates. To offer protection
against such collusions, the embedded customer information must be collusion-
tolerant, i.e., it must be guaranteed that no collusion (up to a certain maximum size)
can produce a copy of the work for which no member of the collusion can be
identified. The challenge from a cryptographic perspective is to find collusion-
tolerant encoding of customer identities. Fingerprinting techniques [BS98, LLS02,

GP99, SW024] support copyright protection by deterring the copyright violators.

2.6.3 Content distribution

Consider the example of a digital library, where authorised subscribers of the library
should get access to the digital documents. Encryption techniques protect against
eavesdroppers, but the main attacks are likely to be from connected legitimate
subscribers who proceed to redistribute the received data more than they are entitled
to. A mechanism to ensure the security of digital subscriptions is through digital
fingerprinting. A g’ ary fingerprinting system for stored digital objects such as images,
videos and audio clips is proposed in [SW02g]. In a scenario where subscribers of
digital library, create a pirate copy using two or more valid digital copies, this
technique identifies a culprit.

2.6.4 Digital evidence

Digital evidence and forensics [SK04] is required by the law enforcement agencies to

resolve disputes arising due to content ownership and distribution. Digital
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fingerprinting equipped by traitor tracing methods offers promising methods to check
copyright infringes and in constructing evidence to prosecute the culprits.

2.6.5 Digital rights management

Digital Rights Management (DRM) systems comprise many different integrated
mechanisms and functionalities such as content/right distribution, payment-systems,
access control, copy protection and deterring mechanisms. DRM will enable new
content to be made available in safe, open and trusted environments. It enables
industry and users interoperability so as not to force content owners and managers to
encode their works in proprietary formats or systems. DRM systems can be used to
specify the access control mechanisms and user rights like copy once, copy no more,
print, read, modify etc. along with copyright notification and transaction tracking.
Digital fingerprinting [SW02a, EK03] is an effective means of copyright protection
and thereby digital rights management in the digital world.

2.7 Goals of digital finger printing

A good digital fingerprinting technique consists of the following:
- arobust embedding algorithm to encode letters from a chosen alphabet at the
marking positions,
- acoding algorithm that selects the codewords to be embedded in respective
marking positions and
- a pirate tracing algorithm that identifies a least one copy that was used in
constructing the pirate or modified object, when a modified object or
document is provided as an input.
Ideally the scheme should handle large collusion sizes with shorter fingerprint length
to be practically useful. They should aso withstand attacks on fingerprints under
different pirate strategies including resistance to erasures. There can be many possible
goals for digital fingerprinting which include:
- Handle large collusion sizes with shorter fingerprint length.
- Withstand attacks on fingerprints and resist erasures under different pirate

strategies.
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- Provide an investigation aid to identify the pirates.

- ldentify the pirate or, in the case of severa pirates working together, identify as
many pirates as possible.

- Test whether a certain user, or group of users, is guilty of having created the
illegal copy.

- Achieve atrade off between false darm error and false dismissal error.

2.8 Summary

This chapter details the background on digital fingerprinting. A brief description on
some of the areas closely related to digital fingerprinting such as error correcting
codes, combinatorial designs and traitor tracing methods is presented. In this chapter
we also described the design choices available in digital fingerprinting, the first
choice being between binary and non-binary codes. The other options available were
choosing from amongst frameproof, IPP and TA codes. Subsequently, we emphasize
various fingerprinting models, their requirements and describe relevant notation in
each case. The distributor can choose from these models as per the requirement. The
choices available for pirates and the countermeasures (tracing methods) are also
discussed. Various applications of digital fingerprinting such as copyrights protection,
DRM, digital evidence and forensics are covered along with the goals of digital

fingerprinting.

37



Chapter 3
Tracing methods

3.1 Introduction

In this chapter we describe some of the tracing methods for identifying traitors. The
chapter distinguishes tracing methods used in fingerprinting of digital content and
fingerprinting cryptographic keys. In static scenario it presents a simple tracing
method for identifying culprits using a generic IPP code for fingerprinting. It aso
presents a tracing algorithm for an encryption scheme with multiple decoders [BF99]
in key fingerprinting scenario.

3.2 Piratetracing

Traitor tracing is carried out in two related scenarios. data fingerprinting in the
contest of copy protection and key fingerprinting in the contest of broadcast
encryption. Traitor tracing in data fingerprinting is a process that takes an illegal
fingerprint as input and identify a subset of users who participated in creating the
illegal copy. Fingerprinting of digital content protects it from illegal copying and
redistribution.

There are two possible scenarios for tracing namely static and dynamic as explained
earlier in chapter 2. Tracing can be carried out in static setting (symmetric
fingerprinting [LLOO], asymmetric fingerprinting [PS96], anonymous fingerprinting
[PW9I7]) or in dynamic scenario (dynamic traitor tracing [FT99], sequentia traitor
tracing [SWO3)).

In Key fingerprinting (public key traitor tracing [BF99]) the aim is to identify the
illegal cryptographic keys created from existing legitimate keys for decryption of the
encrypted content.
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3.2.1 Soft and hard tracing for stored content

There are two complementary types of tracing algorithms for stored content: soft-
tracing algorithms and hard-tracing algorithms of traceability codes. In soft-tracing
(soft-decision decoding [KV00Q]), the decoding process takes advantage of side
information generated by the receiver. Instead of using the received word symbols,
the decoder uses probabilistic reliability information about these received symbols. In
[FS04] the authors use soft tracing methods for protecting multimedia content.

A soft-detected fingerprint, also called a pirate matrix, is a matrix whose columns
correspond to the probability distributions on the alphabet symbols. That is the
column j in the matrix gives a probability distribution on the symbols of the
fingerprinting code to occur in the j™ position of the fingerprint. In soft tracing the
algorithm takes a pirate matrix and outputs a colluder. It uses the generalised distance
(Euclidean distance, log likelihood etc) instead of Hamming distance. Tracing is
carried out by finding the codeword that has the highest similarity or shortest
generalised distance with the pirate matrix. This tracing is computationally expensive
in general, but if the fingerprinting code is a RS code, then the soft-decision decoding
of Koetter et a [KVO0O] can be used to efficiently find a colluder. Soft tracing is used
in [SWO02Db] for identifying culprits for a shortened and corrupted fingerprint.

In hard tracing (hard decision decoding) the pirate word (fingerprint) as extracted
from the pirate copy is used for tracing the culprits [SSWO01]. For a binary
fingerprinting scheme the hard-decision decoding chooses between the two symbols
0 and 1 at each location in the fingerprint. The metric used for hard tracing is
hamming distance. Algebraic decoding techniques generaly use algebraic codes

along with hard tracing techniques.

3.2.2 Deterministic tracing

A tracing algorithm is called deterministic if it traces and increments all traitors and
no one else but the traitors [FT99]. On the other hand, schemes in which there is a
small chance of false incrimination are referred to as probabilistic. In generdl,
deterministic tracing methods come with a computational overload. It may also be

required to have codewords of larger code length, derived from a non-binary code.
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3.2.3 Probabilistic tracing

In probahilistic tracing [BS98, GP99], a pirate user is accused with a finite error
probability e, irrespective of its (very small) size. Allowing a small error probability
in tracing, permits the distributors to construct and use efficient codes with smaller
length.

3.2.4 Piratetesting vs. tracing

Testing is a simple method that takes a group of users and an illegal fingerprint to
output either ‘yes or ‘no’ based on whether a group should be considered guilty
[LW98]. The testing methods are useful incase a large number of users are present in
a fingerprinting scheme. Since the accused groups contain partially innocent people
apart from pirates the performance of the testing method is measured in terms of
probability of accusing innocents and the probability of failing to accuse only pirates.
One simple approach for testing whether a group is guilty or not is to consider only
the positions that are undetectable for the proposed group and declare the group guilty
if its fingerprints agree with illegal fingerprint in all detectable positions. The
probability of this happening by chance for innocent group is very low.

3.25Tracing errors

The performance of a tracing method is measured in terms of probability for not
tracing the pirates correctly. There are two types of errors in tracing as noted in
[LW98]. One is cdled false alarm error (false positive) and the other is false
dismissal error (false negative). The false alarm error corresponds to accusing a user
who is innocent and the false dismissal error corresponds to failure in accusing a user
who is quilty. It is desirable to keep both error probabilities to a minimum.
Unfortunately they are conflicting goals, so a trade-off is required. As a specia case
when exactly one user is accused after every tracing, the two kinds of errors coincide.

Thus the trade-off is correctly accusing a culprit.

40



3.3 Distributor’s choices

Distributor should choose a fingerprinting model such that it is possible to trace the
culprits by investigating the illegal copy. For this, the distributor needs to model the
pirate strategies and design the counter measures. The choice of codes should be such
that the size of feasible set (the set of all possible pirate codewords) is small. Limiting
the number of pirate fingerprints alows the distributor to device efficient tracing
algorithms.,

3.4 A Tracing method for | PP codes

This section describes a generic tracing method for IPP codes in static fingerprinting
scenario of stored content. It isto test whether a suspected user has really contributed
to a particular pirate copy or not. The following theorem is used in tracing algorithm
to find the culprit.

Theorem 3.1 [SS01]
Let Gbeac-IPPcodeand C 1 G(i=1 to r), |C|=w, where wEc

If iD(Ci)lf,then [Cf

i=1 i=1

3.4.1 A general tracing algorithm for c-I PP codes
Let G be a c-IPP code and W be the coalition set of size w, i.e, Wi G and
W/|=w, where w <c and the pirate codeword be x. The steps for tracing algorithm
are as follows:
1. Consider atesting (suspect) set W among W .
2. Find D(W), the descendent set of W . For simplicity we do not allow erasures
in DW).
3. Compute d, =|mismatch(x,D(W))|. This means d, is equal to the total
number of locations of X, whose values are not permitted values as per

marking assumption [BS98] at their respective locations.
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4. The probability of accusing innocent is d,/I where | is length of the
codeword X.

5. If d, =0then clearly xI D\W) i.e. the codlition is capable of creating the
pirate codeword x

6. Further let there be m subsets W, W,, ..., W, for which d, =0. This means
that xI D(W)" i=1..,m. Then accuse | W . Notethat |W isa non-empty

i=1 i=1

set since the code is | PP as per Theorem 3.1.

7. Without loss of generality, we assume that W is minimal before accusing

3

W . The set W is said to be minimal if any codeword is removed from W

1

then xi D(W).

The am of steps 1 to 5 is to find a coalition that is capable of creating a pirate
codeword. Step 6 is for accusing a culprit without whose involvement the particular
pirate codeword cannot be created. |PP codes identify at least one member in step 6.
Now d, isequa to the total number of mismatched positions of x with descendent
set D(W). The value of d,, should be equal to zero if the suspect-set has created the
pirate codeword under marking assumption [BS98]. Thus the value of d /I should be
equal to zero for the pirate group. But if d, is non-zero, it indicates the coalition
under consideration may be innocent. This fraction d, /I is high when an innocent is
accused, and hence we consider it as an error probability in tracing. However, more

efficient algorithms may exist based on the construction of | PP codes.

3.5 Tracing pirate decodersin a broadcast encryption scheme

In broadcast scenario, a distributor broadcasts encrypted data that should be available
only to a certain set of users. Each user has a unique decryption key that can be used
to decrypt the broadcast data. It is possible that some users collude and create a new
decoder (decryption key), different from any of theirs, and able to decrypt the
broadcast data. In a traitor-tracing scheme for broadcast scenario, if the number of
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users colluding is less than a threshold, it is possible, with low probability of error, to
trace at least one of the colluder.

We present atracing algorithm for [BF99] scheme presented in chapter 2, where there
is one public key and kcorresponding private keys. The tracing scheme defends
against collusion of any number of parties. For tracing, we make use of the linear
space tracing code C used in key generation of section 2.4.1.

3.5.1 Construction of Pirate decoder
The construction of a pirate decoder for [BF99] scheme (explained in chapter 2) is as
follows.
k
If Y is the public key such that Y = é d;h , where h's are points on élliptic curve
i=1

and d,T Z,, we say that (d,....d,) is a representation of Y with respect to base

(h....h.). Each representation can be a decoder (private key) for the encryption
scheme.

If d,,....d, are representations of Y with respect to the same base, then so is any

m
“convex combination” of these representations. d =é a;d, where a,,....a,, are the
i=1

scalars such that é a; =1. We call the resultant key d as pirate decoder.

i=1
3.5.2 Tracing scheme for BF scheme
In this section, we illustrate how to derive complete information about traitors
involved in consgtructing a pirate decoder [VSGO02]. Boneh and Franklin [BF99]
showed that the efficient way of congtructing pirate decryption box is only through
convex combinations of existing private keys. The following tracing agorithm is
simple, deterministic and traces all the traitors involved in creating a pirate decoder.

Suppose that the pirate gets hold of m(£ k) decryption keys used to create a pirate
box D . The decryption scheme is said to be m resistant if there is a tracing algorithm

that can determine at least one of the d.’s in the pirate€'s possession. The pirate
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decoder contains at least one representation of Y to correctly decrypt the encrypted

content. Further, by examining the decoder, it is possble to obtain one of these

representations, which is a pirate key d constructed by m keys d,,...d . Since d
found in the pirate decoder is a convex combination of d,'s, it must lie in the linear
span of d,,....d,,. The construction of tracing algorithm is such that, given input d , it
outputsal d.'s with corresponding weights.

The Set GC: We describe the set C containing k codewords overz¢ used in key

generation. The code C is constructed with k code words by choosing a matrix B of

order k™ k asfollows.

1 1 1 K 6
¢ 2 3 K N
é:glz 27 3 KK PN
¢c18 2 3 K k®=
S ! T T
glk-l 2k-1 3k-1 K kk-lg

Condder G asthe set of rows of matrix B such that G contains k codewords each of
length k. The matrix B is non-singular since it is in Vander Monde form. If B is

non-singular, so is G. The private keys are constructed using the above set Gi Z}
containing k codewords. Each of the k usersis given a private key dT z%, whichis

multiple of a codeword in G. It is clear that d is a point in the linear span of some
m codewords g¥,....,g™ 1 G. Then at least one g in g®,...,g™ must be a member
of the coalition that created d . This g identifies one of the private keys that must

have participated in the construction of the d. In fact, the tracing algorithm will
output every g (hence all the traitors) which contributed to pirate decoder d with

the corresponding weights in the linear combination.

Tracing: Let di Z% be the vector formed by taking a linear combination of

m(m£k) vectors from G. We show that for a given d, one can efficiently

determine the unique set vectors in G used to construct d . There exists a vector

v 1 z¢ such that v B" =d since the vector d is linear combination of these rows of



matrix B. Also d =q.g@ for some g9 since g™ is uniquely expressed as linear
combination of g ’s. We show how to recover theseg® ’ s with their corresponding
weights for which we solve the systemv BT =d .

Considering v B" =d we get k equations in k unknowns. Since B is non-singular
the system v B' =d has a unique solution vector, which is smply v . The i"
element of v gives the contribution of the i ™ user in terms of g . If the element is

zero the corresponding user has no contribution towards the pirate representation d .

3.6 Summary

In this chapter, we described a variety of traitor-tracing methods in different settings.
The distributor can choose one of these methods as per the requirements of the
fingerprinting scenario. In this chapter we presented a generic tracing method for IPP
codes. Subsequently, we presented a tracing method for a public key broadcast
encryption scheme.
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Chapter 4

Boundsfor Digital finger printing

4.1 Introduction

In this chapter, we present a simple fingerprinting model and arrive at a bound on
fingerprint length for non-binary codes. The bound is based on the idea that different
collusions must generate different fingerprints in order to be distinguishable. This
choice additionally makes tracing possible and reveals the collusion group
responsible for creating a pirate copy. It also constitutes a lower bound on the

fingerprint length, necessary for tracing the collusion group.

4.2 A simple finger printing model

Let G be a code containing M codewords equal to the number of users in the
fingerprinting system. Let Wi Gbe a set of at the most ¢ pirates and x be theillegal
fingerprint created by colluson W . The following postulates define the fingerprinting
model.

1. Number of pirate fingerprints = Number of possible collusion sets= b say
2. Number of possble pirate fingerprints created by pirates b £q where | is
length of the fingerprinting code and q is the aphabet size.

3. Every collusion set creates a unique fingerprint i.e. no two pirates cannot
create the same pirate fingerprint.

To trace the collusion group responsible for creating an illegal copy, this model
requires exactly one unique fingerprint to be created by each collusion group. If there
are as many distinct fingerprints as the possible collusions (of size a most c) then

tracing is simple, since this choice allows a one-to-one mapping between the pirate
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groups and pirate fingerprints. This mapping further contributes to a lower bound on
fingerprint length.

We present such fingerprinting codes both for binary case (identity matrix 1,) and
non-binary case (Table 4.2). In the only erasures case, during cregation of pirate
fingerprints a collusion group (of size ¢=2) come together and erases all the detected
marks. In this scenario, each pirate group creates a unique fingerprint in these codes
as given below.

Example4.1

Consider the fingerprinting code as identity matrix (1,). Let the colluson set be
W ={w},w’} where w denote the i codeword of 1,. The set {w!,w?} is also denoted as
{1, 2} in short form. Then W ={w",w’} ={(1,0,0,0),(0,1,0,0)} . The detected positions
for the collusion set W are 1% and 2™. Erasing these positions will result in the pirate
copy with the fingerprint (e, e, 0, 0). Repeating the same for all collusion sets we get

Table 4.1 consisting of al pirate groups and the corresponding fingerprints created by
them. The following table provides al the pirate fingerprints (feasible sets of pirates).

Collusion Sets | Pirate fingerprints
{1, 2} (e,6,0,0
{1, 3} (e, 0, ¢ 0)
{1, 4} (e,0,0,€
{2, 3} (0,e,€ 0
{2, 4} (0,e,0,€
{3, 4} (0,0,€e,€

Table 4.1. Collusion setsvs. pirate fingerprints

In Table 4.1, a non-binary code in which every collusion of size c=2 can create a

unique fingerprint (only erasures case) is presented.
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Example 4.2

0{0|0]|0]|0O]O
O|1|1]|1]|1]0
1/0{2|1|1]1
112{0]2|1]1
2/11/2]0]2]1
212|1112]0]|2

Table4.2. A non-binary codewithM =6and c=2

In Table 4.2 M =6,and c=2. So there are °C, =15 pirate groups. Assume that during
the creation of pirate fingerprints, a collusion of size ¢c=2 comes together and erases
all the detected marks. For the collusion set W ={w!,w?} all the positions except the 1%

and 6™ positions are detected. So the fingerprint created by the pirates will be (0, e, e,
e e, e, 0). We can also observe that the illegal words created by each pirate group are
different from the other. Other examples for this model are Gossip codes with
shortest code length (in only erasures case) as explained in Chapter 6.

Spohere packing (Hamming) Bound [PW72]: For any (n,M,d)code over an alphabet

Q of size g, MV,(ngd- /29 £q", Where V,(nt)=§ "C.(q- ' .

i=0
Gilbert-Varshamov bound [MS77]: Let F,=GF(q)and let nk and d be positive

integers such that V,(n- 1,d- 2)=g™“. Then there exists a linear code (n,k) code

over F, with minimum distance at least d .

4.3 Theoretical bounds on finger printing

We derive a lower bound on required fingerprint length to accuse a collusion set of
Size a most c, responsble for creating a pirate fingerprint as per the model. If every
possible pirate group can create a unigue illegal fingerprint there is a deterministic
method to find the whole group through a mapping from the illegal word to the pirate
group that is able to create it.
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From postulate (2) of the model it follows that |3 log, b where b is the number of
collusion groups. To find the minimum value of | , we estimate the value of b .

In binary fingerprinting schemes if the total number of usersis M, the collusion size
isa most ¢ then the number of pirate groups (equa to number of pirate words) is

éc_ MC =§C_ MC -1=V(M,c)- 1, where V(M,c) is the volume of a sphere of radius cin
i=1

i=1
an M -dimensional Hamming space. This means that there must be gog(V(M,c)- 1y

bits in the fingerprint for it is to be possible to uniquely accuse each of the possible

user sets. Now consider a non-binary code of aphabet of size q over afield F,. The
sphere of radius t in F", isa set of wordsin F,"at Hamming distance t or less, from

agiven word in F". The number of words, or the volume, of such a sphere is given

by V,(nt)=4 "C,.(a- 1) .

i=0
The binary entropy function H,(x) is given by H,(x)=- xlog, x- (1- x)log,(1- X). It
can be observed that H,(0) =H,(1) =0. To estimates the value V, (n,t) we make use of
the q'ary entropy function H,:[01]® [01], which is defined as
H,(X) =- xlog, x- (1- x)log,(1- x) +xlog,(q- ). The function xa H,(x) is strictly
concave, non-negative, and attains a maximum value 1 at x=1- (%). The estimation
of V, (n,t)is required for calculating the bound on fingerprint length which is similar

to estimation of the sphere packing bound and the Gilbert-Varshamov bound
asymptotically.

We express the limits on V, (nt) interms of q’ary entropy function H .(X) using the

following Lemmas (4.1 and 4.2) presented in [RothO4].

Lemma4.l
Let [n,t] beacode over GF(q) and O£ % £1- (%) . Theninasphereof radius t in n-

dimensional Hamming space, the number of codewords

Vq (n,t) £ q”Hq(%)
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Proof. Let t =t/n. Then,
From the definition of entropy function H, (x)weget g ™" =t*(1-t)"".(q- 1"

t

Thus g™y, (nt) =t'(1-t)""(q-1)".4 "C.(a- 2)

Qo-.

i=0

1-1)(q-1)8"

£t (1-t)"(q-1)".4 "C.(q- 1) ¢
i=0 e 17}

for t £1- (1/q)

Hence, we have the result V, (n,t) £ g™ ).

Lemma 4.2 presents a lower bound on number of pirate fingerprints V, (n,t) in terms
of qary entropy function H,(x). Lemma 4.3 presents a bound on collusion size c,

considering a generic error correcting code.

Lemma4.2
For [n,t] codeover GF(q), for O£t £n,

V,(nt)® "C,(q- 1)'3 nl e

Proof. Let t =t/nandlet N ="Ct'(1-t)"'
We first show that N, is maximal when i =t. Since

Ny _ "Cat '™ (2- 1 )" n-iot _n-i ot

N "Cti(1-t)" i+171-t i+1'n-t

Thus, N,,,/N, <1if andonly if i 3 t. It follows that

s & N = St ) = 3
(n+2).N, %Ni (t +(1-t)) =1 and so N, o
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On the other hand,
N, ="Ct(1-t)"" ="C,(q- 1) g ™",

n q n 1 n q n
Hence, V, (n,t)2 "C, (- 1) = N,.g™" n_+1_qH(t/)

From Lemma 4.1 and 4.2 we can estimate the value of V, (n,t) with the following in

: 1 nH,(t/n) nHq (t)
uality, —.q "V £V, (nt)Eq
equality, —— g AGDEY

4.3.1 Length of fingerprint
The number of different pirate fingerprints in our model is one less than the number
of words present in a M -dimensional sphere (volume) with radius c¢. Thus we can
say that in order to identify any user set (of at most size ¢) from a pirate fingerprint,
the length | of the fingerprints has to fulfill the following inequality:

&/ (M c)

I3 log, (V,(M,c)- 1) >log, g £
[

=Iogq( (M, c)) log,q

1 "
= e _ M.Hq(%)g_ 1

_Ogng +1q
O %CO
gq& 15 gy

=-log(M +1)- cloggeﬁg- (M - c)Ioggl- ﬁ% clog(qg-1)- 1

This result shows that the choice of fingerprint length must be higher than a certain
value, in order to identify any user set of at most size c. A graphical representation of
the variations of minimum fingerprint length with variations in number of users (M )
and collusion size (c¢) are presented in Figure 4.1 and Figure 4.2 respectively. From
these figures it can be observed that the bound on fingerprint length varies rapidly to
changes in collusion size as compared to the variations in number of users.

In most of the scenarios, the collusion groups have a considerable freedom in their
choice of fingerprints and their feasible sets are larger. In such scenarios the number
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of pirate fingerprints are much larger than the number of possible collusion groups. If
the feasible sets of the collusions are larger, it becomes more difficult to identify the
culprits. Consequently, for a general non-binary fingerprinting scheme outside this
model, the required fingerprint length is expected to be much greater than this lower
bound. We now make a comparison between the current bound on fingerprint length
with other known bounds.

In the current model the minimum length of the fingerprint = gog(V (M,c) - )y

C

»Iogga MC = log(M) for small ¢

The bound holds good for the model we have considered which is dightly restricted
model. For probabilistic binary codes Boneh et al [BS98], Tordos [GTO03] and Guth et
al [GP99] have presented the bounds on fingerprint length under strong marking
assumption, unreadable digit model and weak marking assumption respectively.

Secure codes of [BS98] have a length of O(c’log(%)) and Tordos codes achieve

O(c’log(M/e). The model we currently considered varies from these models

considerably.

4.3.2 Collusion size

Each fingerprinting code has a maximum collusion size that it can withstand. If the
collusion sze of pirates that created a pirate fingerprint exceeds the maximum
collusion size, then it is not possible to trace the culprits. This is due to the fact that
as the collusion size increases, the number of detected positions increases and the
choices available for pirates at each detected position increases. Thus tracing becomes
more difficult and so, fingerprinting codes that can withstand large collusion sizes
require large fingerprint length. Here we consider a generic error correcting code as
the fingerprinting code.

Lemma 4.3

If colluding pirates create an illegal copy by making erasures in every detectable
mark, it may be impossible to trace any of them by decoding the illegal word to the
closest codeword.
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Proof. Consider exactly two pirates. In order to correctly find one of the pirates, the
number of erasures, g, must not be greater than d ,, - 1, for correct decoding. The

minimum Hamming distance between two codewords is d_.., which means that the

number of detectable marks for the piratesisat least d,;,. But ¢, =d,,, 3 d.;,- 1,01t
may be impossible to decode this correctly. This is true when the codlition size c=2,
for any alphabet size q, and adding more pirates will not alter any of the detectable

marks undetectable. So this holds for any number of pirates c2 2.

—_—

20 +

16 +

12 +

Lower Bound of Fingerprint (1}

|

|
0 2 4 i B 10
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Figure4.1. Lower bound vs. collusion size
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Figure4.2. Lower Bound vs. number of users

4.4 Toidentify asingle piratein collusion
In this section, we trace explicitly one member of the coalition rather than trying to
trace the whole collusion group responsble for creating an unauthorised copy.

Let U be the whole fingerprinting space. If the fingerprinting code G contains q
alphabet symbols then the size of U is |[U|=q". Let Ci G be the collusion set. We

denote the set of all fingerprints the pirates can createas P= |J FS(C) and Pi U .

ci G|c|=¢c
Let A denote the accusation set for the i" user. A isthe set of dl pirate fingerprints

(created by any collusion in which user i is a member) for which i"" will be accused.

M
Let A denote the union of al accusation sets i.e. A=A . This means that A

i=1
contains the set of all pirate fingerprints for which at least one user can be traced
back. In other words, A will contain the pirate fingerprints for which the tracing
algorithm can identify a parent.



For a deterministic code A=P i.e. for every possble pirate fingerprint (under any
pirate strategy) there exists a tracing algorithm, which identifies one member of the
pirate group responsible for creating that pirate fingerprint. Define e, as the fraction
of pirate fingerprints for which no user is accused.

_IP- AL IPI- Al Al
P 1P| 1P|

accuse a culprit for any pirate strategy.

S0 e, Is the maximum possible failure probability to

For example consider the identity matrix 1.

Let C={W"W?} be the collusion set where w'isthe i" codeword in I,
Now D(C)={(L, 0, 0), (0, 1, 0), (L, 1, 0), (0, 0, 0)}. Thus
B={(1,0,0), (11 0) (10 1),(010)(00,1),(0,1,1),(0,0,0)}

Tracing is possible by looking at the non-zero position in the pirate fingerprint. The
tracing algorithm accuses the i™ user if the i™ position of the pirate fingerprint is ‘1.
Using the tracing algorithm one can define the members of accusation groups as
follows.

A={(1,0,0),(1,10),(1,0,1)}

A={(0,1,0),(1,1,0),(0,0, 1)}

A,={(0,0,1),(0,1,1), (1,0, 1)}
It follows that A:CJA ={(1,0,0), (1,1, 0), (1,0, 1), (0,1,0), (0, 0, 1), (O, 1, 1)}

i1

o =IP- Al
TP

N

55



4.5 Summary

There are many parameters on which the performance of fingerprinting scheme
depends. Some of these parameters are collusion size, length of fingerprint, choice of
codes, error correcting capability of underlying codes, pirate strategies and tracing
algorithm. In this chapter, we illustrated a simple fingerprinting model in which each
pirate group creates a unique fingerprint when they collude. This makes the tracing to
be possible for the distributor. Subsequently, we arrived at the theoretica bounds on
minimum fingerprint length and collusion size for a non-binary code based on the
model. We also present a method to find the error probability in identifying a single
pirate in the collusion where we can trace explicitly one member of the coalition
rather than trying to trace the whole collusion group.
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Chapter 5

On Gossip Codes, t-designs and Traceability Schemes

5.1 Introduction

This chapter presents the construction methods for a non-binary IPP code, namely
Gossip code. IPP codes alow the identification of at least one pirate involved in
creating the illegal copy. In this chapter, two techniques for construction of Gossip
codes are presented that exploit combinatorial t-designs and Traceability Schemes.
The codes thus constructed have the shortest code length achievable by Gossip codes
as per the code parameters. The converse part, i.e., construction of Traceability
Schemes and t-designs from Gossip codes is aso explained. These results help in
analysing Gossip codes and understanding their combinatorial properties. We also
present the congtruction of embedded Gossip codes for extending an existing Gossip
code to a bigger code. Concatenated codes are presented for the realisation of tracing
in presence of collusion attacks. The performance issues of Gossip codes are aso
discussed.

5.2 Gossip codes as | PP codes

Gossip codes [TLO1] are fingerprinting codes that can provide protection against
illegal copying of digital objects when the codewords are embedded as digita
fingerprints. They are also ¢ -1PP codes, which can identify at least one user involved
in creating an illegal copy.

We first explain the construction of Gossip codes originally presented in [LLS02].
Let B(M, q) be the 0/1- matrix conssting of | columns and M rows such that each

column is created by placing g- 1ones and M - (q- 1) zeros. The parameters qand
M are so chosen satisfying q3 3 and M 3 q+1. The codeword matrix G(M, q)is

constructed from B(M, q) by replacing the g- 1 ones in each column, with the q- 1
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different non-zero symbols of Q and retaining the zeros unaltered. In a gossip
column, the occurrence of non-zero alphabet symbols (among themselves) is
immaterial as long as they are distinct.

This congruction does not guarantee the shortest code length for Gossip codes
whereas our constructions [VSGP04a, VSGP0O4b] achieve it. We also denote the
matrix G(M, q)by c-Gossip(l, M, q) code where ¢ is the collusion size, M is the
number of code words, q isthe aphabet size and | isthe length of the code.

A 2-Gossip (7, 7, 4) code can be constructed as follows.

Example 5.1

Consgder a 0/1 matrix (Table 5.1) such that M = 7 and | = 7 and each column
contains four zeros. We replace the ones in each column of Table 5.1, with three
different non-zero symbols namely 1, 2 and 3 to obtain the Gossip code presented in
Table 5.2. A Gossip code with alphabet size q=4contains three nonzero symbols 1,

2, 3 and zero.

1/1/1/0|0|0]|O
1/0/0|1]1]0]0
1/0/0(0|0|1]1
0/1|0]1]|0]|0]1
0/{1{0{0|1]|1]0
0/{0{1|1|0]|1]0
0/0]|1]0]1]0]1

Table5.1. B(M, ) Matrix

1/1/1/0|0|0]|O0
2/0|0]1]|1]|0]O0
3/0{0]|0]|0]1]1
0[2{0]2]0]0]|2
0[3]{0]0]2]|2]|0
0/0{2]3]|0[3]|0
0/0]3[0[3|0]3

Table5.2. 2-Gossip (7, 7, 4) code
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Definition 5.1 [TLO1] A gossip column is a code column of a g ary code, with all

non-zero symbols of the alphabet Q appearing exactly once, and the symbol 0 in the

remaining positions.

Tracing using Gossip columns: Consider the 6™ gossip column [0010230] in Table

5.2. In this gossp column, the non-zero symbols are distinct and appear at positions
3, 5 and 6. Thus this gossip column is responsible for tracing the 3 or 5" or 6" users
(based on 6™ position in the pirate word), if they are involved as traitors. The
collusion groups whose members can be traced (accused) by a gossip column are
known as accusation groups of that column. Thus this gossip column traces or
accuses the collusion groups {3, 5}, {5, 6} and {3, 6} of collusion size c=2. The
remaining collusion groups are accusation groups for some other columns. The
collusion groups{3, i} (for i=1, 2, 4 or 7) certainly can create a pirate word with a 1 at
that column’s position. But the tracing of these groups is left over to other Gossip
columns. Thus a gossip column contributes to tracing traitors involved in creating a

pirate word.

The following lemma presents another definition of Gossip code based on the IPP

property of Gossp codes.

Lemmab5.1[TLO]]
A Gossip code is the code with a gossip column for each collusion group to trace.

The tracing method uses the fact that every illega fingerprint contains at least one
non-zero symbol. If a particular collusion group is traceable by a gossip column, then
all its subgroups are aso traceable by the same gossip column since they will have a
subset of possible alphabet symbols. If there exists a gossip column for each ¢ -group,
it is possible to trace at least one member of all pirate groups whose size is less than
or equal to c. So the Gossip code will always find a member of the pirate group and
thus it isac-I1PP code.
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Definition 5.2 The set of indices of non-zero positions of a gossip column is termed

as column key corresponding to that column.

In the Gossip code presented in Example 5.1, the column key for the 6™ column is {3,
5, 6}. Column keys of Gossp code identify the set of pirate groups that each gossip
column is capable of tracing. From a gossip column of a Gossip code, where
c<g<M, exactly *'C_ collusion groups are traceable. If M is the total number of
codewords in a Gossp code, then the total number of possible pirate groups of size ¢
is given by “C_. For c£q- 1, each gossip column can a the most accuse “'C,
groups, since there are (q- 1) non-zero symbols, which are distinct. Hence, in a
Gossip code the total number of gossip columns |3 MC_/%!C_ for c<q<M . This

gives a lower bound on length of the Gossip code. If the Gossip code length attains
the equality (bound) condition, then it has the shortest possible length. We denote
this shortest length by | .

The structure of the Gossp code is such that every non-zero symbol in the pirate

codeword will lead to only one culprit. Since Gossip codes are q’ary IPP codes and
come up with a deterministic tracing algorithm unlike q’ary c-secure code with error
probability e [BS98], they have a significant role to play in fingerprinting
applications.

Lemma 5.2 presents the properties of Gossip codes with c=q- 1. A generalisation of

this lemma is presented in Theorem 5.6.

Lemma5.2
For ashortest c-Gossip(l, M, q) codewith c=q-1

1. Length of thecode | =n(M,q) ="C_,
2. Weight of the code w(M,q) =""'C,_,

3. Distance of the code d(M,q)=""'C, , +""°C

g- 2
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Proof.
(i) In ashortest c-Gossip(l,M,q) code the length of the code is given by | ="C_/%'C, .

If c=q- 1, thenthelength of the code become | ="C_,

(if) Ina c-Gossip(l, M, q) code, the number of undetectable positions for a collusion
of size ¢ isgivenby " °C_, . Thus the number of zerosin acodeword is "'C_, .

We know that weight of the Gossip code = Length of the code - Number of zeros

:MC _ M—lC

gq-1 gq-1

- M_qu-Z {Q MCQ-l = M_qu-l+ M_lcq-Z}

(iii) The distance of the code d(M,q) =n(M,q)- “"*C_,
But n(M,q)="C,,
d(M,q)=n(M,q)- ""*C_,

\ d(M,q)="C,,- "

gq-1

_ M—ZC

gq-1

_M-1 M-1
="C,+ T C,

="c, ,+"'C.,
5.3 Construction of shortest Gossip codes

In Gossip codes that achieve the bound, the gossip columns accuse distinct groups
and thus every colluson group is an accusation group for some or the other gossp
column. Such Gossip codes are known as the shortest Gossip codes for the chosen
code parameters. The following lemma defines a shortest Gossip code in terms of
traceability of collusion groups. A shortest Gossip code satisfies Lemma 5.3 and also

the bound condition.
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Lemma5.3

A c-Gossip(l, M, g) code is the shortest code if and only if each gossip column
accuses “'C_distinct collusion groups ( ¢ -groups).

Proof. The condition for gossip code to achieve its equality bound of code length is
that each gossip column should accuse distinct groups. Further, each column can at
the most accuse *'C_, groups. Thus a shortest Gossip code must accuse *'C_distinct

groups.

5.3.1 Partition Method

In this method, we construct shortest Gossp codes by partitioning the set of all
collusion groups (of size c) into digoint sets. Each digoint set (equivalence class)
defines the accusation sets for one gossip column. The accusation sets in turn define
the non-zero positions for each gossip column that constitute a Gossip code.

Gossip codes that achieve the bound constitute a partition on the set S of all collusion
groups (of size c). This means there exists an equivalence relation R, which

partitions S into equivalence classes. Let G be a c-Gossip(l, M, q) code. Let ¢, and

C, be two collusion sets of size c. Wesay C, RC, (C isrelated to C)) if they are

accusations groups for the same gossp column. The construction of G from partition
method is as follows.

Let X beasetof M users. Let S betheset of al subsetsof X of sizec. Let C and
C, be two members of S. Consider a t-(v,k,| )design with t=c, v=M, k=q-1 and

| =1. Wedefinearelation R as follows.

C RC, ifandonlyif C and C,are subsets of the same block in the t-(v, k, | ) design.
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It is transparent that the relation R is reflexive, symmetric and transitive and hence an
equivalence relation that partitions S into equivalence classes. Let C,,C,,...,C, be the
exhaustive members of the i™ equivalence class. We now compute the set JC ,
i=1
which gives the non-zero positions (column key) for the i gossip column. Repeating
the same process for all equivalence classes, one can arrive at al the column keys. It
is from these column keys that the indices of non-zero positions for each column are

known, and hence a c-Gossip(l,M, q) code can be constructed.

The construction of 2-Gossp (7, 7, 4) code from partition method is as follows.

Example 5.2
Let M =7, q=4, and c =2 thusthe total number of pirate groups ="C,='C, =21
The maximum number of accusation groups for each gossip column =%'C_=°C, =3

The number of Gossip columns =1=21/3=7

Gossip column to
Caalition Pirate members in accuse the
coalition coalition
C, {1, 2} 1
C, {1, 3} 1
Cs {1, 4} 2
C, {1, 5} 2
Cs {1, 6} 3
Cs {1,7} 3
(o {2, 3} 1
Cs {2, 4} 4
GCo {2, 5} 5
Cuo {2, 6} 4
Cu {2, 7} 5
Ci {34 7
Ci3 {3, 5} 6
Cu {3, 6} 6
Cis {3, 7} 7
Cus {4,5 2
Ciy {4, 6} 4
Cis {4,7} 7
Cio {5, 6} 6
Cyx {5, 7} 5
C, {6, 7} 3

Table 5.3 Accusation groups for gossip columns
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Now, we can partition the total pirate groups of size 2, (namely C; to Cy,) as per the
above choice. The accusation groups for any gossip column form one equivalence
class. The accusation groups for the first column, which are C,;, C,, and C; form the
first equivalence class. The union of these accusation groups of the first column will
effectively become the first column key.

Column Accusation Groups Column Key Equivalence class

1 Cy, C, C; {1,2, 3} I

2 Cs, Cy4, Cig {1, 4,5} Il

3 Cs, Ce, Coy {1,6,7} "l
4 Cs, Cio, C17 {2, 4, 6} \%
5 Coy, C11, Cxo {2,5,7} \Y
6 Ci3, Ci4, Cig {3, 5, 6} VI
7 Ci, Cis, Cig {3,4,7} \Al

Table 5.4. Partitioning of the collusion groupsinto equivalence classes

Consider the 2™ column key i.e. {1, 4, 5}. This column key provides the indices
of non-zero symbols for the 2™ gossip column. By filling the 1%, 4™ and 5™
positions in the 2™ column with the non-zero alphabet symbols, namely 1, 2 & 3
and the rest with zeros, we get the second gossip column. Repeating the same
process for al the columns, we get the following Gossip code presented in Table
5.5.

The constructed 2 -Gossip (7, 7, 4) codeis as follows

1/1/1({0/0{0|0
2/0{0]1]1]0|0
3/]0{0]0]|0]1]1
0/2{0[2]0]0]2
0/3{0]0]2]2]|0
0/0]2]3]0]3]|0
0/0[3|/0]3[0]3

Table5.5. 2-Gossip (7, 7, 4) code



Example 5.3 presents an alternate construction of 2-Gossip(7, 7, 4) code based on an
aternate partition (Table 5.6) of the collusion groups.

Example 5.3

Considering an dternate choice, we get the following partition on the set of all

collusion groups.

Column Accusation Groups Column Key Equivalence class

1 Cy, C3, Cg {1,2, 4} I

2 C,, Cy4, Ci3 {1, 3,5} Il

3 Cs, Ce, Co1 {1,6,7} "l
4 C;, Cip, Cy {2, 3, 6} \%
5 Coy, C11, Cxo {2,5,7} \Y
6 Ci, Cis, Cig {3,4,7} VI
7 Ci6, C17, Cxo {4, 5, 6} VIl

Table 5.6 Alternate partition of the collusion groups into equivalence classes

The dternate Gossip code is presented in Table 5.7.

1/1/1|{0(0]0]|O0
2/0[{0|1|1|0]|0
0/]2[{0|2|0|1]0
3/10{0]0]|0|2]|1
0/3[{0]0|2|0]|2
0/]0[2|3]|0|0]3
0{0]3]0[3]3]|0

Table5.7. Alternate 2-Gossip (7, 7, 4) code
The above construction shows that there exist multiple 2-Gossip (7, 7, 4) codes,

which are distinct. Thus in general, there may exist several Gossip codes for the same
code parameters.
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5.3.2 Gossip codes from t-designs

In this section, we present the construction of Gossip codes from t- designs. Theorem
5.1 presents the conditions for construction of c-Gossip(l, M, q) codes from t -designs
along with the construction technique. Here the combinatorial equivalence between t -
(v, k, 1 Ydesign with t=c,v=M, k=qg-1 and | =1 and c-Gossip(l,M,q) code is
exploited to construct and analyse Gossip codes. Theorem 5.1 is aso reliable to
make out whether a shortest Gossip code exists or not, for the chosen code
parameters namely M, q and c. A program DISCRETA [AB97] to compute t-

designs is available in public domain. In Gossip codes that achieve the bound, the
gossip columns accuse distinct groups and thus every collusion group is an accusation
group for some or the other gossip column.

Definition 5.3 [CD9%] A t-(v,k,1)design is a set system (X,B), where
|X|=v, |B|=k for every BT B, and every t- subset of X occursinexactly | blocks

in B.

Theorem 5.1
A c-Gossip(l, M, g) code exists if and only if c-(M, g-1, 1) design exists where
|="C./*'C, .
Proof. Consider a t-(v,k,l ) design with t=c,v=M,k=qg-1 and | =1. Then there
exists a set system (X,B) such that | X |=v,|B |=k for every B1 B. Further, every
c-subset of X occurs in exactly one block in B. Let B be the i™ column key of the

Gossip code. Then the accusation groups of the i gossip column are identical to the

c-subsets of B. Since every c-subset of Xoccurs in exactly one block, the
accusation groups of al gossip columns are distinct. It is known that the number of
blocks in c¢(M, g-1 1) design is “C./*'C.. Thus the t-design c(M,q-1 0

completely defines c-Gossip(l, M, q) code.

66



Conversely let (X, B) be the set representation of c-Gossip(l, M, g) code. Then we
have |[X|=M , and |B|=q- 1 for every B B, where each block B correspond to one

column key. The number of blocks in B is MC_/“'C_ equal to the number of column
keys. This implies that this (X,B) system represent a t-(v,k,l)design with

t=c,v=M,k=¢g-1 and | =1.

Lemma 5.4 presents the condition for existence of 2-Gossip codes for alphabet sizes
4, 5 and 6. Lemma 5.5 presents the existence of a Gossip code with collusion size 3.

These lemmas are based on Theorem 5.1.

Lemma5.4

For 3£k£5, a 2-Gossip(l,M,k +1) code exists if and only if M © 1or k mod(k? - k).
Proof. For 3£k£5, a 2(M,k)1D desgn exists if and only if
M © 1or k mod(k® - k) (see Chapter 1.2 in [CD96]). We have shown in Theorem 5.1
that c-Gossip(l, M, q) code existsif and only if c-(M, q- 1, 1) design exists.

Lemma5.5

There exists a 3-Gossip(9~ 82,82,11) code.

Proof. It is known from [CD96] that 3-(p”+1,p+11) design exist when p is prime
power. Let p = 9 then it follows that 3-(82,10,1) design exists. Using Theorem 5.1 we
can construct c¢ -Gossip code from this design.

The code parameters of the Gossp code that can be constructed from 3-(82,10,1)

designae M =82, c=3and q=k+1=11.

oo MG 282781780 o, _1079°8
C 6 ’ Cc

\ 1=9" 82
It followsthat 3-Gossip(9” 82, 82, 11) code exists.
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Consider 2-Gossip(7, 7, 4) code presented in Example 5.1. The t-design
corresponding to this Gossip codeis 2-(7, 3, 1) design, which is given by
X={1, 2 3 4,5 6, 7}

B ={123,B,={143,8,={1 6 7,B,={2 4 6,
B,={2,5 7,B,={356,B,={3 4 7}

Seiner Systems [CD96]: Given three integers t, k, v such that 2£t <k <v a Steiner
system S(t, k, v)is a v-set X together with a family B of k-subsets of X (called
blocks) with the property that every t-subset of X is contained in exactly one block.
This implies a S(t, k, v) system is equivalent to a t-(v, k, 1) design. Thus each

Steiner system is combinatorially equivaent to one Gossip code.

The known infinite families of S(t, k, v) are
S(2, p, p'), where pisaprime power, r3 2
S(3, p+1 p' +1), p isaprime power, r3 2

1
2
3. S(2 p+1 p' +..+p+1) p isaprimepower, r3 2
4. S(2,p+1 p’+1) p isaprimepower, r3 2

5

S(2, 27, 277 +2'-2°) for 2£r <s.

From the first result presented above, we can say an infinite family of 2-Gossip code

existswith M = p’,q= p+1where p isprimepower and r 3 2.

Examples for Steiner 5-designs are
S(5, 6, 12), S(5, 8, 12), S(5, 8, 84),S(5, 8, 108),S(5, 8, 132),and S(5, 8, 168) . All these

designs can be used to construct Gossip codes with collusion size*5’.
5.3.3 Gossp codes from Traceability Schemes

A c-Traceability scheme c-TS(k, b, v) [3, 4] is abroadcast encryption scheme, where

k is the number of keys provided to each user, b is the total number of users, v is
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the total number of base keys and c is the collusion size of pirates that the scheme
can withstand. A trusted authority generates the set T of v base keys and assigns k
keys chosen from T to each user. The i" user's personal key or private key is
denoted by P(i) that uniquely determines the owner and alows him to decrypt the
encrypted broadcast. The broadcast message consists of an enabling block E and a
cipher block Y. The cipher block is the encryption of the actual plaintext data m
using a secret key ‘a’. That is, Y =x,(M), where x()is the symmetric encryption
function. The enabling block consists of the shares of a, which are encrypted using
some or al of the v keys in the base set. The decryption of enabling block will allow
the recovery of the secret key a. Every authorised user should be able to recover a
using his persona key and then decrypt the cipher block using a to obtain the
plantext data i.e, m=z,Y), where z()is the decryption function for the
cryptosystem. A collusion of users may conspire and create an unauthorised pirate
decoder F. This pirate decoder will consist of a subset of base keys such that

Fi UP(), where W is the coalition of traitors. Once a pirate decoder is found, the

Tw
broadcaster can trace those who have participated in producing the pirate decoder.
Traitor detection is carried out by computing |FCPU)| for al users U. If

[FCPU)| 3 |FCP(V)|foralusersV U, then U isdefined to be exposed user.

In this section, we present an aternate construction for shortest length Gossip codes
from Traceability Schemes c¢-TS(k, b, v) and vice versa [VSGP04a]. The required
condition for the construction of Gossip codes from c-Traceability scheme is that the
number of private keys in ¢ -Traceability Scheme should be b="C_/*C, . Stinson et al
[SWI8] proved the existence of an infinite class of Traceability Schemes used in this
case.

In Lemma 5.6 we present a condition on the private keys of the Traceability Scheme
used in Theorem 5.2.
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Lemma5.6

Let (X,B)denote the set system corresponding to c-TS(k, b, v) with B, S representing
the private keys of c-TS(k, b, v) and c-Gossip(b, v, k+1) denote the Gossip code
constructed from c-TS(k, b, v) . If [B G By|2 ¢ for i * j, then the accusation groups of
the gossp columns are not distinct.

Proof. Assume |BGB|3c. Then there exist at lesst ¢ elements say

{X,%,-..,x.} which are common in both B and B,. Since the set {x,x,,...x} IS
formed by both B and B, the c-sets formed by B's are not distinct. The set

{X,%,...x} will be accusation set for both i"™ and j"" gossip columns. Hence the

accusation sets that correspond these gossip columns in the Gossip code are not
distinct.
Theorem 5.2 presents the construction of shortest Gossip codes from Traceability

Schemes.

Theorem 5.2

If c-TS(k,'C./*C, v) exists then c-Gossp('C,/“C, v,k +1) code exists.

Proof. For a c-TS(k, b, v), the total number of c-groups that can be formed from v
users is “C_.. Then the maximum number of c-groups that can be formed by each
private key containing k elementsis “C_. If the number of c-traceable keys is equal
to “C_./*C,, then c-groups formed by each private key, should be distinct. It follows
that |B CB|<c for it j where B's correspond to (X,B)representation of a
c- TS(k,b,v). Let each B be equd to one column key in the Gossip code. Then the c -
groups created by k elements of each B i.e, “C_groups will be the accusation
groups for the i gossip column. Since |B ¢ B[ <c, from Lemma 5.6 each column in
Gossip code accuses “C, distinct groups. If we consider v codewords in the Gossip

code, equal to the number of base keys in c- TS(k,b,v), then the code is a

c-Gossip(*C,/*C, v,k +1) code, and each column contains k+1distinct elements
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(0tok). Since we have considered | ='C./*C, gossip columns, the Gossip code

achieves the minimum code length.

In Lemma 5.7, we present an infinite family of 2-Gossip codes, which can be
constructed from 2-Traceability schemes. The construction of Traceabilty schemes

from Gossip codes (i.e. converse of Theorem 5.2) is presented as Theorem 5.3.

Lemmab.7

There existsa 2- Gossip(v(v- 1)/20,v,6) codefor all ve 1or 5 mod 20.

Proof. Stinson and Wei (see Theorem 3.4 in [SW98]) showed that there exists
2- TS(5,v(v- 1)/20,v) whenever velor 5 mod 20. Observe that
'C,/°C, =v(v- 1)/20. From Theorem 5.2, it follows that 2-Gossip(v(v- 1)/20,v,6)

code exists.

Theorem 5.3
If c-Gossip(“C,/*'C,, M, g)code exists then w- TS(g- 1,"C,/*'C,,M) exists where

w=8(a-2)/(c- ).
Proof. Let (X, B)be the set representation of the Gossip code. Then we have
|X|=M, and |B|=q-1 for every B B, where each block B corresponds to one

column key. The number of blocksin B isequa to “C_/**C, . Since the Gossip code
achieves the minimum code length, the accusation sets of each gossip column are
distinct. This implies that this (X,B) system represent a t-(v, k, | ) design, where
t=c,v=M, k=qg-1 and | =1. This implies that there exists corresponding

Traceability Scheme w- TS(q- 1,"C,/*'C,,M) (see Theorem 3.2 in [SW98]) where

w=§{a- 2/(c- D

Example 5.4
Congder the Traceahility Scheme 2-TS (5, 21, 21)
BaseKeys=T = {1to 21}
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Private Key P(i) ={2+i,5+i,6+i,11+i,13+i}
The private keys in Table 5.8 are constructed from P(i). The first private key is
constructed by substituting i=1 in P(i) and the processis repeated for all the users.

User No(i) | PrivateKey P(i) =
i Column Key

1 {3,6,7,12, 14}
2. {4,7,8, 13, 15}
3. {5, 8, 9, 14, 16}
4. {6,9, 10, 15, 17}
5. {7, 10, 11, 16, 18}
6. {8, 11, 12,17, 19}
7. {9, 12, 13, 18, 20}
8. {10, 13, 14, 19, 21}
9. {11, 14, 15, 20, 1}
10. {12, 15, 16, 21, 2}
11. {13, 16, 17, 1, 3}
12. {14, 17, 18, 2, 4}
13. {15, 18, 19, 3, 5}
14. {16, 19, 20, 4, 6}
15. {17, 20, 21, 5, 7}
16. {18, 21, 1, 6, 8}
17. {19,1,2,7,9}
18. {20, 2, 3, 8, 10}
19. {21, 3,4,9, 11}
20 {1, 4,5, 10, 12}
21 {2,5, 6,11, 13}

Table5.8. 2-Traceablity Scheme (2-TS (5, 21, 21))

The total number of user groups of size 2 is equal to

'C, = %C, =—2](220) =210.

Number of accusation groups per each gossip column *'C_=*C_="°C, =10,

and so | =@=21
10

We denote the i" private key by P(i) which is also equal to the column key B . That
is B, =P(1), .., B =P(j).

Considering the first column key (first private key) we get the following accusation
groups. The 2-subsets that can be formed from B, are the accusation groups for the

first column.
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Column Accusation Groups
1 {3,6},{3, 7},{3, 12}, {3, 14},
{6,7},{6, 12}, {6, 14}, {7, 12},
{7,14}, {12, 14}

Table5.9. Accusation group of 1% column in 2-Gossip (21, 21, 6) code

The private key P(i) gives the indices of non-zero symbols for the i column. So for
the 1% column the nonzero positions are 3, 6, 7, 12 and 14. We replace these positions
with the non-zero alphabet symbolsi.e., 1, 2, 3 and 4 respectively. The Gossip codeis
constructed by repeating the process for all the columns.

O|O|O|O|(O|O|O|UO|~|O|O|O|O|W|IN|O|O|FR|O|O
O|O|O(O|(O|O|UO|A~|O|O|O|O|WIN|O|O|F|O|O|O
O|O|O(O(O|U|O|h[O|O|O|O|W|IN|O|O|R|O|O|0O|O
(ollelleo] e}l el o] o] (o] [a] [/ 1)V (o] fle] | o] (o] o] (o] [e)
O(O|O|U|O|h|[O|O|O|O|WIN|O|O|R|O|O|O|Oo|0O|0O
OO0 O~ |O|O|O|IO|WIN|O|O|F|O|O|O|O|O|0O|0o
OO O~ |(O|O|O|O|WIN|O|O|R|O|O|O|O|O|Oo|0O|O
OO h[O(O|O|O|WIN|O|O|F|O|O|O|O|O|O|Oo|o|o
O|h|OIO(O|O|WIN|O|O|FR|O|O|O|O|O|O|Oo|o|o|on
A(O|O(O(O|W[IN|O|O|FR|O|O|O|O|O|O|O|o|o|ul|o
O|O|OIO[WIN|O|O|F|O|O|0O|O|O|O|o|o|o|u|o| ™~
O|O|O|W[IN|O|O|FR|O|O|O|0O|O|O|Oo|o|o|u|o|h~|O
(elleli]] Vel el o] o] (o] o] (o] o] (o] o] [eo] {é] (o] KN (o] {e)
O(W|IN|O|O|F|O|O|O0|0|O|0O|O|o|o|ul|o|h~|O|O|O
(M Nelle]lliglelle] o] o] (o] o] (o] o] (o] 1] (o] F (o] o] (o] [e)
NO|O(FR|O|O|O|0|O|0|O|0O|O|ul|O|~|O|O|O|O|Ww
ellelinlieo]leo]lo]le] o] o] (o] o] (o] 1] (o] F (o] (o] [e] {e] V] 1))
O |O|O|O|O|O|O|O|O0|O|uUlO|~|O|O|O|O|W[IN|O
[all=lielle]llo]lo]le] o] o] (a]d]le] M (o] o] (o] [e] [V ] ) V] (o] fe)
O|O|O|O|O|O|O|O|O|U|O|~|O|O|O|O|W[IN|O|O]|F-
O|O|O|O|O|O|O|O|UO|~|O|O|O|O|WIN|O|O||O

Table 5.10. 2-Gossip (21, 21, 6) code constructed from 2-TS (5, 21, 21)

Generalised Gossip codes. Consider the Gossip code construction presented in the
above sections. It is easy to see that in each gossip column, every non-zero symbol
appears exactly once. However, it is possible to construct an IPP code, with every
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non-zero symbol appearing at the most once in each column such that al possible
groups of size ¢ are accusation groups for some code-column or the other. We call
these codes as Generalised Gossip codes (GGC). Here is an example presented in
[HLLTOg].

Take n=3. Let m:= gq—zla Q={12,...,q}. The code G conssts of the following

words.

(i) (0,0, 0)

(i)  (0,i,i) with 1£i£m,

(i) (i, 0,i+m) with 1£i £m,

(iv)  (i,i,0) with m+1£i£q-1
Clearly G has g+mwords. In each position, every non-zero symbol occurs at the
most in one codeword. For q=5, this is 2-Gossp(3, 7, 5) code with an extra
codeword namely zero word. But for q=6, the third column does not contain the

symbol ‘5.

Frameproof codes from Gossip codes: Let g; denote the (,j)™ element of the
Gossip code under consideration. Let f;; denote the (i, j) ™ element of the frameproof

code to be constructed from Gossip code. This construction is also based on the result
that there exists at-design that corresponds to a given Gossip code (see Theorem 5.1)
and the construction of frameproof codes from t-designs presented in [SW98]. The

construction of frameproof code from Gossip code is as follows.

Choose f;; =1if g;; * 0
f;; =0 otherwise.

This choice provides the congruction technique of frameproof codes from Gossip

codes.
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Example 5.5

Congder the 2-Gossp (7, 7, 4) code in Table 5.11. Replacing al the non-zero
symbols with ‘ones and transposing the resultant matrix we get the frameproof code
presented in Table 5.12.

1/0({0{0[{1]|0|1
2/1]0]0]0]1]|0
0/2{1]{0|{0]0]2
3/0{2]1]{0|0|0
0[3]0]2]2]0]|0
0/0{3]0]3]2]|0
0/0/0|3]0[3]|3

Table5.11. 2-Gossp (7, 7, 4) code

The frameproof code constructed is a 2-FP(7, 7) code. It can be verified that Table
5.12 is indeed a frameproof code. This construction is aso helpful to construct
embedded frameproof codes from embedded Gossip codes (See section 5.4 below).

1/1/0({1{0[{0|0
0[1{1]0]1]0|0
0/{0|1]1]0]1]|0
0/{0|0|1|1]0]1
1/0/0({0|1{1]0
0[1{0{0|0]1]1
1/0({1{0{0]|0|1

Table5.12. 2-FP(7, 7) code

5.4 Embedded Gossip codes

In many cases such as broadcast encryption applications and fingerprinting, the
number of users in a scheme will increase after the system is set up. Initially the data
supplier will construct a scheme that will accommodate a fixed number of users say
M . If the number of users exceeds M, we need to extend the scheme that is

compatible with the existing scheme. Such scenarios are possible in Traceability
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Schemes apart from digital fingerprinting applications. In Traceability Schemes, it is
not advisable to change the keys already issued, when the users in the system grow.
Embedded Traceability Schemes extend the scheme compatible to existing
Traceability Scheme. Embedded Gossip codes (see Definition 5.5) can be used to
construct the Embedded Traceability Schemes and frameproof codes. Here we
explain how a Gossip code can be embedded into another.

Definition 5.4 Let G be a c-Gossip(l, M, q) code and Gt be a ¢c-Gossip(1¢M ¢q) code,

where M <Mdand | <I¢. Suppose that for every codeword xi G there exists a
codeword x@ Gt such that the first | symbols are the same as x. Then we sayG is
embedded into Gt.

It is smpler to understand the embeddings in terms of set systems.

Let (X,B)and (X¢B9 betwo set systems. (X,B) issaid to be embedded into (X¢BY
if X1 X¢ and Bi B¢ Suppose (X,B) correspond to t-(v,k,1) and (X¢BY to
t-(v¢k,l ) design. We say t-(v,k,I ) is embedded into t-(v¢k,l ) if (X,B)is embedded
into (X¢BY.

Lemma5.8

A c-Gossip(l, M, q) code can be embedded into c-Gossip(I¢ M ¢ q) code if and only if
the respective c-(M,q- 1,1) design is embedded in c-(M¢q- 1,1).

Proof. The proof follows from Theorem 5.1.

For example a 2-Gossip(7,7,4) code can be embedded into 2-Gossip(35,15,4) code.

5.5 Significance of shortest Gossip codes
The constructions of Gossp codes solve two of the open problems proposed by
Staddon et al [SSWO01] on the existence of

a~ 2 7
1. c-IPP code such that c<q<g¥g

e u

2. c-TA codesuchthat g<c*and M >q.
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We give examples for these codes from our constructions. Consider a Gossip code
with ¢=3, g=4and M =5. This implies the length of the code is | =10. Further

. ”
3<4< 2@3. The construction of the Gossip code in Example 5.6 is possible
e a
since c=q- 1.
Example 5.6
1(1|1|1{0|0|0|1]|1|0
2|2|2(0|1(1|1]|0(0]|O0
3/0{0]|2]|2|2|0|2(0]|1
0[3{0]0]|3|0|2|3|2]|2
0/0{3|3|/0|3[3/0[3]|3

Table5.13. 3-Gossp(10, 5, 4) code

The following conditions for which a Gossp code can become a TA code are
presented in [LLS02].
1. A (g- )-Gossip(l, M, g)codeisa 2-TA code whenever g3 3.

2. A (g- D)-Gossip(l, g+2, ) isa 3-TA codewhenever g2 6.
Now, we construct c-TA code (Example 5.7) such that g<c’and M >q.
Consider 2-Gossip(10, 5, 3) code. Here c=2, M =5, g=3 and | =10.

This choice satisfies the condition g<c*and M >q.

Example 5.7
1/1/1{1{0]0{0]|0]|0]|O0
2/0{0{0]1|2]1|0|0]|0
0[2{0{0]2]0]0|1[1|0
0[{0{2]0|0|2|0|2]|0]|1
0[{0{0]2|0|0|2|0]|2]|2

Table5.14. 2-Gossp(10, 5, 3) code
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Theorem 5.4 and 5.5 are two known and important results about t-designs.

Theorem 5.4[CD96] If (X,B) isat-(v, k, 1) desgnand S isany s-element subset
of X, with 0£ s<t, then the number of blocks containing S is

|.={PT B:SI P}l ("C../“C..).

Theorem 5.5[CD96] If (X,B) isat- (v,k,I) desgnand S isany s- element
subset of X, with 0£ s£t, then the number of blocks does not contain any point of
sisT,={Pl B:PCS=f}EI.(“C/“'C.).

Theorem 5.6 presents the length, weight and distance of a shortest Gossip code.

Theorem 5.6 For ashortest c-Gossip(l, M, qg) code
1. Length of the code | =n(M,qg) ="C_/%'C,
2. Weight of the code w(M,q)= I ,= ""'C_,/**C_,
3. Distance of the code d(M,q)=1- ""*C_,/""°C_, .
Proof.

1. From a gossp column of a Gossp code, where c<q<M, exactly “'C,
collusion groups are traceable. If M is the total number of codewords in a
Gossip code, then the total number of possible pirate groups of size c is given
by YC.. For c£q- 1, each gossip column at the most can accuse *'C_ groups
since there are (q-1) non-zero symbols, which are distinct. Hence, in a
Gossip code the total number of gossip columns |2 “C_ /*'C, for c<q<M.

This gives a lower bound on length of the Gossip code. Hence the shortest

Gossip code length attains the equality condition.

2. We have shown in Theorem 5.1 that a shortest c-Gossip(l, M, q) code exists if
and only if t-(v,k,1) design exists with t=c,v=M,k=q- 1. Looking at the t-
design’s blocks, we can tell which group’s pirate words will have O a a given

position, and which groups will not. Further the | position in a codeword is
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non-zero if WC B, * f . Condder |W [=1, thus from Theorem 5.4, the number

of blocks that contain W are |, where |, is computed with t=c,v=M,and

k=q- 1. Thus I, isthe number positions not equal to O.

Distance between two codewords is the number of positions in which they
differ. If the distance between any two codewords is constant, then distance of
the code will be equal to that distance. Consider W |=2. If Wi X-B

(implies WC B =f ) and |W [Et then the colluson group W cannot detect the
i position since the i position is zero in al the codewords of W . From
Theorem 5.5, the number of blocks that do not contain W is |, . This means
the number of undetectable positions (zeros) for W is I, . Thus the number of
undetectable positions for any collusion size ‘2" is 1,. The number of
mismatched positions between any two codewordsis | - |, . Thus the distance
between any two code words is |- 1, where |, is as defined above with
t=c,v=M,k=q-1. Thus the distance of the code becomes

M-2 M-c
I-Y2C /M Cy s

Substituting c=q- 1 in this theorem Lemma 5.2 can be derived. From this theorem,

the computed weight of the 2-Gossip (7, 7, 4) code is 3 and distance is equal to 5,
which can be verified with the code presented in Table 5.2.

5.5.1 Advantages of shortest Gossip codes

There are various advantages of shortest Gossip codes. Some of them are listed here.

1.

a & W DN

Shortest Gossip codes cause less distortion due to shorter length when
compared to normal Gossip codes.

They provide deterministic tracing for pirates

These codes tolerate erasures (see chapter 6 for details).

It is possible to construct t-designs and Tractability Schemes from these codes
Construction of frameproof codesis also possible from shortest Gossip codes.
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6. They are constant weight codes.

7. The distance between two codewords of a shortest Gossip code is also equal.

8. Embedded Gossip codes can be to construct Embedded Traceability Schemes
and embedded fingerprinting codes which can expand an existing systemto a
bigger one.

9. Concatenated code that exploit shortest Gossip codes are also presented in
chapter 6.

Shortest Gossip codes are constant weight codes. The distance between two
codewords of a shortest Gossip code is aso equal.

These Gossip codes cause less distortion during embedding due to their shorter length
as compared to norma Gossp codes, since the modifications to be made in the
origina are less. These codes provide deterministic tracing for pirates and tolerate
erasures. It is possible to congtruct t-designs and Tractability Schemes from these
codes. The construction of frameproof codes is also possible from shortest Gossip
codes. Embedded Gossip codes can be used to construct Embedded Traceability
Schemes and embedded fingerprinting codes which can expand an existing broadcast
system to a bigger one. Concatenated codes that exploit shortest Gossip codes are
presented in chapter 6.

5.6 Construction of Concatenated Codes

A Concatenated code consists of an inner code and an outer code, where the symbols
in the outer code are the codewords of the inner code. Thus every codeword in the
Concatenated code is the concatenated collection of inner codewords. Further, the
number of codewords in inner code is equal to the number of alphabet symbols in the
outer code. We denote the codewords of the inner code as {0,1,2....q- 1 for
convenience. We replace the symbols of outer code with inner codewords for
constructing the Concatenated code. The length of the concatenated code is same as

that of the outer code.
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When a frameproof code is used as inner code, the pirate members cannot create
alphabet symbols not found in their copies in the detected positions of the
concatenated code. Thus during comparison whenever a mark is detected in the
concatenated code, the pirates need to create an aphabet symbol they find in their
copies or a non-alphabet symbol in the detected positions. Thus this concatenated
code presents a sensible way for the implementing fingerprinting schemes under
pirate model assuming marking assumption [BS98] for non-binary codes. Consider a

frameproof code with M =4, =2 and c=2. Let 0 denote the first inner codeword,

1 denote the second, and so on.

Example 5.8

R|O|O|F
RO O
RO |O
wl|Nl |kl ol

Table 5.15. 2-FP(3, 4) code

If we use the Gossip code in Table 5.2 as outer code for the Concatenated code, the
Concatenated code will be:

w
w

ol|ol|ol|ol| wl|Nl [l
ol|ol|wl|Nl | ol| ol |kl
wl|Nl | ol|ol| ol|ol|I
ollwl|ol|Nl | ol | ol
wllol|Nl|ol| ol ol
ollwl|Nl| ol ol ol
wl|ollol|dl [+l oljol
(@]

Table5.16. A concatenated Gossip code

The collusion size c is two for the concatenated code. Now, we discuss the tracing
for the Concatenated code defined above.

81



Tracing: Consider the collusion set W, consisting of w* and w?. The descendent set
is DW) ={(a,,...,a;,0,0)/a 1 {1, 2},a1 {1, O} for 2£i £ 4} since the last two positions
are undetected. The choices in the other positions are based on the choices available
in the inner code (i.e. code given in Table 5.14). Let a pirate word created by the
collusion set W ={w",w?} bex={001 000000010000 100 100}. This can

be re-written as {2, €, €, 1,€, €, 0, 0}. This s the selective erasures case of smple
Gossip code. Further, the pirate word contains a nonzero symbol. In this case, the

tracing algorithm runsin time O(MI) and will tracew”.

5.7 Performance Analysis
We need to know what the pirates can possibly do to analyze a fingerprinting code
and the tracing method. Further, we need to model the possible pirate strategies to
examine the performance of a fingerprinting system. Since only a fraction of the total
available locations are marked, it is highly difficult for the pirates to guess the marked
positions. Pirates can detect only those positions that differ in their copies under
marking assumption [BS98]. The pirates may choose one of the marks they have
found at the respective positions when creating a pirate copy. A mark is detected
when it is different in two copies during comparison. Thus the detected positionsin a
binary system reveal al types of embedded marks (O and 1) but in a non-binary
system, they reveal only a few of them. For creating an illegal word, at each detected
position the pirates may choose different types of erasures namely:

a symbol, which they cannot find in their copies

a symbol not in the alphabet of the fingerprinting code

a symbol that pirates cannot see or a non-alphabet

any symbol without restrictions

The fingerprinting model should identify whether it is possible for pirates to create
marks they cannot find. Encoding the aphabets prior to embedding is one way to
limit the pirate’s choices at the detected positions.

With a non-binary code, two different user groups can have the same detectable
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positions (and undetectable positions) but still have different illegal words. The
number of erasures will probably increase with a non-binary code (with large g) and
erasures will not reveal so much information about the pirate group as in binary

(small q) case.

5.7.1 Performance of Gossip codes

One advantage of Gossip codes is that they can accuse a traitor deterministically.
Nevertheless all the previous constructions were probahilistic in some way or other.
In general, the focus in all probabilistic code constructions is to keep the length of
each codeword short. Short length is important to design efficient and effective
embedding techniques of a codeword into an object. Some of the previous
probabilistic codes managed to achieve polylog size in the number of the users. But
the length of the code tends to be very large (to be interpreted as proportiona to the
number of users) if deterministic full tracing solutions are sought. Thus Gossip codes
in general, have much greater length than probahilistic codes. Our constructions for
Gossip codes achieve the minimum possible code length specified for Gossip codes.
The additional advantage of Gossip codes comes from the fact that they can withstand
erasures and tracing is possible in presence of erasures. For improved results
concatenated codes with outer code as Gossip code and inner codes with probabilistic
tracing can be used.

5.8 Additional Examples

In this section we present some additional examples on construction of Gossip codes
based on the methods presented earlier in this chapter.Example 5.9 presents the
construction of 2-Gossip(13, 13, 5) code from partition method. The number of

codewords s equal to length of the code in this example.

Example 5.9
Congder M =13, q=5, c=2

Then VC_="C, :13—212:78, ©IC,=°C, =
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Number of gossip columns=I =% =13

Caalition Pirate Gossip column Caalition Pirate Gossip column
members in members in
coalition coalition
C; {1,2} 1 Cuo {4,11} 13
C, {1,3} 1 Cu {4,12} 10
Cs {1,4} 1 Csp {4,13} 11
C, {1,5} 2 Cs3 {5,6} 2
Cs {1,6} 2 Cuy {5,7} 2
Cs {1,7} 2 Css {5,8} 5
C; {1,8} 3 Cue {5,9} 8
Cs {1,9} 3 Cyr {5,10} 10
Cy {1,10} 3 Cu {5,11} 5
Cio {1,11} 4 Cuo {5,12} 10
Cu {1,12} 4 Cso {5,13} 8
Cp {1,13} 4 Cs1 {6,7} 2
Ciz {2,3} 1 Cs {6,8} 11
Cu {24} 1 Css {6.9} 6
Cis {2,5} 5 Csy {6,10} 12
Cie {2,6} 6 Css {6,11} 12
Ci7 {2,7} 7 Cse {6,12} 6
Cis {2,8} 5 Csy {6,13} 11
Cio {2.9} 6 Css {7.8} 9
Cyxo {2,10} 7 Cso {7,9} 13
Cy {2,11} 5 Ceo {7,10} 7
Cy, {2,12} 6 Ce1 {7,11} 13
Cys {2,13} 7 Cs2 {7,12} 9
Cyy {3,4} 1 Ce3 {7,13} 7
Css {35} 8 Ces {89} 3
Coe {3,6} 12 Ces {8,10} 3
Cyr {3,7} 9 Ceo {8,11} 5
Cy {3,8} 9 Ce7 {8,12} 9
Cyo {3,9} 8 Ces {8,13} 11
Cso {3,10} 12 Ceo {9,10} 3
Cs1 {3,11} 12 Cro {9,11} 13
Cs, {3,12} 9 Cn {9,12} 6
Cs3 {3,13} 8 Crn {9,13} 8
Cay {4,5} 10 Cr {10,11} 12
Css {4,6} 11 Cy {10,12} 10
Cse {4,7} 13 Crs {10,13} 7
Csr {4,8} 11 Cre {11,12} 4
Csg {4,9} 13 Crr {11,13} 4
Cag {4,10} 10 Cr {12,13} 4

Table 5.17. Accusation groups for gossip columns (2-Gossip (13,13,5) code)




Now we can partition the total pirate groups of size 2, namely C; to Crg

Column Accusation Groups | Equivalence class
1 C1,C5,C5,C13,C14,Cxs I
2. C4,C5,C6,Cu3,C14,Cs1. ]
3. C7,Cs,Co,C64,C65,Cs0 I
4. C10,C11,C12,C76,C77,Crs v
5. C15,C18,C21,Cs5,Cas,Ces V
6. C16:C19,C22,Cs3,Cs6,Cr1. Vi
7. C17,C50,C23,Ce0,Ce3,Crs VI
9. C27,C28,C32,Cs,Ce2,Cer IX
10. C24,C30,C41,C47,.C9,Cra X
1L Cs5,C37,C42,Cs2, Cs7,Ces Xl
13. C36,C38,C40,C59,C61,C10 X1

Table 5.18. Partitioning of the collusion groups (2-Gossip (13,13,5) code)

The 2- Gossp(13, 13, 5) codeis presented in Table 5.19.

111]1]1{0{0({0]0]0|0|0O[0O|O
2(0/0]0]1]1|1({0|0]0]0]|0]|O0
3/0/0]0]0]0|0|1|1]0]0]|1]|0
4,0(0[0|0]J0O]J0O]|OfO|1]21]0]1
0[2/0]0]2]0]0[2|0]2]0]0]|0
0({3[0|]0|0]2|0(0|0]|0]2]|2]|0
0[{4/0]0]0]0]2|0]2]0]0]|0]2
0({0[2]0]3]0]0[0|0]0]3]|0]|0
0[{0[3]0]0]3|0(3|3]0]0]|0]|3
0[{0[4]0]0]0|3[0|0]|3]0]|3]|0
0[{0[0]2]4]0]0[{0|0]0]0]|4]|4
0[{0[0]|3|]0]4]0[{0|4]4]0]0]|0
0[{0[0]4]0]0]|4(4|0]0]4]0]0

Table 5.19. 2- Gossip(13,13,5) code from Partition method

Example 5.10 presents the construction of 2-Gossip(82, 41, 6) code from the 2-
Traceability Scheme namely 2-TS(5, 82, 41). In this example number of gossip
columns are 82 and total number of codewordsis 41.
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Example 5.10

Base Keys=T ={1to0 41}
Private Keys of 2-TS (5, 82, 41) aregiven by (i =1,2,..,41):
P(@i) ={i, 9+i, 17+i, 15+i, 36+i}

P(41+i)={35+i, 31+i, 32+i, 1+i, 19+i}

The private keysin 2-TS(5, 82, 41), which are same as column keys are

User No Private Key User No Private K ey
1 {1,10,18,16,37} 42. {1,10,18,16,37}
2. {211,19,17,38} 43. {2,11,19,17,38}
3. {3,12,20,18,39} 44, {3,12,20,18,39}
4. {4 13,21,19,40} 45, {4,13,21,19,40}
5. {5,14,22,20,41} 46. {5,14,22,20,41}
6. {6,15,23,21,1} 47. {6,15,23,21,1}

7. {7,16,24,22,2} 48. {7,16,24,22,2}

8. {8,17,25,23,3} 49. {8,17,25,23,3}

9. {9,18,26,24,4} 50. {9,18,26,24,4}
10. {10,19,27,25,5} 51. {10,19,27,25,5}
11. {11,20,28,26,6} 52. {11,20,28,26,6}
12. {12,21,29,27,7} 53. {12,21,29,27,7}
13. {13,22,30,28,8} 54. {13,22,30,28,8}
14. {14,23,31,29,9} 55. {14,23,31,29,9}
15. {15,24,32,30,10} 56. {15,24,32,30,10}
16. {16,25,33,31,11} 57. {16,25,33,31,11}
17. {17,26,34,32,12} 58. {17,26,34,32,12}
18. {18,27,35,33,13} 59. {18,27,35,33,13}
19. {19,28,36,34,14} 60. {19,28,36,34,14}
20. {20,29,37,35,15} 61. {20,29,37,35,15}
21, {21,30,38,36,16} 62. {21,30,38,36,16}
22, {22,31,39,37,17} 63. {22,31,39,37,17}
23. {23,32,40,38,18} 64. {23,32,40,38,18}
24, {24,33,41,39,19} 65. {24,33,41,39,19}
25. {25,34,1,40,20} 66. {25,34,1,40,20}
26. {26,35,2,41,21} 67. {26,35,2,41,21}
27. {27,36,3,1,22} 68. {27,36,3,1,22}
28. {28,37,4,2,23} 69. {28,37,4,2,23}
29. {29,38,5,3,24} 70. {29,38,5,3,24}
30. {30,39,6,4,25} 71. {30,39,6,4,25}
3L {31,40,7,5,26} 72. {31,40,7,5,26}
32. {32,41,8,6,27} 73. {32,41,8,6,27}
33. {33,1,9,7,28} 74. {33,1,9,7,28}

34. {34,2,10,8,29} 75. {34,2,10,8,29}
35. {35,3,11,9,30} 76. {35,3,11,9,30}
36. {36,4,12,10,31} 77. {36,4,12,10,31}
37. {37,5,13,11,32} 78. {37,5,13,11,32}
38. {38,6,14,12,33} 79. {38,6,14,12,33}
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39 {39,7,15,13,34} 80. {39,7,15,13,34}
40 {40,8,16,14 35} 81, {40,8,16,14,35}
41 {41,9,17,15,36} 82, {41,9,17,15,36}

Table5.20. 2-Traceablity Scheme (2-TS (5,82,41))

_ 41(40)

Total number of user groups of size ‘2’ ='C, = “C, =820

Accusation groups per column =%'C_=“C, =°C, =10

Number of gossip columns=I :% =82

Accusation groups for i column are the set of all groups of size 2 constructed from
i"™ column key. Congdering the first column key i.e. {1,10,18,16,37} we get the
following accusation groups for the first gossip column.

Column Accusation Groups
1 {1,10}, {1,18}, {1,16}, {1,37}, {10,218}, { 10,16},
{10,37}, { 18,16}, {18,37}, { 16,37}

Table5.21. Accusation groups for the 1% gossip column (2-Gossip(82,41,6) code)

Similar accusation groups exist corresponding to for other gossip columns. Now
Gossip code similar to Example 5.4 can be constructed by taking each private key as
column key. Some of the entries are filled here under.

ColUMNA 1 2 3 e 81 82
Row Noa

1 S A R 0O O
2 0 I O T O 0O O
40 O 0 0 o 1 O
41 O 0 0 o 0 1

Table5.22. 2-Gossip(82,41,6) code constructed from 2-T S(5,82,41)

87



The following example (Example 5.11) presents an alternate construction for 2-
Gossip(21, 21, 6) code. It also confirms the observation that there exist multiple

Gossip codes for the same code parameters.

Example5.11
Congder M =21, q=6, c=2

The 2-Traceability Scheme under consideration is as follows.

User No Private Key
1 {1,2,3,4,5}
2 {1,6,7,8, 9}
3 {1, 10, 11, 12, 13}
4. {1, 14, 15, 16, 17}
5. {1, 18, 19, 20, 21}
6 {2, 6, 10, 14, 18}
7 {2,7,11, 15, 19}
8. {2, 8, 12, 16, 20}
0. {2,9, 13,17, 21}
10. {3, 6, 11, 16, 21}
11. {3, 7, 10, 17, 20}
12. {3, 8, 13, 14, 19}
13. {3,9, 12, 15, 18}
14. {4, 6, 12,17, 19}
15. {4,7, 13, 16, 18}
16. {4, 8, 10, 15, 20}
17. {4,9, 11, 14, 21}
18. {5, 6, 13, 15, 21}
10. {5, 7, 12, 14, 20}
20. {5, 8, 11, 17, 18}
21. {5, 9, 10, 16, 19}

Table5.23. 2-Traceablity Scheme (Alternate 2-TS (5,21,21))

Wehave VC, =%C, = 21220 =21"10
and *'C_=°C, =5—24=10
21" 10

Thus | =——=21
10

Accusation groups for i column are the set of all groups of size 2 constructed from
i™ column key. Considering the first column key, we get the following accusation

groups. Similar accusation groups exist corresponding to for other gossip columns.
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Column Accusation Group
1 {1,2},{1,3}, {14}, {1,5}, {23}, {24},
{2,5}, {34}, {3,5}, {4,5}

Table 5.24. Accusation group for 1% gossip column from Table 5.23

The 2-Gossip(21, 21, 6) code constructed is as follows.

(olle]ljo]lo]llo] (o] o] (o] (o] (o] (o] (o] (o] (o] (o] ol (6] N V] § V] § o)
O|O|O|O|O(O|O(O|O(O|O(O|UIA~|WIN|O[O|O|O| -
O|O|O(O|O(O|O(O|UA~|WIN|O|(O|O|O|O|O|O0|O| -
(ollelieo][alfs | R N[V o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] el § )
(GIEN IOV {e)l (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] (o] el § )
OO|O|U|O(O|O(,~|O(O|O(W|O|(O|O|IN|O|O|O||O
OO0 O|O(O|h~[O|O(O|W|(O|O(OIN|O|O|O|O|+|O
(ellhlle]le]lle] F o] (o] (o] (] (o] (o] o] |V (o] (o] (o] (o] (o] | ] ()
[Gllelle] o] F o] (o] (o] (/] (o] (o] (el ] Vo] (o] (o] (o] (o] (o] | ] ()
O1|O|O(O|O(,~|O(O|O(O|W|(O|O|(O|O|IN|O|O|Fr|O|O
(ellille]le] N (o] (o] (o] o] (o] o] [ o] (o] ] Vo] (o] o] | ] (o] {e)
(el [o]lle] (e} (e] FN ] (o] (o] (o] o] |V (o] (o] (o] (o] | ] o] {e)
(ellelle][ille](e] F (o] (o] [ jo] (o] ] Vo] (o] (o] (o] (o] | ] o] ()
OO0 O|~[O|O(O|O(W|O(O|O|(O|O|IN|O|FR|O|O|O
(ellelie][ille] F o] (o] (/] (o] (o] (o] (o] (o] | Vo] (o] | (o] (o] {e)
(el lle] o]l le](e] F (o] (o] (o] (o] [ [e] |V o] (o] (o] | L (o] (o] {e)
O1|O|O|O|O(O|O(,~|O(O|W[(OIN|O|O|O|O||O|O|O
(Glelle]lo]lle]{e] F (o] (/] (o] (o] (o] (o] (el o]V | o] (o] (o] {e)
(ellillo]lo]lle] (o] (e] FY (o] [ (o] (o] o] (o] ] Vel | o] (o] (o] {e)
(ellelie][§]F o] (o] (o] (o] (e} [/]le] [e] Vo]l le] ] o] (o] (o] ()
(ellellil[olle] f o] (o] (o] (o] [a] [ ] Vo] (o] (o] | ] o] (o] (o] {e)

Table 5.25. An alternate construction for 2-Gossip(21,21,6) code
In Example 5.12 we present the construction of 3-Gossip(30, 10, 5) code. It can also
be observed that Gossip codes that sustain larger collusion sizes will have larger
length and/or larger aphabet size.

Example5.12

The 30 blocks of a 3-(10, 4, 1) design are as follows.
B;={1234} B,={1,56 7} Bs={2,5, 8, 9}
B4={3, 6, 8, 10} Bs={4, 7,9, 10} Bs={6, 7, 8, 9}
B.={3,4, 8,9} Bs={3,4, 6, 7} Bo={2,4,5, 7}
B10={2, 3,5, 6} Bu={5, 7, 8, 10} B1o={2, 4, 8, 10}
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B1:={1, 4, 6, 10}
B1s={5, 6, 9, 10}

B14={1, 4,5, 9}
B1=(2, 3,9, 10}

B;|_5={ 1, 3, 5, 8}
Bis={1, 3, 7, 10}

Bo={1, 2, 7, 9} Bx={1, 2, 6, 8} B».={1, 8, 9, 10}
Bx»={2, 6, 7, 10} B»={3,5, 7, 9} B..={4,5, 6, 8}
Bxs={3, 4, 5, 10} Bxs={2, 4, 6, 9} B»={2,3,7, 8
Bxs={1, 4,7 8} Bx={1, 3, 6, 9} Bx={1, 2, 5, 10}

From this t -design the Gossip code constructed (as per Theorem 5.1) is as follows.

hAlw|O|NV|O|O|—|O|O|O
(«]FN SN (o] [o] (o] (o] (o)
hlO|O|wW|IN|O|O|O|R|O
[«] P o] (] V] (o] [a] | V] (e |

O(o|h|w|O|OIN|O|O]|F

(e][a] FN ] (o] le] [a] L V| ) (o)

O|h|O|O|W|O[N|O|r|O

AO|O|O|O|W[IN|FR|O|O

(o] [a] FN [ [V ) V] ol le] (o] (o)

OoO|h~h|O|lw|O|N|O|—|O|O

AlW|IN|[O|O|O|O|O|O|F

[e]{e] FN (o] ] (o] (o] [a] | V] |

OoO|h|O|lw|O|O|O|O|N]|F-

h|O|O|W|O|O|O|N|O|F

AlW|O|O|O|O|O(N|F|O

AlW|O|O|IN|R|O|O|O|O

[e][e] FN (o] (o] [$V] [e] | V] (e |

(el F o] (o] [a] (] V] (el e] | o

AlO|O|O|W|OIN|O|O]|F

hlO|W|O|O|O|IN|O|FR|O

hlO|W[N|O|R|O|O|O|O

O|0|0|O|~|w[Oo|N|F|O

(o] [a] {a] P (o] [V] ] V] [a] | ) (o)

O|h~h|w|O|O|O|N|FR|O|O

AlO|W|[O|IN|O|O||O|O

O|h~h|w|O|O|N|O|O|r|O

O|O|O|O|O|O|A~|WIN|F
(][] {a] F:N (7] | V] (o] [e] (e | ]

Table5.26. 3-Gossip(30, 10, 5) code constructed from 3-(10, 4, 1) design

5.9 Embedding

(el [e] la] F:N (] [e] V] | (o) (o)

H|O|O|O|O|W|[O|OIN|F

We present simple watermarking techniques, which are based on wavelet transforms

to embed (hide) the codewords of a Gossip code into images. The distributor may

choose any of the embedding method from the available watermarking techniques

based on the requirement and type of the media.

5.9.1 Wavelet Watermarking Techniques

The Discrete Wavelet Transform (DWT) separates an image into a lower resolution
approximation (LL) as well as horizontal (HL), vertical (LH) and diagonal (HH) detall
components. The process can be repeated to compute multiple ‘scae’ wavelet

decomposition similar to the two-scale wavelet transform as shown below.
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Figure 5.1. Wavelet Decomposition
One of the advantages of the Wavelet transform is that it is believed to more
accurately model the Human Visua System (HVS) as compared to Fast Fourier
Transform (FFT) and Discrete Cosine Transform (DCT). This alows us to use higher
energy watermarks in regions that the HVS is known to be less sengitive to; such as
the high-resolution detail bands LH, HL, and HH.

Method |

We use a straightforward technique for embedding the Gossip codeword as a CDMA
watermark sequence in the detall bands according to the equation [CKLS97] shown
below:

: 1
oV a,bl LL,HH @)

where V. denotes the coefficient of the transformed image, wm one bit of the

watermark to be embedded, and a scaling factor a . In order to detect the watermark,
we generate the same random number sequence and determine its correlation with the
two transformed detail bands. If the correlation exceeds some threshold T, the
watermark is detected. Thus, in this method watermark detection does not require the
original image. This method can be easly extended to embed multiple watermarks
into the image. The robustness evaluation was limited to testing against JPEG
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compression and the addition of random noise.
The pseudo-code for embedding and recovery of CDMA watermark into H1, V1, D1
components of a 1-scale DWT, using Matlab™ [MAT 03] toolkitsis given below:

Embedding
1. readinthe cover object
2. determine size of cover image
3. decompose the image (use dwt2 and 'harr' wavel et)
4. read in message (watermark i.e., Gossip codeword )
5. reshape the message (Gossip codeword) into a 2D-vector.
6. read the seed (key) for PN generator
7. reset MATLAB's PN generator to state ‘key’
8. fix the seed using a key to get same set of random numbers (pn_sequence even

for recovery)
9. setthegain factor k (=2)
10. add pn sequencesto H1 and V1 componants when message bit = 0
a. cHl=cH1+k*pn sequence h;
b. cV1=cV1+k*pn sequence v,
11. perform IDWT
12. convert back to unsigned int (uint8)

Recovery
reset MATLAB's pseudo random number generator to state ‘key’
initalize message to all ones
Compute dwt2 of watermarked image
generate same pseudo random number sequences
Find the correlations

a. correlation_h(kk)=corr2(cH1,pn_sequence h);

b. corrdation v(kk)=corr2(cV1,pn_sequence V);

c. correlation(kk)=(correation_h(kk)+ correlation_v(kk))/2;
6. if (correlation(kk) > mean(correlation))

then flip the i"™ message bit to 0.

7. Message recovered itself isthe recovered watermark

agrwdE
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Figure5.2. (a) Original Image (b) Watermarked I mage (c) Embedded
Watermark image (d) Recovered Watermark

Method I1

This method is based on a technique proposed by Xia et al. in [XBA97] and uses non-
oblivious watermark. In copyright protection, it can be assumed that the owner who
verifies the presence of a particular watermark has access to the original image. Such
watermarking schemes are referred to as non-oblivious (or private) watermarking as
against oblivious (or public) techniques. Our aim is to implement a perceptual multi-
resolution watermarking scheme for digital images and test its robustness for different
common image alterations. Here the watermark (A Gossip codeword) is embedded as
binary bit sequence. We have tested the overall robustness of the watermarked image
to several basic image processing operations among which are included additive
white gaussian noise, JPEG compression and image halftoning. In order to weigh the
watermark according to the magnitude of the wavelet coefficients, we use first one of
the two following relations i.e., equation (2) between the original coefficients vy,
modified coefficients ¥, which contain the watermark wm:
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Y{m,n] = ym,n] +a (y[m,n]*).wmm, n] (2
Or

Y{m,n] = y{m,n] +a.abs(y[ m,n]).wn{m,n] 3
It may be noted that the relations (2) and (3), even though mathematically different,
achieve exactly the same goal. This choice provides more weight to the watermark
added to high value wavelet coefficients. The parameter a controls the strength of
the watermark; it is in fact a good way to choose between transparency and
robustness or a tradeoff between the two. Finally, the 2D- IDWT of ¥ is computed to

form the watermarked image.

At the other end of the communication channel, a decoder is used to extract the
watermarked information from the received image. Upon reception of the supposedly
watermarked image, the algorithm first isolates the signature included in this image
by comparing the DWT coefficients of the image with those of the original image.
Using a method close to Cox et al. in [CKLS97] and Inoue et al. [IMK99], we
compared the found signature with the watermark key bank by correlating them.
Then, a decision is made based on the threshold. Thus the detection phase consists of
taking the watermark key and contrasting it with the found signature (Figure 5.3(c))
by computing the cross correlation at the first resolution level (i.e., highest frequency
coefficients).
The pseudo-code for embedding of watermark using a multi resolution wavelet
watermarking technique is given below:
Embedding

1. read the cover image

2. decompose the image using wavedec?2 (3 levels, ‘harr’ wavel et)
3. choosean‘a’ and thewatermark (a Gossip codeword)
4

. Embed the watermark using equation 2 in the wavel et coefficients
Detection

1. non-blind watermark detection requiresthe original watermark (wm)
2. consider a bank, the collection of possible watermarks
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3. use 2-Phase detection: Suspect and Confirm
Suspect: Isthere any watermark that we are looking for?
Confirm: Is thisidentified watermark is close enough to the watermark
extracted (difference image) from the received image.
4. Find the signature (difference image of watermarked and original image)
5. Correlate the signature with the all watermarks from the bank
6. When the correlation exceeds the threshold for a particular watermark from
the bank; it is suspect
7. To confirm the existence of the watermark use signature image and the
suspect watermark to find the cross correlation
8. When a peak is detected it is positive identification of the watermark.

5.9.2 Tegting
In order to test the robustness of our implementation, we have used the same testing
procedure as the one used by Xia et al. in [XBA97]. The characteristics of chosen
attacks are summarized as follows.
Noise: Modifies the intensity of pixels of the watermarked image. Gaussian
noice is added to the watermark image before detection. See Figure 5.3 (e).
JPEG compression: Introduces blocking artifacts in the compressed images.
Figure 5.3(d).
Halftoning: It is used for printing; which gives the impression of gray levels,

whereas, there are actually only two levels (black & white). Figure 5.3(f).
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Figure5.3. (a) Original Image (b) Watermarked I mage (c) Difference/ sgnature
Image (d) Compressed I mage (e) Noise Image (f) Half Toned I mage

5.10 Summary

We present the construction and analysis of a non-binary IPP code namely Gossip
code. Two methods of construction for Gossip codes that achieve shortest code length
are presented namely from t-designs and Traceability Schemes with vice versa. Apart
from this, the construction of embedded Gossip codes is also described for extending
an existing Gossip code to a bigger code. Concatenated codes are presented for the
realization of the pirate model and tracing as per the scenario is also presented. The
performance issues are also discussed.
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Chapter 6

Erasuresin non-binary finger printing systems

6.1 Introduction

In this chapter, we consder erasures in non-binary codes and Gossip codes with
shortest code length, in particular. We primarily analyse erasures in the shortest
Gossip codes in unreadable digit model [GTO03]. We also consider the applicability of
other erasure models to Gossip codes by extending the analysis to other erasure
models. We aso extend the analysis to concatenated codes that use shortest Gossip

codes.

6.2 Erasuresin Gossip codes

6.2.1 Erasure model

In our discussions, erasure means a non-alphabet symbol chosen by the pirates in a
detected position of the embedded fingerprint. We aso assume that marking
assumption [BS98] holds in our model. The pirates can find only those aphabet
symbols that match with any one of their copies at each detected position. In practice
the embedding mechanism, which encodes codewords into digital objects, will
determine the type of alphabet symbols or erasures that are possble at each detected
position for creating an illegal copy.

Definition 6.1 Fingerprinting System with Optional Erasures (FSOPE) is a system
where the pirate controlling a group of traitors may optionaly choose to create an
alphabet symbol that he can find in one of their copies or an erasure (non-alphabet
symbol) at each detected mark.

The model assumes that pirates can create one of the alphabet symbols matching any
one of their copies, or an erasure (denoted by ‘€ or ‘?) in the place of a detected
mark. When the pirates choose any symbol that matches with a symbol in the
alphabet, it will not be possible to differentiate between the symbols chosen by the
pirates and the valid symbols embedded under the selected fingerprinting scheme.
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This may lead to errorsin tracing. For this reason the embedding algorithm should be
so chosen that it hides the actual alphabet from being detected by the pirates (through
an encoding mechanism).
FSOPE can be sub-divided into the following cases:

1. No erasures

2. Selective erasures

3. Only erasures
We now discuss erasures in non-binary fingerprinting systems considering Gossip
codes.
6.2.2 Gossip Codeswith no erasures
In this case, the pirates are not allowed to create erasures, however, at each position
they are free to choose the aphabet symbols they find in their copies. The tracing
algorithm identifies a culprit from the extracted codeword. The tracing mechanism is
obvious when the coadlition size is equal to one. This is because the pirate’s codeword
has to match with one of the valid codewords of the Gossip code.

To illustrate tracing in Gossp codes with no erasures, we consider the code in
Example 5.1, i.e., 2-Gossip (7, 7, 4) code.

1/1/1/0j0|0]|0
2/0{0]1]|1]0]O0
3/|0{0|0|0|1]1
0[2{0]2]|0]|0]|2
0[3]{0]|0]2]2]|0
0{0]2]3]|0]|3]|0
0/0/3]/0[3|0|3

Table6.1. 2-Gossp (7, 7, 4) code

Let the pirate set be W ={w!,w?} where w is the i"" codeword in Table 6.1. Let the
pirate word found in the illegal copy be x={2,0,0,0,0,0,0} . Clearly xi D(w',w?), but

x also belongsto D(w?,w?) where D(w,w') isthe descendent set of {w,w'} .
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Tracing: Consider the non-zero value in the pirate codeword x of the above example.
Its position is first. We observe that the second codeword contains 2 in the first
position. We accuse the 2™ user as culprit because the position of non-zero alphabet
symbol and the value in the pirate codeword match with that of the second user’'s
codeword. It may also be noted that the 2™ user is the member of both the coalitions
that are capable of creating the pirate codeword.

The following lemma presents the tracing algorithm for Gossip codes.

Lemma 6.1

Every pirate word created from a Gossip code, containing at least one non-zero
alphabet symbol can reveal one member of the pirate group.

Proof. The construction of the Gossp code makes it clear that every non-zero
symbol in the pirate codeword, say x, can reveal one member of the collusion. Let
the i™ position in the pirate codeword be a valid alphabet symbol say ‘1’, then there
exists exactly one codeword say j" codeword, which contains ‘1’ in the i position. It
is clear that without the involvement of j™ user, it is impossible to create the pirate

codeword x and so the algorithm accusesj™ user.

The following lemma shows that there exists a (trivial) Gossip code that can accuse

all the active traitors from the pirate fingerprint when no erasures are present.

Lemma 6.2

A (g-1)-Gossip(g, g, ) code has a deterministic tracing algorithm and the tracing
algorithm accuses the active traitors.

Proof. The genera construction of Gossip codes that can trace al active colluders (in
Nno erasures case) who contributed to piracy is as follows:

Choose the number of codewords equal to the number of aphabet symbolsi.e. M =q.

Let the collusion size ¢ be equal to g- 1 and the number of gossip columns be | =q.

Construct g gossip columns, where each column contains the aphabet symbols

{0,1,...,g- 3 only once. It is known from [TLO1] that when c=q- 1, there exists a
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Gossip code such that each column accuses one of the collusion sets. Since every
symbol in the alphabet appears only once in each column, the alphabet symbol 0 also
contributes to tracing and each gossip column can trace “C_ pirate groups. This leads
to tracing al the active users who contributed in creating the pirate codeword by

using their legitimate copies.

It may be noted that (g-1) -Gossip(q, g, g) code is not shortest Gossip code. If M =q
then c- Gossp(l,M,M)code is shortest code since all symbols are distinct. But for
some concatenated codes we consider Gossip codeswith | =q=M .

The following example (Example 6.1) presents a 4-Gossip(5,5,5) code constructed as
per Lemma6.2.

Example 6.1

AIW|IN|FL| O
AIO|IWIN|F

Ol WIN|F

AIW|IOIN|F
AIW|IN|O|F

Table6.2. 4-Gossp (5, 5, 5) code

6.2.3 Gossip codes with selective erasures

In this case, pirate users are free to create erasures or the alphabet symbols they found
in their copies, at each detected position. Further, the undetected positions of the
collusion remain the same in the illegal copy, when such a copy is created by the
colluded set. Lemma 6.1 holds good for al Gossip codes even in case of erasures.
Thus any pirate word containing one non-zero symbol can revea one traitor even in
presence of erasures. In a c-Gossip(l,M,q) code if the pirates create only erasures at
all detected positions, then the tracing is same as only erasures case. If the pirates
choose to create zeros at all detected positions, whenever there is a zero in any of the
codewords, the tracing is possible against al collusion sets of sizes less than c,

(provided there are undetectable positions for the collusion groups).
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The following lemma explains the possibility of tracing in (g-1)-Gossip(q, g, ¢) code
in the presence of erasures. Lemma 6.2 explains the tracing in no erasures case.

Lemma 6.3
The (g-1)-Gossip(g,0,q) code can trace al the pirate codewords except
(e,eeee.l times) toreved at least one culprit.

Proof. Thisfollows from Lemma 6.1.

In Example 6.1, it can be seen that the pirate codeword (e e eee) contains al
erasures and so the tracing will not yield any pirate. It will be the same as choosing
only erasures in detected positions, since al the positions are detected. It may be
recalled that (q- 1)- Gossip(g,q,q) code is not shortest Gossip code. For shortest
Gossip code there exists some undetectable positions for each colluson set. Thus a
collusion group (with size <c) cannot create a pirate word with all erasures in the

case of shortest Gossip codes.

6.2.4 Gossip codes with only erasures

An embedded position is detected when its value is found different in two copies
during comparison. In only erasures case, the pirates are alowed to create only
erasures in the detected position and hence can create ony one pirate codeword. If the
number of zeros in each gossip column is equa to the number of pirates c, i.e
c=M - (g- 1) this will guarantee a unique coordinate (in the pirate word) for each
pirate group, which has only zeros. Thus the pirate words created by different pirate

groups are al distinct. Condder a c-Gossip(l, M, q) code with c=g-1 and

M =2.(g- 1). Hereis an example.
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Example 6.2

1/1/0|0|1|0
2|0[1]|1]|0]0
0/2]2]|0]|0]1
0{0]|0]2]2]2

Table 6.3. 2-Gossp(6, 4, 3) code

In Table 6.3, the number of pirate sets of size 2 are equal to *‘C,=6. The exhaustive
list of the pirate codewords (equal to number of pirate groups here) created by all the
collusion sets are as follows, where e denotes an erasure at detected position and O
means the position is undetected.

S.No | Collusion sets | Pirate fingerprints
1 {1, 2} (e,e,ee1¢60)
2 {1, 3} (e,e,60,¢6¢€)
3 {1, 4} (e,6,0,e €€
4 {2, 3} (e,ee €060
5 {2, 4} (e,0,e €66
6 {3, 4} (0,e,e €66

Table 6.4. Collusion setsvs pirate fingerprints

Tracing: We observe that each collusion set creates a unique fingerprint in only
erasures case. Therefore the number of collusion sets is equal to number of pirate
fingerprints. Moreover, all the pirate codewords are distinct. Since there is one-to-one
matching between a particular collusion set and the pirate fingerprint, it is possible to
find the collusion group as a whole. This tracing method has O(Mcc)complexity
where c is collusion size. An aternative method is to find all the zeros in the pirate

word, and accuse everybody who has zeros in all these positions. This works even if

the actual coalition size is less than ¢, and runs in time O(M xI) where M is the
number of users and | is the length of the code. This is significantly more efficient

than o("c, ), which s the running time of the earlier algorithm.
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General case for only Erasures. Let (X,B) denote the equivalent set system of a t -
design that corresponds to a c-Gossip(l, M, q) code. Looking at the t -design’s blocks

we can tell which group’s pirate words will have 0 at a given position, and which

groups will have erasures. For example the block B gives the list of groups, which
will not be able to detect the i position. If the collusion set Wi X - B (implies

W C B =f ) and |WEt then the collusion group W cannot detect the i position. w

will creste an erasure (since the mark is detected) in j" position if WG B, 1 f . Let

xbe the pirate word created by a collusion group wand x be the i™ position in the

pirate word. The pirate word created by w can be completely specified by the blocks
of the t -design.

x; is zero (undetected position) if w¢ B, =f and

x; ise(detected) if WC B, 1 f

Theorem 6.1 [HP85, CD96]
Let Whbeat- (v,k,I )design. For any integer s satisfying t >s3 0, there are exactly
| . blocks of wwhich are incident with any given s-set of points of w, where

1 (v- (V- s- D.(v- (t- 1)
S (k- s)(K- s-1)..(k- (t- D)

From this formula, it can be seen that the number of nonzero symbols in each

codeword for a c-Gossip(l, M, g) codeisequal to | ,. (I, iscomputed from the above

formulawith | =L,v=M,t=cand s=1.) Thus each codeword contain | - | , zeros.

Lemma6.4

If c-Gossip(l, M, g) code is a Gossip code with minimum code length, then the
number of undetectable positions (number of zeros in only erasures case) for a
colluson wof size wgcin the pirate word is [, which is aso equa to

- o8 - 1)i.1ae:vg| Owhere 1, is defined as above, with | =Lv=M and t=c.
ei=1 g 9
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Proof. The proof follows from the fact that there exists a t- (v,k,I ) design with
| =Lv=Mand t=c that corresponds to c-Gossip(l, M, qg) code (Theorem 5.1). Let
W be the collusion set of size w£c. The number of blocks in the t- (v,k,I ) design

digoint from W will give the number of undetectable positions for the collusion.

For example consder 2-Gossip(7, 7, 4) code presented in Example 5.1. The t - design
corresponding to this Gossip code is 2-(7, 3, 1) design, which is given by
X={1, 2 3 4,5 6, 7}

B ={12 3,B,={1 4 §,B,={1 6, 7},B,={2 4, 6,
B, ={2,5 7,B;={3,5 6,B,={3 4 7}

Let W be acollusion set, and let W ={1,2} .

Number of blocks that do not contain any member of W =

Total number of blocks — Number of blocks that contain 1 —-Number of blocks that
contain 2 + Number of blocks that contain {1, 2}

=1- 21, +1=7-2" 3+1=2

This implies in only erasures case for 2-Gossip (7, 7, 4) code each pirate codeword
contain two zeros. In a Gossip code that achieves the bound, if c<M - (q- 1) thenthe
number of zeros in a column is more than c. This ensures that there is at least one
undetected position for the pirate codewords. It is known that
2- (p?+ p+1,p+11) design exists when pis prime power. When a Gossip code is
constructed from 2- (p?+ p+1, p+11) design, the number of zeros in each Gossip
column =M - (q-1)= p*+p+1-(p+)=p?>c. Also the number of c-groups for
which, a given position in the pirate code word is undetectable is *c,. Thus for
2-Gossip(7, 7, 4) code number of zeros in each column is 4, and “C, = 6 groups contain

0 in a given position of the pirate word. Let us consider the Gossip code as given in

example 5.1, where M =7, g=4and c=2. Here, the number of pirate sets of size 2
are equal to 'C,=21. The exhaustive list of the pirate codewords (equa to number of

pirate groups here) created by al the collusion sets are as follows.
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S.No | Collusion sets | Pirate fingerprints
1 {1, 2} (e,e,e61¢0,0)
2 {1, 3} (e,6,60,0 €€
3 {1, 4} (e,e,6600€
4 {1, 5} (e,e,6 0,660
5 {1, 6} (666060
6 {1, 7} (e,e,60,60,¢€)
7 {2, 3} (e,0,0,e € ¢€ €
8 {2, 4} (e,6,0,e¢60,€
9 {2, 5} (e,6,0,e 660

10 {2, 6} (e,0,e,e6.¢60
11 {2, 7} (e,0,e,e¢€0,€
12 {3, 4} (e,6,0,60€ €
13 {3, 5} (e,6,0,0,e 66
14 {3, 6} (e,0,e,60, €€
15 {3, 7} (e,0,60,e¢€ €
16 {4, 5} (0,e0,e€¢€ €
17 {4, 6} (0,e,e,6,0,e €
18 {4, 7} (0,e,e,€¢€0,€
19 {5, 6} (0,e,eee1¢0)
20 {5, 7} (0,e,60,€ €€
21 {6, 7} (0,0,e,e€¢€€

Table 6.5. Collusion setsvs. pirate fingerprints

In Theorem 6.2 we present the Gossip codes that are suitable for handing ‘only
erasures strategy of pirates.

Theorem 6.2

If c-Gossip(l, M, g)code is a Gossip code with minimum length such that
c<M-(q-1), then no two collusion groups can create the same pirate word in
fingerprinting with only erasures.

Proof. In only erasures case (of any Gossip code) it is aways true that each pirate

group can create only one pirate word. If c<M - (q- 1) in a Gossip code with

minimum possible length, the pattern of undetectable zeros is different for each
group. Thus the pirate words are unique. Further, if two pirate words can create the
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same pirate word then each Gossip column cannot accuse *'C_distinct groups, which
is a contradiction.

Examples for these codes ae Gosdp codes constructed from
2-(p®+p+1, p+1, 1) designs and 3-(p?+1, p+1, 1) designs where p is prime power
and greater than 2. Specific examples ae  3-Gossip(30, 10, 5),and

2-Gossip(21, 21, 6) codes apart from 2-Gossip(7, 7, 4) code.

6.3 Erasuresin concatenated codes

In this section we explain how to handle erasures in concatenated codes. Erasures
inside concatenated codes are aso divided in to three cases similar to that of erasures
in Gossip codes.

6.3.1 Concatenated codes with no erasures
In the following example (Example 6.3) we present a concatenated code for no
erasures case along with the analysis.

Example 6.3

Let us consder a Gossip code with M =q=4, and c=3. It would result in the

following code presented in Table 6.6, where 0 denotes the first inner codeword, 1

denotes the second, and so on.

1]1]1]0 0
2|2]0]1] |1
3/0/2]2 5
0333 3

Table6.6. 3-Gossip(4, 4, 4) code
This code can trace all its pirates if the collusion size is less than or equal to three

[refer Lemma 6.1]. If we use the Gossip code in Example 5.1 as outer code for the
Concatenated code, the Concatenated code will be:
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153

wl|ol|ol|Nl|kl|ol| ol
o

ol|wl|Nl|ol| ol ol

wl|ol|Nl|ol|ol| I ol

ol|wl|ol|Nl| ol I ol

ol|ol|ol|ol|wl| Nl ||
ol|ollwl|Nl|ol|ol| kI
wl| Nl ol ol|ol|ol| kI

Table6.7. 2-(7,7,4) Concatenated Gossip code

The collusion size ¢ is two for the concatenated code. Now, we discuss the optional
erasures case for the Concatenated code defined above. In this case, the pirates are
allowed to create an aphabet they see in the detected positions.

Tracing: Consider the collusion set W, consisting of w* and w?. The descendent set
is DW) ={(a,,....&,0,0)/a1 {1, 2},a1 {1, O} for 2£i £ 4} since the last two positions
are undetected. The choices in the other positions are based on the choices available
in the inner code.

Let a pirate word created by the colluson set W={w,w?} be
x={2222 1200 11111101121111101110}. The inner codewords that
are exposed by applying tracing algorithm on inner pirate word {2 2 2 2} are {1, 2}.
Similarly, al other inner pirate codewords, reveal {0,1} except the last two pirate
codewords, which reveal 0. With this information, we can completely reconstruct the
descendent set of pirates as {(a,...a,0,0)/a1 {1, 2},a1 {1, O} for 2£i £4}. This
traces the pirate set to be {w',w’} . Further, as the outer code is aso an |PP code, the

tracing algorithm does not accuse any innocents. More such contractions are possible
using any of the Gossip codes given in the Appendix as outer code, and choosing a
suitable and deterministic Gossip code as inner code, as per Lemma 6.1. The
condition that must be taken care is that the number of inner code words is to be equd

to the number of alphabet symbols of the outer code.
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6.3.2 Concatenated codes with only erasures
In the following example (Example 6.4) we present a concatenated code for only
erasures dong with the analysis.

Example 6.4
The construction of the Concatenated code for only erasures scenario is as follows.
Let us consider the 2-Gossip(7, 4, 7) code presented in Table 6.1 as inner code.

1(1/1/0(0|0|0 0
2/0(0|1|{1|0]|O0 1
3/|0{0|0|0|1]1 :
0[2|0]2]|0]|0]|2]°
0[3]{0]0]|2]2]|0
0{0[2]3]|0]|3]0 :
0/013|/0[3(0|3 6

Table6.8. 2-Gossip(7, 7, 4) inner code

The symbols {0,1,...,6} are codewords in the inner code but they are alphabets in the

outer code. The constructed Concatenated code, where w denotes the i codeword,

will be asfollows. The collusion size is 2 for the concatenated code.

w
W2

ollgl| l|wl|Nl || ol
ollgl| l|wl|Nl| ol |k
ollgl| l|wl|ol|Nl| |
ollgl| l|ol|wl (Nl
ollgl|ol| Al wl|{Nl| |
ol|ol|gil| Al wl|{Nl| |
ol|ol|gil| Dl wI [Nl ||
(@]

Table6.9. 2-(7, 7, 7)Concatenated Gossip code

Tracing: Let the pirate set be w={w,w?}. The descendent set will be
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inner Gossip codewords. Each pirate set can create one unique pirate fingerprint,
assuming only erasures are possible in detected positions. Let a pirate word created
by the collusion set W ={w,w*} be
x={eeeee00, eeceee00,e00eeec... }. The first erasure word in the
pirate word x created by W is {e, e, e € ¢ 0, O} and the third erasure word is
{e, 0, 0, e e e €. Intracing, the first erasure in the pirate word of Concatenated
code will trace pirates as {0,1} and the third erasure will reveal that the inner pirate

words are of {1,2} . This will lead to tracing the complete pirate set W ={w",w?} .

6.3.3 Concatenated Gossip codes with selective erasures

In this construction, the outer code is also a Gossip code (that has atracing algorithm)
and the inner code has a deterministic decoding algorithm, so the Concatenated code
also traces back the members of the pirate group. The pirates have to create erasures
in inner codes in order to create erasures in Concatenated codes. Thus, dealing with
erasures in inner Gossip codes would automatically mean dealing with erasures in
Concatenated codes.

Example 6.5
Congder a Gossip code with M =q=4, and c=3. It would result in the following

code, where 0 denote the first inner codeword, 1 denote the second, and so on.

Consider 3-Gossip(4, 4, 4) code

1[1]1]0 0
2]2]of1], [
3]0][2]2 2
0[3[3]3 3

Table6.10. 3-Gossip(4, 4, 4) code
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This code can trace al its pirates if the collusion sze is less than or equal to three
(refer Lemma 6.2). If we use the Gossip code in Example 5.1 as outer code for the
Concatenated code, the Concatenated code will be:

3=

ollwl|ol|Nl | ol ol

wl|ol|Nl | ol ol ol

ol|lwl|Nl| ol | ol ol

wl|ollol|dl |-l ol|ol
(@]

ol|ol|lol|ol| wl{Nl k]
ol|lollwl|Nl| ol | ol k]
wl|nl|ol|lol| ol ol

Table6.11. 2-(7, 7, 4) Concatenated Gossp code

The collusion size c is two for the concatenated code. Now, we discuss the optional
erasures case for the concatenated code defined above. In this case, the pirates are
alowed to create an aphabet symbol they find in the detected positions.

Tracing: Consider the collusion set W, consisting of w* and w?. The descendent set
is given by D(W) ={(a,,...a;,0,0)/a,1 {1, 2},a1 {1, O} for 2£i £4} since the last two
positions are undetected. The choices in the other positions are based on the choices
available in the inner code.

Let the pirate word <creasted by the colluson st  Whbe
x={2222 2201 11111101121111101110. This can be re-written as
{e,1,8,0,6,0,0} . This is same as smple Gossip code with selective erasures. This
will revel a piraae namey w. Suppose the pirateword s
x={2222 1200 11101101121111101110;. This can be rewritten as
{e,€,6,0,€,0,0} . This does not contain any non-zero symbol of the outer code. But
here the inner codewords that are exposed by applying tracing agorithm on inner
pirate word {2 2 2 2} are{1, 2} . Similarly, al other inner pirate words, reveal {0,1}

except the last two pirate words, which revead 0. With this information, we can
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completely reconstruct the descendent set of pirates

as{lor 2, 1or0, 0,1or 0, 1or 0,0, O}. Thistracesthe pirate set to be {w", w?} .

Lemma 6.5 presents the condition for the construction of concatenated | PP code.

Lemma6.5

From an inner c-Gossip(l, M, q) code and an outer c-Gossip(I¢ M¢ g9 code a

concatenated | PP code can be constructed provided M =q¢.

To construct a generic concatenated code the condition that must be taken care is that
the number of inner codewords is equal to the number of alphabet symbols of the
outer code Further, this concatenated code is an IPP code, since the inner and outer
codes are IPP codes. Such a concatenated code can be constructed by considering
Table 6.3 as inner code and Table 6.1 as outer code. The no erasures and only
erasures cases in these concatenated codes are straightforward and omitted here as
the tracing in the inner codewords is smilar to Gossip codes for no erasures and only

erasures.

6.4 Average, majority and minority attacks on non-binary codes

In averaging attack, the pirate object is obtained by finding the average values of
object elements, for example pixels in images. This attack reduces the strength of the
embedded marks and in watermark recovery phase introduces errors in the recovered
fingerprints. If this attack is used on all blocks and if there are enough colluders
[GP99], then the magjority of the marks will be erased and tracing will fail. In
[EKK97] a bound on the size of collusion to make the mark undecidable is derived.
Using c-traceability codes for fingerprinting sequences will still have the same upper
bound on collusion security. However if large (sufficient) portion of the
fingerprinting sequence is recovered, the pirate object can be traced to one of the
colluders.
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Non-binary alphabet symbols may be represented in binary form for embedding.
Alternately, the non-binary aphabet symbols may be encoded during embedding. So
it may be possible for pirates to directly compare non-binary alphabet symbols
embedded inside different fingerprinted objects.

When a non-binary alphabet symbol is embedded in binary form, the maority and
minority choice attacks work on binary bits (that represent a non-binary alphabet
symbol), which in turn may affect non-binary alphabet symbols that are part of an
IPP/TA codeword. Pirates may compare the binary bits of two non-binary aphabet
symbols to create attack on non-binary fingerprint code. The detection of at least one
bit in a non-binary alphabet symbol may be considered as detection of the alphabet
symbol and we may proceed as per marking assumption in those detected positions.
Sometimes the non-binary error correcting codes are not used directly in
fingerprinting but rather used as outer codes for constructing |PP/TA codes. The inner
codes may be binary (frameproof) code. Then the actual fingerprinting code becomes

a concatenated code.

In this case, the concatenated code may be seen as a non-binary code whose aphabet
symbols are represented (encoded as) as binary vectors of a frameproof code. It is
interesting to see how the collusion attacks vary when the embedding algorithm is
LB, FFT, and wavelet transform. After embedding a watermark in fourier domain,
the object undergoes inverse fourier transform. Thus the watermark embedded in
Fourier domain after undergoing Inverse transform will not behave similar to the one
that is embedded in spatial domain. If the embedding technique is in transform
domain (like FFT) then the embedded information may go in fourier (transform)
coefficients. It is interesting to know whether the colluson attacks exist on
fingerprinted objects whose embedding technique is based on Wavelet/ FFT/DCT

transforms. For that we analyse collusion attacks on watermarks in transform domain.
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6.4.1 Detection of fingerprint marksin fourier space

It is possible to detect the differences between fingerprinted copies in Transform
domain. If anyone takes difference of FFT of first user (Uy)’'s copy and FFT of
second user (Uy)'s copy, the difference will have some relation to detected WMs in

Fourier space. As an example, we use the smple equation vé=v. +§1' a Ex where v¢

1+a g

is the modified DCT coefficient of the original value v,, x is an element of the

fingerprint sequence and a is a scaling factor. We can observe that (FFT(U1’s copy)-
FFT(U,’'s copy)) is non-zero in case of detected marks and O in case of undetected
marks. It may be observed that if the underlying watermarking technique is not secure

the fingerprinting scheme cannot be secure for any fingerprinting scheme.

To simulate the attacks (majority/ minority choice) we need to consider an embedding
technique to start with. These attacks can in principle be extended to different

embedding algorithms like fourier transform and other wavelet-based agorithms.

6.5 Other erasure models

In the absence of the marking assumption, both the distributor and the users are
allowed to add relatively small distortion to the origina document. The main
application of this scenario is fingerprinting of digital media such as image, video,
audio, and speech content. In such applications, dight differences from the origina
version will not effect the quality of users copies. It is assumed that both the signa
and the fingerprint are real random variables that obey some probability distribution.
Establishing resilience of the system against collusion attacks relies on probabilistic

or information-theoretic analysis.
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6.5.1 Weak marking assumption

Fingerprinting schemes in general, assume that the pirates do not alter the digital
document on positions where all of the copies agree. This is called the marking
condition. Guth and Pfitzmann [GP99] introduced a relaxation of marking condition.
They assume the following relaxed version of the marking condition: At any position
where the codewords of all the pirates agree, the pirates have a definite probability d

of being able to output a different digit. This happens independently for all the
positions of agreement and if they can output a different digit they are not restricted
about the digit they output. This models the situation where the users cannot detect
the positions where the fingerprint is embedded in a digital document, but they are
allowed to modify a d fraction of the entire document, thus aso modifying some
digits of the fingerprinting code where such modification is against the marking
condition. If the fingerprint is embedded in digital images, audio or video files this
relaxation seems to be natural. Thus to handle erasures created by collusion groups,
Guth and Pfitzmann [GP99] constructed binary c-secure codes with e error with a
weaker assumption, which assumes that adversary can create only a certain
percentage of erasures in place of embedded marks in pirate fingerprints and these
erasures are (approximately) randomly distributed.

Guth and Pfitzmann's marking assumption [GP99]: A collusion C={u,,..,u}i G,
b £ c, isonly capable of creating an object whose fingerprint lies in the following set
P(C) ={x= (X X)X, T {W 1 1EI EBE{F} 1£ £ L} .

This is g-ary version of Guth and Pfitzmann’s marking assumption and allows erasure
to occur both in the detected and undetected positions.

Definition 6.2 [SW02a] Let G=qg‘be a code and C={u,.u}i G,bEc be a
collusion set. G is called c-Traceability code tolerating é erasures, and denoted by

c- TA(L,n;é),, if the following condition holds: for any (X, X% )T P(C;8), where
P(C;é) isthe subset of P(C) containing at most é erasures, thereisa u 1 Csuch that

1{j:x, =w}Pl{j:x =w}]| forany (w,..,w )T G\C.
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The following theorem (Theorem 6.3) presents the conditions for an error correcting
code to become a Traceability code in presence of erasures.

Theorem 6.3 [SWM02a] Let be an (N,n,d),error correcting code, and c, é be

integers. If d satisfies d >§i- %9L+% then G is c- TA(L,n;€), code.
Cg c

6.5.2 Cut and paste model
In a q’ary fingerprinting system for digital objects (such as images, videos and audio
clips) a fingerprint is embedded as a q’ary sequence. The object is divided into

blocks and each symbol of the fingerprint is embedded into one block. Colluders are
able to construct a pirate object by assembling parts from their copies. They can also
erase some of the marks or cut out part of the object resulting in a shortened
fingerprint with some unreadable marks. In [SW02a] the codeword is repeated
adequate number of times so that at least one copy of the embedded codeword can be

recovered and thereby increasing erasure tolerance.

6.5.3 Shortened fingerprint model

The pirate object is constructed by (i) cut and paste of parts of different copies, (ii)
using averaging attack to weaken the marks and defeat the mark detection agorithm,
and (iii) cropping the object and removing some parts of the fingerprint. The pirate
fingerprint recovered from a pirate object will be a sequence, possibly of shorter
length compared to the original fingerprints, having some erased marks and in each of
the non-erased positions, a mark from one of the colluders. The result of cut and
paste attack on the object is that each component of the pirate fingerprint is from the
fingerprint of one of the colluders or is an erased mark. Cropping attacks will remove
parts of the fingerprint and will result in a shorter fingerprint. Collusion secure
fingerprinting codes and traceability codes protect against attacks of type (i) and (ii),
as long as the number of erased (unrecognisable) marks are not too many. However
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they fail to trace the culprits if the pirate fingerprint is shortened even by one
component.

Tracing shortened fingerprints was considered in [SW02a] and a tracing algorithm
based on Levenshtein distance was proposed. The tracing agorithm, instead of
hamming distance, used the length of the longest sub-string common between the
pirate word and each codeword to measure similarity between the two, and chose the
most similar codeword as a colluder. Deletion correcting codes were used to construct
fingerprinting codes instead of error-correcting codes. The drawback of this method
is that (i) tracing algorithm is computationally expensive and (ii) construction of
deletion correcting codes that satisfy the required conditionsis an open problem.

Safavi-Naini and Wang [SWO02b] consdered the problem of tracing shortened
fingerprints and showed that using certain generalized Reed-Solomon (GRS) codes it
is possible to trace shortened fingerprints correctly. They showed that for GRS codes
deletion decoding can be formulated as a polynomial interpolation problem and the
list decoding algorithm of Guruswami and Sudan [GS99] can be used to find the
closest, i.e.,, most similar code vector to the given shortened pirate word. This
removes shortcomings of the earlier method [SW02a] by giving a construction for
codes that can protect against deletion of fingerprint components, and also giving an
efficient algorithm for tracing. In [SWO023 the authors use the list-decoding
algorithm to find a bound on the number of deletions that can be tolerated, if the
fingerprinting code is from the special class of GRS codes. Their work considers
fingerprints in which strength of the marks is weakened and so the mark detection
algorithm cannot easily produce a single output for each mark. Attacks such as
averaging results in uncertainty in detection of the marks and so the recovered
fingerprints will be likely to have errors which would result in incorrect tracing.
They proposed a combined mark detection and tracing algorithm and showed that it

can be used to construct a more powerful tracing algorithm.
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6.5.4 Unreadable digit model [ GTO3] This model restricts the pirates to use at each
position of the document a digit that one of them has at that position or a special
unreadable digit. The marking condition still applies: if al of their documents agree at
a position they cannot put an unreadable digit there. This model is more restrictive to
the pirates than the weak marking assumption proposed by Guth and Pfitzmann
[GP99].

Gossip codes in different erasure models. Gossip codes have deterministic tracing
capabilities under strong marking assumption. However the tracing becomes
probabilistic when erasures are created and various models discussed above. It can be
noted that the unreadable digit model is identical to the model we discussed in this
chapter namely FPOPE model which was elaborated into three different sub cases
namely no erasures, only erasures and selective erasures. For tracing gossip words
with erasures created under Guth and Pfitzmann we still need to assume that pirates
cannot change the digits undetectable for them. Further the pirate word needs to
contain a non-binary aphabet symbol. The cut and paste modd is acceptable to the
extent that the fingerprint is not shortened during the attack. To handle attacks that
shorten the fingerprint it is required to have redundancy in fingerprints embedded.

6.6 Summary

In this chapter, we investigated erasures in Gossip codes. We discussed three types of
erasures namely no erasures, only erasures and selective erasures in embedded
fingerprints. We aso presented the tracing methods in al these cases. The analysis
also extended to concatenated codes. Efficient concatenated codes can be constructed
with inner codes that withstand these erasure models and the outer code being an IPP
or a Gossip code. We also discussed various other erasure models and their
applicability to Gossip codes.
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Chapter 7

Conclusions and future scope

With the increasing availability of copying devices for digital data, the need to
restrain illegal redistribution of digital objects is an important issue. Digital
fingerprinting makes the copies of a digital document unique by embedding a unique
identification number such that it is difficult to find or destroy the identification
number. This deters users from redistributing digital copies with the fear of being
caught.

There are several design choices available in digital fingerprinting, the first choice
being between binary and non-binary codes. The other options available are choosing
from amongst frameproof, IPP and TA codes. The applications of digital
fingerprinting include copyrights protection, DRM, and digital evidence. This work
presented various fingerprinting models and the choices available for pirates and the
countermeasures. In this work, we also described various traitor-tracing methods and
presented a tracing method for Boneh and Franklin's broadcast encryption scheme.
The combinatorial properties of IPP codes and a generic tracing method are also
presented. The distributor may choose one of the tracing methods to identify the
culprits based on the pirate model.

There are severa parameters that influence the performance of a fingerprinting
scheme. Some of these parameters are collusion size, length of fingerprint, choice of
codes, error correcting capability of underlying codes, pirate strategies and tracing
algorithm. A minimum fingerprint length is required to identify the collusion groups
responsible for creating an illegal fingerprint based on the pirate model. Every
fingerprinting scheme will have a limit on the maximum collusion size it can
withstand. It is also possible to estimate the error probability associated with
identifying a single pirate in the collusion to trace explicitly one member of the
coalition through a systematic method.
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Gossip codes that achieve shortest code length can be constructed from a class t -
designs and of c-Traceability Schemes. The fifth chapter presented the construction
and analysis of Gossip codes. Two methods of construction for Gossip codes that
achieve shortest code length are presented that include construction of Gossip codes
from t-designs, and from c-Traceability Schemes, which are used in broadcast
encryption applications. The converse part i.e., construction of Traceahility Schemes
and t-designs from Gossip codes is adso presented. The converse part i.e.,
construction of Traceability Schemes and t-designs from Gossip codes is aso

feasible.

These results are also reliable to make out whether a shortest Gossip code exists or

not, for the chosen code parameters namely M , g and c¢. Gossp codes as | PP codes

can identify one parent of the pirate copy during tracing. They allow deterministic
tracing of pirates and aso come up with an efficient tracing algorithm where as
earlier works on fingerprinting are usually probabilistic in some way or the other.

The construction of embedded Gossip code is also possible and it can be used for
extending an existing Gossip code to a bigger code. Embedded Gossip codes in turn
can be used to construct embedded Traceability Schemes and embedded frameproof
codes. These (embedded) codes and Traceability schemes can expand a broadcast

application such that it is compatible to the existing scheme.

When a frameproof code is used as inner code, the pirate members cannot create
alphabet symbols not found in their copies in the detected positions of the
concatenated code. Thus, during comparison, whenever a mark is detected in the
concatenated code, the pirates need to create an aphabet symbol they find in their
copies or a non-alphabet symbol in the detected positions. Thus this concatenated
code presents a sensible way for implementing fingerprinting schemes under pirate
model, assuming marking assumption [BS98] for non-binary codes. Thus
concatenated codes are presented here for the realization of the pirate model and

tracing.
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Gossip codes suitable for selective erasures case are also suitable for no erasures and
only erasures cases. In chapter 6, we discussed erasures in Gossip codes. We
discussed three types of erasures namely no erasures, only erasures and selective
erasures in embedded fingerprints. In only erasures case, the pirates are alowed to
create only erasures in the detected positions and cannot choose any valid aphabet
symbol. In selective erasures case, the pirates may choose one of the alternatives
found in their copies or a non-aphabet symbol at each detected mark. We aso
presented the tracing methods in all these cases. The analysis is aso extended to
concatenated codes. We also discussed various other erasure models, which include
random erasures in fingerprints and shortening the fingerprint. Efficient concatenated
codes can be constructed with inner codes that withstand these erasure models and the

outer code being an PP or a Gossip code.

There are various advantages of shortest Gossip codes. Shortest Gossip codes are
likely to cause less distortion during embedding due to shorter length as compared to
normal Gossip codes since the modifications to be made to the origina are less.
Shortest Gossip codes are constant weight codes. These codes provide deterministic
tracing for pirates and tolerate erasures. Construction of frameproof codes is also
possible from shortest Gossip codes.

We envisage that the following may constitute the future scope of this work.

1. If a pirate copy is found, original users are caught in tracing but the
distributor is not. One can investigate remarking techniques to improve
tracing from a node-to-node basis. Such a technique would help in traffic

analysis since it is possible to track the movement of pirate copy.

2. An idea fingerprinting scheme should meet the goals of fingerprinting
(collusion tolerance, object quality tolerance, robustness, efficient tracing
etc) in design. It would be interesting to know how close a given
fingerprinting scheme is to the ideal. It may also be interesting to identify
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the issues related to practical implementations of non-binary fingerprinting

for alarge user community.

. There are many approaches to analyse a fingerprinting scheme, which are
based on collusion tolerance, error-correcting capacity, code length, trade
offs (Game theory approach), resistance to various pirate strategies and
Tracing capabilities. One can study whether it feasible to have a uniform
evaluation procedure that analyses a fingerprinting scheme considering
many of these parameters. Another area of further study can be in
identifying the performance limits for a generic non-binary fingerprinting
scheme under good erasure tolerance (weak marking condition) and

deterministic tracing conditions.

. An interesting approach to fingerprinting may be information theoretic
approach, i.e., finding out how much information should be contained in a
pirate codeword about its parent codewords in order to accuse the
colluson groups completely or partialy or exactly a user insde a
coalition. One may fix a pirate strategy (that includes known attacks)
before going actually for this analysis. Sometimes, it is beneficial to test

whether a particular coalition is involved in creating pirate copies.

. There are some aready known limitations for binary and non-binary
codes. It would be interesting to identify the other possible limitations of
fingerprinting in this direction. This will be useful in identifying the scope
of fingerprinting with a particular choice of codes.
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