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Abstract
This thesis presents a new Application Layer Multicast protocol. To reduce the load on

servers and increase the network efficiency, Application Layer Multicast protocols

construct overlay networks and distribute data efficiently. E-mail distribution and

USENET news distribution are early Internet applications that fall into the broad general

category of Application Layer Multicast. Application Layer Multicast protocols do not

change the network infrastructure. These protocols implement multicast forwarding

mechanism at the end hosts. Many researchers are finding ways to push the multicast

routing capabilities onto hosts than onto routers. The idea here is to construct an overlay

network of hosts, on top of routers. Routers do normal unicast routing, while the hosts

attached to them will take care of multicast group management and routing among

themselves. While IP Multicast protocol works at network layer, that requires

applications to be aware of multicast and programs be written specifically using IP

Multicast API [76]; protocols like End-system Multicast [1-2], Scattercast [3-4] and

Overcast [5] require an application-layer overlay infrastructure to be laid of. All these

protocols, share the common goal of providing the benefits of multicast without requiring

direct router support or the presence of a physical broadcast medium [4].

The main contribution of this thesis is to give a DNS kind of infrastructure based

solution for multicast services. We emphasize that multicast can better be provided at

application level rather than at router level. To provide multicast at application level we

present four major contributions named 1 .Construction of Appcast Overlay. 2. Exploiting

Broadcast Media Property. 3. Exploiting Query Redundancy and 4. A Generic Multicast

Application Development Framework.

1. Construction of Appcast Overlay: We propose a new application layer multicast that

exploits the topology information. Any application layer multicast protocol that docs not

exploit topology may in fact decrease the efficiency in terms of bandwidth and increase

delay. We develop new algorithm 'Appcast' that creates a multicast overlay topology,

which we further optimize by two more extensions to it taking delay and processing

power as parameters.

VI



2. Exploiting Broadcast Media Property: The application developers are not able to

take advantage of the media nature like broadcast for satellite networks. We show ways

of how the broadcast nature can best utilized by developers.

3. Exploiting Query Redundancy: Hosts are organized as an overlay in application

layer multicast. Overlays disseminate information in a hierarchical and incremental

fashion. Also, not all members in an overlay or multicast group need exactly same

information. In this case, if we can filter the information at different levels of overlay,

while the information is distributed, we can minimize the bandwidth and processing

requirement. Each member's interests are represented by Xpath [78] query and the

information to be distributed is in the form of XML [80] document as XML is gaining

importance as the standard for information exchange. We look at the XML document-

processing problem particularly in the context of application layer multicast and propose,

a new Xpath processing algorithm called YALXP - Yet Another Light weight Xpath [78]

processor. YALXP algorithm processes multiple Xpath queries over a XML document in

single document traversal i.e. in one pass it can answer multiple queries.

4. A Generic Multicast Application Development Framework: We design generic

application architecture and develop three different kinds of applications. We take

'scheduled file pushing' application as one-way multicast application, 'database

replication' as event and rule based one-way multicast application and 'auctions' as

interactive multicast application and implement all three.
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Chapter 1

Introduction
This dissertation presents a new Application Layer Multicast Protocol, called Appcast for

providing multicast services over Internet. Multicast protocols aim at eliminating the

redundant movement of data packets in a network. Application Layer Multicast protocols,

construct overlay network for efficient data transmission over large networks like

Internet. In Application Layer Multicast protocols, hosts take over the job of multicast

routing, which is in contrast to IP Multicast [23] wherein routers do the additional job of

multicast routing. The first part of this dissertation is about Application Layer Multicast

protocols and Appcast. Application Layer Multicast protocols construct and manage

overlays. The first protocol in this series is ESM [1-2] and is considered very inefficient

from control and management perspective i.e. it has a very high control overhead of

O(n2). While protocols like CAN[18-19], DT Protocolp 1] do not consider the topology

information at all, others like NICE[15-17], HMTP[13] etc could not exploit topology

information to maximum. Our protocol constructs overlay in alignment of the underlying

network topology and also keeps the control overhead to O(n). The second part deals

with how to architect efficient multicast applications over Appcast. The third part is

concerned about how TCP/IP can be improved to leverage upon the broadcast nature of

the media for multicast applications. While Application Layer Multicast protocols are

efficient in reducing the redundant data packet movements, they introduce slight delay

compared to native IP Multicast. So, the fourth part of this dissertation shows how this

delay can be minimized using efficient XPath[78] stream processing. New Internet

standards like XML[80], SOAP[47-49] etc. have given us opportunities to architect

multicast services over Appcast as an end-to-end solution.

1.1 State of the Art Technologies

Internet is popular for its efficiency in distributing information: mail, news, web pages

(HTML), files of all types like jpg, mpg etc, chat channels, DNS records, audio and video

broadcast and so on. While majority of the information that flows across Internet is for

mass distribution of static content, the dynamic and two way interactive applications

could not scale up to Internet. This is quite evident from DNS that used centralized
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system ultimately moved to a distributed environment by arranging the DNS servers in a

hierarchical fashion. The zone transfers replicate DNS information on to many servers, to

make the two-way interactive query-response system of DNS work efficiently by keeping

the responses nearer to users who make queries.

The 1999 Victoria's secret webcast with 1.5 million hits [105], ultimately could

not serve any request. The 1998 distribution of Starr Report is another example. Servers

like Netscape and major content distributors are forced to look into alternatives like

distributed networks of servers, simply to carry the load. Akamai [106] is one such

network, with almost 4200 servers across the globe located in 50 countries. To reduce the

load on servers and increase the network efficiency, many schemes like Content

Distribution Networks, Active Networks, IP Multicasting, Overlay Networks etc are

proposed. In this section, we briefly describe each area of technology that greatly

increases the utilization of information, bandwidth and computing resources on the

Internet,

1.1.1 Load Balancing

Though, in recent years both network and server capacity have improved, response time

continues to challenge researchers, as centralized web systems are not able to scale.

Improving the power of a single server does not solve the web scalability problem in a

foreseeable future. Another solution is to deploy a distributed web system [70] composed

of multiple server nodes and distributing the load reaching this web site evenly among the

server nodes, so as to improve system performance. Therefore, any distributed web

system must include some component (under the control of the service provider) that

routes client requests among the servers with the goal of maximizing load sharing. This

component can be deployed at various levels of TCP/IP stack like - NAT at the MAC and

IP Level [108]; round robin DNS at DNS level [109] and proxies at application level.

Adding more nodes, complete with processors, storage and bandwidth, expands the

system capabilities.

1.1.2 Active Networks
The design of inter-network protocols abstracts away how messages are routed or

forwarded through out the network, keeping the applications away from the complexities
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of underlying network. This design makes it hard for the applications to exploit detailed

knowledge of the network in order to enhance their performance and reduce network

load. This abstraction is actually degrading the performance of both the application and

network [66], Active Networks' prime concern is to make the network dynamic and more

intelligent by allowing new protocols and application code to be downloaded on to any

network device - like routers, hosts, clients etc. The code modifies the behavior of router

for particular type of packets specific to application needs. ANTS[107] is the most

successful toolkit. Deployment problems and serious security issues are discouraging the

ISPs to deploy Active Networks. A variation of Active Networks is Active Services

Framework that recommends programmable service architecture. With this architecture,

the core of the network remains unchanged, but it allows applications and users to

download and execute code at strategic locations for the application i.e. code is executed

on hosts instead of on routers.

1.1.3 Overlay Networks

Overlay Networks inherently use the concept of Active Networks [66]. In overlay

networks, hosts form an overlay of unicast connections to cooperate and communicate

over the general Internet infrastructure.

1.1.4 Content Distribution Systems

IP Content Distribution Networks (CDN) are special purpose overlay networks that

provide scalability by distributing many servers across the Internet close to consumers.

Consumers obtain content from these edge servers directly rather than from the origin

server. One of the major techniques used for content distribution is Caching. Caching

[68, 69] technique's main aim is to relieve the source from servicing many connections.

Caching allows storing the initial service responses in intermediary servers like

proxy/cache servers, which will serve subsequent requests on behalf of the actual source

server. The caching concept can be extended in hierarchical manner. Content distribution

involves pushing the content onto these cache servers. PRISM's content naming,

management, discovery and redirection mechanisms [71] support high quality streaming

media services in an IP based Content Distribution Network. Internet Backplane Protocol

[72], or IBP supports logistical networking to allow applications to control the movement
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and storage of data between nodes. A number of service providers (e.g., Adero, Akamai

and Digital Island) operate content distribution networks, but in-depth information

describing their internals is not public information.

1.1.5 Peer-to-Peer Network

As the computer and communication technology is advancing, the distinction between

server and client is diminishing in terms of computing power and they become a network

of peers. CDNs' main purpose is to distribute content and is designed from the

perspective of a distributor who establishes infrastructure and controls the same across

Internet. In contrast, Peer-to-Peer network emphasizes on communal sharing of computer

resources [73,74], without any controlling authority. Peer-to-Peer computing opposes

traditional client-server computing. In Peer-to-Peer, an application is split into

components that act as equals. Gnutella [110] has become the most successful

development, though it is inefficient. Gnutella broadcasts thousands of messages per

request. Peer-to-Peer systems provide limited support for applications that go beyond file

sharing. It some how, could not go beyond this fundamental application, probably due to

its very objective of file sharing and unreliability of the protocols as peers come and go at

unpredictable times.

1.1.6 Grid Computing

Networks' communication speed is outpacing computers' processing speed making

communication essentially free. The doubling of network performance relative to

computer speed every 18 months [75] has made the researchers think about many

collaborative applications from different areas like life sciences - genomics; engineering

- air craft control; physical science - astronomy, particle, nuclear; business - fraud

detection, anti money laundering etc that are resource and process intensive. A grid is a

kind of Peer-to-Peer network, in which an application can draw computational power

equivalent to super computer, transparently from the grid. The grid allows sharing of

resources like memory, processor etc on loosely coupled systems on Internet.

1.2 Multicast
Though much communication over Internet is for group distribution (inherently) in the

form of replications, caching etc, every distribution application on the Internet runs over
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the unicast infrastructure and derives its distribution functionality from application

specific mechanisms. For instance, RFC 822 mail headers have mechanisms for detecting

loops among mail forwardersflll]; NNTP has the NEWNEWS command [112] to

manage flooding of news articles and HTTP has redirection and mechanisms for handling

caches [113] and so on.

All the above applications are written independently and use the transport layer

API and achieved some sort of multicast capability by sending the same information

multiple times but to different destinations, though crossing the same routers at times, as

no multicast infrastructure available over Internet.

The goal of multicast or broadcast mechanism is to eliminate redundant packet

replication in a network, when a group of computers participate in a communication.

Multicast can no more be just a choice but it is requirement as it can greatly improve the

efficiency of Internet, by reducing unnecessary traffic movement. Multicast is an efficient

mechanism that transmits only one copy of data to the receivers by replicating it as

necessary while traveling through the Internet till it reaches the receivers. This is in

contrast to unicast, where in multiple copies are sent by the source to the receivers,

requiring much processing capacity at source and more bandwidth on network links.

1.2.1 Global Wide Area Multicast Applications

Internet RFC 3170 has listed many multicast applications^ 14]. One can define multicast

communication as one that has parallel/simultaneous communication from/to a group of

entities like hosts, people etc. Based on this definition we can arrive at three general

categories of multicast applications:

One-to-Many (1-to-M): A single host communicates to two or more (n) receivers in this

kind of multicast application.

Many-to-Many (M-to-M): In this model, any number of hosts can send information to

the same group, as well as receive from it.

Many-to-One (M-to-1): Any number of hosts can send information to a single host in

this type of multicast application.

5



1.2.1.1 One-to-Many (1-to-M) Applications

a) Scheduled audio/video (a/v) distribution: Lectures, presentations, meetings, or

any other type of scheduled event like news (i.e. television and radio "broadcasts") etc

fall into this category of applications.

b) Push media: News headlines, weather updates, sports scores etc applications

represent this kind of multicast where in information is pushed onto users' appliances like

TV, phone, computer etc. Relatively low-bandwidth data characterize these applications.

c) File Distribution and Caching: Applications like distributing web site content,

executable binaries and other file-based updates to end-user or replication/caching sites

etc use multicast.

d) Announcements: Network time, multicast session schedules, random numbers,

keys, configuration updates etc applications can exploit multicast. Their bandwidth

demands can vary, but generally they are very low bandwidth.

e) Monitoring: Stock prices, sensor equipment (seismic activity, telemetry, and

meteorological or oceanic readings), security systems, manufacturing or other types of

real-time information can reach users effectively using multicast. Bandwidth demands

vary from constant-bit-rate to bursty (if event driven) traffic.

1.2.1.2 Many-to-Many (M-to-M) Applications

hi many-to-many (M-to-M) applications two or more of the receivers also act as senders.

In other words, M-to-M applications are characterized by two-way multicast

communications.

The M-to-M capabilities of multicast enable the most unique and powerful

applications. Each host running an M-to-M application may receive data from multiple

senders while it also sends data to all of them. As a result, M-to-M applications often

present complex coordination and management challenges.

a) Multimedia Conferencing: Audio/Video and whiteboard comprise the classic

conference application. Having multiple data streams with different priorities

characterizes this type of application. Co-ordination issues, such as determining who gets

to talk when, complicate their development and usability. There are common heuristics

and "rules of play", but no standards exist for managing conference group dynamics.
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b) Synchronized Resources: Shared distributed databases of any type exchange

information on schedules, directories etc in M-to-M way.

c) Concurrent Processing: Distributed parallel processing is an M-to-M process

where in multiple processors collaborate with each other.

d) Collaboration: In shared document editing many users can edit the same

document simultaneously.

f) Chat Groups: Chat group applications allow many users exchange information.

g) Distributed Interactive Simulations [DIS]: In this kind of applications, each

object in simulation multicasts descriptive information (e.g., telemetry). So all other

objects can render the object, and interact as necessary. The bandwidth demands for

these can be tremendous, as the number of objects and the resolution of descriptive

information increases.

h) Multi-player Games: Many multi-player games are simply distributed interactive

simulations and may include chat group capabilities. Bandwidth usage can vary widely,

although today's first-generation multi-player games attempt to minimize bandwidth

usage to increase the target audience (many of whom still use dial-up modems).

1.2.1.3 Many-to-One (M-to-1) Applications

Unlike the one-to-many and many-to-many application categories, the many-to-one (M-

to-1) category does not represent a communications mechanism at the IP layer. M-to-1

applications have multiple senders and one (or a few) receiver(s), as defined by the

application layer. M-to-1 applications have many scaling issues. Too many simultaneous

senders can potentially overwhelm receiver(s), a condition characterized as an "implosion

problem.

a) Resource Discovery: Service location, for example, leverages IP Multicast to

enable something like a "host anycasting service" capability [AnyCast in RFC 1546]: A

multicast receiver to send a query to a group address, to elicit responses from the closest

host so that they can satisfy the request. The responses might also contain information

that allows the receiver to determine the most appropriate (e.g., closest) service provider

to use.

b) Data Collection: This is the converse of a 1-to-M "monitoring" application

described earlier. In this case there may be any number of distributed "sensors" that send
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data to a data collection host. The sensors might send updates in response to a request

from the data collector, or send continuously at regular intervals, or send spontaneously

when a pre-defined event occurs.

c) Auctions: The "auctioneer" starts the bidding by describing whatever it is for sale

(product or service or whatever), and receivers send their bids privately or publicly (i.e.,

to a unicast or multicast address) in auction applications.

d) Polling: In this kind of applications, the "pollster" sends out a question, and the

"pollees" respond with answers.

1.2.2 IP Multicast

IP Multicast service [8, 23-31, 33] is proposed as an efficient multi-packet delivery

mechanism. IP Multicast is a bandwidth conserving technology that reduces traffic by

simultaneously delivering a single stream of information to thousands of corporate

recipients and homes. To reduce the complexity and address the shortcomings of IP

Multicast, SSM [32] - Source Specific Multicast has been developed. IP Multicast is

designed at a very low level as a network primitive and is already deployed over major

portions of Internet and is an inherent part of IPv6. IP Multicast delivers datagrams to

logical addresses known as multicast groups identified by Class-D addresses. 1GMP[115]

protocol manages the group management and routers construct distribution trees for each

group by using multicast routing protocol like DVMRP[116]. Though, majority of the

routers on Internet are IP Multicast enabled, very few applications take advantage of the

same, as not many developers are aware of multicast API and are conversant with

network technology.

1.2.3 Application Layer Multicast

Application layer multicast protocols, construct overlay network for efficient data

transmission. E-mail distribution and USENET news distribution are early Internet

applications that fall into the broad general category of Application Layer Multicast.

Application Layer Multicast protocols do not change the network infrastructure. These

protocols implement multicast forwarding mechanism at the end hosts. These kinds of

protocols are being designed extensively for content distribution networks. Unlike native

multicast, where data packets are replicated at routers inside the network, in application
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layer multicast, data packets are replicated at end hosts. Many researchers are finding

ways to push the multicast routing capabilities onto hosts than onto routers. The idea here

is to construct an overlay network of hosts, on top of routers. Routers do normal unicast

routing, while the hosts attached to them will take care of multicast group management

and routing among themselves. While IP Multicast protocol works at network layer, that

requires applications to be aware of multicast and programs [76] be written specifically

using IP Multicast API; protocols like End-system Multicast [1-2], Scattercast [3-4] and

Overcast [5] require an application-layer overlay infrastructure to be laid of. All these

protocols, share the common goal of providing the benefits of multicast without requiring

direct router support or the presence of a physical broadcast medium [4].

1.3 Problem Definition

We aim at improving the network performance on the existing inter network

infrastructure. We mainly look at improving performance and simplifying the multicast

application development by taking four different tasks.

1.3.1 Exploiting the Topology

It is quite evident that when a host has to send information to multiple stations, the

packets travel over common links. The figure 1.1 shows unicast and overlay multicast

topologies.

Figure 1. 1: Overlay Network Illustration

la. Network lb. Unicast

A->B; A->C; A->D

lc. Overlay 1

A->B; A->C; C->D

ld.Overlay2

A->C;C->B;B->D

The goal of multicast is to reduce the redundant packet movement. While there are many

overlay multicast protocols like [ 11 ]DT Protocol, CAN[18-19] etc that do not consider

underlying network topology, we create an overlay in alignment with the underlying
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topology, such that the over all link utilization is optimum. For instance, in figure-1, the

link R1-R2 is very costly, and if the overlay2 is created as A->C; C->B and B->D then

this overlay becomes more inefficient compared to unicast. This is because, in unicast,

the R1-R2 link is utilized twice, whereas in overlay it is used thrice.

We propose to build an overlay such that the over all link utilization in the

overlay is kept optimal i.e., from the network perspective, the constructed overlay must

ensure that redundant transmission on physical links is kept minimal. In overlay

multicast, hosts take over the routing functionality of normal network routers and forward

the packets among the participating hosts. The topology-building algorithm has to

consider each joining hosts' capacity and each host can specify to how many hosts it can

forward the data in the overlay. As the overlay grows, the delay increases for the data to

reach from the source to the destination, as the number of intermediary routing hosts

increase. So, each host can specify how much delay it can sustain. The protocol must

allow for the overlay to incrementally evolve into a better structure as more information

becomes available.

1.3.2 Exploiting Media Characteristics

The Transmission Control Protocol/Internet Protocol (TCP/IP) standard is the dominating

protocol in the communication world. TCP/IP standard has achieved this dominance, and

become a de facto standard for any network, because its superiority in handling high-

speed data traffic has been proved over a long period in the largest global network: the

Internet.

In principle, broadcasting via satellite is simpler than for terrestrial networks, which

are not naturally broadcast networks. However, TCP/IP has shielded this nature. TCP/IP

follows a layered approach in which the lower level protocol details are shielded by high-

level protocols. Broadcast nature of the media, is a physical line property, which falls into

physical layer in OSI layered model that naturally gets shielded by TCP - transport layer

i.e., 1000 hosts, which are connected by the same satellite media, though can

communicate to all by just transferring the data once, due to lack of availability of this

specific media property to the application developers, applications are written to transfer

the data 1000 times as if the hosts are connected through 1000 different network links.
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Geo-stationary satellite systems have a fixed round trip delay of 600ms that cannot be

avoided. The problem with TCP/IP over satellite links is that the protocol will not let data

be sent, beyond a certain limit or window, without an acknowledgement from the receive

end. Thus if the traffic is affected by latency, the system has to permit the data flow to

increase, although unacknowledged, and allow the receiver to control it. This control is

done by using a receive buffer whose parameters are sent to the transmit end during the

set up phase so that it can adjust the traffic flow accordingly. The buffer size is reduced

each time data is transmitted, so that when it is empty no more data can be sent without a

TCP acknowledgement. The window data rate limit is set because the TCP/IP only has 16

header bits available to describe the packet size, which sets a maximum throughput of

216 bytes, corresponding to 840kbit/s. Satellite vendors using a technique called 'TCP

Spoofing' have solved this latency problem of satellites communication.

While there are many vendors improving TCP efficiency over satellite for only

specific applications like video broadcast etc, there is no way for a general application

developer to exploit the broadcast property in his application. We propose a method

'Multicast Spoofing', using which we pass on the broadcast benefit to any application.

1.3.3 Exploiting Query Redundancy

Search tools till date have insufficient capabilities to keep pace with the information

generated. Particularly getting right and relevant information has become a nightmare. In

this scenario, SDI - Selective Dissemination of Information, a popular concept used by

libraries is gaining importance. In SDI, users register with servers that are nearer to them

with their interests, which are stored as profiles. Based on the profiles, the servers filter

right information and push the same to the user. A centralized server cannot scale up to

the requirements of large number of users spread all over Internet.

Overlays can help meet this requirement, however, we have to devise ways to

reduce the latency/delay introduced by overlays. Figure 1.2 shows an example of overlay.

Stream processing allows data to be processed by intermediate servers as data streams in

thereby not adding any delay at processor side. Using overlays, we can register profiles

with the servers nearer to the users (consumers) and these servers in turn send the

combined profiles to the servers above them. This profile grouping and sending can

further go up the tree till the producer server.
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Whenever the producer sends information, this has to be filtered as per their profiles at

each server at lower levels of the tree, till it reaches the consumer. Data is exchanged in

the form of XML[80] in SDI systems and each profile is represented in the form of an

XPath[78] query and we filter the information based on multiple profiles (queries),

registered at each server.

When thousands of profiles are grouped together, naturally there will be lots of

commonality in the kind of information in which the users are interested. Our objective is

to exploit this redundancy such that while filtering the information as per the profiles, we

need not traverse the same information for thousand times and rather we should filter the

information for all users in just one pass.

1.3.4 Generic Application Development Framework

Our aim is to provide broadcast/multicast advantage to any kind of application that sends

same information to many receivers, without writing separate applications - one for

broadcast and the other for unicast. Unlike point-to-point communication, where sender

and receiver only co-operate, in broadcast communication sender and many receivers

must co-operate. Naturally, not all receivers are in homogeneous environment. Lot of

following for general applications protocols like SMTP, HTTP, FTP, Telnet etc made

easy for deployment on any platform because almost every vendor has a product for it

that can interact with other similar products just because all of them follow protocol

specifications and API. But the same is not the case for other business specific
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applications. Applications written for one platform are now not able to communicate with

other applications on other platforms due to many reasons like dependency on specific -

language, communication protocol, database etc. Therefore we looked for a platform

independent distributed computing environment. We rely on standard SOAP [47-49] -

Simple Object Access Protocol specification that is fast becoming the standard

middleware to provide a generic simple to use architecture for multicast applications.

1.4 Contributions
The main contribution of this thesis is to give a simple DNS kind of infrastructure based

solution for multicast services. We emphasize that multicast can better be provided at

application level rather than at router level.

Application Layer Multicast (Appcast): We propose a new application layer multicast

that exploits the topology information. Any application layer multicast protocol that does

not exploit topology may in fact decrease the efficiency in terms of bandwidth and

increase delay. We develop new algorithm Appcast that creates a multicast overlay

topology, which we further optimize by two more extensions to it taking delay and

processing power as parameters.

Advantage Broadcast Media: The application developers are not able to take advantage

of the media nature like broadcast for satellite networks. We show ways of how the

broadcast nature can best utilized by developers.

A Generic Application Architecture for Multicast Services: We design generic

application architecture and develop three different kinds of applications. We take

'scheduled file pushing' application as one-way multicast application, 'database

replication' as event and rule based one-way multicast application and 'auctions' as

interactive multicast application and implement all three.

Xpath Query Processing (YALXP): Hosts are organized as an overlay in application

layer multicast. Overlays disseminate information in a hierarchical and incremental

fashion. Also, not all members in an overlay or multicast group need exactly same
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information. In this case, if we can filter the information at different levels of overlay,

while the information is distributed, we can minimize the bandwidth and processing

requirement. Each member's interests are represented by XPath[78] query and the

information to be distributed is in the form of XML[80] document as XML is gaining

importance as the standard for information exchange. We look at the XML document-

processing problem particularly in the context of application layer multicast and propose

a new XPath processing algorithm called YALXP. YALXP algorithm processes multiple

XPath queries over a XML document in single document traversal i.e. in one pass it can

answer multiple queries.

1.5 Thesis Outline

We organize the thesis as follows. Chapter 2 does a survey on already proposed

application layer multicast protocols. It classifies them based on criteria like type of

algorithm - centralized, distributed; type of topology created - tree, mesh etc; and

analyses their merits and demerits. In Chapter 3 we propose a new algorithm Appcast.

We simulate and compare the performance of Appcast and other closely related

application layer multicast protocols like TAG [22], NICE [15-17] and HMTP [13]. Also,

Chapter 3 studies various ways of enhancing the TCP/IP over broadcast networks and

details the approach we proposed i.e., 'multicast spoofing'. Chapter 4 deals with generic

multicast application architecture design, development and implementation. In Chapter 5,

we propose new XPath[78] processing algorithm YALXP. In this chapter we surveyed

the existing XPath processors, simulated algorithms like XAOS [79] and compared them

with our algorithm. We conclude the thesis in Chapter 6 with discussion on future work,
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Chapter 2

Application Layer Multicast Protocols' Survey
In this chapter, we discuss various existing Application Layer Multicast protocols. Many

protocols have been proposed in the recent past, with ESM - End System Multicast [1-2]

being the first. Every Application Layer Multicast protocol constructs an overlay on basic

network, manages this overlay and transmits information on this overlay. The various

protocols that have been proposed differ in three basic criteria - a) the way they create the

overlay i.e., topology building algorithm; b) the exact overlay topology they create i.e.,

mesh, tree, hierarchy; and c) their knowledge about the underlying network topology i.e.,

fully aware or partially aware or not at all aware of the network. This chapter surveys

Application Layer Multicast protocols based on these three criteria and groups them into

different categories. Section 1 introduces the Application Layer Multicast with its

definition and properties. Section 2 deals with how we classified Application Layer

Multicast protocols into various groups and section 3 details specific Application Layer

Multicast protocols from each category.

2.1 Introduction

Multicast applications are implemented as multiple point-to-point applications i.e. an

application logically requiring multicast must send individually addressed packets to each

recipient. This has two drawbacks - 1. The source should know the addresses of all

recipients and 2. Transmitting multiple copies of the same packet results in inefficient

usage of sender's resources and network bandwidth. Unfortunately, TCP/IP shields the

underlying network topology that facilitates multi-destination delivery. For example,

local area bus, ring, radio networks and even satellite based wide area networks provide

multicast facility directly.

Unicast is completely impractical due to its redundant use of link bandwidth,

when thousands of receivers have to receive the same data. The benefits of multicast in

terms of bandwidth efficiency are quiet often outweighed by the control complexity

associated with group setup and maintenance. Application Layer Multicast protocols

normally follow two steps to achieve multicast capability. 1. Arrange receivers into an

overlay network of unicast connections and 2. Construct efficient data distribution trees
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over this overlay network. Application Layer Multicast differs from IP Multicast in that

the multicast support is done at host systems instead of core routers. Host systems

implement all multicast functionalities like membership management, packet replication

and data distribution. Multicast in host group model has been defined in [8] as "a host

group is a set of network entities sharing a common identifying multicast address, all

receiving any data packet addressed to this multicast address by senders that may or may

not be members of the same group and have no knowledge of the group's membership"

This definition characterizes the following points for the term multicast.

• There must be a unique address to represent the multicast group members.

• All members receive all packets.

• Any member can join the group openly, even without the knowledge of the

source.

• Any host can send data to the group irrespective of its membership in the group

i.e., non-members also can send data.

Application Layer Multicast differs from traditional multicast in many respects as given

below.

• Hosts take over the role of routers for multicasting.

• Within an overlay topology, the underlying physical topology is completely

hidden.

• In traditional multicast, the membership knowledge is distributed in the multicast

routers, hi Application Layer Multicast, group members are known either by a

rendezvous point (RP), the source, or every body or distributed among members.

• The application layer topology is potentially under control.

• The group membership can be under control.

• The precise topology relationship among hosts can control who receives data

from whom, and thereby eliminating DOS attacks, which cannot be controlled in

traditional IP Multicast by its own definition.

Figure 2.1 shows the distinction between Unicast, IP Multicast and Application Layer

Multicast.
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Figure 2.1 clearly shows that in case of IP Multicast, packets from source (S) to all hosts

(Al, A2, A3), traveled only once on any link. In case of unicast links and routers nearer

to source experienced redundant packet movement. In case of Application Layer

Multicast, though it does not achieve the performance like IP Multicast, it shows it is

better than unicast.

The performance of an Application Layer Multicast can be based on two

parameters - stress and stretch [15-17]. Stress is defined per host or per link as 'the

number of duplicate packets that a host sends or duplicate packets that travel over a link

in an overlay'. Stretch, also called as "relative delay penalty' is defined per pair of hosts

i.e., source and destination as the 'ratio between the number of hops a packet travels from

source to destination in unicast mode to the number of hops the packet travels in

multicast'. In case of IP Multicast, all links experience unit stress and every pair of hosts

experiences unit stretch. In case of unicast, in figure 2.1, the maximum stress is 4 on links

S-Rl and R1-R2. Stretch in unicast is always 1. In case of Application Layer Multicast,

from the figure 2.1, maximum stress is 2 on links R2-A1 and R3-A2; and maximum

stretch is 9/4 i.e., 2.5 for the pair S and A3. While unicast shows maximum redundant

packet movements on links nearer to source, Application Layer Multicast shows

redundant packet movements on links that are nearer to destinations.

Classification of Proposed Application Layer Multicast

The existing Application Layer Multicast protocols can be classified based on three

criteria. 1. Knowledge of underlying network topology. This criterion is about the

protocol's awareness of topology to align the physical network topology with overlay

topology. 2. Topology building algorithm e.g., distributed or centralized. In a centralized
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algorithm, a master host takes decisions about the topology construction, by keeping the

physical topology information with itself. In distributed algorithm, every joining host will

take its own decision of joining other hosts by its own knowledge about the physical

topology. 3. Topology created by the protocol e.g., shared tree, mesh and tree etc.

2.2 Topology Awareness

Application Layer Multicast is performed at end hosts, automatically by application code.

Performing multicast at end hosts incurs performance penalty, as end hosts do not have

the routing information available unlike routers. Unless the overlay topology matches the

underlying network topology, the performance would be so degraded that unicast will out

perform the gains of multicast. To map overlay topology to the underlying network

topology, many application layer multicast protocols rely upon end-to-end measurements

to infer network metrics upon which the overlay multicast tree is built. Many a times, the

network metrics are based upon rtt (round trip time), traceroute (to get the path), ping

(TTL scoped packets) etc. Though, these methods can give some information about

network topology, the application layer protocol cannot get the holistic view of the entire

network topology.

Based on topology awareness criteria, the proposed application layer multicast

protocols are classified as a) Fully aware b) Partially aware and c) Nill or not aware. An

application layer multicast protocol is lfully aware' of the underlying network, if it is

implemented on network controlled by a single authority, e.g., corporate networks,

content distribution networks etc. Over Internet, projects like Topology Server [9] are

being implemented that collect entire network information which can be used by an

Application layer multicast to align its overlay with the underlying network. An

Application layer multicast protocol is 'partially aware' of the underlying network if it

just guesses the physical connectivity of the routers based on methods like 'rtt' - round

trip time; 'ping' - packet internet groper; 'traceroute' - tracing the path between hosts;

'TTL' - time to live scoped messages etc. For example, NICE [15-17] sends TTL scoped

messages among the multicast group members to infer the multicast distances among

them and uses this information to create 'parent - child' relationships among the

members. An Application layer multicast protocol is 'not aware' of underlying network

topology, if it does not consider any network property like hops, delay, bandwidth etc.,
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but rather considers information like public key to create an unique member identity like

IP address, for each multicast member. This unique member identity is used to create the

overlay topology and distribute the information on this overlay. It may happen that two

members who are actually connected by the same router, get such different identities that

the information exchange between the two will actually take more time on the overlay

topology compared to the time taken when transmitted on physical network topology.

TAG[22] and Appcast (explained in detail in chapter 3) are fully aware of

network topology as they depend upon Topology Server[9] that uses network

management kind of solutions like polling the routers. HMTP [13], NICE [15-17], ESM

[1-2], Yoid [20-21] are partially aware of the topology by depending on methods like

trace route, ping etc. These methods construct topology information on their own unlike

Appcast and TAG [22] which depend on Topology Server [9]. CAN [18-19], DT

Protocol[ll], Scribe[14] and Bayeux [12] are not aware of topology at all, as they

basically construct overlay topology based on unique member identities that are created

randomly. For example, Scribe and Bayeux give separate identity numbers to hosts,

based on the hosts' unique parameters like IP address, Public Key etc. CAN [18-19] and

DT Protocol [11] map the hosts into a geometric space by assigning unique random

numbers to each member.
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2.3 Topology Building Algorithm

At the heart of Application Layer Multicast protocols, is the overlay topology they create.

The topology is created as members/hosts join the multicast group. Application Layer

Multicast topology building algorithms define a definite relationship among the

participating members and thereby create topologies like tree, mesh, hierarchy etc. The

relationship can be parent-child, host-neighbors, cluster member - cluster leader etc. The

topology building algorithms differ in the way they build the topology and can be

classified as 1 .Centralised and 2.Distributed.

The overlay topology is created as the members join the multicast overlay. There

has to be a mechanism also called as 'rendezvous mechanism' using which the joining

member can contact the members of the overlay and become part of the overlay. This

'rendezvous mechanism' can be in three ways. 1. Broadcast Mechanism: joining member

broadcasts a message containing its willingness to join the overlay and interested overlay

members respond to the message. Even for overlay members, when their relationship

with immediate parent breaks due to member leave or link failure, to select a new parent,

they follow broadcast mechanism. 2. Buddy List: joining members keep a list of 'likely'

members of the overlay and contact members from this list. In case of link failures or

member leave, the affected overlay members use this list to join the overlay. 3. Well

known server: joining members contact well known server to learn about overlay

members and join the overlay. Application Layer Multicast protocols that follow the

'broadcast mechanism' or 'buddy list mechanism also termed as limited broadcast' can

be termed as 'distributed application layer multicast' protocols and those who follow the

'well known server mechanism' can be termed as 'centralised application layer multicast'

protocols. While distributed protocols utilize more bandwidth due to their broadcast

mechanisms, centralized protocols suffer from the single point failure of the central

server.

2.3.1 Centralised Algorithm

In centralized algorithms, a central server decides the place of a joining host in the

topology. A new joining host should contact the central server to know about its own

position and its relationship like parent-children etc., with its immediate neighbors.

Appcast (explained in chapter 3), DT Protocol [11] and Bayeux [12] fall into this
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category. In DT Protocol, new hosts join the overlay by sending a request to 'DT Server'.

The server responds with the logical and physical addresses of some host that is already

in the overlay network. The new host then sends a message to the host identified by the

server and thus establishes its relationship with the overlay. In Bayeux, the joining host

sends a 'JOIN' message to 'Root' i.e., central server. 'Root' replies with a 'TREE'

message. While the 'TREE' message is traveled towards the joining host, all in between

hosts include the joining host's ID in their list of hosts for whom they have to route the

information, creating a routing path from the root to the joining host.

2.3.2 Distributed Algorithm

In distributed algorithms, all joined hosts guide the new joining host, to know its place in

the topology and relationships. The onus of contacting the already joined members and

knowing its own position is on the joining host only. NICE[15-17], Yoid[20-21],

HMTP[13] etc. fall into this category of protocol as shown in figure 2.3. In Narada, every

host contacts a common host (called RP - Rendezvous Point) before joining the group.

This common host returns addresses of a set of already joined hosts. New host contacts

them randomly to find whether any one will accept it to become its neighbor. The one

who accepts it first will be given first priority. In NICE, 'root' periodically sends a

heartbeat packet to all overlay members, from which each member infers their distance to

'root'. Similarly, each parent sends messages to its children from which children infer

their distance to parent. Using this information, members reorganize themselves in the

overlay.

Figure 2.5: Classification Based on Topology Building Algorithm
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2.4 Topology Created

Application layer multicast protocols create and manage the overlay topologies to

efficiently route the data packets. Based on the topology they create, the proposed

protocols can be classified as those who create a. Tree, b. Mesh or c. Clusters. All

Application Layer Multicast protocols that create 'Tree' topology ensure that there be no

loop in the path between any pair of participating nodes. In contrast, the protocols that

create 'Mesh' topology look for alternate paths between nodes. In case of 'cluster'

topology, the members are grouped in clusters and one of these members acts as a cluster

leader. The cluster leaders are grouped again into clusters at higher level and one of them

acts as the cluster leader at the level. The cluster grouping into levels continues, till only

one member becomes the leader of the entire cluster hierarchy. The general purpose of

creating a topology is 1 .To distribute the data packets and 2.To send control information

to manage the topology. Protocols like HMTP [13], TAG [22], Appcast use the same

topology for both the purposes, while others like Narada [1-2], Yoid [20-21] use separate

topologies like tree and mesh.

Figure 2. 6: Classification Based on Topology Created

2.4.1 Mesh topology
End System Multicast (ESM)/Narada [1-2], Scattercast [3-4] and Yoid [20-21] fall into

this category. Data topology is tree in all these systems. ESM constructs mesh first as the
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basic overlay network and then constructs separate trees for each source. Narada(ESM)

and Scattercast construct trees in a two-step process. First they construct efficient meshes

among participating members and then construct spanning trees of the mesh using well-

known routing algorithms. Yoid constructs tree first and then constructs mesh to support

this tree. Unlike ESM, Yoid uses the single shared tree for all sources for data

dissemination. DT protocol [11] uses mesh for both data and control topologies.

2.4.2 Tree

Protocols like Overcast [5], TAG-Topology aware group communication [22], ALM1-

Application Level Multicast Infrastructure [10] and HMTP-Host Based Multicast [13]

create shared tree. Single shared trees are not optimized for the individual source and are

prone to failures as a single point of failure can break the tree into major partitions. In

case of mesh, a link failure can with stand due to alternate paths. Only multiple failures

can cause the mesh to partition. The single shared tree approach, justifies its method from

the fact that the underlying network topology already takes care of multiple paths. So one

should consider node failures than the link failures. An efficient way is to maintain

multiple trees for each source, but that requires multiple overlay topologies, which is

complex. The application layer multicast protocols that create trees as their basic

topologies differ in the number of trees they manage per source, per group or a single

shared tree.

2.4.3 Clusters

Protocols like CAN and NICE group the members into clusters. Each cluster is assigned a

cluster leader. The cluster leaders in turn are grouped and one of the cluster leaders is

assigned as leader of this group. This process repeated till there exists only one leader on

top of the grouped cluster leaders, generating a hierarchy topology. NICE arranges set of

end hosts into a hierarchy. The hierarchy implicitly defines data path. Each member

maintains soft state information about other hierarchically nearer members and has only

limited knowledge about other members. In NICE, all members belong to Layer 0.

Members are grouped into clusters with size K and 3K where K>1. For each cluster, one

of the cluster members acts as a leader and enters into higher layers.
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2.5 Well-known Application Layer Multicast Protocols
In this section, we describe certain well-known protocols in detail, to support our

classification discussed in previous section.

2.5.1 ESM - End System Multicast / Narada

ESM [1-2] is one of the first application layer multicast protocol. Narada

constructs an overlay structure among participating end systems in a self-organizing and

fully distributed manner. Narada creates an overlay mesh topology on top of router

topology connecting all hosts that participate in a multicast session. Once the mesh is

created, any one from the group can send messages to every one else in the group. For

this, Narada uses existing multicast protocols like DVMRP - Distance Vector Multicast

Routing Protocol. Narada has protocols for host join, mesh partition repairing,

adding/deleting mesh links for better performance.

Member Join: When a member wishes to join a group, Narada assumes that the

member is able to get a list of group members by an out-of-band bootstrap mechanism.

The list needs neither be complete nor accurate, but must contain at least one currently

active member. New host contacts members in list, randomly to find whether any one

will accept it to become its neighbor. A host is a neighbor to another host, if they have a

direct connection on the overlay. It repeats this process till some host accepts it as a

neighbor. The one who accepts it first will be given first priority. Having joined the

group, the new member exchanges refresh messages with neighbors who in turn

exchange with their neighbors. This process keeps on going till every one in the group is

aware of the new member join.

Member Leave: When a member leaves a group, it notifies its neighbors and this

information is propagated to the rest of the group members along the mesh.

Control Messages: The group membership information keeps flowing across all

members of the group periodically. Every host keeps state information about every other

host.

The complexity of Narada algorithm is O(N2), where N is the number of hosts. Narada

cannot scale for larger groups. As the group's size increases, the number of overlay hops

between any pair of members' increases and hence the delay between them potentially

increases.
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2.5.2 Yoid - Yet Other Internet Distribution Protocol

Yoid [20-21] generates two topologies per group - a shared tree topology and a mesh

topology. The tree topology is for data distribution and the mesh topology is to support

the tree from not breaking. While Narada creates mesh first and then tree; yoid creates

tree first and then mesh. Yoid has many protocols on top of TCP and UDP like YIDP -

Yoid Identification Protocol, The Yoid Transport Layer - yTCP, yRTP, yMTCP etc., and

Yoid Distribution Protocol - YDP.

Yoid Tree: In Yoid, every host is responsible to find its parent. A new host gets a

list of potential parents from a common host (RP). A new host selects one as its parent if

the parent-child link does not cause a loop. If a new host finds many parents, it will select

best based on some metric of interest like number of hops from parent to child or number

of children the parent already has etc. If new host could not get any parent, it declares

itself as parent and informs RP. RP arbitrates and merges the tree partitions into a single

tree.

Yoid Mesh: After constructing the tree, Yoid proposes to have multiple paths

among members such that they will act as back up. So each host randomly selects few

more members in the group, which are not its immediate neighbors and constructs links

in a different path. These additional paths will give strength to Yoid in case of failures.

Yoid has many disadvantages like Yoid is too complex, the specifications are too

descriptive and lengthy, too many protocols and APIs and all these issues will actually

burden the whole set up.

2.5.3 HMTP - Host Multicast

HMTP [13] creates group specific tree topology as the multicast overlay topology. In

HTMP, each multicast group requires a Host Multicast Rendezvous point that acts as a

contact point for new members to join the group. HMTP Clusters nearby members

together. Members choose their parent closer to them. Following steps describe the

HMTP protocol.
1. New member sets the root as potential parent (PP) and contacts PP.

2. Query PP to discover all its children and measure its nearness to PP and PP's

children.
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3. Find the nearest member among the PP and PP's children except those marked as

invalid. If all of them are marked as invalid, pop the top element from stack, set it

as PP and return to step 2.

4. If the nearest member is not current PP, push current PP onto stack; set the nearest

member as new PP and return to step 3.

5. Otherwise send PP join request. If PP accepts it as a child, it becomes child of the

PP; if rejected mark PP as invalid and return to step 3 (PP may not accept it as its

child due to many reasons like - out degree); otherwise parent found and so

establish unicast path.

HMTP proposed member leave, link failure and improvement algorithms also. In HMTP

[13], every member keeps track of every other member that falls in the path of member

and root.

2.5.4 NICE - Nice Internet Communication Environment

NICE [15-17] claims, relatively small control overhead. Its motivation is actually from

key distribution in a secure group communication. NICE arranges set of end hosts into a

hierarchy. The hierarchy implicitly defines data path. Each member maintains soft state

information about other hierarchically nearer members and has only limited knowledge

about other members. In NICE, all members belong to Layer 0. Members are grouped

into clusters with size K and 3K where K>1. For each cluster, one of the cluster members

acts as a leader and enters into higher layers. A member is part of L,, if it is leader in all

Lj.j levels. A cluster leader has minimum maximum distance from all of its members. A

host belongs to only a single cluster at any layer. If a host is not present in layer U, it

cannot be present in any layer L,, where j>i. For a group size N, and cluster size K, there

can be at most logi<N layers. Each member maintains information about every other

member of its own cluster in all of its layers.

NICE [15-17] constructs an overlay tree, before it clusters the group members and

arranges them into a hierarchy. NICE constructs an overlay tree based on the underlying

network topology. Next, it uses a clustering protocol to group the members into clusters

of size K to 3K-1, where K is a constant by traversing the overlay tree bottom up. This

clustering is basically to reduce the depth of the tree and to keep control overhead cost to
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be constant. As the cluster size increases, unicast with in the cluster may increase. NICE

[15-17] does not give flexibility to the joining member, to choose its leader.

Member Join: When a new host joins the multicast group, it must be mapped to

some cluster in layer First, it contacts the RP with its join query. The RP responds with

the hosts that are present in the highest layer of the hierarchy. The joining host then

contacts all members in the highest layer to identify the member closest to it. Once a

nearest host (CLj) is found in a layer, the joining host contacts all child members of CL,

in (i-1) layer, to identify the member nearest to it. This process is repeated till it gets a

cluster to join as a member.

Member Leave: When a host leaves the multicast group, it sends a Remove

message to all clusters to which it is joined. This is a graceful-leave. However, if host H

fails without being able to send out this message, all cluster peers of H detects this

departure through non-receipt of the periodic HeartBeat message from H.

Cluster Split and Merge: A cluster-leader periodically checks the size of its

cluster, and appropriately splits or merges the cluster when it detects a size bound

violation. A cluster that just exceeds the cluster size upper bound, 3k-1 is a split into two

equal-sized cluster. Subsequently, an equal-sized split would create two clusters of size k

each. However, a single departure from any of these new clusters would violate the size

lower bound and require a cluster merge operation to be performed.

2.5.5 CAN - Content Addressable Network

CAN[18-19] is designed for large groups. While other methods are towards data

dissemination initiated from a single source, this method also tries to achieve interactive

group games. CAN[18-19] maintains a logical d-dimensional co-ordinate space, with no

relation to physical co-ordinate system or network topology. The entire co-ordinate space

is dynamically partitioned among all the nodes. Every node, owns its individual unique

zone with in the overall space. The new node must find a node already in the CAN[18-

19]. Using the CAN[18-19] routing mechanism, it must find a node, whose zone will be

split. The neighbors of the split zone must be notified so that routing can include the new

node.

Member Join: To find a zone, new node randomly chooses a point (x,y). It sends

join request destined for point (x,y). This message is sent into the CAN via any existing
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CAN node. Each CAN node then uses the CAN routing mechanism to forward the

message, until it reaches the node in whose zone (x, y) lies. This current occupant node

then splits its zone in half and assigns one half to the new node. Having obtained its zone,

the new node learns the IP addresses of its coordinate neighbor set from the previous

occupant. This set is a subset of the previous occupant's neighbors, plus that occupant

itself. Similarly, the previous occupant updates its neighbor set to eliminate those nodes

that are no longer neighbors. Finally, both the new and old nodes' neighbors must be

informed of this reallocation of space. Every node in the system sends an immediate

update message, followed by periodic refreshes, with its currently assigned zone to all its

neighbors. These soft-state style updates ensure that all of their neighbors will quickly

learn about the change and will update their own neighbor sets accordingly.

Member Leave: When nodes leave a CAN, the zones they occupied are taken

over by the remaining nodes. The normal procedure for this zone take over is for a node

to explicitly hand over its zone and the associated (key, value) database to one of its

neighbors. If the zone of one of the neighbors can be merged with the departing node's

zone to produce a valid single zone, then this is done. If not, then the zone is handed to

the neighbor whose current zone is smallest, and that node will then temporarily handle

both zones.

2.5.6 Bayeux

Bayeux [12] is an efficient, source specific, explicit join application level

multicast system. It uses Tapestry [12], an application level routing protocol. Each

Tapestry node has names independent of their location and semantic properties, in the

form of random fixed length bit sequences represented by a common base (e.g., 40 hex

digits represented by 160 bits). Bayeux uses four types of control messages in building a

distribution tree - JOIN, LEAVE, TREE and PRUNE. A member joins the multicast

session by sending a JOIN message towards the 'Root'. 'Root' replies with a TREE

message. The actual paths taken by JOIN and TREE are different due to asymmetric

nature of Tapestry unicast routing. When a router receives TREE message, it adds the

new member node ID to the list of receiver node Ids that is responsible for, and updates

its forwarding table. LEAVE message from an existing member triggers a PRUNE
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message from the root, which trims from the distribution tree any routers, whose

forwarding state become empty after LEAVE operation.

Member Join: When a node with Id 1250 tries to join multicast session where

node 7876 is the root, a JOIN message from node 1250 traverses nodes xxx6, xx76, x876,

and 7876 via Tapestry unicast routing, where xxx6 denotes some node that ends with 6.

The root 7876 then sends a TREE message towards the new member traversing the nodes

xxxO, xx50, x250 and 1250, which sets up the forwarding state at intermediate

application-level routers. Note that while both control messages are delivered by

unicasting over the Tapestry overlay network, the JOIN and TREE paths might be

different, due to the asymmetric nature of Tapestry unicast routing. When a node receives

a TREE message, it adds the new member node ID to the list of receiver node IDs that it

is responsible for, and updates its forwarding table. For example, consider node xx50 on

the path from the 'root node to node 1250. Upon receiving the TREE message from the

root, node xx50 will add 1250 into its receiver ID list, and will duplicate and forward

future packets for the multicast session to node x250.

Member Leave: A node that leaves the overlay, informs the root by sending a

LEAVE message. A LEAVE message from an existing member triggers a PRUNE

message from the root, which trims from the distribution tree any routers whose

forwarding states become empty after the leave operation.

2.5.7 TAG - Topology Aware Group Communication

TAG [22] uses information about path overlap among group members to

construct the overlay tree. In TAG each new member of multicast group, determines the

path from the root to itself and finds out its parent and children by partially traversing the

overlay tree. TAG proposed complete path matching algorithm, where in a new node

selects one as its parent, which shares the maximum common path with it. Each TAG

node maintains a Family Table, with information about its parent and children. The path-

matching algorithm traverses the overlay tree from root down the children, matching the

paths from the 'root to new node' with the path from 'root to TAG node'. It considers

three mutually exclusive cases. Let N be a new member wishing to join and C be the

node being examined. Then the three cases are 1. There exists a child A of C, whose path

is a prefix for the path N, with the condition that the path length of N > A > C. In this
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case N chooses node A, and traverses the sub-tree rooted at A. 2. There exist children As

of C, who have the path of N as the prefix, in their path. In this case, N becomes child of

C, with all A, as its children. 3. In case, there's no child of C satisfying the cases 1 or 2, N

becomes the child of C. As an optimization method, TAG [22] proposed partial path

matching algorithm, where in, instead of matching the complete path of a new member, a

predefined number of elements in the path are matched. This helps reduce the depth of

the tree.

Member Join: A new member joining a session sends a JOIN message to the

main sender S of the multicast session (the root of the tree). Upon the receipt of a JOIN, S

computes the 'spath' (shortest path), to the new member, and executes the path-matching

algorithm. If the new member becomes a child of S, the FT (family tree) of S is updated

accordingly. Otherwise, S propagates a FIND message to its child that shares the longest

'spath' prefix with the new member 'spath'. The FIND message carries the IP address

and the 'spath' of the new member, and is processed by executing path matching and

either updating the FT, or propagating the FIND. The propagation of FIND messages

continues until the new member finds a parent.

Member Leave: A member can leave the session by sending a LEAVE message

to its parent. A LEAVE message includes the FT of the leaving member. Upon receiving

LEAVE from a child, its parent removes the child from its FT and adds FT entries for the

children of leaving child.

2.6 Conclusions

hi this chapter we have looked at different Application Layer Multicast protocols. We

analyzed these protocols and could classify them based on properties like a) the topology

they create - tree, mesh, hierarchy etc., b) kind of algorithm they use like centralized,

distributed etc., and c) based on their awareness of network topology. While we could

classify the protocols and explain them in this chapter, we simulated these protocols and

compared their performances and time complexities of the algorithms along with our

proposed protocol 'Appcast' in chapter 3.
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Chapter 3

Appcast - An Application Layer Multicast Protocol

In this chapter, we propose a new Application Layer Multicast Protocol called Appcast.

The existing protocols we described in chapter 2 follow two steps to achieve multicast

capability. 1. Arrange receivers into an overlay network of uni-cast connections and 2.

Construct efficient data distribution trees over this overlay network to distribute data. At

the heart of Application Layer Multicast protocols is the overlay topology they create.

The topology is created as members/hosts join the multicast group. Application Level

Multicast topology building algorithms define a definite relationship among the

participating members and thereby create topologies like tree, mesh, hierarchy etc. The

relationship can be parent-child, host-neighbors, cluster member cluster leader etc.

While many Application Layer Multicast Protocols are not topology aware as explained

in chapter 2, in Appcast we exploit the topology information to better align the overlay

topology with the underlying network topology. We also consider exploiting the

broadcast nature of the media, which is shielded by TCP/IP. In Appcast, we propose to

exploit this broadcast property by re-engineering the TCP behavior, by a method called

'multicast spoofing', which is an extension of'TCP Spoofing'. Section 1 of this chapter

introduces Application Layer Multicast Protocol. Section 2 describes the basic conditions

and method that Appcast follows to create overlay topology and distribute data over it.

Section 3 gives algorithms that create Appcast overlay satisfying the conditions laid

down in section 2. Section 4 is about optimizing the basic Appcast overlay creation and

gives the optimized algorithms. In section 5, we simulate Appcast overlay protocol and

other protocols and compare them. Section 6 describes the broadcast media and problems

of TCP over such media. Section 7 describes our approach 'multicast spoofing'. Section

8 gives performance improvement results and implementation details of 'multicast

spoofing'. Section 9 concludes the chapter.

3.1 Introduction

Each application level multicast protocol differs in how they arrange the hosts into

an overlay, manage it and distribute the data over it. To manage the tree, hosts in the

overlay keep exchanging information about their health at regular intervals. The overlay
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topology considers this overhead of exchanging information as control overhead and

every protocol tries to minimize it. The major goal of Application Layer Multicast is to

reduce the redundant movements of data on network links through the routers. The

number of links a packet crosses to reach all receivers measures whether this goal is

achieved by a protocol. The lesser the number of links a packet travels, the more efficient

the protocol is in terms of resource utilization like bandwidth, router processing and

memory. The overall efficiency of the overlay protocol is measured by two factors -

1.Stress and 2.Stretch. Stress is defined per host or per link as kthe number of duplicate

packets that a host sends or duplicate packets that travel over a link in an overlay'.

Stretch, also called as "relative delay penalty' is defined per pair of hosts i.e., source and

destination as the 'ratio between the number of hops a packet travels from source to

destination in unicast mode to the number of hops the packet travels in multicast'. In case

of IP Multicast, all links experience unit stress and every pair of hosts experiences unit

stretch (Chapter 2 gives more details on stress and stretch). Though Application Layer

Multicast protocols are not capable of achieving unit stress and unit stretch, they try to

balance stress and stretch. Protocols like Bayeux [12] and Scribe [14] are motivated by

Peer-to-Peer networks and arrange the hosts into overlay by logically assigning unique

number to each host, irrespective of their proximity relations in real underlying network

topology. Similarly CAN [18-19] and DTProtocol [11] arrange the hosts by assigning

each host a place in a geometric space. The performance of these protocols is heavily

taxed by their lack of awareness of underlying topology. The protocol NICE [15-17] is

motivated by secure group communication. It first arranges the hosts into a tree topology

and groups them into clusters by traversing the entire tree. This grouping is basically to

reduce the depth of the tree so that it can contain the control overhead as cluster leaders

only exchange infonnation instead of all hosts exchanging information with every one

else in the overlay. By doing so, it actually loses the multicast advantage, as

communication within a cluster is unicast i.e., larger groups increase the over all links a

packet travels to reach all receivers and smaller groups increase the tree depth and hence

the control overhead. So an efficient Application Layer Multicast protocols is one, that

takes few overall links to disseminate data to all group members, balances stress and

stretch and manages the overlay with less control overhead.
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3.2 Appcast Overlay Topology

In this section, we describe our proposed 'Appcast protocol' as an Application Layer

Mutlicast Protocol. Appcast creates an overlay topology that is common for all multicast

groups. The overlay topology is a tree topology with centralized algorithm to construct

the tree. Appcast depends on the topology information to create the tree as it exploits the

path redundancy between nodes while creating the tree. One of the nodes, preferably the

one owned by the network service provider acts a root node for the multicast tree. Unlike

other application layer multicast protocols, wherein every node acts as a routing node

also, we clearly demarcate the functionalities of the nodes. In our scheme, we have two

kinds of nodes, 1. End hosts and 2. Proxies. Proxies are the ones, who can actually route

the applications, where as the end-hosts are the ones which can be either source or

destination. In other words, in Appcast tree, proxies can have children, but end-hosts

cannot have the children. In all the proposed topology creation algorithms, we considered

nodes as proxy nodes only. The end-host nodes information need not proliferate through

out the topology and is local to each proxy.

3.2.1 Overlay Topology Creation

Every new proxy that has to join the overlay, contacts the root first. The root determines

to which proxy, this new member should get hooked based on the distance metric i.e.,

number of hops. The algorithms can work for other metrics also, like bandwidth, cost etc.

Root selects a proxy (p), as the parent of the new member (m) meeting the following

conditions. If such proxy is not found, root itself becomes parent to the new member.

l.D(R,m)>D(p,m)

The distance between root and new member is greater than the distance between

proxy and new member.

2. For all proxies Pi that satisfy condition 1, D(p,m)<=D(P,,m)

There can be more than one proxy satisfying the condition 1, and if so, choose the

ones which are nearer to the new member.

3. Path(Parent(p),m) contains Path(p,m)

The path between proxy and member is a prefix to the path between proxy's

parent and member. The path need not be shortest path.
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When a new member is about to join the group satisfying the above conditions will create

three cases. 1. A new member's arrival does not affect the overlay structure. 2. A new

member takes over its parent by reordering the parent-child relationship. 3. A new

member takes over its siblings as their parent.

Casel: A new member's arrival does not affect the overlay structure

In this case the new joining proxy Pn gets a P, which is very near to it. Introducing this

proxy into overlay does not affect rest of the tree structure. Figures 3.1a and 3.1b depict

this scenario. The figures 3.1a and 3.1b show a network with 8 routers and 3 proxies, in

which S acts as the root node and PI and P2 joined the overlay in that order. In this

scenario, the algorithm selects S (root) as the parent of PI and when P2 also selects S as

its parent, the overlay relation of S and PI remain unchanged.

Figure 3. la Appcast Topology - Casel Figure 3.1b Appcast Overlay

Case2: A new member takes over its parent by reordering parent-child relationship

The new joining proxy Pn in this case selects a P such that Pn is in the path of P's parent

and P. In this case as in figure 3.2 series, the algorithm first selects PI as the parent of P3

as per condition 1, but to meet the condition 3, it has to reorder the parent-child

relationship, i.e., P3 becomes parent of PI and child to S.
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Figure 3. 2a: Appcast Topology - Case2 Figure 3.2b: Before reorder Figure 3.2c: After reorder

Case3: A new member takes over its siblings as their parent

In this case, the new proxy Pn selects a parent P such that Pn is in the path of P and some

of the children proxies of P. In figure 3.3 series, P4 selects S as its parent and since P4 is

the child of S and is in the path of S and P3; P4 takes over as parent to P3.

Figure 3. 3a: Appcast Topology: Case3 Figure 3.3b: Before Taking over sibling

Figure 3.3c: After Taking over Sibling
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3.2.2 Appcast Tolpology Creation - A Low Stress and High Stretch Overlay
Protocol

In this section, we describe the algorithms that create the overlay topology satisfying the

conditions and cases discussed in section 3.2.1. Every new proxy willing to join the group

sends a join message to the root. The root invokes the function "FindNearestProxy"

which returns a proxy that is closest to the node. Root then calls "FindRelations" to fix

the relationship of the new joining proxy and others in the overlay tree satisfying the

conditions laid in section 3.2.1.

The well-known Dijkstra's algorithm [117] finds the shortest paths from a source

to a destination (vertices) or all destinations in a graph. Dijkstra's algorithm keeps two

sets of vertices. 1. The set of finished vertices and 2. Set of active vertices (active set). A

vertex is active if it has a temporary label and a finite distance but the investigation of the

vertex have not yet been finished. The algorithm terminates once the required destination

joins the first set, in case it has to find path between source and destination or once the

2nd set becomes null, in case it has to find paths between source and all destinations.

Dijkstra's Algorithm

Let V be set of n vertices in graph G representing the given network. S is the set of

vertices whose labels are permanent. Let V-S be the set of active vertices with temporary

labels. C[i,j] is the cost of edge between vertex i and vertex j. D[i] is the distance from

source node to the destination node i. Label|i| denotes the predecessor node to reach

node i. The pseudo code algorithm for finding shortest paths from a single source v0 to all

nodes in a network represented by graph G is as given below.
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Complexity of Dijkstra's Algorithm

The complexity of Dijkstra's algorithm [118] is based on two operations: 1.

Finding a node with minimum distance. This has a complexity of O(N) and 2. Changing

the labels with complexity O(m). These two steps are performed N times and so the total

complexity of the algorithm is O(N2)+O(mN).
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Appcast - FindNearestProxy Algorithm

This algorithm is written by modifying the above Dijkstra's Algorithm. The base

Dijkstra's algorithm finds shortest path between a source and destination. The algorithm

starts from the source node and keeps fixing the labels for intermediary nodes to reach

the destination node and terminates the algorithm once it reaches the destination. In our

case, the source node is the 'joining proxy' and destination node is the 'root'. The

problem of finding the nearest proxy turns out to be finding an intermediary node (this

node has to be proxy) in Dijkstra's algorithm while traversing from source to destination

via shortest path i.e., 'joining proxy' to 'root'. Apart from the two sets that Dijkstra's

algorithm keeps; we keep one more set of nodes i.e., set of all proxies. We change the

algorithm such that the algorithm terminates once it reaches any node that belongs to this

set. The pseudo code for this algorithm is given below.



Complexity of FindNearestProxy Algorithm

As said earlier, the complexity of Dijkstra's algorithm is based on two operations:

1. Finding a node with minimum distance. This has a complexity of O(N) and 2.

Changing the labels with complexity O(m). These two steps are perfomied N times and

so the total complexity of the algorithm is O(N2)+O(mN). In addition to this, in our

algorithm, we have to find whether the selected node with minimum index belongs to the

set of proxies. This has a complexity of O(k). These three steps are perfomied N times

and total complexity is O(N2)+O(mN)+O(kN).

3.2.3 Appcast Topology Management

In this section, we describe how Appcast, manages the overlay that it created keeping the

relationships of members intact, i.e., satisfying the conditions laid down in section 3.2.1.

The topology management has to take care of members leaving and links down, members

down etc., scenarios. The root keeps information of all proxies. Every proxy keeps

information about its parent and its children. Also, every proxy keeps track (heart beat) of

its children and parent. If any proxy is down, immediately, its children contact the root

and try to hook to the parent of the downed proxy. It is the root, which tells the children

about their new parent, keeping all constraints satisfied. Whenever, a new proxy joins or

leaves, few other proxies also will be informed by root to change their relationships, so

that the constraints are satisfied.
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Appcast - FindRelations Algorithm

Given below is the algorithm that takes care of all three cases whenever a new proxy

joins the overlay. This algorithm is invoked by 'root' after the algorithm

'FindNearestProxy'.

Appcast Data Movement

In Appcast, data can be flowed bottom-up and top-down across the Appcast

topology tree. To avoid loops, each node checks from which it received the data and

accordingly forwards to selective children and parent. Whenever a proxy receives data, it

checks from whom it received. If it received from it's parent, then it forwards packets to

all its children. If it received packet from one of its children (i.e., not parent), it forwards

the packet to its own parent and to all its children except the child from whom it received.
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Appcast - MulticastForward Algorithm

Every proxy in the overlay calls the following algorithm as and when it receives a piece

of information on overlay.

3.3 Appcast Algorithms
In this section, we give all the algorithms described above as a series. Following are the

notations used in the Appcast Algorithms.
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3.4 Appcast Optimization - A Balanced Multicast Overlay Protocol

In this section, we propose optimization to Appcast overlay creation and data distribution

by using two approaches. In the first approach, the performance criteria of any

Application Layer Multicast protocol like Stress and Stretch have been considered and

the protocol tries to optimize these criteria. In second approach, a publisher and

distributor approach is considered wherein a publisher is the one who can own and

originate and distribute the data, while the distributor is the one who just can keep

distributing the data without any right to originate the data. We describe both the

approaches in the following sections.

3.4.1 Appcast Optimization using Stress and Stretch Criteria

In Appcast described in section 3.3, a proxy joining the multicast group selects the very

first proxy that it comes across while finding the path from itself to the root. This

approach definitely ensures that the path length from the 'joining proxy' to the 'parent

proxy' is lesser than the path length from the 'joining proxy' to the 'root'. However, if we

take into consideration the actual path length from root to this new proxy (along the

proxies), the path would be lengthier.
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The performance results as in section 5, clearly show that Appcast uses very few

over all links/hops. At the same time, it also show the maximum application level path

lengths i.e., maximum stretch. To keep the stretch and stress at an optimum level, the

Appcast_optl algorithm is proposed. In this algorithm, a 'joining proxy'1 can specify how

many children (stress) it can accept and how much stretch (delay) it can bear. So the

algorithms described in section 3.2 are modified to accommodate the above optimization

for 'FindNearestProxy' and 'FindRelations' algorithms, while the 'Multi cast Forward'

algorithm remains same. Both the algorithms are modified to verify the 'stress' capacity

of the 'proxy' chosen by a joining node and 'stretch ' criteria chosen by the joining node

itself. The algorithm 'MulticastForward' does not require any modifications, as all

proxies are arranged into an overlay only after verifying their capacities and so at the

time of distributing the data, they need not be verified for the capacity.

Algorithm - FindNearestProxyOptl

NearestProxy FindNearestProxy_optl(graph G, node v0, node r, float acpt_stretch)

/* This algorithm finds a 'NearestProxy' that satisfies the stretch criteria imposed by node v(l,

and the stress criteria imposed by 'NearestProxy' */

f o n = 1 ton {D|i| = C[v,,,i] }

for i = 1 to n-1 {
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3.4.2 Appcast optimization using Publisher and Distributor proxies

In addition to the optimization given using the criteria like stress and stretch

specified by each proxy, a 'proxy' can also specify whether it is a distributor or a

publisher at the time of joining. A distributor is the one who can only distribute the data

and a publisher is the one who can originate as well as distribute data. The algorithm

ensures that all publishers are nearby and can proliferate the data faster onto every node

of the tree. Otherwise, if the publisher happens to be at the end of the tree, the data

originated from it will take long time to pass over all the nodes of the tree. Also, a

distributor cannot send the data to a publisher, whereas publishers can send data to any

one, including other publishers and distributors. Opt2 series of algorithms use this

concept.
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Data Distribution

Data can be flowed bottom-up and top-down across the Appcast topology tree.

Whenever a proxy receives data, it checks from whom it received. If it received from it's

parent, then it forwards packets to all its children. \f it received packet from one of its

children (i.e., not parent), it forwards the packet to its own parent and to all its children

except the child from whom it received. Since we differentiate proxies as distributors and

publishers, if receiver proxy is not a publisher, it cannot send data to its parent.

Distributors can distribute the data downwards, not upwards, as a distributor proxy can

never originate the data. With these differences the algorithm 'MulticastForward' is

changed as 'MulticastForward_opt2' algorithm.
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3.5 Comparative study

The protocols (CAN [18-19], Bayeux [12], DTProtocol [11] etc.,) that have no

knowledge of the underlying topology suffer poor performance and can help only in

sharing and distributing the load of the source across the members. The mesh based

protocols like ESM [1-2] and Yoid [20-21] suffer from control overhead O(N2) and are

not suitable for large groups. The tree and hierarchical topologies like HMTP [13], TAG
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[22] and NICE [15 -17] are able to contain the control overhead and at the same time

performing well. Following table shows the intuitive comparison metrics.

Table 3.1 Application Layer Multicast Protocol Comparison

3.5.1 Simulation and results

For comparison purposes we considered only TAG [22], NICE [15-17] and

HMTP [13] as our proposed protocol Appcast also is a tree based protocol. The figures

3.5, 3.6 and 3.7 show the overlay topologies created by them, when taken the network

shown in figure 3.4. Figure 3.8 shows the overlay created by Appcast. Rl,R2,R3....R10

represent routers and S,A1,A2...A5 nodes in figure 3.4. The order of joins of the nodes is

A3, A4, A5, Al and A2. Since TAG chooses its parent based on the longest path match

over shortest path from node to root, A3, selects A2 as parent, though Al is nearer to it.

Order of joins, matter a lot for the performance of HMTP. Since 'Al ' joined in the last, it

just took the one as its parent, which is nearer to it ie A3, without checking whether it is

on the way between S and A3. NICE groups nearby members into clusters and arranges

these clusters into a hierarchy.
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Figure 3. 6: NICE Figure 3. 7: HMTP Figure 3. 8: Appcast

We used Boston University's Network Topology generator - BRITE [77] to

simulate our experiments. BRITE generates different kinds of network topologies based

on the models - Flat Router Level models (Router Waxman, Router BarbasiAlbert); Flat

AS Level models (AS-Waxman, AS-BarbasiAlbert) and Hierarchical models (Transit-

stub, tiers). First, we generated 100 nodes in AS model and assigned 20 hosts to these

nodes. In this experiment, HMTP [13] showed higher stress and lower stretch. TAG [22]

showed even more higher stress and less/no stretch. NICE, with cluster members fixed to

3, almost showed similar result like HMTP. Similar experiments have been conducted on

network topology with 1000 nodes and with varying group memberships of hosts. Figure

3.9 shows hop comparison, figure 3.10 shows application level hops comparison; figure

3.11 shows stretch comparison and figure 3.12 shows the stress comparison of unicast,

NICE, Appcast, HMTP and TAG.
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Appcast used overall less hops followed by HMTP and TAG used almost similar

hops like unicast. This is because - TAG node will select a parent, which has maximum

overlapping shortest path with it. In other words, TAG does not look into alternative

paths. This makes most of the nodes select the source itself as their parent i.e., very few

nodes get nodes other than source as parent.

Figure 3. 9: Hops Comparison

Figure 3.10: Application Level Hops Comparison
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TAG showed application level hops almost similar to unicast, as TAG does not look into

alternative paths. NICE [15-17], while showing less over all hops compared to TAG,

showed the higher application level hops compared to TAG and HMTP. This is because,

with in clusters, NICE uses normal unicast among the cluster members and clusters

leaders. As the group size increases, application level hops increase tremendously for

NICE. Appcast is the one, which used the less number of hops. However, it is the one,

which used maximum application level hops. This is because; it does not use any

mechanism to control the tree depth. For this reason, an optimized version of Appcast

protocol has been proposed, in which each joining host can specify the stretch parameter

- the ratio between unicast hops and application level hops. As far as stretch is

concerned, TAG showed less stretch and Appcast showed high stretch. NICE showed less

stress and TAG showed high stress.
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3.6 TCP/IP Over Satellite

The paper [53] described issues and pitfalls of satellite-based systems. Very Small

Aperture Terminal (VSAT) networks are well known for delivering broadcast mode

traffic. By nature broadcasting via satellite is simpler than for terrestrial networks, which

are point-to-point networks. The wide range of content delivery supported by satellite

clearly illustrates the versatility of this medium. The delivery of high-speed and

interactive data via satellite has its own unique problems [53]. Geo-stationary satellite

systems have a fixed round trip delay of 600ms that cannot be avoided. TCP/IP allows

certain amount of data limited by window size, without an immediate acknowledgement

from the receive end [57]. For a satellite link with round-trip delay of 0.8 seconds and

bandwidth capacity of 1.54 Mbps, the theoretical optimal window size is 154 Kbytes,

which is far higher than the maximum allowed TCP window size of 64K. TCP requires a

three-way handshake between sender and receiver, before actual data start passing the

network [55] i.e., three control packets should be exchanged between sender and receiver.

For a satellite network with 600ms round-trip time, 1.8 sec is required for every

communication session before the first data packet is exchanged.

To maximize bandwidth utilization in a satellite network, TCP needs a much

larger window size. A new TCP extension, or TCP-LW for "large-window" [59], has

been defined to increase the maximum window size from 216 to 232, allowing better

utilization of links with large bandwidth delay products (bandwidth x delay). To obtain
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good TCP performance over satellite links, both sender and receiver use a version of TCP

that implements TCP-LW. Transaction TCP, or T/TCP [55,63], is an extension to TCP

designed to make 3-way handshake more efficient. T/TCP does this by bypassing the

three-way handshake and slow start, using the cached state information from previous

connections. Although T/TCP is designed mainly for short client-server interaction

applications, it can be used to reduce the impact of latency on the beginning of a TCP

connection.

TCP spoofing is another mechanism devised to increase the satellite performance

using TCP/IP. In TCP spoofing as shown in figure 3.13, an intermediate gateway (usually

at the satellite uplink) prematurely acknowledges a TCP segment without waiting for the

actual acknowledgment from the receiver [53]. This gives the sender the illusion of a

low-latency network so the TCP slow start phase can progress more rapidly. The

intermediate gateway buffers segments in transit. When the actual acknowledgment from

the receiver arrives at the gateway, it is suppressed to prevent duplicate acknowledgments

from reaching the sender. When receiver's acknowledgment never arrives and the

gateway times out, it retransmits the lost segment from its local buffer.

Figure 3.13: TCP Spoofing
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3.7 Multicast Spoofing

Satellite communication has a property of more inward capacity and less upward

capacity at remotes coupled with high latency, i.e. a VSAT can receive more data than it

can send. Sometimes even sending an acknowledgment can prove costly. Since Satellite

communication is reliable, a mechanism called "TCP Spoofing" [55-59] (also explained

in section 2.2.3.2) has been devised such that the sender keeps sending data without

waiting for the actual acknowledgments arrive.

In TCP spoofing, an intermediate gateway (usually at the satellite uplink) prematurely

acknowledges a TCP segment without waiting for the actual acknowledgment from the

receiver. This gives the sender the illusion of a low-latency network so that TCP slow

start phase can progress more rapidly. The intermediate gateway buffers segments in

transit. When the actual acknowledgment from the receiver arrives at the gateway, it is

suppressed to prevent duplicate acknowledgments from reaching the sender. We extend

the 'TCP spoofing' behavior to the needs of multicasting as described in next paragraph.

The Approach

Applications that use IP Multicast assign a common IP multicast address and port

number at which all clients (receivers) keep listening for the sender (server) to send

information. This requires client application software to be aware of the multicast

capability and write the code specifically with multicast API i.e., the software on clients

in multicast mode and on clients in unicast mode has to be different. Also, many

application developers are not aware of the multicast techniques (a network

specialization) and seldom show any interest to develop such applications. Commercial

high-speed multicast applications confined to general applications like audio and video

distribution and are controlled mainly by satellite communication vendors like Hughes.

Our aim is to develop a methodology that simplifies the multicast application

development exploiting the broadcast nature of the media. In next chapter we show exact

applications like a) 'file push service' which pushes a static file to all recipients, b)

'database replication service' which pushes a XML file that contains both data and events

to recipient databases for the databases to take action against the data sent based on the

events and c) 'auction service' which pushes the bid quotes to all recipients in broadcast

mode and receives responses in unicast mode. Information is pushed on to the recipients
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in either multicast or unicast mode based on the media through which recipients are

connected to sender. Recipients need not use separate software, however they inform the

sender of their media. All these applications are designed on standard Internet Protocols

like HTTP, SMTP etc with SOAP [47-49] as wire protocol.

We modified the concept of "TCP Spoofing" to suit our requirement such

that the gateway behavior is implemented at sender and receiver. We allocate a multicast

address common to all the receivers. We implement multicast over normal TCP using

"TCP Spoofing". The sender keeps sending information to the multicast address in

unicast mode only. At the sender, the gateway itself generates acknowledgement packets

with the source IP address of the receiver, without actually receiving them over wire as

shown in figure 3.14.

r
Gatewav TCP Stack

Dest
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At the receiver, the gateway rewrites (spoofs) the destination multicast address as

the receiver's address before handing it over to the TCP layer. It also suppresses the

acknowledgements. This way the sender keeps on pumping data packets and its assumed

that all packets reach the receiver. In future this can be modified, such that one of the

receivers only acknowledges the packets, to ensure that all packets reach the receivers.

The steps required at the sender side and client side to receive data in multicast mode

are as given below.

Server: At server the following events take place to send data to receivers.

a. The sending application sends the information at URL

http:\\service.com\filepush.

b. The URL is converted to an IP address whose incoming packets can be

received by all recipients connected through the broadcast media.

c. The TCP stack at sender sends the packets as usual.

d. The gateway software generates a spoofed acknowledgement of the packet

sent and sends back to the TCP stack.

e. TCP stack after receiving the acknowledgement releases the next packet.

f. The above process is repeated till all the packets are sent.

Receiver: At receiver the following events take place to receive data.

a. Receiver sets up a web service at the URL http:\\service.com\filepush on its

own machine. This webservice can receive the information sent by the server.

b. Receiver gateway rewrites the packets destination IP address with its own IP

address and hands over the packet to the TCP/IP stack of the receiver.

c. The service at receiver behaves as if the information has arrived in unicast

mode.

d. The TCP/IP stack at receiver replies with an acknowledgement to the packets

it received.

e. The gateway software at receiver suppresses those acknowledgments.

Both sender and receiver follow the above steps. While the gateway software

takes care of rewriting the packets, generating and suppressing the acknowledgments; the
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application software is just not aware of the fact that they are in multicast mode i.e.,

application developers need not worry about the network specialization.

With the above multicast spoofing method available at proxies connected through

broadcast medium, our proposed Appcast protocol creates topologies with both unicast

and broadcast links as shown in figure 3.15.

Figure 3. 15: Appcast overlay with unicast and broadcast links

3.8 Simulation and Performance Results of 'Multicast Spoofing'

We simulated the satellite environment on an Ethernet LAN with 3 computers out of

which one acted as sender and two as receivers. We used ndis3NT software written by

Dan Lanciani, on windows 2000, which allows altering the packets before and after

TCP/IP stack. Below we describe the crucial API provided by this software.

1) nd_send_to_tcp(int unit, char *data, int len, int hlen)

This function sends a frame to MSTCP just as if it had been received from the network.

The len is the total length of the frame and hlen is the hardware header portion (e.g., 14

for Ethernet and emulations thereof)-
2) nd_send_as_tcp(int unit, char *data, int len)

This function is identical to nd_send_pkt except that ndis3pkt's tcp/ip multiplexor treats

the frame as if it had been generated by MSTCP.

The ACCESS_FLAG_TUNNEL flag is applied to ndaccesstype in the typelen

argument. It indicates that the handle is to receive any packets that MSTCP sends on the

interface. Only one handle on each interface can be opened in TUNNEL mode. As long
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as such a handle is open, MSTCP's normal reception of packets is blocked (i.e., it

receives packets only from nd_send_to_tcp) and all packets mat it sends are intercepted

and rerouted to the handle. When the handle is released, MSTCP operation returns to

normal.

The ACCESSFLAGASMSTCP flag is applied to ndaccessjype in the typelen

argument. It indicates that, for purposes of ndis3pkt's tcp/ip multiplexor, received frames

are treated as if they were destined for MSTCP.

A typical Win32 intermediate filter would create two handles, one with

ACCESS_FLAG_TUNNEL and one with ACCESS_FLAG_ASMSTCP. It would read

from the first handle, apply any desired changes to the output packets, and then forward

them to the network with ndsendastcp. It would read from the second handle, apply

and desired changes to the input packets, and then forward them to MSCTP with

nd_send_to_tcp. Entire packets can, of course, be added or deleted from the stream.

We kept the delay as 250ms for regular sender to receive the acknowledgement, just to

emulate the satellite environment i.e., receiver sends acknowledgement only after 250ms

of receiving a packet from sender. We calculated throughput (bytes transferred per sec) in

two cases - 1) with regular sender and 2) with spoofed sender. At the time of spoofing,

we generated spoofed acknowledgements at sender and suppressed the actual

acknowledgements at receiver itself. As the spoofing is at TCP stack level, packets can be

sent transparently by any application. We sent packets of size 1500bytes using FTP

protocol. We calculated the actual throughput, when we sent 200, 400 up to 2000 packets.

The graph shows that throughput is less when few packets have been sent and is

stabilized as number of packets grew in case of 'Regular Sender'. This is due to TCP's 3-

way handshake mechanism. But in case of 'Spoofed Sender', throughput remained

constant almost.
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Figure 3.16: Throughput Analysis of Multicast Spoofing

3.9 Conclusions

The proposed application level multicast protocols basically differ in the overlay

topology creation and distribution of data over the same. While studying the existing

protocols, it has been found that mesh based systems are complex to maintain and tree

based systems give good performance and less control overhead. In both the tree-based

systems i.e. TAG [22] and HMTP [13], new joining node traverses the tree from root,

down the children. While TAG is relying on shortest path, HMTP relies on shortest

distance. These features some times may lead to overlapping links. We proposed a new

method that allows the joining node to select a parent, which is on its way to the source.

This chapter also described about problems faced using TCP in a satellite

environment. TCP indeed deteriorates the actual capacity of a satellite link because of its

window size, 3-way handshake etc. Failure of TCP over high bandwidth capacity with

long latency clearly shows that TCP was not designed for a reliable and high-speed

network. We found that spoofing is indeed beneficial for large file transfers. Spoofing's

benefit to web servers and other content providers may be significant. In chapter 4, we

show how we designed applications on Appcast that can cater information both in unicast

and multicast mode, without any special effort from the developer to develop multicast
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applications. On the proposed new topology-building algorithm, we use SOAP [47-49] as

application level transport mechanism and implement applications like Mass Information

Push, Database Replication and E-Auctions. Chapter 4 gives details of these applications

and application architecture with comparison to other architectures.

62



Chapter 4

Efficient Multicast E-Services over Appcast

In this chapter we show the design and development of multicast applications on the

overlay created using the Appcast protocol in chapter 3. While chapter 3 focused on

overlay creation, this chapter focuses on multicast application development. We show

three kinds of applications: 1. Mass File Push is a static file transfer application that

pushes files at regular intervals to the members of the overlay. 2. Database Replication is

an XML file transfer application, which carries events and actions in the file and the

members after receiving the file take actions at their end on their databases. 3. E-Auctions

is an auction application that is interactive with the quotes and products information

pushed on to member terminals in multicast mode and the individual bids for products by

each member is carried back to e-auction server in unicast mode. We propose to use

HTTP, SMTP and FTP as transport protocols; SOAP [18-19] as middleware and XML

data exchange language in our design and development of these applications. Section 1

introduces the multicast application development and the middleware. Section 2 gives the

generic multicast application development architecture over Appcast. Section 3 describes

how the three applications listed earlier are implemented. Section 4 concludes the

chapter.

4.1 Introduction

Applications are not able to exploit broadcast media property and reduce redundant

packets' movement over network as the applications are written in unicast mode due to

much complexity of multicast application programming support. In the paper titled

'Broadcast News' the author John Hunt explained how to write multicast applications.

Below is the method of writing multicast applications in which a multicast server is set up

that keeps sending data at regular intervals and clients are set up to receive the data sent

by server. Both server and clients are set up using native TCP/IP socket programming in

Java [76].
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The MulticastServer

A multicast server can send data to a group of clients. Following steps show how to set

up a multicast server.

1. Get an I net Ad dress for the group.

2. Create a MulticastSocket object on a specified local port.

3. Create a DatagramPacket object containing the data to be sent, the host and port.

4. Send the packet to the multicast socket to broadcast it.

5. Loop back to step 3.

The ClientListener

The client listens for receiving the multicast server data. Following steps show how a

multicast client can be set up.

1. Get an InetAddress for the group.

2. Create a MulticastSocket object on a specified local port.

3. Join the multicast group.

4. Create a DatagramPacket containing a byte array into which the client will

receive the data broadcast.

5. Call receive() to wait for a packet.

6. Query received datagram packet for the data sent.

7. Loop back to step 5.

The above-explained IP multicast is a very powerful and efficient way of broadcast

information quickly and effectively to a large number of listeners (which may be

changing dynamically). It does not tie the server to the clients or the clients to the server.

Indeed the server could change and the clients need never know. Also, the clients can

broadcast data, which cannot be controlled. It has its limitations, including being not

available in every environment.

We are aiming at removing the programming complexities. For example, developer

need not be aware of the multicast programming. He just develops the application as a

normal unicast application. However, at the time of deployment the application can take

advantage of the multicast based on the infrastructure available.
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4.1.1 SOAP

To develop applications on any network or system, the developers require some kind of

API - Application Programming Interface. Traditionally, sockets have been the interface

between transport layer (TCP/IP) of underneath network and the application above the

network. The Application Layer Multicast protocols discussed in chapter 2 built their

own programming interfaces on top of TCP/IP using sockets. As the protocols like

HTTP, SMTP and FTP on top of TCP/IP becoming the ubiquitous standard applications

across enterprise, we look for a programming interface that uses these protocols i.e.,

instead of using low-level TCP/IP sockets, the high level protocol API of HTTP, SMTP

etc are preferred. SOAP - Simple Object Access Protocol is one such protocol, which

started gaining importance. In this section we describe SOAP and its evolution as

middleware.

Introduced in 1999, specifying how to use XML and HTTP as an RPC like

infrastructure, SOAP provides a standard object invocation protocol built on Internet

standards, using HTTP/SMTP/FTP as the transport and XML for data encoding. SOAP

[18,19] evolution into middleware classifies it into the Service Oriented Middleware as

described below.

a) POM - Procedure Oriented Middleware: Enables the logic of an application to be

distributed across the network. Program logic on remote systems can be executed as

simply as calling a local routine. Remote Procedure Call packages from Sun RPC[15],

DCE 1.1 RPC[16], Microsoft RPC fall into this category.

b) MOM - Message Oriented Middleware [17]: Provides program-to-program data

exchange, enabling the creation of distributed applications. MOM is analogous to email

in the sense it is asynchronous and requires the recipients of messages to interpret their

meaning and to take appropriate action. IBM MQSeries, Microsoft's MSMQ, .IMS

are examples of this type.

c) OOM - Object Oriented Middleware: Enables the objects that comprise an application

to be distributed and shared across heterogeneous networks. CORBA[10] from OMG,
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DC0M[12] based on Microsoft's COMpl], Java RMI [14] fall into this category. A

good comparison of all these methods from a developer perspective can be from [13].

d) SOM - Sen'ice Oriented Middleware 119,20]: Enable the application services interact

with each other. SOAP is fast becoming the standard for this application service

oriented architecture.

SOAP is much flexible, giving application developers to choose any application protocol

like HTTP, FTP, SMTP as the wire protocol. Developers use SOAP along with other web

services protocols like WSDL (Web Services Definition Language) and UDDI (Universal

Description, Discovery and Integration).

Web Services Definition Language (WSDL)

WSDL standard is an XML format for describing the network services and its access

information. It defines a binding mechanism used to attach a protocol, data format, an

abstract message, or set of endpoints defining the location of services. Usually a service

provider creates Web services by generating WSDL from its exposed business

applications. A public/private registry is utilized for storing and publishing the WSDL-

based information.

Universal Description, Discovery and Integration (UDDI)

UDDI defines the standard interfaces and mechanisms for registries intended for

publishing and storing descriptions of network services in terms of XML messages. In

web services model, UDDI provides the registry for Web services to function as a service

broker enabling the service providers to populate the registry with service descriptions

and service types and the service requestors to query the registry to find and locate the

services.

4.2 Design and Implementation

As stated earlier our approach depends on SOAP, HTTP, FTP and SMTP, which are all

standard Internet protocols. Our aim is not to create any more protocols on top of these

for setting up broadcast services. We define "Producer Service" as the Server Service that

pushes the information, actions etc and "Consumer Service" as the Client Service that

keeps listening to receive the information, actions etc from "Producer Service". Apart

from the producer server and consumer server, we use one more component called
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"Registry", that acts as a directory of producers and consumers. Any interested consumer

can search this "Registry" and the consumer can subscribe to the service of his interest

and set up his own "Consumer Service" to consume the information that is received from

the "Producer Service". The "Registry" itself is a service like UDDI service that allows

producer services to advertise their service specifications. While this registry is a global

service, every producer service also keeps a registry containing the consumer

information.

4.2.1 Producer Service Registry Information

Every "Producer Service" gives the following details to the "Registry" to advertise its

service. The "Registry" service assigns a unique "Service Id" to identify the service.

Service ID: This ID is automatically generated by "Registry" system to identify

the service.

Name: Every service has to identify itself with user-friendly service name

that can easily be searched by the consumers. In our applications

the names are given like Getfile, GetAuction, GetTrans etc

Description: A detailed description of the service in normal plain text describing

how the service can be utilized, what can be done with the

information that the service delivers to consumer, how to set up the

corresponding consumer service to receive the information etc.

Started On: The Date from which onwards the service is available.

Schedule: Schedule of the service to push the information at regular intervals.

Broadcast Address: It is the network Broadcast address of the producer service.

URI: The URI (Uniform Resource Identifier) with which the "Consumer

Service" would be identified, i.e. consumers have to setup their

service as this URI only if they want to receive information in

broadcast mode.

Request Type: Type of the protocol using which the service pushes the information,

like HTTP, SMTP, and FTP etc.

Response Type: Type of the protocol using which the consumer service can send

response, like HTTP, SMTP, and FTP etc.
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WSDL: A file, that contains the Service Description Language written as

per the WSDL specifications.

Contact Address: Service Administrator's postal address.

E-Mail Address: E-mail addresses to which queries and responses can be sent.

Other Info: Any other information that the service likes to inform its consumers.

4.2.2 Consumer Service Registry Information

Consumers search for the "Producer Service" in the global "Registry" service, look at its

details, set up their corresponding consumer service and subscribe for it with the registry

maintained at producer. Following information for each consumer is kept at producer.

Service UniquelD: The Producer Service's ID, the consumer has selected.

ConsumerUniquelD: Generated automatically by producer system

Name: Name of the consumer / organization.

Broadcast/Unicast? Whether subscribing for Broadcast service or Unicast service?

Unicast Address: Unicast address to be used by "Producer Service" if the consumer

has subscribed for Unicast mode or if the information is lost while

sending through broadcast.

Contact Address: Consumer Service Administrator's contact postal address.

E-Mail Address: E-mail addresses for contact.

Other Info: Any other information that the "Producer Service" likes to know

about its consumers.

4.2.3 The Basic Steps
Below we show the steps involved for producer server and consumer server to

communicate within an Appcast environment.

1. The producer server publishes/advertises that it has set up a service - S, that

pushes information in XML form at regular intervals. It also advertises the

Service Description Language of the corresponding consumer service using

which the consumers can set up their service.
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2. It also advertises that it is on a broadcast medium and those who want to consume

this service on broadcast should set up service with the name URI -

Http://braodcastadress/servicename

3. The clients (consumers) who want to consume that service now can set up a

service - C such that it can receive the content sent by the server and in response

can send a mail or call an acknowledgement service hosted at producer.

4. The clients now can register with the service - S, giving their uni-cast IP address,

so that the server can resend the content in point-to-point model in case the client

could not send the acknowledgment.

5. If C has many clients further down on its broadcast network, it can simply make it

self as proxy service - P to S as shown below.

Figure 4.1 Proxy Chaining

6. P advertises the same and clients down P can set up their own services. Like this

the chain can go further down.

7. Those who are not on broadcast medium at any level of the chain can register

with the service as point-to-point communications.
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Figure 4. 2 Appcast Application Architecture

The figure 4.2 shows the flow of events. The events are as described below.

1. Producer advertises the service.

2. Consumers (1,2,3) set up their consuming services and register with the

"Producer Service".

3. Producer broadcasts the content to 1,2,3.

4. Consumers 1,2,3 send acknowledgements as a mail using standard SMTP

protocol or call "acknowledge service" hosted at producer.

5. Consumer 4 registers itself as unicast, and receives data using point-to-point

communication.

6. Consumer 4 sends acknowledgement as mail using SMTP or calls

"acknowledge service" hosted at producer.

4.3 Implementation

In all the examples of our implementation, we used the producer as the original

information provider. Consumers can subscribe to producer for their own consumption or

for distributing the information further down. We call these kinds of consumers as

distributors. The distributors are almost equal to producers except that they themselves
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cannot produce any content. Once distributors receive content from the original producer,

then only can they distribute further down. The following figure 4.3 depicts this scenario.

Figure 4. 3 Producer-Distributor-Consumer Hierarchy

4.3.1 Mass Information Push

The consumer can set up the "GetFile" consumer service from the information advertised

by the "Producer Server" such as the corresponding GetFile WSDL, the broadcast

address, Service's e-mail address and the UR1. The figure 4.4 depicts the design and

flow of "GetFile" service. The consumer contacts the registry of the producer, and

registers himself. Once it registers, a virtual directory will be created at the consumer

and a dynamic web service will be created at the consumer as per the producer's

specifications like the UR1, input parameters, output parameters etc and configures the

web service to receive the file at scheduled intervals. It allows the consumer to modify

his registration or unregistered also. The figure 4.5 shows the sequence of events for

registration.
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Figure 4. 4 GetFile Service

File Transfer Series: 1 ->2 ->3 ->4

The consumer can register either as distributor or just as a consumer. In case he

registers as a distributor, then the web service created at the consumer will be capable of

redistributing the file to the consumers down it.
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The producer gets the data file that has to be pushed, by calling the local

"GetData" procedure and gets all the URI of the consumers to whom it should push the

data, by calling "GetIP" local procedure. Then it calls the remote "FileTrans" procedure,

a web service hosted at consumer, which in turn calls its local "Getfile" procedure that

takes action (like storing) on the received file. The "Getfile" procedure checks whether

its distributor and if so, it repeats all the steps as the producer. The figure 4.6 shows the

sequence diagram show the file push events.
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Figure 4. 6 Sequence Diagram of GetFile

Setting up consumer service

To set up a consumer service, the consumer has to download the corresponding
WSDL file hosted at the producer. From the WSDL file, the consumer computer can
display the following wizard. Once the required fields are specified, a web service at the
consumer side is created automatically.

Figure 4.7 Getfile Wizard
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6.4.2 Database Replication

Just like the previous application, in this application, the consumer can set up a

"GetTrans" consumer service with the information advertised by the "Producer Server".

In our example, we just used a simple XML file as database transaction file that includes

database actions like 'add', 'update', and 'delete' along with data. Once the XML file

with all data and actions is received, the consumer acts upon the data using the actions

specified against its own database. Lot of work on standardizing the XML with database

events embedded is going on [19].

Figure 4.8: Database Replication Wizard
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6.4.3 Open Auctions

Participating in auctions is an interactive activity. The consumer has to establish 2

services, one through which he sets up his information receiving "Consumer Service",

and the other through which he views the information and sends the response.

Figure 4.9: Auction Service Wizard
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6.5 Advantages and Disadvantages of the model

Since our approach is at application level, we compare our method with other

application level broadcast approaches. Figure 4.11 clarifies the simplicity of our

approach. While protocols like Overcast [5]and Scattercast [3-4] had built some more

new protocols - Gossamer, Up/Down protocols etc on top of TCP/IP; Appcast relies on

its Appcast overlay on which SOAP is used as wire protocol.

V The receivers need not write applications especially for broadcast as in

traditional IP Multicast.

V No special infrastructure deployment is required as in Overcast [5] or

Scattercast [3-4].

V Customization wizards can be set up by commercial vendors such that

consumers can very easily set up consumer service without need to write a

code as all applications follow the standard protocols like SOAP, HTTP,
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SMTP etc. Using Proxy chaining is exclusively in the hands of network

administrators.

\ Controlling is very easy.

V No need to look into router level network outages etc, as all data loss and

resending is controlled by application level utilities like HTTP and SMTP.

V Appcast environment can be build incrementally.

x The model is taking advantage of "TCP Spoofing" which may not be

acceptable to all. But in a closed environment and between a parent and

just it's next level client node, this can be enabled without any problem.

x The model assumes that the communication between sender and receiver

is reliable. We are taking advantage of broadcast media between sender

and receiver of same network. On LANs and Satellite based WANs

communication media is reliable. If the sender and receiver are on

different networks, with so many networks in between, the communication

is just like point-to-point. And for this, the sender need not write

application separately.

x Though the source sends the information, it receives acknowledgements

from all receivers unlike in other multicast protocols. Since we use

application level features, unlike others, who control information-flow at

packet level and hence no application level acknowledgement.



4.4 Conclusion

Multicast push-services increase network efficiency. In our model, though we could

make the same application push the data in both unicast and multicast modes, we could

not actually install E-Service on consumer machine dynamically. We did the whole

experiments in our LAN environment and we wrote the consumer services separately for

each application as installable executables. We discuss below some issues in setting up

consumer services.

How to Set Up Consumer Service?

Normally setting up an E-service in a web-service paradigm is to receive a request and

send a response. Even the web sites behave this way. Majority of the times, the request is

just like a query, which is few bytes from the initiator and response is like sending a list

of results (may be huge data), which is from the service. The initiator need not be

connected always to Internet/network. However, the service must be always up listening

for the requests from consumers. In multicast, it is totally in contrast. The initiator

(producer) pumps large amounts of data. The consumers must always be up and

connected to network, listening for the service (producer) to push the data and the

consumers just send an acknowledgement as response.

Dynamic E-Service

How the consumers can set up the listening service? What do they do with the

information they receive? Unless there is some natural language, it is difficult to specify

these things. In general, the WSDL specifies only the input, output parameters, the

remote service names, the ports at which these services listen etc. But it cannot specify

how to act upon those parameters. But the service provider is aware of how to process the

input parameters and arrive at the result to send the response. So, here the service

provider informs the consumers, how to call its service. In multicast, it is different in that

the consumer should already be having the consumer service to which the producer can

push the information. Unless, all consumers set up their receiving services in same way,

the producer cannot push the information. So, he advertises the service definition in terms

of input and output parameters, just like in WSDL. However, the difference is that, in

normal course the consumers call the producer service and in multicast, the producer calls
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the consumer's service. The consumer has to set up its service dynamically by looking at

the WSDL.

E-Service Languages

As discussed earlier, WSDL is just like an Interface Definition Language. It cannot

describe the E-Service in totality. In a multicast environment, one needs a language that

is common on all platforms, such that once described, it can be implemented on any

platform. Work in this direction of describing a web service in XML and executing on

any platform has been described in [52]. It details on program statements, expressions,

variables etc. In our case of multicasting, this work may help if every consumer would

like to use the received information in similar fashion. This can be applied in case of

distributors, where in producer can program how the information be distributed. If so, the

producer can place the service in XL language [52], which the distributor can download.

Digital signatures can be used to authenticate the code. However, if the consumers would

like to use the received information in different fashions, then this will not help. The

producer can dictate what the consumer can receive, but not how to consume the same.

So, we feel that, the programming languages for the web services paradigm must vary

from simple to complex. For example, it should allow simple statements like below to

receive the office order, store it and display or mail it.

I
Receive Office Order From htlp://www.organization.com/orders/

Store Office Order In d:\folder

Display Office Order

Receive Office Order From http://www.organization.com/orders/

Mail Office Order admin@myoffice.com
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Chapter 5

Exploiting Query Redundancy

In this chapter, we present a new XPath [78] processor. Chapter 4 detailed how to

develop multicast applications on Appcast. Appcast uses XML [80] to exchange data and

SOAP [18-19] as middleware. XPath, short for XML Path language, is a querying

language used to select specific parts of very large XML documents. Many algorithms

have been proposed for processing multiple XPath expressions in the context of

streaming XML documents such as Xfilter[82], Yfilter[83], IndexFilter[85], Xtrie[86]

and CQMC[84]. But these algorithms do not handle backward axes like parent and

ancestor. XAOS[79] deals with XPath expressions with forward and backward axes. But

XAOS handles only one query at a time. As a result a document is parsed q times for a

set of q queries. In case of large documents, this parsing time goes out of bounds. More

over, research suggests that there is bound to be significant commonality among different

queries in a large-scale system. By exploiting this commonality we can reduce a lot of

processing and runtime memory consumption. In this chapter we present a method called

YALXP (Yet Another Light Weight Xpath Processor), to evaluate multiple queries, with

both forward and backward axes, in a single pass exploiting commonality among the

queries. YALXP is built upon XAOS algorithm. We make the following contributions in

this approach.

1. A concise representation of all XPath expressions, with out loss of information,

called combined x-dag, where all backward constraints in all the queries are

converted into forward constraints.

2. Procedure to create combined x-dag.

3. Data structure called combined matching structure that represents all the matches of

all XPath expressions in the document.

4. Method to evaluate Xpath queries using the above structures.

Section 1 introduces XML and its related processing languages like XPath, parser like SAX

[104] and DOM [91]. Section 2 surveys the algorithms proposed for efficient XPath

processing. Section 3 presents YALXP - Yet Another Light Weight XPath Processor
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proposed by us. Section 4 simulates YALXP, XAOS [79] and compares the results. Section

5 concludes this chapter.

5.1 Introduction

Search tools till date have insufficient capabilities to keep pace with the

information generated. Particularly getting right and relevant information has become a

nightmare. In this scenario, SDI - Selective Data Information Dissemination, a popular

concept used by libraries is gaining importance. In SDI, users register with servers that

are nearer to them with their interests - profile. Based on the profiles, the servers filter

right information and push the same to the user. Definitely, a centralized server cannot

scale up to the requirements of large number of users spread all over Internet.

Figure 5.1 Overlay

Overlays can help meet the requirement of distributing information to a large user

base on Internet, however, we have to devise ways to reduce the latency/delay introduced

by overlays. Figure 5.1 shows as an example of overlay. Stream processing (explained

below in detail) allows data to be processed as it streams in thereby not adding any delay

at processor side. Using overlays, we can register profiles with the servers nearer to the

consumers and these servers in turn send the combined profiles to the servers above

them. This profile grouping and sending can further go up the tree till the producer. Now,

when the producer sends info, this has to be filtered as per their profiles at each server at

lower levels of the tree, till it reaches the consumer. Data is exchanged in the form of

XML[80] in SDI systems and each profile is represented in the form of an Xpath[78]

query and we filter the information based on multiple profiles (queries), registered at each
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server. In following sub sections we deal with the fundamental concepts, notations,

functions etc of XML and its related technologies like XPath, DOM, SAX etc.

5.1.1 XML (Extensible Markup Language)

XML [80] is a simple and standard way to describe structured data. Markup is a way of

conveying metadata (that is, information about a dataset). A collection of this markup

that conforms to a defined syntax and grammar may be called a language. Markup

languages use string literals or tags to delimit and describe data. XML is extensible

because it involves a standard mechanism for defining new tags and their usage. The

XML markup describes the contents of the document, both through explicit descriptions

(the tag names and attributes) and through implicit structure (how the tags are nested

within one another). XML was developed by an XML Working Group formed under the

auspices of the World Wide Web Consortium (W3C) in 1996

Nature of XML

XML is a text-based format, making it a great solution for exchanging information across

platforms. In addition, XML can be extended to meet the needs. The extension

mechanism being standard, can be easily described to anyone-programmer or machine

who reads the data. A well-formed XML document can be used by any XML-enabled

system to provide the required information or transformations to the document.

Although XML was designed primarily for the Web, its usefulness extends

beyond the confines of a browser's window or an HTML page. XML separates data from

layout in a way that hides both the data source and the formatting from one another. It

does not matter whether the XML came from a database or from someone typing it in

Notepad; if the file is well-formed (that is, conforms to XML syntax rules), any XML

parser can read it. This is not always the case with other types of data exchange. Often, a

developer must deal with the back-end data structure in order to extract the data he or she

wants. With XML, data can be locally consumed, created, or modified from a logical data

structure that is independent of all back-end implementation. Multiple data sources may

feed data into a single type of XML structure, allowing seamless integration of disparate

systems. Because XML is plain text, this integration may take place through the Web via

HTTP.
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XML documents contain information about themselves—metadata. Well-

designed tags and attributes can be read, understood and used by both people and

computers. Document Type Definitions (DTDs) or XML Schemas [121] fomially declare

the type of XML document. XML can be transformed using the Extensible Style

Language (XSL) [119]. XSL is of two types of XSL: XSL for formatting and XSL for

data transformation. XML documents may be converted into a formatted, human-

readable document, or transformed into another data structure, including another XML

document with a different DTD. XML documents heavily use the concept of 'name

space' to uniquely refer to parts of XML documents. A namespace is a set of names in

which all names are unique. The members of a namespace can be referred to without

ambiguity through namespace-qualified names. Namespaces allow for shorter names and

help in processing XML documents without any name collisions.

5.1.2 XML Parsers

Document Object Model (DOM) and SAX (Simple API for XML) are the most

common parsers available in the industry.

Document Object Model (DOM)

The Document Object Model (DOM [91]) is a standard for programmatically accessing

the structure and data contained in an XML document. The DOM is based on an in-

memory tree representation of the XML document. When an XML file is loaded into the

processor, it builds an in-memory tree that correctly represents the document. The DOM

defines the programmatic interface (including the names of the methods and properties)

that should be used to programmatically traverse an XML tree and manipulate the

elements, values and attributes. When DOM is used to manipulate an XML text file, it

parses the file, breaks it into individual elements, attributes and so on. It then creates a

representation of the XML file as a node tree in memory. The contents of the document

may then be accessed and manipulated through the node tree using the DOM interfaces.
SAX

The "Simple API" for XML (SAX)[104] is an event-driven, serial-access mechanism that

does element-by-element processing. SAX works through callbacks: call the parser, it

calls methods that are supplied. A SAX parser reads the XML document as a stream of
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XML tags and genarates events such as starting elements, ending elements, text sections,

etc corresponding to various components of an XML document.

Difference between DOM and SAX

• DOM reads the entire XML document into memory and stores it as a tree data

structure where as SAX reads the XML document and sends an event for each

element that it encounters.

• DOM provides "random access" into the XML document where as SAX provides

only sequential access to the XML document.

• SAX is fast and requires very little memory, so it can be used for huge documents

(or large numbers of documents).This makes SAX much more popular for web

sites.

• Some DOM implementations have methods for changing the XML document in

memory where as SAX implementations do not have such methods.

• SAX parsers generally require one to write a bit more code than the DOM

interface.

• Limited API in SAX i.e., every element is processed through the same event

handler. One needs to keep track of location in document and in many cases store

temporary data.

• DOM is slow and requires huge amounts of memory, so it cannot be used for

large XML documents.

5.1.3 XPath

XML does not specify how data is transmitted over the wire and it does not specify how

data is stored. XML simply determines the format of the data. XPath [78], short for XML

path language, has been specified by the W3C for addressing fragments of an XML

document. XPath grew out of efforts to share a common syntax between XSL

Transformations (XSLT) [119] and Xpointer [120]. It allows for the search and retrieval

of information within an XML document structure. XPath is to XML as SQL is to

relational database systems. XPath uses a compact, path-based, rather than XML

element-based syntax. It operates on the abstract, logical structure of an XML document

(tree of nodes) rather than its surface syntax. XPath uses a path notation (like URLs) to

navigate through this hierarchical tree structure. This tree has 7 types of nodes.
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Root - corresponds to the root of the document.

Element - corresponding to each element in the document.

Attribute - corresponding to the each attribute of an element.

Namespace - corresponding to the namespace that the sub-tree of an element belongs to.

Processing Instruction - corresponding to each processing instruction.

Comment - corresponding to each comment.

Text - Corresponding to parsed and unparsed character data within each element.

Document Order

Informally, document order is the order returned by an in-order, depth-first

traversal of the hierarchical tree structure of an XML document. Within a tree, document

order satisfies a set of constraints. Given below is a sample XML document

Figure 5. 7: Tree (document-order) representation of the above XML document

Expression vs. Location path

An expression is the most general type of 'path' statement. Every XPath query is an

expression. An expression can evaluate to yield an object of 4 types - 1.Node-set

(unordered collection of nodes without duplicates), 2.Boolean (true/false), 3.Number (float)

and 4.String (sequence of UCS chars). An expression that returns only a node-set is called a
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location path. Each location path in turn consists of a series of location steps. A location

step looks as below.

Location step = Axis:: node-test [optional predicate]

Where predicate = location path and|or location path

Location path = location step / location step....

Location paths can be relative or absolute. Relative location paths consist of one

or more location paths separated by backslashes. Absolute location paths consist of a

backslash optionally followed by a relative location path. In other words, relative location

paths navigate relative to the context node. Absolute paths specify the absolute position

within the document. An absolute location path would then be:

/filesys/drive[@letter=lC']/folder[@name=lXML']

Using an absolute location path, the current context node is ignored when evaluating the

XPath query, except for the fact that the path being searched exists in the same document.

XPath Axis

The axis component of an XPath query determines the direction of the node

selection in relation to the context node. An axis can be thought of as a directional query. In

XPath, there are forward axes that only select nodes that are after the context node in

document-order and reverse axes that select nodes that are before the context node in

document order. For every reverse axis in XPath there is a corresponding forward axis thai

is symmetrical to the reverse axis.

The following pairs of axes are defined in XPath:

• Child I parent: The child axis selects all direct children of the context node, i.e. all

nodes directly contained in the context node. The parent axis selects the parent

node of the context node.

• Descendant I ancestor: The descendant axis selects all nodes in the subtrees

starting with the children of the context node, i.e. the children of the context node

and all descendants of those children. The ancestor axis selects all the nodes that

the context node is a descendant of, i.e. all nodes that are on the path from the

context node to the root of the document tree.

• Descendant-or-self I ancestor-or-self: This pair of axes is equivalent to the

descendant I ancestor pair, except that also the context node is selected.
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• Following-sibling I preceding-sibling: The siblings of a context node are all nodes

in the document tree that have the same parent node as the context node. The

following-sibling axis selects all nodes that follow the context node in document

order and that are siblings of the context node. The preceding-sibling axis selects

all siblings that precede the context node in document order.

• Following I preceding: The following axis selects all nodes that follow the context

node in document order starting with the first following sibling, i.e. the

descendants of all following siblings of the nodes selected by the ancestor-or-self

axis relative to the context node (including those siblings).

• Self: The self-axis is symmetrical to itself and selects only the context node.

• Attribute and namespace: These special axes are used for selecting the attribute

nodes of the context node and the namespaces in scope at the context node.

Following, following-sibling, preceding and preceding-sibling are also called as

horizontal axes because the elements corresponding to these axes are found al the same

level as that of the elements corresponding to the context node.

XPath Node-Test

The XPath node test does just what its name implies, i.e., it tests nodes to

determine if they meet a condition. By specifying the node name in the node test

component of the XPath statement, we limit the results so that only a single node is

returned. A node-test may be: a node name, "prefix:*" ,"text()" ,"node()" ,"processing-

instruction()" or comment() etc.

Predicates
A predicate acts as a further filter on the node set selected by the axis and node test.

This is optional in any location step. There is no restriction on one location step to contain

more than one predicate.

Abbreviated Syntax

hi order to simplify the representation of most frequently used syntactic fragments

of XPath, short notations are introduced in Xpath, like 1) V represents child. 2) attribute::

can be abbreviated to @. 3) // is short for /descendant-or-self::node()/. 4) A location step of

' . ' is short for self::node(). 5) Location step of".." is short for parent: :node()
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Core Function Library

XPath defines a core set of functions and operators that are classified into Node-

set, String, Boolean and number functions depending on the type of data they operate on.

Few examples are given below.

1. Count(/descendant::X) is a node-set functions that returns the no of nodes in the

argument node set.

2. Number() is a number function that converts the argument to number.

3. Starts-with() is a string function that takes two string arguments and checks to see if

first starts with the second argument.

4. not(boolean) is a bollean function that returns true if its argument is false, and false

otherwise.

Importance of Reverse Axes [102]

Current evaluation methods such as the one followed in DOM are very inefficient

when evaluating reverse axes such as parent and ancestor. The fundamental difficulty

caused by the reverse axes is that they incur bottom-up traversal in the document tree while

the tree is usually traversed in pre-order. In streaming environment, since seeking-back in

the stream is usually not allowed or very expensive, this difference (between the semantics

of the reverse axes and the restrict of pre-order traversal) seems to be conflicting. Though

theoretically it is possible to express every XPath query with forward axes alone (not using

backward axes), it would reduce the expressiveness of the XPath query language. More

over, reverse axes are important for the users. Firstly, it empowers the user to specify more

complex patterns. Without reverse axes, XPath queries can only specify tree patterns

(where the edges are of forward axis), while with reverse axes the pattern could be a graph

instead of tree.

The reverse axes are also very convenient for user to specify query that can fit

data of various DTDs or schema. For example, in the scenario of information

dissemination, it is very likely a query issued by the user will be applied to heterogeneous

data sources. For example, the query "//book[subject::="XMLM or

parent::pub="O'Reilly"]'\ which can be executed on both the following XML fragments,

cannot be expressed in single query with only forward axes.

<book>< subj ect>XML< /subj ectxsubj ee t>....< /subj ectx/book>
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<pub>0'Rexlly<book><subject>XML</subjectxsubject>.</subj eet>
</book></pub>

Approaches to handle reverse axes

Following are three principal options how to evaluate reverse axes in a stream-

based context: (proposed in [98]).

• Storing in memory sufficient information that allows to access past events when

evaluating a reverse axis. This amounts to keeping in memory a (possibly pruned)

DOM representation of the data.

• Evaluating an XPath expression in more than one run. With this approach, it is also

necessary to store additional information to be used in successive runs. This

information can be considerably smaller than what is needed in the first approach.

• Replacing XPath expressions by equivalent ones without reverse axes.

Our approach closely follows the third approach.

5.2 Existing XPath Engines

There are two approaches of processing XML documents namely, index-based and

navigation-based. Index-based approaches such as index-filter build an index over the

input XML document and probe the same for matching with queries. Most of existing

XML processing engines follow the other approach, i.e., navigation-based approach. In

this approach the queries are evaluated as the processor navigates through or parses the

input document. Proposed YALXP follows navigation-based approach.
Table 5.1 Existing XPath engines and their scope

*Single - Single-query processing system, Multiple - Multiple-query
processing system. All systems invariably handle forward axes.

The table 5.1 gives a list (though not exhaustive by any means) of existing work

done in the area of XPath processing. Xfilter[82], Yfilter[83], Xtrie[86] and Mtrie[87] do

not focus on backward axes. SPEX[101], XSQ[97][102], MQSPEX[92] and XAOS[79]

94



are streaming XML parsers that handle both forward and reverse axes. Apart from above

systems, several algorithms have been proposed supporting different fragments of XPath.

Substantial work has also been done to systematically assess time and space complexities

for XPath evaluation. The paper "XPath Query Evaluation: Improving Time and Space

Efficiency" [93] presents some improved time and space efficient algorithms on non-

streaming XML documents. The paper "On the Memory Requirements of XPath

Evaluation over XML Streams" [103] does the first formal analysis of the time and space

complexities and presents the minimal space and time requirements of XPath evaluation

on streaming XML documents. In this section, we give a brief introduction to different

approaches to XPath processing. We give a detailed description of XAOS as our method

is built upon the same.

5.2.1 Forward-only XPath Processors

In this section we describe XPath engines, which take care of only forward axes of

XPath.

5.2.1.1 Xfilter

Xfilter [82] is a benchmark for all the XML processing systems. Based on the

XFilter system, several filtering engines for the selective dissemination of information

(SDI) represented in XML have been proposed recently. These systems have focused on

efficient filtering of (relatively small) XML messages or documents according to

subscriptions expressed as XPath queries. The Xfilter system sets up the use of

deterministic finite automata for filtering of XML data and proposes a novel query index

optimizing state transitions of the DFAs: An incoming element label is used as key in a

hash of all element labels occurring in any subscription. In a hash table the states

(representing a step in the XPath expression) reachable from the current state by the

associated hash key are noted. For each such state s in the hash table of the incoming

element, all states corresponding to steps following the associated step of s in the

subscription are added to the appropriate hash table. For the average case this leads to a

very efficient selection of the state transitions in the DFAs. XFilter does not perform

multi-query optimization. CQMC (Continuous Queries for Mobile Clients)[84] modifies

Xfilter approach to exploit commonalities among queries.
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5.2.1.2 Yfilter

The optimization of multiple queries by sharing common prefixes is the principal

contribution of Yfilter [83]. To enable prefix sharing, an NFA is used instead of multiple

DFAs as in XFilter. Experimental evaluation shows a considerable lower processing time

compared to XFilter on large number of subscriptions. Furthermore, two optimizations

for the handling of predicates and nested path expressions (such as in la[blc]ld) are

proposed. Selection postponement delays the evaluation of value-based predicates until a

structural match is reached (thus avoiding the evaluation of predicates where no structural

match is reached for the remaining expression). Both optimizations are based on the

assumption that it is affordable to store possibly all nodes in a document for further

processing, an assumption invalid for unbounded streams. In YFilter, the authors argue

that their experimental evaluation shows that the cost for matching a subscription is no

longer the dominant cost if compared to parsing and further processing and thus no

further optimizations (e.g., to avoid the exponential complexity) is necessary.

5.2.1.3 Xtrie

Xtrie[86] decomposes complex, tree-structured XPath expressions (XPE) into a set of

simple and linear patterns (sub-strings) and indexes the sub-strings in a trie structure.

This trie facilitates detection of sub-string matches in the input XML data. Each sub-

string is a sequence of element names along some path in XPE tree, where each

consecutive pair of nodes is related by a "/" operator (without any "*" or "//").

Information about each sub-string of each XPE is stored in a sub-string table (ST). The

information in ST is used to check for partial matches. A matching algorithm using these

two structures does query evaluation.

5.2.2 Backward-Axis XPath Processors

Two methods (other than XAOS[79]) have so far been proposed that handle backward

axes on streaming XML. One is XSQ[97,102] and other is SPEX[101]. Both works have

similarities in their approach. In this section we give a brief description of the two and the

non-streaming backward-axis XPath processing engine Xalan.

5.2.2.1 XSQ

XSQ[97,102] system uses a pushdown transducer (PDT) - an abstraction of the input

query, to process the events that are generated by a SAX parser[104]. PDT is a pushdown

automaton with actions defined along with the transition arcs of the automaton. In the
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start state, the PDT is initialized. At each step, based on the next input symbol and the

symbols in the stack; it changes state and operates the stack according to the transition

functions. The PDT also does an output operation, which could generate output during

the transition enabling eager emission of output. PDT makes use of buffer to support

these operations. XSQ was later extended for reverse-axes. The extended XSQ addresses

a large segment of XPath and employed a totally new approach.

5.2.2.2 SPEX

SPEX-Streaming and Progressive Evaluation of Xpath [101] employs almost the same

mechanisms as followed by XSQ (forward-only), but addresses broader fragment of

XPath such as nested predicates etc. SPEX also rewrites a query with reverse axes to

reverse-axis free one.

Ql (Query): /desc::b[desc::d or child::e]/parent::a/fsibl::c

Q2 (Rewritten Query by SPEX): /desc::a[child::b[desc::d or child::e]]/fsibl::c

A query graph is created for each query, where syntactical details of XPath are

abstracted out. The query graph (or query plan) is implemented by a network of

deterministic pushdown transducers. The collective incremental work of transducers

yields the answers to the original query.

5.2.2.3 MQSPEX

This method is an extension of the previous work, SPEX - Streaming and Progressive

Evaluation of Xpath, for multiple queries. MQSPEX[92] finds the optimal cost query

plan that allows the simultaneous evaluation of multiple queries against the same stream.

MQSPEX optimizes processing for multiple queries by taking advantage of the arbitrary

commonality among different queries along with common prefixes by building optimized

query plans for multiple queries. Their experiments show that sharing arbitrary operators

under a realistic cost function results in query plans that have consistently lower cost for

reasonable sets of queries than query plans where only common prefixes are considered.

MQSPEX also claims to have addressed a larger and complex fragment of XPath than

many other engines.
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To explain the evaluation of a query in Xalan, let us consider the query

"Descendant::U/descendant::Y | descendant::V and ancestor "W/dc-'Scendant-X l/(lcseendant::Z"

on the document in first column of figure 5.3. The tree corresponding to the document

looks as in 2nd column of figure 5.3. The query evaluation takes place in 3 traversals. In

first traversal, elements 2,6 and 8 are selected. In second traversal, 3,7 and 9 are selected.

In the next traversal, 5, 13 and 16 are selected, which are the output of the query. The

performance of Xalan is worse when the query has more descendant and ancestor axes.

This is because, for descendant of an element Y all the elements within the sub-tree of Y

have to be searched and for the ancestor of Y all the ancestors of Y up to Root have to be

searched.

5.2.2.5 XAOS

XAOS[79], pronounced as Chaos, is an algorithm to evaluate XPath expressions having

both forward and backward axes on streaming XML data. Though it was originally

designed for only two backward axes namely parent and ancestor, it is extensible to other
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Xalan[81] is a non-streaming XPath engine where the input document is represented in

the form of a tree, called DOM (Document Object Model). After the tree is built the

query is evaluated by traversing the tree.



backward axes. XAOS caters to only location paths of the XPath specification. This

particular subset of XPath is termed as Rxp (Restricted XPath). XAOS works on two

views of the input query namely x-tree and x-dag. X-tree is a rooted tree that has x-nodes

corresponding to each node test in the query. Each x-node, but for the 'Root', has a

unique incoming edge that is labeled with the relationship (such as descendant!parent

etc.) it shares with the source x-node. For example, figure 5.5 depicts the x-trec for a

query. There exists one output x-node in this x-tree. (XAOS is extensible for multiple

output nodes). X-node labeled E(5) is the output node in figure 5.5.

Figure 5. 9: (a) An XML Document (b) Tree representation of the same
The number in parentheses next to the tag of each element is the id of the element. Query
in figure 5.5 is based on this document

The backward axes such as ancestor and parent in x-tree are converted to forward axes

and the resulting view or data structure is called x-dag (x- directed, acyclic, graph). This

conversion is done in three steps. First step reverses the direction of backward edges. The

labels of theses edges are renamed with corresponding forward axes. Ancestor relation is

renamed as descendant and parent relation is renamed as child. For example, in figure

5.5, the parent edge from 'E' to 'D' is changed to a child edge from 'D' to 'E'. The last

step consists of adding an incoming edge with label descendant from 'Root' to each x-

node (other than 'Root') that is left with no incoming edge. In figure 5.5, a descendant

edge is added from 'Root' to 'D'.
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Figure 5.10: Construction of x-tree & x-dag for the query
"/descendant::C|child::F]/descendant::Elparent::D]"

After the two views x-tree and x-dag are ready, execution of XAOS proceeds with the

filtering of events. Matching structures are created for matched elements and finally the

output is emitted at the end of the document. Filtering of events consists of construction

of a looking-for-set at the end of each event making use of the x-dag view of the query.

Looking-for-set consists of the set of relevant elements to be searched for in the next

event. An element is open if we saw the start tag of the element and we did not yet see

the end tag of the same. An element is relevant if this element matches with one of the

elements we are looking for. For an element to be looked for in next event, it should have

an open and relevant element for each of the remaining parents in x-dag.

Table 5.2: Walk through of evaluation of XPath on XML document of Figure
5.4. In the first column, Start/End:A(x, y) denotes the start/end element
event for an element A(x,y)in XML document with x as node id and y as
level. The Looking-for set column shows L (set of (element, level)) at
the end of processing the event.
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Each item in the looking-for-set has the name of the element to be looked for and the

level at which it is to be found. If the outgoing edge is "descendant", then the element we

are looking for can be found at all levels above the level of current element before we see

the end tag of current element. In above example, the start document event matches with

'Root' of x-dag. 'Root'of x-dag has two outgoing edges namely descendant to x-nodes

' C and 'D'. So looking for set at the end of this event includes the items (C, *) and (D,

*). Similarly if the outgoing edge is "child", then the element we are looking for can be

found at a level equal to (1 + the level of the current element). In above example, the start

event of C(3,3) matches with ' C of x-dag. Since ' C has an outgoing edge namely child

to x-node F, looking for set at the end of this event includes the item (F, 4). ' C also has

an outgoing edge namely descendant to x-node E. But we did not see an open and

relevant element that matches with 'D', which is a parent of 'E \ So looking for set does

not include the item (E, *). By doing this, most of the irrelevant elements are discarded.

Figure 5.11: Matching Structure after evaluation of query in figure 5.5 on document in figure 5.4

Matching structures are built using x-tree representation of the query. Each

matching-structure is represented by Me,i, where 'e' is the element name and T is the id

of the element. (XAOS uses another representation interchangeably with this, that is Mv,e

- where V is x-node and 'e' is element in XML document that matches. If a start event

of an element is found to be relevant (i.e. matches with an x-node in the x-tree) a

matching structure is created for the match. Each matching structure has the node test

(name) of the element and pointers to sub-matches corresponding to each child x-node in

the x-tree. At the end element event of this element, a key step called propagation is done
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to see if there is total matching at the matching for this element according to three

conditions. If the corresponding x-node is a leaf in the x-dag, there is total match for the

corresponding matching structure. In above figure 5.6, MF,6 corresponds to a leaf in x-

dag. So, at the end element event for F(6,4), this matching is propagated to its parent

matching Mc,3- If the corresponding x-node is not a leaf in the x-dag and all its sub-

matches are non-empty and total, there is total match at the corresponding matching

structure. In figure 5.6, Mc,3 corresponds to a non-leaf in x-dag. And there is total match

for its sub-matches ME,5 and MD,4- SO, at the end element event for C(3,3), Mc,3 is

propagated to its parent matching MR00t,o- At the end of document event, the same check

is done at the 'Root' matching structure.

There is a catch in this process. If the x-tree does not have ancestor and parent

labels, this process is straightforward as above. Otherwise, i.e. when there is/are ancestor

and parent outgoing edges from an x-node X to x-node X' for which matching occurred

at an event, the propagation is optimistic at the corresponding end of element event. This

special case is dealt in two steps.

1. At the start event of an element Y that matches X, if the sub-matching My,j (at an

element Y' with id 'i') corresponding to the x-node X' is empty, it is

optimistically propagated that My,, is total. Similarly if other sub-matches of Y

are non-empty and total it means there is a total match at Y. This total match is

propagated to appropriate parent-matches.

2. At the end event of Y\ if it can now be determined conclusively that My,i is not

total, the optimistic propagation should be recursively undone from its parent and

other superior matches.

In above example, the x-node 'E' has an outgoing edge labeled 'parent'. So by the time

the end of element event for E(5,5) occurs, we have not seen the end tag for D(4,4). So, at

this point, logically there is no total matching at D(4,4). According to XAOS, it is

assumed that MD,4 has total matching and the same is propagated upwards to ME,5-

However, since there is total matching at MD,4 (i.e. we saw end tag of D(4,4)), we do not
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need undo this optimistic propagation at end of element event of D(4,4) from ME.5 and its

superior matches.

At the end of document event, MRoot,o has total matching since its sub-matching Me,.i is

non-empty and total. If there are one or more, then these matches should be suitably

emitted by traversing the whole matching structure. The solution for the example is

{E(5,5)}. And total matching at Root is {Rool-*0,C->3,F-»6,D->4,E->5L

5.3 YALXP - Yet Another Light Weight XPath Processor

We continue to call each XPath Expression as an Rxp (Restricted Xpath), since

we cater to essentially that fragment of XPath which XAOS addresses. YALXP operates

on a combined view of all the input XPath expressions called combined x-dag or c-dag.

Combined matching structure that represents the matching elements for c-nodes in the c-

dag is built as the execution of the algorithm progresses.

YALXP can be viewed as an application built on top of an event-based XML parser

such as SAX. It consumes the events sent by SAX parser and deals with them

appropriately. At the end of every event we maintain a looking-for-set that has the set of

elements expected in the next event, along with 'qids' (query identifier) for which they

are likely to match. For an element to be relevant it has to match with at least one of these

items. This way, we can filter out irrelevant events. Relevant elements along with the

links among them are stored in combined matching structure. YALXP uses combined x-

dag to build combined matching structure. At the end of the algorithm, we emit the

output matches for different queries with the help of individual x-tree for each query. We

stick to the lazy emission of output (at the end document event), a concept originally

followed by XAOS. This chapter describes the construction of combined x-dag, the

structure of combined matching structure and complete process of query evaluation.

5.3.1 Combined X-Dag

YALXP operates on a combined representation of the input Rxp set that is called

combined x-dag or c-dag. Combined x-dag is a directed and acyclic graph that is obtained

by combining individual x-dags constructed for each Rxp in the input Rxp set. Combined

x-dag is built on the premise that there exists a significant commonality among different

Rxps in large-scale systems.
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Commonality not only exists in the string form of the XPath queries. As we explain

below commonality may exist in two Rxp's, which need not have any common sub-

string. In figure 5.7, the two Rxp's do not have any commonality in the string form of the

Rxp's. But after the x-dags are drawn, they look like mirror images of each other. This is

the kind of commonality we are going to exploit by building combined x-dag for multiple

Rxp's.

Figure 5.12: Commonality in two queries looking different

Ql :/desceniaitt::Z [desaeniant ;Y / parent: X] Q2 ./descerriani: :X [chM::Y / anoestar::Z]

Each node in c-dag is called c-node. Each c-node represents a set of x-nodcs of different

queries. We define info, an ordered pair (qid, x-nodeid), which stores the information

about each x-node that a c-node represents. For example, if a c-node has the info {qid, x-

nodeid) with it, it means that this c-node corresponds to an x-node with id 'x-nodeid'' in

the x-dag with id 'qid'. Each edge in c-dag represents edges of different x-dags. At each

edge in c-dag, we store the qids of x-dags in which the edge participates. Each edge also

has a label associated with it, which is either Descendent or Child. The c-dag is

constructed in such a manner that it is possible to reconstruct individual x-dags from the

c-dag.

The construction of c-dag starts with the construction of individual x-dag for each

Rxp. This involves construction of individual x-tree for each Rxp as explained in XAOS.

X-dags for all Rxp's are built from these x-trees by translating all the backward

constraints ('ancestor' and 'parent') to forward constraints ('descendant' - represented

by dotted edge and 'child'—represented by thick edge in figure 5.7) according to the

rules specified by XAOS. Nodes in red in figure 5.7 are the output nodes.
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After this step, the c-dag is initialized to the first x-dag (corresponding to the first

Rxp). Now the c-dag has a set of c-nodes and edges that correspond to x-nodes and edges

of the first x-dag. At each c-node thus created, info (\j-nodeid), where x-nodeid is x-

node that the c-node represents, is registered, qid T is registered at each edge in the c-

dag. To the 'Root' of c-dag, info (qid,0) about Root x-node of each x-frdg(qid) is added,

since Root of c-dag matches with Root's of all the x-dags.

After this initialization process, the rest of the x-dags are added to the c-dag by

traversing each x-dag in depth-first fashion. The x-node \v/' whose outgoing edges and

outgoing x-nodes (the x-node to which an outgoing edge leads) are going to be added to

the c-dag. There are six scenarios listed as cases below in bold in which an outgoing edge

and outgoing x-node can be added to c-dag. The steps with small Roman letters under

each case in the list are the operations to be performed in that case. We followed the

following conventions in the list. \\v is the outgoing x-node being added, c(qidj) is the

c-node corresponding to x-node with id '/ ' in x-dag for qid. We say that a c-node exists

for '**' if this c-node has info matching with qid and k (id of A*).

1. If a c-node exists for xk i.e., an outgoing c-node of c(qidj) and an edge with label

axis(Xj,Xk) exists between c(qidj) and c(qid,k)

i. Register qid at edge between c(qidj) and c(qid,k);

2. If a c-node exists for xk i.e., an outgoing c-node of c(qidj) and no edge with label

axis(Xj,Xk) exists between c(qidj) and c(qid,k)

i. Let prevnode = c(qi d, k);

ii. Remove info (qid,k) from prevnode;

iii. Create a new c-node for x^,

iv. Add info to this c-node, which is c(qid,k) from now on;

v. Add edge with label axis(Xj.Xk) between c(qidj) and c(qid,k) and register

qid at this edge;

vi. Add incoming edges ofprevnode w.r.t, x-dag(qid) to c(qid,k) and register

qid at the same;

vii. Remove qid from incoming edges of prevnode;

viii. Add outgoing edges of prevnode w.r.t, qid, to c(qid,k) and register qid at

the same;
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ix. Remove qid from outgoing edges of prevnode;

3. If a c-node exists for xk that is not an outgoing c-node of c(qidj)

i. Add an edge with label axis(Xj.Xk) between c(qidj) & c(qid,k);

ii. Register qid at this edge;

4. If no c-node exists for xk, an outgoing c-node of c(qidj) has name equal to name of

xk and the edge between c(qidj) and this outgoing c-node has label axis(Xj,xk)

i. Add info to this c-node;

ii. Register qid to edge between c(qidj) and c(qid,k);

5. If no c-node exists for xk, an outgoing c-node of c(qidj) has name equal to name of

xk and the edge between c(qidj) and this outgoing c-node has label not equal to

axis(xjfxk)

i. Add info to this c-node;

ii. Add an edge with label axis(xj,xij between c(qidj) & c(qid,k)\

iii. Register qid to edge between c(qidj) and c(qid,k)\

6. If no c-node exists for Xk and no outgoing c-node of c(qidj) has name equal to

name of xk

i. Create new c-node with name equal to name of XA;

ii. Add info to newly created c-node;

iii. Add an edge with label axis(xj,Xk) between c(qidj) and c(qid,k);

iv. Register qid to edge between c(qidj) and c(qid.k);

In cases 1, 2 and 3 where JC* was not visited in a previous traversal of x-dag, edges and x-

nodes out of Xk are added in similar manner as that of xj. In cases 4, 5 and 6, there is no

need to add these edges and x-nodes as they would have been added to c-dag when xk was

visited previously. It is understood that while un-registering qid from edges, if the edge is

not left with any qid after removal, the edge itself is removed.

Similarly the remaining x-dags are also added to the c-dag. The resulting c-dag

after this step has all the commonalities among different Rxps exploited to the optimal

extent (to the extent that there is no loss of information).
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5.3.2 Sample Construction of c-dag

We explain the construction of c-dag for two queries in given in figure 5.8 below. In

figure 5.8, the conventions followed are as follows. A c-node or x-node is represented as

N(i) where 'N' is the name of the node and 'i ' is the id of the node. The notation

e(N(i),M(j),axis) represents edge between N(i) and M(j) with label 'axis'. For example,

e(Root(0),W(2)),descendant) represents edge between Root(O) and W(2) with label

'descendant'. The set such as {1,2} near an edge represents the qids in which this edge

participates. The pairs such as (1,2), (2,1) near each c-node represent the x-nodes to

which this c-node corresponds, where first part is qid and second part is x-node id.

Figure 5.13: Construction of c-dag for queries

Ql: /descendant: :U I parent.: :W/descendant"X I parent" V/descendant"Y] I and

Q2: /descendant::Utancestor::W/descendant::X[parent::V/descendant "• X and ancestor
"Z/descendant"Xj]

x-dagl for Ql: x~dag2 for Q2 :

Stepl- Case 4
Adding (U(l),e(Root(0),U(l)), descendant)

Step3 - Case 2
Adding (U(l ),e(W(2),U(l)), descendant))
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Step6 - Case 1
Adding (X(5),e(V(3),X(5), child))

Step7 - Case 5
Adding (X(6),e(,V(3),X(6), descendant))

Step8 - Case 6
Adding (Z(4),e(Root(0),Z(4), descendant))

Step 10 - Case 3
Adding (X(6),e(Z(4),X(6), descendant))

Stepl:

In this step, U(l) and e(Root(0),\J(\),descendant) of x-dag 2 are added to Root(O) of c-

dag. There is no C(2,l), i.e. c-node with info (2,1) in c-dag. However, Root(O) of c-dag

has an outgoing c-node with name 'U\ i.e. U(l). And Root(O) and U(l) of c-dag have a

descendant edge between them. So this step falls into the Case 4. Hence info, i.e. (2,1) is

added to U(l) in c-dag and qid '2' is registered at e(Root(Q),\J(l),descendant) of c-dag.
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Step2:

In this step, W(2) and e(Root(0),W(2))Mescendant) of x-dag 2 are added to Root(O) of c-

dag. info, i.e. (2,2) is added to W(3) in c-dag and qid '2* is registered at

e(Root(0),W\3),descendant) of c-dag, according to Case 4.

Step3:

In this step, U(l) and e(W(2)),\J{\\descendant) of x-dag 2 are added to W(3) of c-dag.

There is C(2,l), i.e. c-node with info (2,1) in c-dag, i.e. U(l). And W(3) and U(l) of c-

dag have a child edge (added while adding x-dag 1) between them. So this step falls into

the Case 2. So a new c-node with name VU' and id '6' is created and an edge with label

'descendant' is added from W(3) to U(6) and qid '2' is registered at this edge. The

incoming edge to U(l) w.r.t, x-dag 2, i.e. 'descendant' from Root(O) is added to U(6)

and qid '2' is registered at this edge.

Step4:

In this step, X(5) and c(W{2),X{5),descendant) of x-dag 2 are added to W(3) of c-dag

info, i.e. (2,5) is added to X(5) in c-dag and qid '2' is registered at

e(W(3),X(5),descendant) of c-dag, according to Case 4.

Step5:

In this step, V(3) and e(Root(0),V{3),descendant) of x-dag 2 are added to Root(O) of c-

dag. info, i.e. (2,3) is added to V(2) in c-dag and qid '2' is registered at

e(Root(0)y(2),descendant) of c-dag, according to Case 4.

Step6:

In this step, X(5) and e(V(3),X(5), child) of x-dag 2 are added to V(2) of c-dag. There is

C(2,5), i.e. c-node with info (2,5) in c-dag, i.e. X(5); and V(2) and X(5) in c-dag have a

child edge between them. So this step falls into the Case 1. Hence, qid '2' is registered at

e(V(2),X(5),c/n/</) of c-dag.

Step7:

In this step, X(6) and e{W{3),X{6\descendant) of x-dag-2 are added to V(2) of c-dag.

There is no C(2,6), i.e. c-node with info (2,6) in c-dag. However, V(2) of c-dag has an

outgoing c-node with name 'X', i.e. X(5). But, V(2) and X(5) of c-dag have a child edge

between them. So this step falls into the Case 5. So a new c-node with name 'X' and id
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'7 ' is created, an edge with label 'descendant' is added from V(2) to X(7) and qid '2' is

registered at this edge.

Step8:

In this step, Z(4) and Q(Root(0\Z(4),descendant) of x-dag-2 are added to Root(O) of c-

dag. There is no C(2,4), i.e. c-node with info (2,4) in c-dag and Root(O) of c-dag has no

outgoing c-node with name 'Z\ So this step falls into the Case 6. So a new c-node with

name 'Z' and id '8 ' is created, an edge with label 'descendant' is added from Root(O) to

Z(8) and qid '2' is registered at this edge.

Step9:

In this step, X(5) and Q(Z(4),X(5),descendant) of x-dag-2 are added to Z(8) of c-dag. An

edge with label 'descendant' is added from Z(8) to X(5) and qid '2' is registered at this

edge, according to Case 3 (explained below).

SteplO:

In this step, X(6) and c(Z{4),X(6),descendant) of x-dag 2 arc added to Z(8) of c-dag.

There is C(2,6), i.e. c-node with info (2,6) in c-dag, i.e. X(7); and Z(8) of c-dag has no

outgoing edge to X(7). So this step falls into the Case 3. Hence, an edge with label

'descendant' is added from Z(8) to X(7) and qid '2' is registered at this edge.

5.3.3 Combined Matching Structure

We extend the concept of matching structure of XAOS to combined matching

structure in case of multiple Rxp's. A combined matching structure represents the

matches for all the input Rxps (i.e. for different c-nodes) at the Root of the c-dag. We

store the information of an element that matches a particular c-node C in a matching

structure1 represented as Mx,i(qid's) where V is name and '/" is id of the element, qid's are

the ids of the input Rxps for which x matches. This matching structure has pointers to

matching structures of elements that match with outgoing c-nodes of C.

1 We use the term combined matching structure to denote the whole structure and matching structure to denote
individual matching structure within combined matching structure.
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Figure 5.14: Combined Matching structure

MRoot,0(qid's) represents the Root matching structure, where qid's are the ids of the input

Rxps for which there is a matching at the Root of the c-dag. A matching structure

Mx,i(qid's) *s sa 'd to be a parent-matching of a matching structure Mx',j'(qids) if x

corresponds to a c-node that is a parent of the c-node for which V has matching.

MX',i'(qid's)is said to be the child-matching or sub-matching of Mx,i(qid's)-

Diagrammatically, there are 3 rows in a matching structure. First row has the element

name along with its id and level. Second row has the qids for which the matching takes

place. Third row has slots, which contain pointers to sub-matchings for the children of

respective c-node in the c-dag. There is no need to store the edge information (qids at

these pointers) in combined matching structure (since these pointers match for the same

set of queries, id's of which are present at the destination sub-matching). As the query

evaluation progresses, combined matching structure is built based on c-dag.

5.3.4 Query Evaluation Algorithm

The query evaluation process occurs at four events namely 'start document', 'start

element', 'end element' and 'end document'. This process can be spilt into two

components. One is the matching process, which occurs at all events, that filters out

irrelevant events simultaneously storing relevant elements in combined matching

structure. The next component is emission of the output, which occurs at 'end document'

event using individual x-tree of each Rxp.

5.3.4.1 Matching Algorithm
Following points are to be considered in the matching process.
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1. An element is open if we saw the start tag of the element and we did not see the end tag

of the same.

2. An element e is relevant only if this element matches with one of the elements we are

looking for.

3. It is decided that there is a total matching at a matching structure for a particular Rxp, if

there is at least one sub-matching, that has total matching, corresponding to each of the

child c-nodes with respect to that Rxp in the combined x-dag.

Filtering Events

Filtering of irrelevant events is enabled by the construction of looking-for-set. At

every event, based on c-dag, we construct looking-for-set that consists of elements

expected in next event. Each item in the looking-for-set, called Ifitem, corresponds to a c-

node. An Ifitem has the name of the element to be looked for, the level at which it is to be

found and the Rxp ids (mentioned in table 5.3 with superscripts) with which it matches.

For an element to be looked for, with respect to an Rxp, in next event, it should have an

open and relevant element for each of the remaining parents2 in c-dag with respect to that

Rxp. If an element matches with a c-node in the c-dag for a particular set of qids, only the

outgoing c-nodes in c-dag are considered to be looked for in the next event. While

adding an Ifitem to looking-for-set, the set of qids to be considered for this item is

obtained by the intersection between the set of qids present at the outgoing edge and the

qids for which current element matched. If the outgoing edge of the c-node (for which

current element matched) is "child" for a set of qid's, the outgoing c-node will have a

matching element at a level = \+level of the current element. Otherwise, if the outgoing

edge is "descendant'"' for a set of qid's, an element that matches the outgoing c-node is at

all levels above the level of current element before we see the end tag of current element.

In figure 5.11, we have shown c-dag having only the ids of Rxp's of the x-nodes that a c-

node represents without corresponding x-node ids, for easier visualization. This c-dag

was constructed in the same manner explained in earlier section. In the c-dag, W1'2'3 is

the parent of X1'2'3 with respect to Rxp's land 2 but not with respect to Rxp 3 since the

2 A c-node is said to be a parent of a c-node with respect to an Rxp only if there exists an edge between these two c-
nodes that contains the id of the Rxp in question.
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child edge between these two c-nodes has only 1 and 2 registered at it. All these cases are

clearly described at one place in Step 2 of the table 5.3.

Figure 5.15: Sample xml document and x-trees built

Sample xml document and x-trees built for the three queries Qlt
descendant::X [/ancestor::Y/child::U and /parent::W and /child::A] Q2s
descendant::W [/child::X /ancestor::Y/child::U] Q3: descendant::A
[/ancestor::W and /parent::X/ancestor::Y/child::U]

Figure 5.16: x-dags for x-trees built in figure 5.10 and the e-dag built from x-dags

x-dag for each Rxp C-dag for the adjacent x-dag's

Building Matching Structures

A new matching structure is created when we find an element matching with an item in

the looking-for-set. This matching structure has only those qids for which the match

occurred. In this way there may exist two or more sub-matches (each with different set of

qid's) for a c-node in the combined matching structure.
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Table 5.3: Walk through of evaluation of XPath queries on XML document of
Figure 5.10 and 5.11. in the second column, Start (End): A(x,y) denotes
the start (end) element event for an element, A(x,y). The last column
shows Looking-for set at the end of processing the event. Steps from 2 to
12 are described in same format as step 1.
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In the example, the three matching structures Mx,4(i) , Mx,4(2) and Mx,4(3) were

created in this fashion. Also with respect to same set of girf's, there may be more than one

element that match with a c-node and a matching structure is created for each such match

i.e., there may exist another Mx,.(3) (element X with id ; different from 4) as a sub-

matching of MRoot,o(i,2,3). The sub-matchings are initially empty for a newly created

matching. In figure 5.11 showing combined matching structure for the example, we

grouped pointers related to sub-matchings for a single c-node in one slot of the third row

of the matching structure.

One of the key steps in this algorithm is propagation. At the end element event of

an element x with id '/', a check is performed to see if there is a total matching at

Mx,i(Rxpset) for each of the Rxp's in Rxp'set. This propagation has two cases.

1. If the corresponding c-node is a leaf with respect to an Rxp in the combined x-

dag3, the matching at this c-node is total for that Rxp. We propagate this match to

its parent matchings appropriately (A point to be noted here is that the set of <y/d's

of a parent matching of a sub-matching is always a superset of the qid's of sub-

matching).

2. If it is not a leaf with respect to an Rxp, this matching represents a total

matching with respect to that Rxp if and only if all its sub-matchings with respect

to that Rxp are total. If we found appropriate total matching with respect to that

Rxp for all the child sub-matchings, we propagate this matching to its parent-

matchings appropriately.

In the example, the first case occurs at step 9 where Mx,4(2) is a leaf and has total

matching with respect to qid 2. So this is propagated to its parents Mw,3(i,2,3)- My,i(i,2,3)

and MRoot,o(i,2,3). The second case also occurs in step 9 for the Rxp 1. Mx,4(i) is a non-leaf

with respect to qid 1 and has total matching with respect to qid 1 for sub-matching

MA,5(I). SO this is also propagated to its parents Mw,3(i,2,3)- My,i(i,2,3) and MR0ot,o(i,2,3).

3 A c-node can be a leaf with respect to one Rxp, i.e. has no outgoing edge with respect to that Rxp and at the same time a non-leaf
with respect to another Rxp, i.e. has an outgoing edge with respect to this Rxp.
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Emission of output

At the end document event, a check is done to see if total matching exists at 'Root'

matching with respect to all Rxp's. After this, before emitting the output, we traverse

through the combined matching structure with respect to all individual x-trees in an

iteration and determine total matching with respect to x-tree at each matching structure

for all qids present at the matching structure. Then we traverse through the combined

matching structure again with respect to each individual x-tree to emit the correct output

when we first visit a matching structure that corresponds to the output x-node.

Consider the following scenario in emission of output. M(xl,qid) is a matching

structure corresponding to x-node xl of x-tree(qid) where xl has an outgoing edge

labeled ancestor or parent to an x-node x2. In this case, a matching structure for x2 is

found as a parent matching structure of M(xl,qid). In the example, there arc total

matchings for all 3 Rxp's at MROOt,0(i,2,3)., which are given in figure 5.11.

Figure 5.17: Combined matching structure at the end of executing algorithm on example

5.4 Experimental Results

We performed our experiments on Windows 2000 Advanced Server with 450 MHz Intel

Pentium 2 processor and 1024 MB as Main memory. We implemented XAOS and

YALXP in Java 1.4.1. We used xml4j_2_0_9, developed by IBM as SAX parser. We

implemented various versions of XAOS and modified Xalan 2.5 to perform our

experiments. We also implemented custom XML generator that generates XML
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document based on the queries generated by custom XPath generator (YALXP). Below

we present details of each implementation.

XAOS (OSPCN) - One SAX Parsing Commonality Not Exploited

This version of XAOS has arrays of structures for multiple queries. Data structures

required for processing each query such as x-tree, x-dag, looking-for-set and matching

structure are maintained individually for each query. Processing at each event takes place

in iterations for each query individually using the respective data structures for that

query.

XAOS (MSP) - XAOS (Multiple SAX Parsing)

XAOS executed individually for each query in a loop. For n queries, SAX parsing takes

place n times.

Xalan (ODP) - Xalan (One DOM Parsing)

This is the version of Xalan in which only one in-memory DOM representation of the

input document is built. The same will be queried individually for each query one after

the other.

Xalan (MDP) - Xalan (Multiple DOM Parsing)

In this version of Xalan (MDP), construction of in-memory DOM takes place for each

query. Hence evaluation of a query takes a lot of time, thereby increasing the total time

taken for multiple queries.

Custom Xpath Generator (YALXP)

We customized the custom Xpath Generator used by XAOS to generate multiple

queries with commonality. Custom Xpath Generator (XAOS) takes "[-c<max_children>] [-

e<number of elts>] [-nr (no-recursion)] [-na (no ancestors or parents)]" as parameters and

generates a single query based on these parameters. Each query has unique node tests and

each node test has alphanumeric characters generated randomly.

Sample query generated by Custom Xpath Generator (XAOS)

7/k3l.//q3 and 10|//c2[.//a2 and 7/11 J//q2"

Custom Xpath Generator (YALXP) takes the number of queries 'n' to be generated

as input in addition to above parameters and generates 'n' queries. Each query has 6 unique

node tests pseudo-randomly generated from the domain {U, V, W, X, Y, Z} so that

different queries have significant commonality.
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Sample queries generated by Custom Xpath Generator (YALXP)

1. /descendant: :Y [ancestor: :W and /child: :X I descendant: :V I/descendant-U]/deseendant::Z

2. /descendant::l.Vdescendant::Y[dcscendant::Z and/descendant::V]/child::W/descendant:X

3. /descendant: :V/child::X I descendant ::W[ child: :Yl/ancestor::lM/child"Z

4. /descendant::X/child::Z[child::V/ancestor::Y and /child::U]/ancestor::W

5. /descendant::U/anccstor::Y|child::Z and /child::VI/parent::W/ancestor::X

Custom XML Generator

We developed a custom XML generator that generates an XML document based on

the queries generated by Custom XPath Generator (YALXP). For each query a minimal

XML document having elements, which conform to the relationships between different

node tests within the XPath query, is generated. All the minimal documents generated in

this fashion are concatenated and enclosed within a super element to generate the final

XML document for multiple queries. This generated document has total matches for at

least 9 out of 10 queries.

Figure 5.18: Sample query and doc generated from the same
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where N is number of queries, Ten is Total no of c-nodes in c-dag, Tee is Total no of

edges in c-dag, Txn is Total No of x- nodes in N x-dags, Txe is Total no of edges in N x-

dags and Th isTotal No of Backward axes in N x-dags.

Table 5.4 commonality factors for different no of queries

N

100

200

300

400

500

600

700

800

900

1000

Tb

55

97

153

206

267

312

355

401

447

501

Ten

190

308

358

426

486

543

572

627

686

743

Tee

239

393

482

589

698

794

873

964

1046

1130

C F(N)

0.683

0.74

0.793

0.812

0.825

0.835

0.847

0,853

0.857

0.861

Time to build

cdag (sec)

<1

1

1

2

3

4

6

8

10

12

Figure 5.19: Graph for the results in Table 5.4
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Results

We define commonality factor (CF) as a measure to indicate the degree of

commonality among multiple queries with forward and backward axes. This factor gives

some hint about the amount of reduction in the number of matching structures created

and the number of traversal (both through dag and matching structures) by creating c-

dag.



Comparisons between YALXP, XAOS (MSP), Xalan (ODP) and Xalan (MDP)

In our experiments, we observed that Xalan (MDP) takes the highest amount of

time due to construction of in-memory DOM and querying the same for each query

individually. We also observed that as the number of queries grows, due to the parsing

cost involved for each query and the traversal through all the matching structures for each

query, XAOS (MSP) takes more time. By adapting the approach of XAOS for multiple

queries, YALXP takes lesser time. This is because parsing cost comes down heavily by

virtue of single document-order traversal in YALXP. However, the memory consumption

of YALXP grows as the number of relevant elements in the input XML document grows

due to creation of matching structures for multiple queries. But, this approach by

exploiting commonalities among XPath queries with backward and forward axes, works

much better in scenarios where the number of relevant elements is likely to be less and

the document size is big as is evident from results. We found that Xalan (ODP) performs

closer to YALXP than others in CPU time. (Refer to table 5.5)

Table 5.5 Comparison of CPU & Memory usage of various algorithms on docs of sizes given in Table 5.6

No of

queries

100

200

300

400

500

YALXP

CPU Mem

29s

115s

426s

723 s

1429s

26.5M

73M

148M

25 3M

569M

XAOS (MSP)

CPU Mem

81s

411s

1172s

1818s

3177s

9M

12M

13.8M

13.5M

18.15M

Xalan (ODP)

CPU Mem

64s

256s

602s

1029s

1657s

33.7M

58.2M

84M

108.2M

135M

Xalan (MDP)

CPU Mem

201s

890s

1978s

3544s

5523s

28.5M

50M

68.6M

92.5M

105M

Table 5.6 Sizes of input documents for algorithms in table 5.5

No of queries

100

200

300

400

500

Doc. Size (No of elems)

51 IK (15906)

1.04 M (35066)

1.59M(53348)

2.12M(70669)

2.68M(89349)

MX-Stream Size*

4452

13195

24382

36635

50486

XAOS(MSP) -Size*

512

1129

1899

2383

3084

•Size - Combined Matching Structure (YALXP) / Max size of Matching Structure for a query (XAOS
(MSP))
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Figure 5.21 Graph and table with CPI' lime and Memory taken by MX-Streani and Xalan (ODP) on u document or
15,00,000(approx) elements (The doc. sizes were 9.99,11,10,9.81 and 9.88M respectively lor 100,200,300,400 and 500 Q.)

We also implemented XAOS (OSPCN) with One SAX Parsing and

Commonalities among queries Not exploited. We observed that, though the processing

time is in between that of YALXP and Xalan (ODP), the memory consumption is

prohibitively large from 300 queries on. So we excluded the same from comparison in

our experiments.

To see the performance of our algorithm on large documents, we compared Xalan

(ODP) and YALXP (can be imagined as XAOS with one SAX parsing and

commonalities exploited) on a document of size around 10M with 15,00,000 elements

(elements without any attributes, text etc) for different no of queries. (This document has

the same number of relevant elements as that for smaller documents but the number of
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irrelevant elements is large. The number of events fired is equal to twice the number of

elements in the document in this case. Even in this case YALXP performs better than

Xalan (ODP) in processing time (figure 5.15). We also found that the memory required

for Xalan (ODP) is far higher than that for YALXP up to 400 queries. More over, the

input document in these comparisons has the property that no irrelevant element has an

ancestor that is relevant (except Root). Otherwise, the time taken by Xalan (ODP) would

be even worse.

Xalan (ODP) failed to complete on documents with more than 52,00,000 elements

(size 27M) due to thrashing of Operating System. From these experiments we can

conclude that the memory consumption of YALXP depends only on the number of

relevant elements and on number of queries, but not on document size. The processing

time taken by YALXP increases for large documents due to the minimum processing

required at each irrelevant event. We did not compare XAOS (MSP) and Xalan (MDP)

on documents of 10 M for the obvious reason that processing time goes out of

comparison due to multiple parsing.

In cases where the amount of memory available is less and the number of queries

is high, YALXP can be run on a subset of queries at a time and it still performs much

better in terms of processing time. We did not compare YALXP with other multiple

XPath processing engines such as Xfilter[82], Yfilter|83], Xtrie and Mtrie etc due to the

fundamental difference in the fragment of XPath queries we address. Yfilter[87],

Xtrie[86] cannot be applied to queries with backward axes. Our main aim is to exploit

commonality among queries with both forward and backward axes.

5.5 Conclusions

We presented YALXP for multiple queries that have forward and backward axes

for streaming XML data with the following advantages.

1. Ability to handle backward axes on streaming XML.

2. Evaluation of multiple queries in single document-order traversal.

3. Exploiting commonality among different queries with forward and backward axes

thereby sharing processing and memory among different queries.

Our experiments show that YALXP performs better than Xalan(ODP) for multiple

queries with single DOM construction.
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Chapter 6

Conclusions and Future Scope

Central servers are not able to scale up to the ever-growing demands of users on Internet.

Right from Domain Name System, which moved from centralized system to distributed

system in 1983 to the recent 1999 Victoria's secret web cast, which could not serve any

request make this point very clear. Though, in recent years both network and server

capacity have improved, response time continues to challenge researchers, as centralized

web systems are not able to scale. Improving the power of a single server does not solve

the web scalability problem in a foreseeable future. Technologies like clusters, load

balancing, grid computing, content addressable networks etc are trying to meet the

network and processing requirements. Application Layer Multicast is one such

technology.

Application Layer Multicast protocols build overlay networks connecting end

hosts on top of routers and route data on this overlay. Researchers have proposed many

Application Layer Multicast protocols like End System Multicast [1-2], Topology Aware

Group Communication [22], Host Multicast Protocol [13], Content Addressable Network

[18-19] etc., in the recent past. All these protocols vary in performance mainly based on

their knowledge about the underlying physical topology. For example, Content

Addressable Network (CAN) performance is heavily taxed by its lack of underlying

topology. An overlay can perform better only if it is in alignment with the physical router

topology. We proposed a new overlay protocol (Appcast) that keeps the over all link

utilization in the overlay to be optimal i.e., from the network perspective, the constructed

overlay ensures that redundant transmission on physical links is kept minimal.

In overlay multicast, hosts take over the routing functionality of normal network

routers and forward the packets among the participating hosts. Our topology-building

algorithm considers each joining hosts' capacity and each host can specify to how many

hosts it can forward the data in the overlay. As the overlay grows, the delay increases for

the data to reach from the source to the destination, as the number of intermediary routing

hosts increase. So, each host can specify how much delay it can tolerate. The protocol

allows for the overlay to incrementally evolve into a better structure as more information
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becomes available. Though overlays cannot perform on par with native IP multicast, they

outperform unicast and also Application Layer Overlays follow a natural producer

distributor hierarchical relationship, which is definitely a big advantage that can boost e-

commerce.

Network performance is not only based on the media capacity, but also based on

the protocol stack that lays down the rules of communication. The Transmission Control

Protocol/Internet Protocol (TCP/IP) standard is the dominating protocol in the

communication world. In principle, broadcasting via satellite is simpler than for

terrestrial networks, which are not naturally broadcast networks. However, TCP/IP has

shielded this nature. TCP/IP follows a layered approach in which the lower level protocol

details are shielded by high-level protocols. Broadcast nature of the media, is a physical

line property, which falls into physical layer in OSI layered model that naturally gets

shielded by TCP - transport layer.

While there are many vendors improving TCP efficiency over satellite for only

specific applications like video broadcast etc, there is no way for a general application

developer to exploit the broadcast property in his application. We proposed a method

'Multicast Spoofing', using which we pass on the broadcast benefit to any application.

Multicast application development support is much complex. Due to this many

multicast applications are written to use multiple unicast connections. While creation of

overlays can reduce the burden on routers and increase the efficiency in moving packets

to destination hosts, the real advantage of multicast cannot be achieved unless and until

the development support is given. Many application multicast protocols proposed their

own API almost in parallel with TCP/IP. This can be seen from the proposals of

Scattercast and Yoid. Even protocols like ESM proposed their own API for multicast

application development. In contrast to this, we proposed same existing Internet protocol

API like HTTP, SMTP and FTP for both unicast and multicast. However, the

administrator of the developed application has to mention how the user would use the

application, i.e., unicast or multicast. We showed the generic multicast application

development using SOAP, XML etc., and web services protocols and implemented on

three different kinds (one-way information push, interactive auctions and database

replication) of multicast applications.
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XML is sooner or later becomes de-facto standard for information exchange over

Internet. Our applications also are developed using XML. Any XML document can be

rendered into meaningful and validated information only by using its corresponding

XSD-XML schema definition file. This makes XML document processing much slower

when compared to traditional HTML parsing. When used on overlays XML can even

further degrade the performance coupled with overlay delay. Overlays disseminate

information in a hierarchical and incremental fashion. Also, not all members in an

overlay or multicast group need exactly same information. In this case, if we can filter the

information at different levels of overlay, while the information is distributed, we can

minimize the bandwidth and processing requirement. Each member's interests are

represented by Xpath [78] query and the information to be distributed is in the form of

XML [80] document as XML is gaining importance as the standard for information

exchange. We looked at the XML document-processing problem particularly in the

context of application layer multicast and proposed a new Xpath processing algorithm

called YALXP - Yet Another Light weight Xpath [78] processor. YALXP algorithm

processes multiple Xpath queries over a XML document in single document traversal i.e.

in one pass (traversing document only once) it can answer multiple queries.

Discussions and Future Scope

Many researchers debate and doubt the need of Application Layer Multicast once IP V6

becomes available all over Internet. We argue that the multicast supported by IP V6 can

well be utilized by network infrastructure requirements like multicasting route tables etc.,

and since Application Layer Multicast follows the natural producer and distributor model,

it is still required even in the presence of IPV6 as a natural e-extension dealer and

distributor network to e-dealer and e-distributor network.

YALXP Extensions: We proposed YALXP - Yet Another Light Weight XPalh

processor, to exploit the commonality among user queries to filter information efficiently

and distribute the same over the overlay. YALXP handles only few axes like parent,

child, ancestor and descendant. Both the algorithms XAOS, YALXP can be extended to

handle horizontal axes such as following, following-sibling, preceding, preceding-sibling

and more of XPath. Some work has already been initiated in this direction and following
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changes to XAOS and YALXP that are needed to make them work for horizontal axes

have been identified.

Horizontal backward axes such as preceding and preceding-sibling have to be

converted to corresponding horizontal forward axes such as following-sibling. To support

horizontal axes, especially "preceding", the algorithm has to support the wild card

operator'*'of XPath.

Figure 6 .1: Translation of "/descendant:: A/preceding: :B" to a reverse-axis free query

Either Optimistic Propagation proposed in XAOS or Pessimistic Propagation has

to be resorted to in case of horizontal axes. This is because in case of non-horizontal axes,

descendants and children of an element will be found before the end tag of the element is

seen where as following and following-sibling can be found only after the end tag of the

element is seen. Pessimistic propagation means assuming no total matching or total
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matching to be false at sub-matching-structures corresponding to child c-nodes,

connected by an edge with label equal to a horizontal forward axis, as soon as the sub-

matching-structures are created. If it has been ascertained, at the end event of element

corresponding to the sub-matching-structure, that there exists a total matching at this

element, the pessimistic propagation has to be undone recursively from the parent and

ancestral matching structures. There is no real advantage of pessimistic propagation over

optimistic propagation. Pessimistic propagation results in lesser processing when the

number of relevant elements that do not have total matching is more than number of

relevant elements that have and Optimistic propagation results in lesser processing when

the number of relevant elements that have total matching is more than number of relevant

elements that do not have.

Handling horizontal axes and wild card operator '*' is much more complicated.

Since it requires buffering more elements than what vertical axes require. Consider the

horizontal location path "//A/preceding::*". This requires buffering (in the form of

matching structures) all the preceding-siblings of A along with all their descendants.

More over, "*" means selecting all nodes including textQ, attributes, comments and other

components of XML. Therefore, the matching structures have to be selectively released

while processing large documents.

Optimization can be done to minimize the buffering of data by storing Boolean

values for total matching at matching structures, the subtrees of which do not have any

output nodes, instead of whole matching structures. Also, YALXP can be optimized in

the memory used especially to buffer irrelevant events even after their irrelevance is

known to be certain.

The query rewriting can be optimized, even in cases where DTD is not available,

to reduce the graph behavior of queries by converting them into more tree-like patterns.

This can be explained by the following example. Consider the query Ql:

descendant: :X[/ancestor::Y/child::U and /parent: :W]. One can easily infer that W has to

be a descendant of Y since X can have only one parent, i.e. W and hence Y has to be an

ancestor to X as well as to W. This results in a tree versus a more complicated x-dag

shown in figure 6.3.
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X-dag for Ql Optimized X-dag for Ql

Figure 6. 3: Reduction in the graph behaviour of queries after optimization

There can be a better way of storing qids at each c-node and cedge than storing

boolean values (whether particular qid exists at the edge/c-nodc or not) for all qids. This

is a trade-off between memory and processing time. We gave priority to processing time

over memory. As a result our c-dag size grows large for large number of queries.

Optimization can be done to reduce the size of c-dag using scalable data structures such

as hash tables.

YALXP exploits commonality among x-dags of queries. It can be explored

whether arbitrary commonality among queries, by finding common sub expressions of

different queries, can also be exploited in YALXP. MQSPEX exploits such arbitrary

commonality by constructing a single query plan for all the queries.

E-Service Propagation: As per our model, producers can give service definition files to

distributors using which distributors can set up their services and further they can give

service definition files to consumers who can set up services to consume the services

offered by producers and distributors. We could not actually install E-Service on

distributor/consumer machine dynamically. We did the whole experiments in our LAN

environment and we wrote the consumer services separately for each application as

installable executables.
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How the consumers can set up the listening service? What do they do with the

information they receive? Unless there is some natural language, it is difficult to specify

these requirements. In general, the WSDL specifies only the input, output parameters, the

remote service names, the ports at which these services listen etc. But it cannot specify

how to act upon those parameters. But the service provider is aware of how to process the

input parameters and arrive at the result to send the response. So, here the service

provider informs the consumers, how to call its service. In multicast, it is different in that

the consumer should already be having the consumer service to which the producer can

push the information. Unless, all consumers set up their receiving services in same way,

the producer cannot push the information. So, he advertises the service definition in terms

of input and output parameters, just like in WSDL. However, the difference is that, in

normal course the consumers call the producer service and in multicast, the producer calls

the consumer's service. The consumer has to set up its service dynamically by looking at

the WSDL.

E-Service Languages

As discussed earlier, WSDL is just like an Interface Definition Language. It cannot

describe the E-Service in totality. In a multicast environment, one needs a language that

is common on all platforms, such that once described, it can be implemented on any

platform. Work in this direction of describing a web service in XML and executing on

any platform has been described in [52]. It details on program statements, expressions,

variables etc. In our case of multicasting, this work may help if every consumer would

like to use the received information in similar fashion. This can be applied in case of

distributors, where in producer can program how the information be distributed. If so, the

producer can place the service in XL language [52], which the distributor can download.

Digital signatures can be used to authenticate the code. However, if the consumers would

like to use the received information in different fashions, then this will not help. The

producer can dictate what the consumer can receive, but not how to consume the same.

So, we feel that, the programming languages for the web services paradigm must vary

from simple to complex. For example, it should allow simple statements like below to

receive the office order, store it and display or mail it.
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Receive Office Order From http://www,organization.com 'orders/

Store Office Order In d:\folder

Display Office Order

Receive Office Order From hup://www.organi/ation.com/orders/

Mail Office Order admin@myoffice.com
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