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Abstract

The significant growth of Internet of Things (IoT) devices has led to the gen-
eration of a voluminous amount of decentralized data. The data is produced
at various sources distributively, such as sensors, cameras, and smart gad-
gets, which presents a significant opportunity for developing intelligent ap-
plications. The traditional approach shares this data with the cloud server
for model training. Due to intensive data transfer, the centralized comput-
ing paradigm faces various challenges such as high communication costs,
latency, bandwidth, privacy concerns, and network congestion. Edge com-
puting enables data processing directly on devices. Fog computing brings
computational resources closer to the data source to facilitate computation.
It enables distributed computing over geographically distributed nodes that
can be used for real-time processing. However, Edge nodes can produce data
continuously. The compute continuum (cloud, fog, edge) provides a network

to process data at various layers.

Federated Learning (FL) has emerged as a promising decentralized training
paradigm that allows learning from distributed data while preserving user
privacy. It provides distributed training over various compute nodes. In
FL, multiple clients participate in training with private data without shar-
ing their raw data. Hence, the convergence of FL. with the edge-to-cloud
continuum has the potential to build next-generation Al applications. But
FL training requires a strong compute node and a stable connection, which
is a key issue in an edge-to-cloud continuum. At the same time, deploying
FL over resource-constrained IoT devices introduces significant bottlenecks,
especially in the presence of stragglers. The implementation of federated
learning on the compute continuum can enable numerous Al applications.
However, nodes in the fog layer are heterogeneous and resource-constrained.

Further, the continuous growth of the data aggravates the challenge.

viii



The thesis hypothesizes to build a solution for machine learning training
on resource-constrained devices. The idea is to build a decentralized sys-
tem on the compute continuum. This is achieved in two phases. First, we
created an architecture to support the integration of FL on the edge-to-
cloud continuum. It is a 3-layered architecture that supports continuous
training on continuously growing data. Cloud layer works as an aggrega-
tor, Fog layer works as a client in FL training, and Edge layer produces
continuous data during training. To address the resource limitations at the
Fog layer, the work proposed an online approach. The simulation results
suggest to us the feasibility of the ML training on the fog node. However,
in the practical scenarios, device heterogeneity and stragglers are the ma-
jor challenges. Considering all these issues, we built a framework, FIDEL,
to support large-scale distributed training in a heterogeneous IoT network
using Docker. The framework is implemented with both synchronous and
asynchronous strategy that ensures seamless execution of the overall sys-
tem. The training result of FIDEL for an Industrial IoT use case reaches

the same result as centralized training.

In an IoT network, stragglers are inevitable, which slow down the training.
Although asynchronous strategy reduces computation time, the impact of
the straggler during training is unknown. The thesis investigated the im-
pact of stragglers in model training. The experimental results suggested
that stragglers have a negative impact on model convergence due to the
existing aggregation method. The finding reveals that the FedAvg method
aggregates stale updates during training that lead to prolonged convergence.
To improve the system, we proposed a stragglers-aware weighted averaging
scheme, FedStrag, to deal with stale updates. FedStrag prioritizes the lat-
est update and penalizes stale updates. It provides a mathematical model
to penalize stale updates based on the staleness of the model. The hybrid
aggregation approach leverages both updates to learn faster and generalize
well. We tested FedStrag on fixed and random strangers using both IID and
non-IID data. The result suggests that it outperforms the FedAvg method

on all possible straggler scenarios.
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Training across the edge-to-cloud continuum is often constrained to limited
data samples available at distributed nodes. The collaborative training is co-
ordinated by the server using an aggregation strategy like FedAvg. FedAvg
operates as an average-based aggregation function that synthesizes decen-
tralized knowledge into a unified global model. However, the analysis of the
convergence of the aggregation methods is limited to various assumptions
that may not fit the real-world applications. The thesis hypothesizes that
model convergence is inherently influenced by the contribution and impor-
tance of individual features. To analyze this, we integrated the SHAP-based
xAI method into FL, which shows behaviors and convergence patterns. The
proposed approach not only reveals the dynamics between feature impor-
tance and model convergence but also provides insights into model drift.
The approach will contribute towards improving the transparency, reliabil-

ity, and fairness of federated learning systems.

Overall, the thesis presents a system design perspective of federated learning
implemented on real-world IoT devices. It addresses key challenges in the
practical deployment of such systems across the compute continuum. The
proposed work holds the potential to contribute towards the development

of next-generation, scalable solutions for a wide range of applications.
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Chapter 1

Introduction

We live in a world where Internet of Things (IoT) devices have become an integral
part of our daily activities. From smart gadgets such as watches, heart rate moni-
tors, temperature monitors, humidity sensors, smartphones that store information like
photos, locations, text conversations, browsing history, chats, etc, to general-purpose
CCTYV cameras, GPS on vehicles. These devices are connected to each other over the
internet to share data among themselves with multiple protocols that can perform a
certain task [26]. Today, we are experiencing unprecedented growth in connected de-
vices. According to the state of IoT summer 2024 report [7], there will be 21.5 billion
connected IoT devices by 2025, which is forecasted to grow by 41.1 billion by 2030.
These IoT devices include wired and wireless devices such as various sensors, indus-
trial devices, medical equipment, home appliances, 4G/5G hardware, cameras, etc. As
the number of devices has increased significantly, the amount of data generated has
grown exponentially. According to the latest estimates from Statista, throughout 2024,
approximately 402.74 million terabytes of data are being generated every day. As of
2024, total global data is estimated to be 149 zettabytes, which is likely to grow to more
than 394 zettabytes by 2028 [112]. Such tremendous proliferation of digital data also
provides opportunities to process this data, which can be applied to various use case
scenarios such as smart home, smart health, security surveillance, autonomous driving,
smart grid, continuous monitoring, digital twins, etc. These data are generated on
various devices at various layers of the network. Extracting and processing such large
data needs novel and sophisticated approaches that can apply business logic to solve a

specific problem.



1. INTRODUCTION

A conventional way to extract information is to store everything on the server in one
place and process it. This requires huge computational and storage resources, mostly
at the server. The server processes the entire data to extract useful information to solve
a specific business problem, which includes preprocessing, extraction, training, valida-
tion, etc. With virtually infinite resources, a cloud computing paradigm is generally
preferred to store/process the data. Then, various machine learning algorithms, such
as supervised, unsupervised, reinforcement, or semi-supervised learning, are applied
to train a model for specific tasks. However, mentioned centralized approach can be
inefficient, as it may not work well for a big data problem where data is continuously
growing. At the same time, this may be an inefficient way to process large data at the
server because data has to travel from the source to the server, which incurs massive
bandwidth that may produce network congestion [15]. Additionally, the data has to be
stored on a server, which requires huge storage and computational power to process it.
Also, centralized processing is constrained by higher latency, which makes the system
unsuitable for real-time processing. Distributed training is an alternative approach that
can minimize the processing overhead of one place by various nodes. This can offload
the work among multiple nodes that can process data simultaneously [55]. Since data is
generated at various sources with multiple output devices/streams, it is more realistic
to process it in a distributed manner. Fog computing [95] is a paradigm that offers
computation near the source that supports real-time processing. It has limited compu-
tation and storage closer to the IoT device, which helps data processing on distributed
nodes quicker than server-based processing [12].

One of the key challenges in data processing is the privacy and security of data.
Since data is valuable and may contain private or sensitive information, a user/organization
refrains from sharing raw data with the server. For example, a hospital is likely not
to share its patient data due to patient privacy or laws like GDPR, HIPAA. For such
a scenario, the data processing framework has to be privacy-preserving and sensitive
to data security. Federated learning [48] is a distributed machine learning algorithm
that offers privacy during training. McMahan [76] developed the paradigm that advo-
cates privacy by restraining training data distributed over respective nodes. Federated
learning (FL) aims to train a machine-learning model without sharing raw data with
the centralized server. It has client-server components where the server works as a co-

ordinator in distributed training, while clients own data and fine-tune the global model



with their local data. The training is done locally on multiple clients with private
data. Once the local model is trained, it is shared with the server. The server works
as a coordinator that collects and aggregates all local models into an aggregated global
model. With this distributed nature of the training paradigm, it is compatible with
the cloud-fog data processing architecture [78, 103, 118].

A machine learning model can be trained on distributed nodes with federated learn-
ing. However, the availability of resources is a key challenge in training at the edge of
the network. In an IoT network, data is generated by sensing devices and shared for
processing. Typically, edge devices have very limited resources that can not train any
model by themselves. To facilitate efficient and real-time applications, we generally
prefer the fog computing paradigm instead of cloud computing. However, fog comput-
ing still has limited computing resources. Additionally, in a cloud-fog-IoT architecture,
the flow of data continuously increases over time. At the same time, the devices in the
network are bound to fail/struggle due to various reasons that need practical solutions.
A typical IoT network contains 3 layers: i) Cloud layer, ii) Fog layer, and iii) Edge
layer. Each layer is designed to perform certain tasks based on compute/storage capa-
bility. Edge layers have data-generating devices that can produce continuous data. Fog
layers have finite resources that facilitate lower latency in executing tasks. However,
the cloud has virtually infinite resources to conduct in-depth analysis and report for
the task. Hence, training a model in the edge-to-cloud continuum is a key challenge
that we have tried to solve as a thesis work.

Training a model on a cloud-edge network has multiple applications, such as real-
time security surveillance, fault detection in IToT scenarios, anomaly detection, contin-
uous monitoring, etc. Federated learning can be applied to an IoT network to learn
a machine learning model in real-time. Here, the edge layer will generate data con-
tinuously and share it with the fog node. The cloud layer will work as an aggregator,
and the fog node can be used to perform local training. Since fog nodes have limited
computing power, performing training on fog nodes is challenging. At the same time,
the size of the data at the fog node keeps growing due to the continuous production of
data from the edge layer. Hence, there is a need for an architecture to run federated
learning on resource-constrained devices on continuously growing data. We worked on
this problem to resolve the training limitation of fog nodes. So, we designed a fog-

enabled distributed training architecture that can harness the computational efficiency



1. INTRODUCTION

of the fog-cloud node and preserve privacy while training the model. The proposed
architecture is designed to train an FL model on continuous data. It offers continuous
training by sequential data sampling at the fog node. The sampling is done based on
the computational efficiency of the respective fog node. It formulates data modeling
and slicing at the fog node for training. The proposed architecture is capable of training
a model in a resource-constrained IoT network [50].

In federated learning, the client does not share raw data. However, it shares locally
trained models with the server for aggregation. So, the server has to wait for clients
to finish their training. Once training is finished and the local model is shared with
the server, the server aggregates all local models and creates a global model, which is
sent back to clients for further training. So, the server and client have to synchronize
with each other to continue the training. One of the major challenges in synchronous
communication is waiting time at the server. Here, the server is forced to wait for
all the clients to finish. So if there are any stragglers or unreliable connections in the
network, the server has to wait longer. In fact, if a device fails, the entire training
freezes sometimes. To avoid this issue, the original work on federated learning has
provided client sampling as a solution. However, partial aggregation can be inefficient
for small networks with limited client size. Hence, asynchronous communication-based
federated training is needed, which can minimize the waiting time and shorten overall
training time. Therefore, we worked to create a fully functional framework that can
utilize IoT infrastructure to train a model asynchronously. The framework should
work effortlessly on various devices, irrespective of their hardware configurations. To
realize this, we proposed a fog-integrated federated learning framework (FIDEL) for
model training with both synchronous and asynchronous communication. The FIDEL
proposes time-bound asynchronous federated training to handle stragglers. It runs on
heterogeneous devices with continuously growing datasets. The proposed framework is
developed with a lightweight containerization approach that can run on any hardware
that supports Docker [52].

In an IoT network, devices are connected to each other through a wireless medium
such as Wifi, Bluetooth, or cellular connection. Hence, it is expected to have a delayed
update due to an unreliable network. At the same time, the network contains heteroge-

neous devices that may have stragglers. Stragglers in a network are those devices that



do not send their updates within the time frame. These nodes may have significant de-
lays in model sharing due to various reasons such as unreliable networks, heterogeneous
computation, device unavailability/failure, battery drainage, etc. Hence, Stragglers in
an IoT network create key challenges during training. Even though the FIDEL frame-
work reduces the impact of stragglers with asynchronous aggregation, it only ensures
training is continued in the worst-case scenario. Hence, the impact of a delayed update
on overall training is unclear. Since stragglers lag behind in the current training, they
share old updates with the server. The server aggregates such old updates to the global
model during aggregation, which may cause delayed convergence or divergence some-
times. Hence, the impact of stragglers in federated learning needs to be studied. We
worked in this direction to find how much impact a straggler poses in overall training.
Here, there can be two types of staggers i) fixed stragglers ii) random stragglers. In
fixed stragglers, a particular device is delaying its update over time. This happens
due to relatively low resources in the network compared to others in a heterogeneous
network. While in random stragglers, any node in the network may delay its update.
This scenario arises when devices are connected to an unreliable network. With various
experiments[51], we found that stragglers have a negative impact on overall training.
It not only slows down the convergence of the model, but it can diverge the training.
Therefore, we proposed a weighted aggregation scheme (FedStrag) for stragglers to
address the challenges of delayed updates. FedStrag priorities latest update over the
old update. It ensures model convergence with multiple challenges, such as resource
constraints, stragglers, network issues, and device heterogeneity. FedStrag accommo-
dates every local update with its aggregation module by optimizing normal and delayed
updates with respect to time. As a result, it outperforms baseline federated learning
(FedAvg) in all possible cases of stragglers [51].

Federated learning is collaborative learning where multiple clients participate in
achieving a common goal at the end. Even though each individual model is trained
in isolation with their private data, the aggregated model is expected to learn global
knowledge. This is achieved by aggregating local knowledge into the global model
by federated averaging (FedAvg), which utilizes a mean function over layer-wise local
parameters to compute the global model. How does a simple averaging over isolated
learning work fine to learn patterns even from unseen data? It has been theoretically

proven that federated learning converges to global optima with few assumptions, such
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as convexity, smooth function, bounded variance [45, 59]. However, most of the neural
networks trained in the FL setup are deep learning models, which leads to non-convex
optimization [39]. The federated learning paradigm works equally for even non-convex
complex optimization problems. But why and how a simple averaging works really well
is a question that needs to be answered. A simple explanation-based strategy may help
to understand the working and model convergence behavior of FL. So, we worked on
the explainability of federated learning to demystify how the local model contributes
to global knowledge. We conducted experiments to uncover feature contributions in
creating a global model from local data that converges to the global knowledge. This
is done by implementing the Shapley value (SHAP) [72] of the trained model on the
global model to assess feature contributions in creating global knowledge. Since a
neural network is a black box model, it is hard to interpret it internally. SHAP values
expose feature importance for decision making. It highlights the most relevant and
important features. We took Shapley value to measure feature contributions and then
traced it for multiple rounds for federated learning. With extended experiments, we
analyze the trends of feature importance over model training in federated learning. This
reveals the importance of features in training that can help in optimizing a reliable and
transparent machine learning model. The work provides an experimental granular
convergence analysis of FedAvg at the feature level.

The thesis addresses the key challenges of the implementation of federated learn-
ing over the edge-to-cloud continuum. The thesis provides practical solutions for the
real-time execution of distributed machine learning on low-resourced devices. It offers
solutions to deal with stragglers and continuously growing data. Overall, hypothesis
of the thesis is to provide a solution for privacy-preserving distributed machine learn-
ing training on resource-constrained devices. We realized this with the following four

aspects:

e We hypothesize to design a federated learning architecture for continuously grow-
ing data in an IoT network. The proposed fog-enabled FL architecture addresses
training a model on continuously generated IoT streaming data over fog nodes

with a sampling technique.

e We hypothesize to build a federated learning framework for IoT networks with

both synchronous and asynchronous strategies. The framework is capable of



1.1 Problem statement and research goals

utilizing heterogeneous fog-edge devices for data processing efficiently.

e We investigated the impacts of the stragglers in the federated model conver-
gence. With the finding of delayed convergence, we hypothesize that minimizing
the stragglers’ impact on model convergence should improve federated learning

training.

e We hypothesized to explain the internal working of the federated learning train-
ing. By exposing the importance of features with SHAP, we analyze feature
contribution trends in the creation of the global model over time. It provides
a convergence analysis of federated learning with feature impact using SHAP

values.

1.1 Problem statement and research goals

Machine learning models are typically trained on large-scale datasets to optimize their
performance and improve generalization. Centralized training requires data to be pro-
cessed at the server; hence, it takes a huge bandwidth and introduces latency. However,
distributed training involves collaboration with multiple nodes at various locations to
train a model. Edge analytics refers to processing data near the source of data. It
brings intelligence to the edge of the network. Training a model in the user’s vicinity
also provides privacy and security of the data. Bringing intelligence to the edge of
the network not only optimizes available resources but also supports a seamless service
experience for the end user in real time. For instance, it can rapidly process generated
data to extract knowledge, enabling distributed data processing across multiple nodes
while ensuring that raw data remains local and is not shared with the cloud. However,
training a machine learning model on the edge of the network is constrained by various
factors such as resource limitations, network bottleneck, communication bottleneck,
and stragglers. Hence, this requires novel approaches to address the key challenges of
distributed training.

We had an extensive literature survey on various distributed training paradigms.
This includes multiple computing paradigms that should align with distributed train-
ing. Federated learning is one of such decentralized training mechanisms that advocates

privacy preserving using distributed training. However, IoT devices lack computational
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resources for data processing. The problem aggravates when the dataset keeps increas-
ing on the edge node. Hence, we integrated fog computing paradigm with federated
learning for efficient training. Our first research goal is to build an architecture that
can support federated learning on resource-constrained fog nodes. Here, the amount
of data at the fog node keeps on growing due to the continuous inflow of raw data at
the edge node. To address this, we propose a three-layered fog architecture to train a
global model using federated learning on a continuously growing dataset. Since edge
nodes do not have enough resources to train data, they provide an online training so-
lution for streaming datasets. The architecture proposes a solution for decentralized
training for an IoT network. Next, we focused on building a training framework for
federated learning on fog nodes. The goal is to build a framework that addresses vari-
ous challenges of IoT infrastructure of real devices and provides a detailed analysis of
the framework’s capabilities. We proposed a FIDEL framework for distributed training
using synchronous and asynchronous federated learning. It offers seamless training for
a failure-prone IoT network. The framework is designed with a lightweight Docker
container, which is suitable for running on any heterogeneous device. It utilized all
three layers of the network for computation, such as edge layers for data collection, fog
layer for processing, cloud layer for aggregation and big data processing. In a nutshell,
this work provides a practical solution for privacy-preserving distributed training on
the resource-constrained IoT network.

Since IoT networks often rely on low-powered and unstable devices, they are prone
to failures and connectivity issues. Therefore, training machine learning models in such
environments can become a slow and difficult process. FIDEL framework addresses this
by using asynchronous updates. However, the impact of stragglers needs to be inves-
tigated. As a second research goal, we worked to examine the impact of stragglers
on overall training. This work examines various types of straggler scenarios that can
arise during training. Our analysis reveals that stragglers adversely affect model con-
vergence, primarily due to stale updates. Although partial aggregation is a commonly
used approach, it tends to be inefficient in smaller networks due to limited participa-
tion and reduced update diversity. Hence, a weighted aggregation scheme (FedStrag)
is developed to incorporate the stragglers, which improves convergence. It prioritizes
latest update over stale update with respect to time. The proposed work outperforms

the baseline aggregation strategy, FedAvg, for all possible scenarios.
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The third research goal is to explore the explainability of the model training in
federated learning. The work looked into why federated learning works with simple av-
eraging of models’ parameters. The work incorporates explainability into fog-enabled
federated learning architecture to explain the behavior of the model training for bias-
free and transparent model training. Here, we wanted to understand how a particular
feature contributed to global knowledge creation. To this extent, we examined feature
contribution on the global aggregated model over various rounds using SHAP. The in-
tegration of an explainable AI method to federate learning enhanced the understanding
of FedAvg convergence. With various experiments, we found that there is a correlation
between feature impact and model performance. Also, it suggests that a few features
contribute most to the global model. However, the impact of the few features is nom-
inal. Here, we presented an analysis for federated learning using feature impact. This
probes into federated learning training for the trustworthiness of the paradigm.

The overall thesis work addresses key challenges of the implementation of federated
learning over an edge-to-cloud continuum. It provides practical solutions for real-time
execution of distributed machine learning while dealing with stragglers. The thesis
work is based on three research goals and formulates four research questions, which are

defined as follows.

Research Goal - 1:
Ezxploring and developing a framework for distributed learning with resource-constrained

devices for real-time machine learning training on edge-to-cloud continuum.

Regarding research Goal 1, we have formulated two research questions. Since ma-
chine learning, specifically neural network training, needs significantly large computa-
tional and storage resources, we wanted to investigate and explore the possibility of
model training in an IoT network. One of the major challenges in building such a
system is the resource limitation at the edge of the network. Apart from that, in an
IoT network, we expect to generate data continuously. This continuous inflow of data
requires more processing power to process it. Hence, data generated at the edge node
grows continuously, which leads to a new problem. So, rather than centralized training,
can we utilize various IoT devices to train a decentralized model using distributed data?

How to deal with the continuous dataset to extract meaningful insights? Addressing
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these challenges, we formulated our first research question as follows.

Research Question - 1:
How to train a privacy-preserving decentralized model on distributed nodes on
resource-constrained heterogeneous edge/fog nodes? Is it possible to train the neural

network on a continuously growing dataset with resource limitations?

Edge computing paradigm introduces computation at the edge nodes. However,
in an IoT network, edge layers have devices such as cameras, sensors, mobiles, etc,
which do not have enough resources to process large data. Fog computing brings
limited computing and storage capabilities to the edge that can be utilized for efficient
processing. Due to its proximity, the Fog computing paradigm has been extensively
used for distributed and real-time processing. To answer the first research question,
we integrated the fog computing paradigm to federated learning with efficient use of
resources at the fog layer. The key challenge is to harness low resources at the fog
for complex tasks such as model training. In this direction, we introduced an online
approach for efficient training on a fog node with a continuously growing dataset.
We proposed an architecture for federated learning training with an online training
approach. In the simulation on containers, the architecture is capable of training a
model for an IIoT task.

Next, we extended the work for a more realistic use case in IoT scenarios. In feder-
ated learning, the server waits for all clients to train their local models. In IoT networks,
node failures are expected due to factors such as power outages, battery limitations,
intermittent availability, or straggling behavior. As a result, synchronous federated
learning often becomes impractical for real-world training scenarios. To address this,
asynchronous or semi-synchronous updates are needed for model aggregation. Another
significant challenge in real-world fog and edge computing deployments is device hetero-
geneity, as clients often consist of multiple devices with varying hardware capabilities
and configurations. This motivates us to form our second research question and the
bigger goal of distributed training on fog/edge nodes. We formulate the second research

question as follows.

Research Question - 2:

10
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What is the feasibility of developing a framework for distributed model training
in a failure-prone and heterogeneous IoT network for real-world applications? What
challenges are involved in its implementation, and can such a framework achieve con-

vergence comparable to that of centralized training?

There are multiple frameworks for federated learning, such as Tensorflow Federated
(TFF)[1], OpenFL [2], FATE [66], PySyft [92], Flower [10], NVIDIA FLARE [83], IBM
FL [37], Federated Scope [119], Sherpa.ai FL [91], FLSim [57], etc. TensorFlow Feder-
ated is one of the first frameworks developed by Google for federated learning research.
However, we can only run a simulation-based architecture using TensorFlow. Some of
the frameworks, such as NVIDIA FLARE, FATE, OpenFL, etc, are developed by the
industry for model training and deployments in an industrial setup. These frameworks
offer very limited customization for research. At the same time, they are closed-source.
However, frameworks like Flower and PySyft are open source, which can be modified
for research work. But, when it comes to training the model in resource-constrained
devices, most of the framework fails because they are built for distributed comput-
ing on resourceful devices. Even though Flower can run on heterogeneous devices, it
only offers synchronous updates. Hence, to address research question 2, we wanted a
framework that supports asynchronous training with streaming data using resource-
constrained devices. Hence, we found a gap in the available framework that motivated
us to build a framework for a failure-prone IoT network. The proposed framework is

extensively tested with multiple models and compared with centralized training.

Research Goal - 2:
To analyze the impact of stragglers on model training in heterogeneous IoT networks
and develop effective strategies to mitigate their effects, with the aim of improving train-

ing efficiency and enhancing the model’s generalization performance.

An IoT network consists of heterogeneous devices that may have unreliable con-
nections. Hence, stragglers are inevitable in the network. Stragglers are those devices
that delayed their update. This could happen because of computational limitations
or network failure/congestion. Training on such a network poses a challenge because

of delayed updates. In this scenario, a few of the devices are faster that finish their
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update earlier than the other slower devices. To overcome this, asynchronous update
is preferred over synchronous aggregation. But in an asynchronous federated learning,
the server waits for a fixed amount of time before aggregation, after which the global
aggregated model is created. Since stragglers delayed their update, the server combined
the old update while aggregating. For example, if a straggler’s node delays its update
by 2 iterations, the update will be aggregated at the server when it is received. This
means that the update was stale by 2 iterations and was trained on the old global
model. Regarding Research Goal 2, we wanted to understand whether the stale update
impacts the global model convergence or not. What kind of stragglers are possible in
an IoT network?” How much do they impact model accuracy? Hence, we conducted
extensive experiments to determine the impact of global model convergence. Further,
we wanted to avoid the negative impact of the stragglers, if any.

Generally, federated learning training avoids stragglers by partial aggregation. Here,
the server waits for a minimum number of updates or goes ahead with available up-
dates [65]. This approach can be efficient for a large network with thousands or millions
of nodes. However, for a smaller network with fewer nodes, eliminating any devices may
lead to overfitting, because each node may contain a separate data distribution that
needs to be learnt specifically for a non-IID case. Another approach uses categorization
of the nodes into fast nodes and slow nodes. Then, separate aggregation is applied to
both categories [14, 60]. Similarly, cross-category and intra-category weighted aggrega-
tion is also explored for model training [21, 123]. Most existing approaches primarily
focus on grouping devices based on their capabilities and performing training within
these groups, which still requires large nodes for processing. For research goal 2, we
wanted a solution for a smaller network, for example, a network in a housing society
that has limited compute nodes. Then resolve the impact of stragglers in model train-

ing. We formulated our Research question-3 around this, which is as follows.

Research Question - 3:
To what extent do stragglers impact model training in distributed learning envi-
ronments? Furthermore, can the contributions from these delayed or underperforming

nodes be effectively utilized to improve the model’s generalization performance?
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1.1 Problem statement and research goals

Federated learning creates a model by aggregating multiple individual models.
These models are trained on an independent dataset, which is privately owned by dif-
ferent owners/devices. The devices only share trained parameters to the server without
any access to raw data. The server applies the FedAvg method to aggregate all locally
trained models. The FedAvg method is an averaging method that combines all learn-
ing into one global learning. Though FedAvg works well and is capable of training and
creating a global model, it is interesting to know why it works. To understand this, we
created our third research goal to examine and explore how/why the simple averaging

method, like FedAvg, converges. We formulated our research Goal 3 as follows.

Research Goal - 3:

Investigate the underlying mechanisms that contribute to the effectiveness of the
Federated Averaging algorithm in distributed learning settings. Specifically, it seeks to
quantify the influence of individual models and feature-level contributions on the for-

mation and convergence behavior of the global model.

Learning in federated learning happens in isolation at multiple points with personal
datasets. Since data is not shared with any party during training, the server only re-
ceives model parameters for aggregation. During aggregation, the server performs an
averaging method called FedAvg to consolidate all local models. In the previous goals,
we have trained multiple deep learning models with FedAvg. With a simple under-
standing of optimization theory, it is hard to understand how deep learning methods
optimize the model due to non-convexity. Still, FedAvg method has optimized non-
convex functions, which are trained on heterogeneous devices/datasets. Why does a
simple aggregation method work so well on not only convex but also non-convex prob-
lems? This motivates us to investigate how the federated learning paradigm effectively
enables model training in a distributed environment. One key reason lies in its ability
to simplify the aggregation process by reducing variance across client updates, thereby
aligning the aggregated model more closely with the global objective. That means
each client learns a separate model on their data, pertaining to fit local data that may
have noisy estimators for global optima. These estimators overfit models to local data,

which can be far from the expected global model. But the aggregated model cancels
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out overfitting by averaging the parameters. Even though it looks reasonable by visual-
izing the effect of FedAvg, such a simple explanation cannot guarantee the convergence
of the method. Hence, multiple researchers have shown theoretical convergence of the
FedAvg method [27, 36, 61]. The backbone of the convergence lies in the assumption of
smoothness, bounded variance, and convexity of the function. However, deep learning
model training is a non-convex optimization problem. Arguably, federated learning
converges because it performs stochastic gradient descent (SGD) at the client level.
Here, each client performs local SGD and the server aggregates. This is also seen as
performing batch SGD over distributed nodes. The theoretical analysis suggests that
the algorithm converges to the global optimum. However, how the aggregated model
converges to the optimum global model is interesting to know. How does each feature
in the dataset impact the global model over time? This calls for an importance-based
analysis to quantify each feature’s contribution to global convergence. Motivated by
this, our work explores the extent to which individual features drive the global opti-

mization process. Accordingly, we formulated the following research question.

Research Question - 4:
How significantly does each individual feature contribute to the construction of the
global model during federated learning? Furthermore, what patterns emerge in feature

importance over the course of training rounds?

1.2 Research methodology

To achieve the research goals, we proposed four research methodologies to address all
four research questions mentioned above.

To address the research question 1, we worked on the implementation of the fed-
erated learning method on resource-constrained devices. The focus is to propose a
practical solution for federated learning training on distributed nodes. We investigated
the feasibility of neural network training in resource-constrained environments such as
edge/fog nodes. Since edge nodes do not have enough computations for ML training,
we focused on the fog computing paradigm for efficient training at the edge of the

network. This serves two aspects of the training: (i) Distributed training aims to train
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on independent nodes that serve real-time processing, (ii) Privacy-preserving training
that assures users that their data is safe in their own vicinity by not sharing it with the
server. We propose a fog-enabled distributed architecture that integrates the fog com-
puting paradigm with federated learning to enable efficient and scalable model training.
A central challenge in this integration lies in ensuring real-time data processing at the
fog nodes, which is critical for continuous learning in dynamic environments. Because
in the IoT network, the edge nodes generate data continuously, say 24x7, making it
hard to train on the fog node. Since a neural network training needs a significantly large
amount of data to fine-tune the model, we proposed an online training scheme to handle
continuously generated data. The training process is formulated using a data model-
ing approach that incrementally slices the incoming raw data across training rounds,
enabling real-time learning. Unlike conventional machine learning, we do not process
complete datasets for model training. Rather, training is performed on part of the
dataset that keeps changing with time. So, for a given round, a set of datasets is used
for training, while in another round, another set of data is used for further fine-tuning
the model. This process is repeated over multiple fog nodes over time. Here, slicing
of data is established by an assumption that edge nodes associated with fog nodes are
producing 60 frames per minute, ie, one frame per second. Hence, at the fog node,
we trained the model with 60 frames only. Since the dataset is reasonably small, fog
nodes can train/fine-tune the model. However, the same dataset will not be used again
because in the next round, a new dataset will be generated. Since every data point
is looked at once, and it is changing on every round, the proposed architecture is the
best suited for real-time machine learning training. We set up the methodology and
implemented it for a real-world use case. For experimentation, we created a Docker
container-based application for the simulation of the proposed architecture. Docker
containers are lightweight and can be considered as fog nodes for distributed training.
In addition, we have used gRPC remote procedure call for efficient communication be-
tween the cloud node and fog nodes. gGPC facilitates communication between cloud
and fog nodes for model transfer, and produces calls for model training at fog nodes.
To test the learning capability of the architecture, we used radar data to train safe
position classification in a human-robot workspace.

To address Research Question 2, we extended the proposed fog architecture to de-

velop a federated learning framework for the edge-fog-cloud continuum. This extension
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enables collaborative model training at the network edge while accounting for the limi-
tations in computation, memory, and energy typical of such environments. Simulation
results show that a fog-enabled federated learning architecture is capable of training
a neural network. However, implementation of the architectures on real devices has 3
major challenges: i) Device heterogeneity ii) Connection/device failure iii) Stragglers.
A distributed training in the fog network has to address these additional challenges. We
have taken these challenges into account and built a framework, FIDEL, that supports
online training in an IoT network. FIDEL is developed with a lightweight container-
ization approach that can run on a device that supports Docker. The Docker engine
provides a consistent runtime environment for executing complete packages or images,
effectively addressing hardware heterogeneity. By bundling all necessary dependen-
cies within the container, Docker ensures the smooth execution of functions, making it
possible to run applications seamlessly across diverse devices. FIDEL framework is de-
signed to have three layers: i) Cloud layer is responsible for aggregation, visualization,
and reporting, ii) Fog layer is responsible for local model training and data storage, iii)
Edge layer only generates data and shares it with the respective fog node. All nodes in
each layer perform their tasks in parallel and communicate vertically over the network.
The implementation of the FIDEL has to deal with the continuous inflow of data from
edge nodes. Hence, we designed the methodology for online training in two stages:
i) All raw data generated at the edge layer will be stored at the respective fog node.
The fog node will always stay inside the user’s vicinity to ensure privacy of the data.
ii) Fog nodes selectively retrieve training data from local storage for processing. As a
result, even if the edge layer generates data at a rate that exceeds the available compu-
tational capacity, the training process remains uninterrupted, avoiding system freezes
and ensuring continuous learning. The selection of training data is constrained to the
computational capability of the individual fog node. So, different fog nodes may have
different training data sizes at a particular round. FIDEL also provides a mathematical
formulation for continuous data processing based on underlying resources.

A key challenge in federated learning arises from the communication between the
cloud server and fog nodes over IoT networks, where the server has to wait for updates.
However, in real-world IoT environments, timely participation from all nodes cannot be
guaranteed. This may happen due to device failure, network congestion, compute con-

straints, or stragglers node, which are inevitable in an IoT network. While answering
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research question 1, we addressed computational constraints by online training, how-
ever, the training was conducted in a synchronous way. To address the key challenge in
model implementation, the FIDEL framework is designed with asynchronous federated
learning. The server does not need to wait for every client to complete training; it
proceeds with available updates. Basically, it waits for a certain amount of time, then
applies aggregation for the next round. We used MQTT for asynchronous communica-
tion between the cloud and the fog node. The asynchronous communication is achieved
on two topics: i) train ii) aggregate. The fog node starts training when there is a call on
the train topic and the server receives the locally trained model on the aggregate topic.
Hence, the FIDEL framework deals with network/device failure, resource constraints,
and device heterogeneity, which makes it best suited for distributed training on an
edge-to-cloud continuum. To check the capability of the FIDEL framework, we exper-
imented with shallow, deep, and convolutional neural networks over RADAR data for
safe position detection. All experiments were conducted on Raspberry Pi devices with
limited computational capabilities. The framework demonstrated performance compa-
rable to centralized training in terms of model accuracy. Additionally, a comprehensive
system analysis was carried out to evaluate the framework’s feasibility for deployment
in real-world IoT networks. The results indicate minimal resource consumption, with
the overall memory usage remaining under 4% on a 4GB RAM Raspberry Pi.

To address Research Question 3, we began by analyzing the impact of straggler
nodes on the model training in federated learning paradigm. As discussed earlier,
FIDEL addresses key challenges of training in a failure-prone network. It performs
asynchronous aggregation for the stragglers. However, in this process, the server ag-
gregates stale updates into the global model. We investigated the impact of stragglers’
updates and proposed a solution to improve model convergence. Stragglers are those
nodes that delay their update. This can happen due to device constraints or unreliable
networks. The methodology for this research is structured in two phases. The first
phase investigates whether stragglers have a significant impact on model convergence
in federated learning. For this, we set up various types of stragglers possible in an IoT
network. We experimented with random stragglers and fixed stragglers. For the com-
pleteness of possible stragglers, we consider i) Fixed straggler, ii) Random stragglers.
In the case of Fixed stragglers, a particular node delays its update every time. This

implies a device issue or computational inefficiency of the particular device. However,

17



1. INTRODUCTION

in Random stragglers, a random device delays the update. This pertains to network
congestion or failure. We experimented with these two possible stragglers and found
that stragglers have a negative impact on model convergence. In fact, as we increase the
delayed time, stragglers diverge from the global model. The primary reason stragglers
affect model convergence is that they perform local training on outdated versions of
the global model, leading to stale updates that may hinder the overall learning process.
This suggests that stale updates are slowing down the convergence, which motivates
us to address the problem. In the second phase, we propose a solution to deal with
stragglers so that the learning of these nodes can also be accommodated in the global
model for better generalization. In the conventional FL paradigm, delayed updates
are discarded during partial aggregation. However, for smaller networks, discarding
updates impacts model generalization. Because every node learns a unique pattern
from its data, which needs to be included in the global model. The proposed solution,
FedStrag, is a weighted averaging that prioritizes the latest update over stale updates.
The core idea is to incorporate every local update into the global model, ensuring that
no learning is discarded. This inclusive approach promotes better generalization by
leveraging the diversity of information from all participating nodes. We formulated
FedStrag as a penalty-based weighted aggregation on the staleness of the model. The
staleness is determined by the number of rounds a device has delayed its update. Based
on this delay, FedStrag assigns a weight to each model update, which is then used in
the final aggregation process to ensure that outdated updates have a reduced impact on
the global model. For example, if a node delays its update by 2 rounds, then a penalty
of 1/3 is forced during aggregation. The penalty-based aggregation scheme for model
training ensures that every participant’s contribution is considered in the final aggrega-
tion, while simultaneously preventing the discarding of any updates, thereby preserving
valuable learning from all devices. To assess the convergence of FedStrag, we conducted
multiple experiments under straggler scenarios, using both IID and non-IID versions of
the MNIST dataset. The results demonstrate that FedStrag consistently outperforms
the baseline FedAvg across all tested use cases.

We addressed Research Question 4 by incorporating SHAP-based explainability
into the federated learning training. Interpretability of a black box model is one of the
key areas that needs to be advanced to gain trustworthiness in the system. Federated

learning trains a model in collaboration with multiple stakeholders. As discussed in

18



1.2 Research methodology

the previous section, a simple weighted averaging method converges toward the global
optimum. Existing research suggests that this convergence is a result of FedAvg func-
tioning similarly to stochastic gradient descent (SGD) across clients, with theoretical
guarantees supporting its effectiveness. However, federated learning is an iterative pro-
cess where the global model is created over time with clients’ contributions. It starts
with a weak model, which is fine-tuned at various clients and gets stronger over mul-
tiple rounds. Hence, as a weak model converts into a strong model over time/rounds.
We wanted to understand how a particular feature contributes to the process. To an-
alyze this, we incorporated a Shapley value explanation for each feature. The SHAP
value provides the importance of each feature when it makes a final decision. In a
nutshell, it calculates the behaviors of the model with and without the feature, then it
calculates the contributions of the particular feature. We integrated the SHAP value
in federated learning training to know individual feature contributions in the final de-
cisions over time. The feature-based contribution reveals trends for each feature in
the global model during aggregation. A detailed analysis of each feature and model
contributions is presented to support explainable federated learning. We experimented
with two different models with Iris and Predictive maintenance data sets to know how
feature converges along with model convergence. This enhances bias-free training that
improves trustworthiness in the federated learning paradigm.

In summary, the thesis addresses key challenges of federated learning in the edge-to-
cloud continuum. Firstly, we looked into the feasibility of training federated learning on
resource-constrained devices. In this work, we address the key challenge of continuous
training on rapidly growing datasets. In this regard, we proposed a fog-enabled fed-
erated learning architecture for model training on distributed nodes. The architecture
uses online training that enables resource-constrained devices to train the model on a
large dataset. Secondly, we extended the work and proposed the FIDEL framework for
implementation on real devices such as Raspberry Pi. The proposed work addresses
key challenges of device heterogeneity, stragglers, and network/device failures. FIDEL
offers synchronous and asynchronous federated learning that ensures seamless execu-
tion of the server aggregation. We have also shown a mathematical model for handling
streaming datasets. Thirdly, we looked into the impact of stragglers on model conver-
gence. With various experiments, we found that stragglers have a negative impact on

global model convergence due to staleness of the update. To resolve it, we proposed
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a FedStrag method that prioritizes the latest updates over old updates. FedStrag is
a penalty-based weighted aggregation strategy that minimizes the stragglers’ impact
and improves the model’s generalization. The results show that FedStrag outperforms
the FedAvg method on every possible straggler scenario on both the IID and Non-
IID data. Finally, we integrated an explainability module into the federated learning
paradigm, with a focus on investigating the contribution of individual features to the
global model over multiple training rounds. We analyzed the trends in feature impact
during the aggregation process and provided an in-depth examination of how each fea-
ture contributes to the creation of global knowledge. This analysis not only enhances
the transparency of the federated learning process but also improves its trustworthiness

by offering insight into the influence of specific features on model convergence.

1.3 Contributions of the thesis

The thesis worked towards three research goals that answer four research questions.
The focus of the thesis is to address various challenges in distributed training and
to provide practical solutions for them. It also looked into explaining the federated
learning paradigm for the trustworthiness of the paradigm.

Contribution 1: In this work, we looked into the feasibility of federated learning
on a continuously growing/changing dataset over a resource-constrained device. We
proposed a fog enabled distributed training architecture for machine learning tasks. A
hybrid of fog computing and the federated learning paradigm is used for the model
training. To address the demands of continuous data streams, we introduced an online
training scheme capable of handling continuously generated data without interrupting
the learning process. The training includes only recent periodic data for modelling. The
system assures privacy by restricting the raw data to the fog level. In addition, by not
sharing raw data directly to the server, the system optimizes network bandwidth and
congestion. We simulated the proposed architecture with Docker container. To test the
learning capability of the model, we used radar data to train safe position classification
in the Human Robot (HR) workspace, which achieves an accuracy of 99%.

Contribution 2: In this work, we designed a fog-integrated federated learning
framework, named FIDEL, for distributed data processing on continuous and dynami-

cally growing datasets. FIDEL efficiently utilizes resource-constrained edge devices to
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collaboratively train neural networks with the cloud, providing a robust federated learn-
ing architecture that is specifically designed for real-world distributed data processing
applications. A key contribution of the framework is the design of an asynchronous fed-
erated learning (AFL) strategy, specifically developed to address challenges associated
with straggler nodes and unreliable network conditions. The framework also includes a
formal mathematical formulation that enables resource-aware processing of large-scale
data in distributed environments. The overall system integrates a edge—fog—cloud archi-
tecture with federated learning, efficiently orchestrating data processing and machine
learning tasks using lightweight Docker containers deployed on Raspberry Pi devices.
FIDEL was implemented and evaluated using both synchronous and asynchronous fed-
erated learning strategies on continuous datasets. The containerized design ensures
portability and facilitates seamless operation of the framework across diverse, hetero-
geneous device environments, regardless of underlying hardware or software configu-
rations. Finally, we applied FIDEL to a real-world use case: training a model for
human-safe position detection in a human-robot (HR) collaborative workspace, a crit-
ical problem in industrial automation. Experimental results demonstrate that FIDEL
achieves comparable accuracy to centralized and existing federated learning frame-
works, even when deployed entirely on Raspberry Pis. This validates its computational
intelligence, efficiency, and practicality in real-world industrial applications.

Contribution 3: This work focuses on analyzing the impact of stragglers in fed-
erated learning. Through extensive experimentation, we observed that stragglers ad-
versely affect model convergence, primarily due to delayed or stale updates. To address
this, we proposed a stragglers-aware weighted averaging scheme, FedStrag, to deal with
stale updates. The proposed scheme is trained on a continuous inflow of data with on-
line training on resource-constrained devices for various possible straggler scenarios.
We implemented a time-bounded asynchronous federated learning approach that ef-
ficiently handles stragglers and scalability. Finally, we trained an image recognition
task with FedStrag over Raspberry Pis with IID and non-IID datasets. The empirical
results show that the FedStrag performs better than the baseline FedAvg for both 11D
and non-IID scenarios

Contribution 4: In this work, we integrated an explainability module into the fed-
erated learning paradigm to enhance the trustworthiness of the system. The proposed

system utilizes the Shapley value to calculate the contribution of every feature during
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global model creation. We analyze how each feature’s influence evolves over successive
training rounds, capturing trends in their relative importance and contribution to model
performance. Training was conducted on the IRIS and Predictive maintenance dataset,
which suggests that some features are dominating in decision making while others have
a significantly low contribution to the global model. The result also explained model
drift due to changes in feature impact. The global model follows local model behaviors
at the granular level. Hence, any changes in the local model impact overall training.
These insights lay the groundwork for developing bias-aware and trustworthy federated

learning systems in the future.

1.4 Structure of the thesis

This section presents the overall structure and organization of the thesis, outlining the
chapter-wise breakdown and flow of the work.

Chapter 1 introduces core problem statements, outlines the research goals, and
presents the research questions that guide the thesis. It described methodologies to
solve these research questions in detail. We have also discussed the contributions of the
thesis in this chapter.

Chapter 2 presents a comprehensive literature survey and an overview of state-of-
the-art research relevant to the thesis. It has a detailed discussion about the essential
background of the key concepts.

Chapter 3 talks about research goal 1 that offers a solution for distributed training
for IoT networks. It discusses solving research questions 1 and 2, which offer a practical
solution for federated learning on fog nodes using both synchronous and asynchronous
updates.

Chapter 4 answered research question 3 that offers a solution for stragglers in an
IoT network. It discusses the impact of staggers and proposes the FedStrag method to
mitigate the negative effects of stale updates and enhance overall model convergence.

Chapter 5 explores the explainability aspect of the federated learning paradigm,
with a particular focus on analyzing feature contributions within the FedAvg-based
aggregation. It examines how individual features influence global model formation over

training rounds, providing insights into model behavior and interpretability.
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1.5 List of publications

Chapter 6 concludes the thesis by summarizing the key findings and contributions.

It also outlines potential directions for future research and highlights opportunities for

extending the current work.
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Chapter 2

Background & Literature Survey

This chapter provides a comprehensive overview of the key concepts, terminologies, and
related literature used in the thesis. Firstly, it provides details about the IoT computing
paradigm, which serves as the foundational layer for modern distributed systems. An
IoT computing paradigm consists of multiple layers that offer distributed computing
at various layers of the network. Then we delve into the principles of distributed
computing and federated learning. Particular emphasis is given on the communication
strategies, aggregation mechanisms, and challenges such as system heterogeneity and
stragglers that influence the performance of federated training in the edge-to-cloud
continuum. Then it discusses model interpretability and explainable machine learning,
which is increasingly important for trust and transparency in Al systems. Finally, the
chapter provides an extensive state-of-the-art literature survey aligned with the thesis
objectives. We reviewed significant contributions by various researchers in the domains

of IoT-based computing, federated learning frameworks, and explainability techniques.

2.1 Background

This section defines fundamentals and key concepts used in this thesis. We will have a

short discussion on key aspects of each terminology relevant to the thesis work.

2.1.1 Internet of things

Today, IoT has become a ubiquitous technology that connects everything. It refers

to a network of interconnected physical devices equipped with sensors, software, etc,
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2.1 Background

that coordinate with each other over the internet [15, 71]. With the advent of various
hardware and software technologies, the concept of IoT is materialized with edge-to-
cloud that ensures data generation for modern business applications. However, the
foundation of IoT lies way back in the 1980s when the idea of the first interconnected
appliances was proposed at Carnegie Mellon University (CMU). The researcher at the
CMU wanted to monitor the status of the Coca-Cola vending machine over the Internet
(ARPANET). This modest innovation demonstrated how physical objects could be
monitored remotely, laying conceptual groundwork for the IoT. However, the term
Internet of Things was first introduced in 1999 by Kevin Ashton, who was MIT’s
Executive Director of Auto-ID Labs. He describes IoT as a system in which a physical
object with RFID (Radio Frequency Identification) should be connected to the internet
to monitor it [8]. His vision was to make machines capable of observing and collecting
data about the environment without human intervention, primarily to improve supply
chain management[96, 115].

The core idea of the IoT is to gather information from the surrounding environment
to enable control, facilitate analysis, and execute appropriate actions. An IoT system
is composed of smart objects or devices that can be identified, located, addressed,
and controlled remotely through the internet using technologies like RFID, wireless
LAN, or other communication protocols. These smart objects act autonomously to
interact with the physical world, enabling real-time decision-making and automation
across a wide range of applications. To achieve seamless data exchange, IoT leverages
the internet through interconnected technologies, such as Wireless Sensor Network
(WSN), Bluetooth, ZigBee, Wi-Fi, cellular networks, and RFID. A widely accepted
definition of the IoT is provided by the Cluster of European Research Projects (CERP),
which states that ”The Internet of Things allows people and things to be connected
anytime, anywhere, with anything and anyone, ideally using any path/network and any
service” [100]. The term ”Internet” is used as a global communication infrastructure
that provides connectivity among devices, and ”Things” refers to a broad spectrum
of physical entities, including sensors, smart devices, objects, etc. Though there have
been multiple proposed architectures, we are focusing on a four-layer IoT architecture
as shown in Fig 2.1. This enables various applications such as smart homes, smart grid,

industry automation, smart healthcare, etc.
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Figure 2.1: ToT Architecture

The architecture consists of 4 connected layers that manage data generation, trans-
formation, communication, and processing. Each layer is intended to perform specific
tasks to solve a business application.

The perception layer contains physical hardware in an IoT system, such as sen-
sors, RFIDs, cameras, etc. Depending on the application, these sensors collect contex-
tual data (location, temperature, humidity), which is then transmitted to the network
layer for further processing. So it works as a data collection layer at the end of the
network.

The network layer consists of various data transmission devices that ensure con-
nectivity to the perception layer. It has limited computing capability to process data
as a fog/edge node. It ensures the secure transmission of data from sensor devices to
processing units using both wired and wireless technologies, such as ZigBee, Wi-Fi,

Bluetooth, infrared, and cellular networks (3G/4G/5G). This layer facilitates distribu-
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tion and preliminary processing of IoT data at the network’s edge before forwarding it
to the middleware layer.

The middleware layer manages the storage and processing of data received from
the network layer. It has infinitely large compute/storage resources such as HPC, cloud
node, etc. This layer supports advanced data analytics, ubiquitous computation, and
automated decision-making. It is designed for high-performance computing and big
data storage, making it essential for processing and analyzing large volumes of IoT
data within integrated cloud environments.

Finally, the application layer serves as a user interface that enables users to
monitor, control, and interact with the system. It provides a holistic view of the system,
where data flows across multiple layers from sensing and communication to processing
and application, ultimately delivering meaningful outcomes and services to the end
user. The IoT system is built on heterogeneous devices with various communication
protocols between layers. Hence, an IoT architecture serves as a blueprint for designing
and developing a wide range of applications. Common IoT applications include smart
homes, smart cities, smart healthcare, smart farming, smart retail, and intelligent
supply chain systems [29, 87].

Though IoT architecture offers a wide range of applications, it has various practical
challenges during implementation. The entire architecture heavily relies on connectivity
and compute power of the underlying network. Hence, resource constraints are a key
challenge in applying complex tasks like machine learning. Since it has a hierarchical
structure, the data is moved from one layer to another to address some of these concerns.
However, connectivity of cross devices/layers is mostly dependent on the internet or a
local network. Data transfer of these connected devices is subject to the availability
of the network. At the same time, devices at edge/fog layers often have a battery or
an unstable electricity supply, which makes them prone to intermittent availability and
unexpected failure. Hence, IoT devices are prone to failure. These forced the network
to create a straggler node that creates a hurdle in seamless data processing. Stragglers
are nodes that do not process their data on time. We have found that the stragglers
influence a model training negatively. So, how to deal with such an inevitable situation

for distributed data processing is a challenge that is discussed in chapter 4.
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2.1.2 Distributed computing in IoT

Over the decades, the computing paradigm has evolved significantly, moving from cen-
tralized mainframe computing to decentralized personal computing that enabled diverse
compute models. These computing models serve various users’ demands. Traditionally,
all data is sent to the cloud node, which has vast computational power and storage to
process it. Such a centralized paradigm consumes huge bandwidth and floods the net-
work during data transfer. It is also inefficient for real-time and responsive applications.
At the same time, it hardly utilized the underlying distributed resources.

However, distributed computing offers collaborative learning across multiple inter-
connected nodes. The task is divided into multiple subtasks that can be executed by
geographically dispersed devices. Each participating node executes the given task inde-
pendently to achieve a common goal [49]. In the context of IoT, distributed computing
enables data processing at various levels, such as edge computing, fog computing, and
cloud computing. Since data is generated and transferred through multiple layers in the
network, the distributed computing paradigm can be applied to optimize the resources
and meet application requirements. We adopted distributed computing to solve the
research questions 1 and 2 in the edge-to-cloud continuum. The continuum is dispersed
into three layers of edge, cloud, and fog as shown in Fig 2.1. We have briefly dis-
cussed these layers and how they contribute to machine learning training by utilizing

the underlying heterogeneous resources.

2.1.2.1 Cloud Computing

Cloud computing offers on-demand services over the internet that include storage, com-
puting, networking, software, databases, etc. It is a pay-as-you-go model with virtually
infinite resources. It is equipped with servers, HPCs, and GPUs that make it suitable
for complex tasks such as machine learning and big data processing. Cloud computing
as a paradigm plays a central role in the facilitation of data processing, storage, and
seamless integration of various tools without worrying about hardware or software in-
frastructure. As shown in Fig 2.1, the cloud nodes receive data from underlying layers
and offer an application/visualization-based final output to the user. In the context

of the thesis work, the cloud layer works as an aggregation for decentralized training.
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At the same time, the cloud node will be used for a resource-intensive task, report

generation, and application placement.

2.1.2.2 Fog Computing

To address limitations of cloud computing, the Fog computing paradigm was intro-
duced, which brings computational resources closer to edge of the network. The idea
is to extend cloud computing capabilities to the data sources so that it can enable low-
latency processing and improve real-time applications. The term was first introduced
by Cisco in 2012 as a solution to the growing demand for a computational model that
could handle massive volumes of data generated by IoT. It is defined as ”a highly vir-
tualized platform that provides compute, storage, and networking services between end
devices and traditional cloud computing data centers”. Since it is placed close to the
edge, it reduces latency, improves QoS, and results in better user experiences. The fog
computing paradigm has enabled various applications such as video streaming, smart
cities, industrial IoT, autonomous vehicular networks, etc.

The fog layer is equipped with enough resources that can be used for machine learn-
ing tasks. Given the compute and storage resources, a fog node can be utilized as a
distributed server for model training. Although fog computing is constrained by lim-
ited resources, it enables decentralized training with real-time processing capabilities.
Additionally, when a fog node is placed in the user’s vicinity, it enhances trust for data
privacy and security. We used the Fog computing paradigm in federated learning as a

client that stores historical data and provides local training.

2.1.2.3 Edge Computing

Edge computing brings computations to the edge of the network. It offers processing
units at or near data sources such as sensors, actuators, or cameras. The goal of
edge computing is to facilitate real-time application that needs quick responses. The
edge computing paradigm minimizes latency and improves the responsiveness of the
application. The edge layer mostly consists of data-generating devices that have tiny
resources to process it. Hence, the data has to be sent to the upper layer for further
processing. Since in the broad picture, edge/fog computing serves the same purpose,
some of the work uses both interchangeably as shown in Fog 2.1. However, at the core

of the architecture, edge nodes pertaining to devices at edge layers that are data sources
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and fog layer offer a cloud-like infrastructure for processing. Hence, as an edge-to-cloud
compute continuum, we have used the same notation as edge layer process data, and

fog and cloud layer process it.

2.1.3 Machine learning

Machine learning (ML) is a field of study that learns patterns from data without be-
ing explicitly programmed. It has a set of algorithms that are used to train a model
to uncover hidden patterns/relationships from data. ML algorithms are used to solve
complex tasks like classification, regression, clustering, recommendation, summariza-
tion, generation, etc. Based on the nature of task, ML algorithms are categorized as
supervised, unsupervised, and reinforcement learning. Supervised algorithm needs in-
put data and labels to learn their relationship. Unsupervised algorithms are applied on
unlabeled data to organize it into various clusters. Reinforcement algorithms are agent-
based learning that make decisions by optimizing rewards/penalties through actions.
Based on these, multiple ML algorithms like decision trees, support vector machines,
and k-nearest neighbors, logistic/logistic regression, k-means, DBSCAN, Q-learning,
etc, are proposed to solve specific problems. Most of the traditional ML algorithms
work well for structured and small-scale datasets, which are based on hand-engineered
feature selection. Such algorithms often struggle with unstructured data (videos, im-

ages, sensor streams) with large amounts of data that have high dimensionality.
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Figure 2.2: Neural network architecture
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Neural network training is inspired by the human brain to learn patterns in the
data. Similar to the brain, it consists of interconnected neurons that carry weights and
biases. The main advantage of neural networks is their ability to learn from unstruc-
tured data without the need for explicit feature engineering. As shown in Fig 2.2, a
neural network has an input layer used for input data. The number of nodes in the
layer is decided by the data dimensions. The nodes in the output layer are used for
the final prediction. It is decided by nature of the task. For example, a regression
task may have one neuron outputting a prediction value. However, a classification or
clustering task may have multiple neurons. Between two layers, hidden layers may have
any number of neurons/layers based on the complexity of the network.

A network with one hidden layer is considered a shallow network, and more than one
layers are called a deep neural network. For a specific task, such as image recognition,
a convolutional neural network is designed that learns spatial features from the data.
Every hidden layer learns some abstract/pattern from data, which is finally used across
the network to predict the task. For example, in the task of human detection, the
initial hidden layer of a neural network may learn to extract low-level features such as
textures or edges, the next layer may learns more abstract features such as shape, then
the further layer may understand some body part, and so on. Then the Final layer will
predict it as a human.

The training is done with the backpropagation algorithm to find a global optimal
value. It starts with a random initialization of weights and biases, then it performs
a forward pass with input samples. Thereafter, the gradient of the loss function is
calculated using the chain rule with respect to each parameter in the network. Finally,
the weights of the network are updated by an optimization algorithm such as SGD,
Adam, RMSprop, etc. These optimizers adjust weights in the direction that reduces
loss of the network. Mathematically, SGD updates weights as shown in Equation 2.1.

87L
ow

w(new) _ w(old) — (21)

The training of the network is an iterative process that fine-tunes network parame-
ters over a large number of samples. Neural networks have proved to work exceptionally

well on unstructured datasets like images and videos. It can learn non-linearity in the
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complex dataset with a varying model. Due to its architecture, it can grow dense and

vectorized for efficient implementation.

2.1.4 Federated learning

Federated learning is a distributed machine learning paradigm that enables model train-
ing on geographically distributed data without accessing raw data. It is a privacy-
preserving decentralized machine learning approach that learn a global model collabo-
ratively over multiple compute nodes. In traditional machine learning, data is collected
first on the server then a model is trained on it. However, FL. advocates training on
a distributed node without accessing raw data. Federated learning was introduced by
Google in 2016, as proposed by McMahan et al., to enable decentralized model training
across multiple devices while preserving data privacy. Originally, it was implemented
to predict the next word for the Google Gboard app. For this, Google trained a model
on millions of its users without accessing their personal data. Every participating node
has its own personal data, which was used for model training. The training was done
on the client side, and only model parameters/updates were shared with the server.
Since then, FL has gained a lot of attention and has been applied to various use case
scenarios. Based on a number of participating nodes, FL is categorized as cross-silo and
cross-device. In cross silos two organizations participate in training a model to achieve
a common goal. So in this setup, there are limited participants but high-quality data
with complete resources. For example, multiple banks want to learn about customer
behavior. Then they can collaboratively train a model with huge resources without
sharing data. However, in cross-device, a huge number of devices (millions/billions)
participate in model training. These devices are generally resource-constrained and
can only be used for limited processing. All training is done on the distributed node
as a client node. The server works as an aggregator that combines all locally trained
models into one single global model. The global model is further sent back to clients for
further training. The goal of FL is to learn a global representation by learning multiple

local representations. It is represented as follows.

3

K
min F(w) =3 ~2Fi(w) (2.2)
k=1
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where K is total number of clients and Fj(w) is the local empirical loss at client k.
The local model is trained on personal data to fine-tune the model, which is represented

as follows.

1 &
Fi(w) = - Zﬁ(w;mf,yf) (2.3)
i=1

Here, ¢(w; wf, yf) is the loss function for the model w on data sample (xf, yf) from

client k. Every client performs local training on local data as follows.

w,(fﬂ) = w® — nVFk(w(t)) (2.4)

Once the model is fine-tuned locally, it is shared with the server for aggregation.
Finally, the server applies the aggregation method on available updates and creates
a global model, which is sent back to clients for further training. This completes one
round of the training. The server aggregates the locally updated models using averaging

over the data samples it is trained on:

K
(t+1) _ %(t) 25

The goal of the training program is to learn global optimal parameters from locally
trained models without accessing raw data. Here, every node is assumed to have the
same feature space that trains a common model throughout rounds. However, based
on requirements, multiple variations of federated learning are proposed. There are
broadly three types of federated learning implementation. Horizontal Federated
learning has the same feature space but different sample space over all clients. Here,
one common model is trained on all clients to create a global model. In Vertical
Federated learning, the dataset has a different feature space but a common sample
space. However, Federated transfer learning is used when both the sample and
feature space are different and there is limited overlap. Hence, transfer learning is used
for the adaptation to a new domain. For the thesis, we explicitly focused on horizontal
federated learning that has a common feature space. Additionally, our focus is on cross-
device learning with a limited number of clients. However, there are multiple challenges

that we have addressed in this thesis, which are discussed in later chapters.
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2.1.5 Explainable machine learning

Today, Al is also used in critical sectors like the automobile, health sector, energy, etc.
One of the key concerns in the adoption of AT models in such sectors is explainability.
A machine learning algorithm learns hidden patterns/relationships from given data.
Once the model is trained, it predicts/classifies and makes a decision about the new,
unknown dataset. However, a model can be biased towards a particular class while
making a decision. Hence, a model has to explain why a certain decision has been
taken. For example, in the banking loan application, if the loan is rejected, the model
should tell about the variables and thresholds that it has considered for this decision.
Explainable Al systems can ensure transparency, accountability, fairness, and trustwor-
thiness. Moreover, it helped in rectifying overfitting, bias, and compliance with local
laws like GDPR.

Since machine learning comprises a set of algorithms, there are multiple ways to
incorporate explainability into it. Few algorithms, such as decision tree, linear regres-
sion, are simple and intrinsically interpretable by their design. However, for complex
algorithms like Deep Neural Networks, it is hard to interpret. Therefore, post-hoc
methods such as SHAP and LIME are often used to explain the reasoning behind
their decisions. Explainability in Al models is still an emerging area that continues
to evolve, with numerous researchers actively proposing various methods to achieve
it. For example, Model-specific methods are proposed to provide rules/regions of in-
terest. These methods generate logical reasoning inherently from their architecture,
like decision trees, attention mechanisms, etc. Model-agnostic methods such as SHAP
and LIME are proposed to find rules/regions of interest post-model creation. However,
counterfactuals are another way to add explainability to the system.

Though SHAP and LIME are the two most popular methods that are used for
post hoc interpretability, LIME works with local interpretability. It creates a local
surrogate model (usually linear) around a prediction to explain it. However, the SHAP
method is based on game theory that assigns importance to each feature for a particular
prediction. Basically, it calculates the importance of a particular feature with respect
to a final decision. SHAP provides both local and global explanations of the model.
Hence, for this thesis, we chose SHAP as a tool to find the importance of a particular

feature during model training. It has then extended to a federated learning system to
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understand the feature importance during the global model. The details are discussed
in chapter 5. SHAP (Shapley) value is an importance value in decision making for
every feature. It was introduced in cooperative game theory by Lloyd Shapley in 1953
to calculate fair distribution of total gains in a game. So it calculates the impact of a
particular player in the given game. The concept is used in a machine to find feature
importance while making a decision. The core idea of the SHAP value is to calculate
how much impact a particular feature has when it is used for prediction or not. Hence,
it calculates the importance by subtracting the model prediction with or without the

feature. Mathematically, it is shown as follows.

¢i = SC%%{i} 15T (]N|“;’\!S\ — [fsugiy(@sugy) — fs(as)]

Where: N is the set of all features, S is a subset of features not containing i, fs(xg) is
the model prediction using only the features in subset S, fgu} (zsugiy) is the prediction
using the subset S along with feature i. ¢; is calculated for all features that are
calculated for all permutations of the feature. Hence, it is computationally expensive

and may not be suitable for large feature spaces. However, we adopted SHAP to

understand how FedAvg converges to global optima and what features contribute to it.

2.2 Literature Review

This section provides a comprehensive survey of recent studies in federated learning
with particular emphasis on developments in the edge-to-cloud continuum. It also
discusses state-of-the-art around stragglers mitigation and explainability on federated

learning.

2.2.1 Distributed computing at edge-to—cloud architectures

Executing data processing and machine learning tasks demands substantial compu-
tational power and storage capacity. With the growing proliferation of IoT devices,
an enormous volume of data is being continuously generated. One of the effective ap-
proaches to manage such tasks is by leveraging cloud computing services. With virtually
unlimited resources, cloud platforms are well-suited for handling complex model train-

ing on large-scale datasets. The cloud-IoT compute paradigm faces various challenges
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such as large bandwidth consumption, longer latency, intermittent devices, heterogene-
ity, and security [15]. IoT devices are typically limited in terms of computational and
storage capabilities. These devices are connected to the cloud via wireless networks.
These shortcomings obstruct the smooth execution of the various tasks, specifically
the real-time processing. Fog computing emerges as an alternative to the traditional
cloud model by positioning computational resources closer to the IoT devices. This
has enabled efficient data processing at the fog layer and opened the door to applica-
tions such as smart cars, traffic control, smart buildings, real-time security surveillance,
smart grid, and many more [104]. The proliferation of distributed IoT data needs real-
time processing frameworks and sophisticated algorithms to analyze it. The fog layer
has enough resources to store and process raw data for processing. This gives an advan-
tage over a cloud for processing and decision-making locally [128]. Multiple researchers
have discussed the role of fog computing in IoT and its applications. Due to computing
localization, it has improved the usability of delay-sensitive and real-time applications.
Fog computing responds in fractions of seconds, whereas cloud typically takes few sec-
onds. Thus, processing and analyzing raw data distributively improve the applications
that provide seamless user experiences. It ensures low latency, network congestion,
efficiency, agility and security [20]. This enabled efficient data processing at the fog
layer and opens door to various applications such as smart cars, traffic control, smart
buildings, real time security surveillance, smart grid, and many more. Since fog layer
brings computation close to the edge of the network, this gives an advantage over the
cloud for processing and decision making locally.

Bonomi et al. [12] have discussed about the role of fog computing in IoT and its
applications. Fog computing provides localization that acted as a milestone in delay
sensitive and real time applications. Data analytics on real time data have various
applications based on context. Some of them, such as detection or controlling, need
quick response typically in milliseconds or sub seconds, whereas other applications
like report generation, global data mining tasks are long term tasks. Fog computing
and cloud computing can interplay operations to achieve big data solutions. Fog re-
sponds to the real time processing task, which can be geographically distributed, and
cloud computing proceed with big data analysis or knowledge consolidation. Due to
proximity, fog computing is beneficial for delay sensitive applications, but it may lose

importance when it gets congested. The number of jobs received at a particular fog
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node at a specific time may be higher, which cannot be processed quickly due to lim-
ited resources. Al-khafajiy et al. [5] have proposed a fog load balancing algorithm to
request offloading that can potentially improve network efficiency and minimize latency
of the services. The fog nodes communicate with each other to share their load op-
timally, which improves the quality of services of the network. Similarly, Srirama et
al. [106], have studied utilizing fog nodes efficiently with distributed execution frame-
works such as Akka, based on Actor programming model. The framework leverages
Akka’s concurrency and fault-tolerance features to partition tasks across fog nodes that
minimizes latency and network congestion. In this context, it is also worth mentioning
that scheduling of applications/tasks in cloud and fog has been studied extensively in
the last few years, which is summarized in the related work of Hazra et al. [30].

The cloud—fog computing paradigm offers a hierarchical infrastructure that en-
hances scalability and computational efficiency for distributed machine learning tasks.
However, to meet the latency and privacy requirements of real-time applications, an
edge-centric computing framework becomes essential that enables localized processing
and decision-making closer to data sources. Munusamy et al. [80] have designed a
blockchain-enabled edge centric framework to analyze the real time data in Maritime
transportation systems. The framework ensures security and privacy of the network and
exhibits low latency and power consumption. Distributed machine learning training of-
fers parallel data processing over the edge of the network. Kamath et al. [44] propose a
decentralized stochastic gradient descent method to learn linear regression on the edge
of the network. The work utilizes distributed environment to train regression model
using SGD. The method process data at device level and avoids sending it to the cloud.
A secure and platform-independent integration of cloud-fog IoT framework named Fog-
Bus [113] is proposed for the execution of various latency-sensitive applications. The
framework is lightweight, which is more responsive and efficient for on-demand services.
It offers platform independent interfaces to IoT applications and computing instances
for execution and manages multiple application on underlying resources.

Cloud-fog and IoT model is being used extensively for ML tasks such as detec-
tion, clustering, and predictions. The framework provides parallel execution environ-
ments for shared goals. Srirama and Vemuri [107] have proposed distributed fog frame-
work(CANTO) for training neural network tasks for IoT applications. The proposed

framework can efficiently train a model on various nodes in a swarm using actor model.
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This enables the fog network to train a neural network model over resource-constrained
devices. Taneja et al. [110] have used distributed fog framework for lameness detection
in real-time. The paper provides end-to-end solutions for lameness detection in cattle.
Pedometers at the edge layer produce raw data which is processed at fog layer peri-
odically. The processed data is shared with cloud node, which analyses it to produce
lameness detection in the cattle. The detection results are 87% accurate and three days
early detection before lameness is visible to humans. Xu et al. [120] have applied Lie
group machine learning to fog computing environment to improve the computational
efficiency and robustness of the system. Abeshu et al. [3] have discussed the application
of deep learning on the fog environment. The authors discuss the need for distributed

machine learning for intrusion detection.

2.2.2 Federated learning in IoT environments

The existing cloud-fog IoT frameworks can be broadly classified into two types. The
first focuses on centralized learning and then deployment of a specific application over
distributed environments, while others offer distributed data processing/learning over
the edge of the network. The thesis focuses on decentralized training on distributed
data over edge of the network. McMahan et al. have proposed a decentralized machine
learning algorithm named federated learning [76] that can train a machine learning
model on distributed data. The cloud-IoT training model is utilized extensively to
make tangible applications on distributed data. As fog computing comes into the pic-
ture, the training model is further extended to speed up and efficient machine learning
tasks. The integration of fog framework and decentralized training algorithms has the
potential to dig deeper into the data and provide futuristic applications. The training
is further improved using hierarchical federated learning by introducing an additional
layer between the cloud and computational node. This improves communication cost,
which is necessary for remote server-client communication [4, 73, 81].

Federated learning is another decentralized ML technique that trains models using
very large set of low resourced participating devices [47, 76]. The proposed federated
method collaborates with various participating devices to create a global ML model
on decentralized data. Federated learning is done on low constraint devices that need
efficient training strategies for uplink and down ink communication. Koneény et al. [48],

talks about efficient communication between cloud and devices. The authors have

38



2.2 Literature Review

suggested sketched and structured updates for server communication that reduce the
amount of data sent to the server. Hard et al. [28] have trained a Recurrent Neural
Network (RNN) language model for next-word prediction on the mobile keyboard.
The model is trained with federated learning using Federated Averaging (FedAvg)
algorithm.

The fog-cloud architecture is well suited for distributed machine learning train-
ing. Li et al. [62] have used cloud-fog architecture for secure and privacy preserving
distributed deep learning training. The local training is given at the fog layer then
it coordinates with the cloud server for aggregation. Additionally, it uses encrypted
parameters and authentication of valid fog node to ensure legit updates. The central
node works like a master node for information consolidation. It synchronizes the train-
ing from various devices. Due to stragglers or mobility of devices such as vehicles,
drone the synchronous update creates difficulty in training. Lu et al. [70] propose asyn-
chronous federated training for mobile edge computing. The training is done similar
to federated learning, but global model aggregation is done asynchronously. To ensure
the privacy and security of the shared model, it adds noise to the parameters before
sending it to the server. Luo et al. [73] have proposed a hierarchical federated edge
learning framework to train low latency and energy-efficient federated learning. The
framework introduces a middle layer that partially offloads cloud computational work.
The proposed 3-layered framework aggregates model parameters at both fog layer and
cloud layer while training is done at the remote device. Fog enabled federated learning
can facilitate distributed learning for delay-sensitive applications.

Jiang et al. [42] have proposed model pruning-based federated learning architecture
for resource-constrained devices. It reduces complexity of the model through multistage
pruning. The results show that it achieves similar accuracy in relatively less time. With
federated learning training on fog environment, the paper has trained a deep learning
model for cyber attack detection on fog nodes. Zhang et al. [125] have proposed IoT
based platform named FedIoT for federated learning training on resource-constrained
devices. The authors have proposed an adaptive optimizer-based FL training algo-
rithm, FedDetect, with cross-round learning rate scheduler. The proposed FedDetect
is trained to evaluate anomaly detection over FedIoT platform. Mills et al. [77] worked
towards minimizing number of rounds and size of model parameters for communication

efficient federated learning that supports wireless edge intelligence. To address this they

39



2. BACKGROUND & LITERATURE SURVEY

proposed CE-FedAvg algorithm that optimizes local training with adaptive like adam
that uses momentum to converge faster. Furthermore, it proposed a novel scheme for
the quantization of weights and momentum. Before sending the data to the server, the
client quantized and sparsity the model parameters that reduce model weights. Hence,
a combined impact of training rounds and model compression achieved 1.7 times less
training time and around 3 times less communication compared to baseline FedAvg.
Training machine learning model on resource-constrained devices suffers various
challenges, such as storage, computing facility, and failure-prone systems. Imteaj et
al. [38] have discussed challenges in implementing the federated learning approach for
low-resourced devices. This includes device heterogeneity, privacy, communication over-
head, memory/compute constraints, energy efficiency, fairness and scalability. To this
end, various research studies have been done that deal with such issues. The survey
suggests that the state-of-the-art implementation of the mentioned issues can be used
in edge federated learning training. Liu et al. [67] have proposed fog based secure fed-
erated learning approach. The framework is focused on reliability of the model’s input
with secure aggregation, and on request-broadcast modules to deal with dropout. Chen
et al. [17] have utilized federated learning framework for bearing fault diagnosis. The
framework prioritizes local parameters based on their contributions during aggrega-
tion. Pinyoanuntapong et al. [86] have tried to optimize the cost of federated learning
over multihop model transfer. Single-hop cellular communication needs a high-speed
internet core to manage the communication, which is more expensive and may not be
feasible for general commuting. Hence, multi-hop communication is the backbone of
communication in WAN too. Therefore, the authors have thought to use multi-hop
federated learning that can minimize communication costs. However, it suffers from
noise and interference due to communication that may lead to nomadic FL model up-
dates. Other than that it suffers from slow convergence and prolonged updates. The
paper tries to study the impact of wireless communication on the convergence rate of
an FL model. It uses reinforcement learning to make routing decisions that minimize
communication costs. The proposed FedAir was implemented and tested on a physical
wireless mesh network. They show that using MARL-based routing greatly improves
FL convergence speed compared to standard mesh routing protocols. The work cab

be a significant step toward democratizing FL for use in underdeveloped regions, dis-
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aster recovery, and large-scale urban networks, where traditional single-hop FL is not
feasible.

Traditional FL, based on a centralized aggregation server, might suffer from a ma-
licious user attack or failure due to physical damage, which significantly degrades the
performance of FL. The aggregation server can be attacked by an outsider who is not
participating in the learning process or one of the end-devices participating in the
learning process. A malicious aggregation server can infer the end devices’ sensitive
information from their learning model parameters. Therefore, there is a need to address
the privacy leakage challenge of FL. To address this, multiple researchers have worked
on different implementations of Federated learning apart from centralized star topology,
such as distributed, mesh topology, or gossip-based approaches [23, 32, 79, 94]. Khan
et al. [46] have proposed dispersed federated learning (DFL) that supports distributed
federated learning. The paper proposes two ways of aggregation. First, Centralized
DFL is a kind of hierarchical FL that trains a sub-global model in the lower layer,
and the central aggregator aggregates at the higher layer. However, in the second ap-
proach, Distributed DFL, it aggregates the local model on various distributed nodes
locally. The idea of dispersed learning is to provide security from attacks and single-
point failure. However, there is a trade-off between convergence rate and the number
of sub-global iterations in DFL. It also presents a taxonomy based on the approach of
aggregating sub-global models to produce a global model as a parameter, along with
several future research directions related to DFL.

Geo-location data processing can also be done efficiently with fog architecture. Saha
et al. [93] have proposed fog-assisted federated learning (FogFL) for distributed learn-
ing using resource-constrained devices. The edge layer and fog layer participate in
federated learning, while the cloud layer steps in heuristically for global model aggre-
gation. The entire idea is to train a distributed ml model using resource constrained
devices with minimum communication overhead. Additionally, since there are multiple
fog aggregators, it is resilient to single node failure. FogFL reduces energy consump-
tion and communication overhead significantly. This training is done on geographically
distributed network that optimizes communication latency by 92% and energy con-
sumption by 85%. Stergiou et al. [108] have used federated learning for traffic sign

image recognition. A LeNet model is trained collaboratively to support autonomous
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vehicles. The proposed work decouples clients from training a local model and commu-
nicating with the server. The implementation suggests a container-based solution to
process huge datasets.

A major advantage of the IoT architecture is its ability to support hierarchical
computing where computational tasks are distributed across multiple layers. This en-
ables hierarchical federated learning that optimizes communication, latency, energy
and scalability. It also prevents model training from a single point of failure as it
has multiple fog servers for aggregation. The idea is to perform model training at
the edge/fog layer repeatedly, and the cloud is used periodically for global knowledge
generation [22, 41, 127].

2.2.3 Asynchronous communication in FL

Federated learning follows an iterative training paradigm that assumes the consistent
availability of client devices during the learning process. However, achieving such an
ideal scenario is often challenging in real-world settings, especially in environments with
limited computational and communication resources. In such a network, devices are
bound to fail /struggle, needing different scheduling and aggregation strategies [34]. Zhu
et al. [132] introduced FLACOS, an asynchronous federated learning (AFL) framework
aimed at addressing the issue of straggling clients. Their proposed approach incor-
porates adaptive client selection to minimize training latency while ensuring client
availability and promoting long-term fairness in participation. The work tackles three
critical challenges (i) unknown channel state information and client computational ca-
pabilities (ii) dynamic client availability due to connectivity/energy constraints (iii)
equitable participation across devices. FLACOS uses Multi-armed bandit optimization
for online client selection, Lyapunov virtual queues to enforce fairness via a credit-based
system, and first-come, first-served for asynchronous aggregation to eliminate commu-
nication bottleneck. In a similar way, Ma et al. [74] proposed a semi-asynchronous
federated learning framework, FedSA, for distributed edge computing environments
to address edge heterogeneity, non iidness, and resource constraints. The framework
aggregates a subset of local updates as they arrive and proceeds with the training pro-
cess for the subsequent round. To improve training accuracy on non-IID data, FedSA

deploys adaptive learning rates based on their participation frequency.
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Nguyen et al. [82] identified scalability challenges in federated learning as the num-
ber of participating clients increases to several hundred. Additionally, they highlighted
privacy concerns associated with asynchronous aggregation, particularly in single-node
aggregation scenarios. The authors introduced FedBuff, a novel asynchronous federated
optimization framework that employs buffered asynchronous aggregation. The frame-
work aims to enhance scalability while ensuring privacy against an honest-but-curious
adversarial model, incorporating secure aggregation techniques alongside differential
privacy mechanisms. Training in real-time is another challenge in the network. Feder-
ated learning can be utilized to process real-time data in a distributed way to improve
the driving experience and serve quality. But due to high mobility and uncertainty of
vehicles, it is a challenging task. Liang et al. [63] proposed a semi-synchronous feder-
ated learning framework, Semi-SynFed, to enhance performance in Internet of Vehicles
environments. The framework initiates client selection based on computing capability,
network bandwidth, and the learning value of local training samples. To address the
heterogeneity of clients, a dynamic waiting time mechanism is introduced, allowing the
server to adaptively wait during each training round. Finally, a dynamic aggregation
strategy is employed to integrate client model updates in an asynchronous manner.
Chen et al. [19] have proposed a federated learning-based asynchronous communica~
tion scheme for edge devices. The work addresses key challenges of resource constraints
and communication issues on edge devices. It characterizes computational resources in
an unstable heterogeneous network using a 0-1 knapsack strategy. Then it selects avail-
able computing nodes based on communication conditions so that the learning process
can be completed more efficiently. The study also implements federated learning on
edge devices using a lightweight node selection mechanism to execute learning tasks
effectively.

Lu et al. [69] proposed FedAAM, an adaptive asynchronous federated learning
framework designed to address client heterogeneity and unstable convergence in asyn-
chronous settings. The method introduces a dynamic weighting algorithm that cat-
egorizes clients into fast, moderate, and slow tiers, allowing adaptive contribution
control based on recent model updates. Additionally, it integrates a global momen-
tum mechanism to mitigate the impact of outdated local updates and to accelerate
convergence. They evaluated the framework using convolutional neural networks on

MNIST, Fashion-MNIST, and CIFAR-10 datasets under varying client participation
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scenarios. Experimental results suggest that Fed AAM outperforms FedAsync and Fed-
Nova, in terms of both accuracy and training efficiency across non-IID and dynamic en-
vironments. Similarly, Zhou et al. [129] proposed an Adaptive Segmentation-enhanced
Asynchronous Federated Learning (AS-AFL) framework to tackle client heterogeneity
and communication inefficiencies in large-scale intelligent transportation systems. The
core idea involves a meta-learning-based adaptive segmentation strategy that clusters
clients based on network conditions and task similarity. Within each segment, model
updates are aggregated synchronously, while across segments, an asynchronous inter-
group aggregation is employed. The framework operates in a fully decentralized manner
using a gossip-based protocol, eliminating the need for a central server. Additionally,
a pruning-based optimization method is used to refine tasks within segments, ensuring
efficient and adaptive learning across dynamic vehicular environments.

A general way to handle stragglers in federated learning through asynchronous
communication and modified aggregation. Wang et al. [114] proposed a decentralized
asynchronous federated learning framework for edge devices, leveraging blockchain and
IPFS. It is consensus-based training that eliminates the reliance on a central server.
The proposed FedDgc method introduces a dynamically growing cache mechanism to
control model aggregation based on training progress. Hence, it reduces redundant
gradient exchanges and improves convergence under non-IID conditions. The frame-
work integrates staleness-aware weighting and data-volume-based adjustments during
aggregation to ensure fairness and robustness. This fully decentralized design enables
edge devices to participate proactively in training, enhancing scalability and resilience
in dynamic and heterogeneous environments. In another approach, Zhou et al. [130]
proposed an Efficient Asynchronous Federated Learning (EAFL) framework to han-
dle heterogeneity in edge environments. Their method uses gradient similarity-based
dynamic clustering to group clients with similar behaviour, enabling smoother aggre-
gation. The framework adapts over time by dynamically re-clustering clients based on
staleness and data distribution, making the training process more stable and efficient.

Most existing state-of-the-art approaches work under the assumption that either
the data-generating IoT devices possess sufficient computational resources for training
machine learning models or that fog nodes have access to a complete dataset. A general
approach for handling stragglers is to selectively use devices that promise timely re-

sults. Another approach, explored by several researchers, involves grouping clients and
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applying a hybrid model that combines both synchronous and asynchronous training.
In contrast, this thesis focuses on a smaller network of resource-constrained devices
that continuously generate data at the edge. In such settings, conventional on-device
training becomes inefficient due to the dynamic and ever-growing nature of the dataset.
Therefore, there is a need for a framework capable of leveraging limited-capacity de-
vices for model training. The framework must address the emerging computational and

distributed challenges inherent in modern IoT environments.

2.2.4 Straggler mitigation techniques in FL

Alternative to centralized training, Federated learning is introduced to train a machine
learning model on the distributed device that advocates data privacy. A model training
needs a huge amount of data that may be available over geospatial locations. Depend-
ing upon scale, participant, and model, the paradigm has been applied to two possible
settings: cross-silo and cross-device. Cross-silos have a limited number of participants,
mostly organizations with dependable infrastructure and datasets [35]. However, cross-
devices come with small computing devices, such as mobiles, tablets, and PCs, but
a larger number of participants (millions). So, it also has various challenges, such as
heterogeneity, resource limitations, synchronization, standardization, trustworthiness,
etc., that must be handled during training. Federated learning for IoT is being exten-
sively studied with various applications such as smart homes, health care, industry 4.0,
smart cities, autonomous driving, etc [16][124]. Since data is distributed over multiple
nodes, on-device training over distributed nodes can potentially train a generic model.

In a classic FL setup, the server has to wait until the last update is received. There-
fore, an Asynchronous Federated Learning (AFL) approach is adopted to ensure the
efficiency of the training [33, 117]. However, scalability in AFL is still an issue, e.g.
AFL beyond a hundred nodes produces a diminishing effect over training speed. To
address this, buffered asynchronous aggregation, FedBuff is proposed that jointly op-
timize synchronous and asynchronous federated learning. The server processes with
aggregation only if K numbers of updates are available [82]. Similarly, multiple varia-
tions of AFL have been proposed to reduce training bottlenecks [121]. Still, stragglers
in the network create further bottlenecks in model convergence. The heterogeneity of
the data and resources significantly impacts the training time and model accuracy. Ad-

ditional, non-IIDness of the data distribution further impacts model convergence. Chai

45



2. BACKGROUND & LITERATURE SURVEY

et al. [13] have proposed a tiered-based approach, TiFL, to divide clients into multiple
groups. To mitigate the stragglers, TiFL grouped the available clients by their compu-
tational efficiency and training latency. The selection of the clients is made from the
same tire, reducing the wait time for the server that improved performance by 3 times
over conventional FL. In [60], a Hybrid Federated Learning (HFL) is proposed to deal
with stragglers impact. The paper utilizes both synchronous kernal and asynchronous
updater for both non-straggler and straggler scenarios. Basically, synchronous update
is performed for fast devices, and an asynchronous strategy is made for stragglers. In
a similar way, FedAT[14] tries to combine the bridge between synchronous and asyn-
chronous federated learning to minimize straggler’s impact. FedAT applies intra-tier
synchronous learning with cross-tier asynchronous learning with tiered-based weighted
averaging during aggregation. Reisizadeh et al. [88] have proposed a straggler-resilient
algorithm FLANP that adaptively selects clients to speed up the training. FLANP
starts training with faster nodes, and stragglers are involved after threshold accuracy
is reached. In general, grouping is one of the popular approaches to dealing with strag-
glers and heterogeneity [21, 123]. These works focus on categorizing devices into two
groups: slow and fast. Thereafter, training is done in their groups. However, some
other approaches, such as communication-based strategies have also been studied to
deal with stragglers and their impacts [6].

PedFA [65] is a partial model aggregation strategy to deal with stragglers in the
network. The server waits for a limited number of devices for the updates in each
round. However, only fixing the number of devices is not enough, but it needs to be
carefully chosen. So, FedFA has proposed a waiting strategy for an adaptive number
of devices for aggregation. In the process, the stale updates are also included, but
the impact of it has not been studied. Sultana et al. [109] have proposed an elastic
optimization method, FedEN, to deal with stragglers and data heterogeneity in an IoT
network. The proposed method is a balanced approach of lasso and ridge penalization
of the local model that specifies the model updates. The paper has addressed stragglers
caused by statistical heterogeneity distribution, not the computational one. EAFL [40]
has used a computation offloading approach to reduce the straggler’s impact. A part
of the computation is offloaded to the nearest edge server in the case of a straggler’s
scenario. Even though stragglers are accommodated with asynchronous or tier-based

approaches, the impact of stale updates needs to be studied [18].
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With various experiments[51], we found that stale updates can impact training
significantly if aggregation is not performed optimistically. So aggregation process
needs to be modified in case of stragglers. Zhang et al. have proposed a staleness-
aware asynchronous stochastic gradient descent method to minimize straggler’s impact
on global model convergence. The authors have modified the learning rate of the old
updates by dividing it by the stale value [126]. Similarly, Zhu et al [131]. have proposed
a staleness-tolerant asynchronous federated learning, STAFL, approach to deal with
stragglers in the network. The STAFL first use an asynchronous update that removes
server waiting time and then dynamically changes aggregation parameters based on
network weight and staleness.

Liu et al. [64] proposed FedASMU, an asynchronous federated learning framework
designed to address system and statistical heterogeneity by dynamic staleness-aware
model updates. At the server side, they employed a dynamic weighting mechanism
that adjusts the influence of each uploaded local model based on its staleness and cor-
responding local loss. On the client side, an adaptive local model adjustment method
is used, where devices periodically request a fresher global model during local training.
This allows the global and local models to remain closely aligned during training, en-
suring faster convergence and improved accuracy without waiting for slow clients. The
framework is validated on multiple non-IID datasets and model architectures, showing
robust performance against baseline methods. Park et al. proposed Sageflow [84], a
robust federated learning framework that addresses both stragglers and adversaries.
It uses a staleness-aware update mechanism that retains delayed client models for fu-
ture aggregation, ensuring fair participation. To defend against adversarial updates, it
combines entropy-based filtering with loss-weighted averaging, leveraging a small set
of trusted public data. This design enables Sageflow to achieve stable convergence and
improved robustness in non-IID and attack-prone settings.

Since stragglers are critical in edge cloud model training, this topic has been ex-
tensively studied in recent years. Even though it was discarded in the initial works, it
is prominent for smaller networks due to the relevance of the data and heterogeneity.
Most of the work done deals with incorporating stragglers using asynchronous updates.
They are mainly focused on continuing the training by addressing communication chal-
lenges with asynchronous communication. However, none of the works is focused on

the impact of stale updates on model convergence and accuracy. Additionally, resource
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constraints are another concern in federated learning. In this thesis, we tried to un-
derstand the impact of stragglers through stale updates. To solve the stale issue, we
proposed a weighted averaging scheme, FedStrag, for the delayed updates that can
optimize model training. The overall system is trained on resource-contained devices
to mimic real applications. The stragglers are controlled by time-bound asynchronous

learning, while stale updates are optimized with the FedStrag strategy.

2.2.5 Federated learning frameworks

Federated learning has become a popular paradigm for decentralized training. It offers
not only distributed training but also a strong privacy-preserving mechanism that at-
tracts various stakeholders to come together. Hence, there has been significant progress
in the development of federated learning software frameworks. These frameworks differ
in their focus, architecture, and functionalities for both research experimentation and
industrial deployment. TensorFlow Federated (TFF) and Flower are two of the most
versatile and widely adopted frameworks in the FL. community. Both frameworks are
mainly used for research and prototyping. TFF [1] was developed by Google, which
provides a layered architecture with high-level APIs for standard FL workflows and
lower-level APIs for custom algorithm development. It supports simulation, which
makes it suitable for experimenting with new FL algorithms on a large scale. Similarly,
Flower [10] is framework-agnostic and supports a wide variety of machine learning back-
ends such as PyTorch, TensorFlow, and Scikit-learn. It supports both simulation and
on-device training for real-world edge devices. Both frameworks support synchronous
communication, which makes it hard to train in a heterogeneous network. However,
the framework can be modified to provide asynchronous training.

NVIDIA FLARE and IBM federated learning are designed with industry and en-
terprise deployment in mind, which mainly focuses on security, scalability, and in-
tegration with existing enterprise infrastructure. NVIDIA FLARE [83] is a domain-
agnostic, production-ready SDK that supports multiple ML frameworks. It also pro-
vides advanced privacy-preserving features such as differential privacy and homomor-
phic encryption. Similarly, IBM federated learning [37] is enterprise-focused and offers
a framework-agnostic platform to support various learning topologies. It is highly con-
figurable for deployment across data centers, private clouds, and edge devices. IBM

FL supports various ML algorithms such as neural networks, tree-based algorithms,
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K-means, etc, on both PyTorch and TensorFlow. Both frameworks are developed on
an industrial-grade implementation of existing algorithms to support real-world appli-
cations.

PySyft and FATE both emphasize privacy and security, but approach it from dif-
ferent angles. PySyft [92] was developed by OpenMined, which focuses on privacy-
preserving techniques such as secure multi-party computation (MPC), differential pri-
vacy, and encryption. It is a PyTorch-based framework for federated learning. It is
particularly popular in academic and healthcare research where data confidentiality is
of high priority. It supports simulation, on-device, and real-world training with asyn-
chronous learning capabilities. FATE (Federated AI Technology Enabler) [66] is an
industrial-grade framework that implements secure computation protocols based on
homomorphic encryption and MPC. It is widely adopted in finance and healthcare
for collaborative analytics, supporting both simulation and production deployment on
edge and cloud infrastructure. It provides an ecosystem to develop and deploy an FL
solution using various ML algorithms other than neural networks.

FedML and FedScale are developed by researchers who focus on bridging the gap
between research and real-world deployment. It is a simulation-based approach that
involves large-scale experimentation. FedML [31] provides an end-to-end platform that
includes simulation tools for research and MLOps infrastructure for production. It
supports a broad range of devices and ML frameworks, and is particularly adept at
handling edge-to-cloud workflows with both synchronous and asynchronous aggrega-
tion. FedScale [54] is designed for benchmarking and evaluating FL algorithms at scale.
It offers a comprehensive collection of FL datasets for evaluating different aspects of
real FL. deployments. The architecture is well-suited for studying FL performance in
heterogeneous, large-scale environments.

OpenFL and FEDn are frameworks that focus on secure, flexible, and scalable de-
ployments in sensitive and enterprise environments. OpenFL [2] was developed by
Intel, which offers confidential computing to enable secure training and collaborative
analytics across organizations without exposing raw data. It is used in sectors like
healthcare and finance where data sensitivity is a major concern. FEDn [99] is a
cloud-native, enterprise-ready FL framework designed for massive scalability and re-

silience. It supports popular ML libraries like PyTorch and TensorFlow. It provides
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easy deployment across private cloud and edge environments. Apart from these, nu-
merous research-driven frameworks have been proposed to address specific challenges
in federated learning. As a result, several frameworks have been developed, each of-
fers specialised solutions to the distinct needs of both research and industrial domains.
Frameworks like TFF and Flower are preferred for experimentation and flexibility, while
NVIDIA FLARE, IBM FL, OpenFL, and FEDn are oriented towards secure, scalable,
and production-ready deployments. Privacy-centric frameworks such as PySyft and
FATE address the needs of sensitive domains, and platforms like FedML and FedScale
excel in large-scale and benchmarking studies. Most of the frameworks assume having
full resources for training, and very few have a strategy for straggler mitigation. Hence,
there is a need for a framework for the implementation of federated learning on the
edge-to-cloud continuum. The framework should address key challenges of heterogene-

ity, stragglers, and real-time processing.

2.2.6 Convergence analysis of federated learning

In Federated learning, the FedAvg algorithm is a widely adopted aggregation method
that enables a global model to merge intelligence from various data sources. As a
distributed computing paradigm, it also works with partial client participation that
accommodates intermittent connectivity. FedAvg performs a simple weighted averaging
rule that does not require any second-order information. That makes it a simple yet
powerful strategy for knowledge aggregation. However, this raises a central scientific
question: under what formal conditions does FedAvg converge and at what rate? How
does it converge over time? Multiple researchers have studied the working behaviors of
federated learning and tried to understand its convergence.

Li et al. [59] have presented the theoretical analysis of FedAvg’s convergence. Under
the assumptions of L-smoothness, strong convexity, bounded variance, and uniform
gradient, the authors have proved that FedAvg converges at a rate of O(1/T) with T
total SGD steps. However, they showed that data heterogeneity slows convergence. A
highly non-IID client data causes conflicting model updates and drifts that push the
model away from the global optimum. However, for training on non-IID data, decaying
learning rates are necessary for true convergence. Hence, for real-world applications,
FedAvg has been further modified to address these issues. FedProx [58] is designed to

tackle heterogeneity in the federated network. It adds a proximal term to each client’s
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objective, which stabilizes updates under heterogeneity and yields provable convergence
guarantees. The result suggests FedProx achieves significantly more stable and accurate
convergence than FedAvg on realistic heterogeneous datasets. Similarly, methods such
as SCAFFOLD [45], FedNova [116] aim to mitigate client drift. These results suggest
that FedAvg’s convergence hinges on multiple factors such as the learning rate schedule,
the degree of data skew, and client participation. Addressing these has been the focus
of the recent works.

On the convergence of the FedAvg, data heterogeneity plays a significant role. Non-
IID data in federated learning causes client drift that leads to degradation of global
model performance and delayed convergence. To mitigate the client drift between local
and global models, Yan et al. [122] have proposed FedCSD that provides class prototype
similarity distillation to align local logits to global logits. The interplay of these factors
defines the trajectory and stability of the global model. Understanding what made
the convergence or what hindered it becomes crucial for optimizing FL systems in
real-world deployments.

Seo et al. [101] have tried to understand the convergence behavior of federated
learning on both IID and non-IID data. The authors have studied how hyperparame-
ters such as the number of clients, local epochs, batch size, learning rates, and partial
participation affect FL. performance on both IID and non-IID use cases. They probe
client-specific loss landscapes to explain client drift. The authors found that in the non-
IID case, loss landscapes are different for every client, which makes inconsistent global
loss optimization, causing client drift. Experimental findings suggest that careful tuning
of batch size, learning rate, and participation can significantly influence performance,
particularly under skewed distributions. All of these analysis provides theoretical guar-
antees of federated learning convergence under various assumptions [25, 61]. However,
for real-world scenarios, many of these assumptions do not hold. Therefore, we look

into explainability-based convergence analysis of the training paradigm.

2.2.7 Explainable AT method in the federated learning

Ribeiro et al. [89] have investigated explainability techniques, SHAP and LIME, in
federated learning for regression models to enhance transparency and reliability in in-
dustrial settings. These techniques highlight influential variables and provide insights

into AI decision-making essential for maximizing benefits. The authors tried to find
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how specific variables influence a regression neural network’s predictions using SHAP
and LIME. Awosika et al. [9] have integrated federated learning and xAl to detect
financial fraud for banking so that privacy and transparency can be ensured. The au-
thors trained a neural network with 93% accuracy, whereas SHAP is used to provide
feature importance. Tastan et al [111] have proposed ShapFed, a contribution assess-
ment method that uses Shapley values for a granular understanding of class-specific
influences of participants in FL. Here, instead of evaluating overall accuracy, ShapFed
calculates cosine gradient Shapley values by focusing on the directional alignment of
gradients/parameters of only the last layer of the classifier. Based on this, they have
used weighted aggregation method that assigns dynamic weights to participant up-
dates. The work aims to overcome the limitations of conventional federated averaging,
specifically in non-IID and imbalanced data scenarios for better global model conver-
gence.

A detailed survey of federated learning and explainable Al is presented in [68]. This
paper points out that explainable Al is now being added more and more to federated
learning methods. The goal is to make FL more secure from harmful or malicious
participants. It also observes that most current work focuses on horizontal FL, and
not many researchers use well-known FL libraries. Kalakoti et al. [43] have studied
federated Learning and explainable AI framework for deep learning-based intrusion
detection in IoT networks. The work aims to achieve both high detection performance
and interpretability while preserving data privacy in horizontal FL settings. Similarly,
there are multiple studies that have used SHAP and LIME on federated learning to
interpret the black box model with privacy guarantees in various domains such as
healthcare, IoT, financial fraud, vehicular network, and others [11, 53, 85, 90].

While multiple studies have been conducted to integrate federated learning with
explainable AI. Most of the work is presented in two ways (i) xAI methods are used
to interpret the model output for various application scenarios. (ii) xAI methods are
deployed to find clients’ contributions for better aggregation in terms of fairness or
transparency. Our proposed research takes a novel approach by specifically linking
Shapley values to the analysis of FL. convergence behavior. Although there are multiple
studies that provide convergence analysis of federated learning, they are deeply rooted
in theoretical bounds and empirical observations of loss reduction and model parameter

changes. They show that non-IID data can slow down convergence and that a decaying
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learning rate is often necessary. However, their works do not provide a granular feature-
level understanding of why the model converges in a certain way, or which features are
driving or hindering the convergence across different clients or rounds. Our work aims
to fill this critical gap by examining the evolution of feature importance with SHAP
throughout the training process. We can gain insights about how different features
contribute to the global model’s performance and how their contributions change as
the model converges under various heterogeneous conditions. This will reveal whether
convergence is mainly driven by a small number of important features or all features
are contributing equally. Also, it shows whether there is any correlation between model

convergence and feature impact, and how this pattern develops during training.

2.3 Summary

In this chapter, we presented the background of the key concepts used in the thesis.
It discussed various computing paradigms for processing data in IoT networks. We
also examined the layered architecture of IoT systems and their computational capa-
bilities. We discussed both centralized and decentralized machine learning approaches,
highlighting how data is trained in each setting. Furthermore, we explored the concept
of explainability in machine learning models, with particular emphasis on SHAP. The
chapter also examined state-of-the-art research on federated learning and its deploy-
ment across the edge-to-cloud continuum. It surveyed the literature on synchronous and
asynchronous federated learning, including strategies proposed by various researchers
to mitigate the impact of stragglers. Finally, we discussed the convergence analysis of
the federated learning paradigm and summarized how different studies have approached

and evaluated it.
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Chapter 3

Federated Learning Framework

for Edge-to-Cloud Continuum

This chapter discusses federated learning and its implementation on the edge-to-cloud
continuum. It explores the possibility of training a neural network on resource-constrained
devices. The objective is to find the feasibility of training a model that can harness
distributed resources, off the cloud. With this, we aim to create a framework that
supports continuous learning in an IoT network. The chapter is focused on finding
solutions for research goal 1. For this, we first designed an architecture for distributed
model training on resource-constrained devices. Thereafter, we extended the work to
create a framework for federated learning using Raspberry Pis. The framework and

architecture are tested on a real-world use case for an industrial IoT scenario.

3.1 Introduction

In the era of pervasive computing, the convergence of federated learning and distributed
training with low-resource devices has redefined edge analytics. With the exponential
growth of connected devices and data-intensive applications, the amount of data has
increased exponentially. The data are being generated through various devices, such
as sensors, cameras, etc. Each individual device produces data that contains valuable
and actionable insights. The data can be used to achieve a wide range of tasks such
as business analytics, security monitoring, informed decision-making, and personalized

recommendation systems. This distributed data is sent to the cloud for processing and
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model training. Since data has to travel to the cloud, it consumes huge bandwidth,
creates network congestion, and requires powerful devices to process big data. The tra-
ditional cloud-centric training is also inadequate for real-time data processing require-
ments. Moreover, data privacy and security are of the utmost concern in cloud-centric
computing. Therefore, a user’s restraint from sharing data to the cloud. Effectively
processing such vast and geographically dispersed data necessitates the adoption of
advanced and distributed training paradigms. In this context, machine learning serves
as a powerful tool to uncover meaningful patterns and extract knowledge from the
continuously growing data.

Extracting meaningful insights from large-scale datasets demands significant com-
putational resources. However, devices placed at the edge layer are resource-constrained,
which makes it difficult to train a machine-learning model with the entire dataset in
one go. The fog computing paradigm offers a viable alternative by providing compu-
tational resources closer to data sources, therefore mitigating latency and bandwidth
issues. Raw data is generated across geographically distributed edge nodes that should
be processed for various analytical tasks, including classification, clustering, and regres-
sion. Since the nodes at the fog/edge layer are low-resourced, it is practically hard to
train a model on these devices. The issue is further aggravated when the data continu-
ously grows at the fog/edge layer. Hence, processing and analyzing this ever-expanding
data in real time remains a critical research problem that needs to be solved.

Furthermore, data privacy and security concerns impose significant limitations on
the data collection and processing. Federated Learning addresses these challenges
through a decentralized learning paradigm that allows model training to be performed
directly on client devices, thereby eliminating the need to transmit or store raw data
at the central server. In an FL setup, each client trains a local model on its pri-
vate data and shares only model parameters/updates with the server. The server
coordinates and aggregates these parameters to construct a global model iteratively.
This collaborative process continues until a generalized model or expected result is
achieved. Despite its advantages, federated learning performs optimally under stable
network connectivity with sufficient computational resources. However, in scenarios
like resource-constrained networks or intermittently connected devices, especially in
small and heterogeneous networks, several challenges arise, such as unreliable com-

munication, the presence of stragglers, and limited processing power. Stragglers, in
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particular, slow down the entire training process by delaying their updates, thereby
creating synchronization bottlenecks.

A distributed computing paradigm processes data at the edge of the network with-
out collecting extensive data at the server. Federated learning is a decentralized ma-
chine learning paradigm that trains a global model without accessing raw data at the
server. Hence, we integrated these paradigms to create a framework for distributed
training with fog computing, edge computing on distributed nodes. The key idea is to
bring intelligence to the edge of the network that can efficiently process data at various

places, harnessing underlying resources.

3.2 Motivation

Machine learning model training relies on computationally intensive infrastructures
such as cloud servers, high-performance computing (HPC) clusters, and GPUs. Con-
ventionally, data is generated at distributed nodes and then sent to the cloud for train-
ing. This causes network flooding and huge bandwidth consumption. Alternatively,
the Edge/Fog computing paradigm is opted for distributed data processing. Moreover,
many edge devices that generate data are inherently constrained in terms of processing
power, memory, and energy capacity. These limitations raise pressing challenges and
research questions, such as, Can distributed data be processed and analyzed efficiently
using decentralized and parallel learning techniques? Is it feasible to train ML mod-
els collaboratively across resource-constrained devices without flooding the network or
compromising performance? How can decentralized learning systems remain robust in
case of unreliable connectivity, straggling clients, and intermittent node failures? How
to deal with an unreliable network and failure-prone nodes?” How to synchronize the
training if there are stragglers? Furthermore, as data continues to be generated at an
unprecedented rate, there is a growing need to address how continuous data streams
can be effectively managed to extract actionable insights in real time. So, rather than
centralized training, can we utilize various IoT devices to train a decentralized model
using distributed data?

While centralized approaches provide high computational throughput, they do not
leverage the growing capacity of edge resources. Federated Learning emerges as a

promising solution by enabling decentralized model training across distributed nodes
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without requiring raw data to be centralized. However, synchronous federated learning
(SFL) paradigm often suffers from performance bottlenecks due to unreliable connec-
tions, slow or straggling clients, and heterogeneous computational capabilities across
participating devices. Additionally, the high velocity of data generation introduces
new challenges for real-time analytics, especially when operating within low-resource
environments. These are some of the major challenges in low-resourced distributed
learning.

Advances in IoT technologies have provided sufficient computational resources to
the fog/edge layer. The computational facilities at the edge of the network can signif-
icantly impact distributed learning. Even though the centralized training paradigm is
capable of efficient training, we need a distributed system to harness the efficiency of
low-powered devices. Federated learning training has the capability to learn a machine
learning model collaboratively using distributed datasets without sharing the data with
the cloud. However, there are bottlenecks due to stragglers or unreliable networks in
synchronous federated learning (SFL). Further, the high data generation rate opens new
research challenges to data analytics in low-resource devices. Most existing FL frame-
works assume the presence of resource-rich clients and stable network infrastructure,
which limits their applicability in constrained environments. Therefore, there is a need
to design and develop novel frameworks that can harness the computational potential
of low-powered, heterogeneous IoT devices for continuous, privacy-preserving, and effi-
cient decentralized learning. Furthermore, concerns surrounding data privacy and user
trust impose additional constraints. Therefore, data privacy and users’ trust are other
dimensions that need to be examined while processing personal data. Addressing these
challenges holistically provides a direction for research in distributed machine learning
under constrained resource settings.

Motivated by the mentioned challenges, we worked in this direction to bring neural
network training to the edge of the network. The work directly addresses key chal-
lenges of the implementation of federated learning in the edge-to-cloud continuum. We
achieved this in phases by answering research questions 1 and 2. Firstly, a fog-enabled
architecture is proposed to evaluate the feasibility of model training on a rapidly chang-
ing dataset within a resource-constrained environment. This provides a blueprint for

federated learning in a resource-constrained environment on streaming data. Then we
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extended the work to build a framework, FIDEL, for federated learning that can be exe-
cuted on heterogeneous fog nodes. The framework is also developed with asynchronous
strategies to overcome stragglers and intermittent nodes. Finally, we demonstrated the
computational intelligence of FIDEL to solve a real-world problem. The framework
is trained for human-safe position detection in human-robot (HR) workspace for in-
dustrial applications using both synchronous and asynchronous strategies. The results
show that the framework can achieve similar accuracy as compared to centralized and
existing frameworks using Raspberry Pis. We will discuss both contributions in the

rest of the chapter.

3.3 Fog Enabled Distributed Training Architecture for
Federated Learning

This section discusses the proposed architecture that explores the possibility of
model training on fog devices. We will discuss methodology, architecture, and evalua-
tion of the proposed architecture for constrained environments.

3.3.1 Fog enabled training architecture

Storing raw data on centralized servers incurs substantial bandwidth usage that leads to
network congestion, making it unsuitable for real-time or latency-sensitive applications.
Additionally, this approach raises significant privacy concerns due to the exposure of
sensitive information. An alternative approach involves collaboratively training models
on edge devices without a cloud server. However, this is constrained by the limited
computational capabilities of IoT devices, which are typically insufficient for training
complex machine learning models independently. To address this, we proposed a fog-
enabled online training architecture to simulate a machine learning model training
on streaming data by various IoT devices. The proposed architecture is shown in
Fig 3.1. Edge nodes continuously generate data and transmit it to the proximate fog
node. The fog node, equipped with moderate computational and storage capabilities,
can perform local machine learning tasks and retain historical data produced by IoT
devices. At a higher level, the cloud node works as a central aggregator, synthesizing
the knowledge derived from multiple participating devices to construct a global machine

learning model.
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Figure 3.1: Distributed learning architecture

The Edge layer contains a large number of resources constrained IoT devices such as
cameras, watches, GPS, bulbs, sensors, radars, etc. These devices continuously generate
raw data by sensing the surroundings, but are limited in storage and computation. The
edge layer directly connects with the fog layer and shares its data with the associated
fog node. With enough computational power, a fog node trains a machine learning
model in collaboration with the central server. Although a fog node stores historic data
of associated devices, the training is done on recently captured periodic data frames.
This simulates online training of continuously changing datasets. The Fog-Cloud layer
participates in federated learning for machine learning. Once local models are trained
on the fog layer, it is shared with the cloud layer. The cloud layer aggregates the local
models and creates a global model. The federated learning with fog-cloud architecture
continues till the convergence of the global model. The proposed architecture is used for
model training on rapidly growing data in a resource-constrained setup. The fog layer
is responsible for data collection and federated learning training with a cloud node.

While the fog layer only shares learning parameters with the cloud for aggregations.
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The raw data is stored at the fog layer, which is not shared with the central server. The
proposed architecture simulates a distributed machine learning using computations of

resource-constrained devices.

3.3.2 Decentralized federated learning

In decentralized federated learning, locally trained models from distributed devices
are aggregated at a central server. The central node aggregates these independently
learned models to construct a global model that encapsulates the collective learning of
all participants. A conventional machine learning approaches collect possible data D to
the server, then it trains a machine learning model M using a sophisticated algorithm.
In contrast, federated learning trains its model without collecting all possible data at
the server. It is a collaborative learning paradigm where k number of participating

devices train local models on their local data. Each participating device i contains its

personal data D;. The total data set D = i D;. Here, D; is a collection of input data
samples (:rj,yj)?zl for supervised learningZ.AWhere T € R? is a d dimensional input
data and y; € R is the associated label for input x;. The device data D; is remotely
generated through the edge layer.

For every participating device, it is a machine learning task where it has to train
the global model using its local data D;. It takes input data (xj,yj)?zl to compute
local parameters i.e. weights and biases. The loss function at every devices i for
dataset D; is F;(w) = Wlﬂ ilf(h(w,mj),yj). Where f(h(w,z;),y;) is the loss for ji
sample from D;. The partiéi_pating devices optimize the loss using an optimizer to find
optimal parameters. In the subsequent step, the locally trained parameters (weights and
biases) are shared with the central server for global model creation. The central curator
receives all k locally trained models parameters and performs aggregation operations on
them. The weights and biases (W, b) of respective layers of every model are aggregated.
Thus, the aggregated model contains representation from all models, which is further
fine-tuned in the next iteration. The training is executed in collaboration with the
central server as shown in Fig 3.2. The aggregated/updated global parameters (W, b)
are pushed back to local devices for the next round of training. It is an iterative

algorithm that optimizes global parameters using local model updates. The global loss

k
function for the system is F(w) = ﬁ > |D;| x Fi(w). This training cycle continues
i=1
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Figure 3.2: Decentralized federated learning training paradigm

until convergence without accessing raw data as shown in Fig 3.2. The goal of federated

learning is to learn a global model by combining all local models.

3.3.3 Online training and data privacy

The proliferation of digital devices has resulted in an immense and continuous stream
of data, creating significant challenges for machine learning training. As discussed
earlier, sending raw data to the cloud would not be an efficient way to process it.
Additionally, collecting, storing, and applying machine learning algorithms requires
huge computational resources. As the number of devices grows, so does the volume,
velocity, and variety of data, leading to the big data problem. To address this to
some extent, a continuous learning approach is applied while training the model. So,
instead of training the model on the complete dataset, online training is done on a

subset of data. The subset can be periodic data generated from a device over a fixed
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time interval. Once a device trains the model on current data, it shares the model’s
parameters with the central curator for global modeling. The curator aggregates all
the parameters and creates a central model for all devices. In the subsequent round,
each device produces a new set of current datasets. Similarly, in this round, the global
model is further fine-tuned with the next set of datasets.

The approach is designed for an IoT network that consists of low-resource devices
that are incapable of machine learning training on a very large dataset. However,
the ToT devices, such as sensors, CCTV cameras, and radars, do not have enough
computation resources to run on-device machine learning. The architecture addresses
this issue by deploying a fog node near IoT devices. All data generating devices are
connected to the associated fog node to share raw data. With sufficient computational
and storage capabilities, a fog node stores periodic data and performs online machine
learning training. The rapid growth of data accumulates a large amount on a fog node.
Due to the computational limitations of a fog node, online training is done on recently
captured data, leaving historic data aside. At the same time, the entire data is kept at
the fog layer on backup storage, which can be reproduced in future if required. Then
fog node participates in the federated learning process in collaboration with the central
cloud server.

IoT devices may have highly sensitive information, including personal identifiers,
location data, financial records, private communications, chats, and other forms of
confidential content. Ensuring data privacy and security remains a critical challenge in
cloud-IoT computing environments. With increasing concern over data sharing, users
express concerns over sharing personal data, such as images, chats and messages, to
the cloud due to potential misuse or breaches. However, raw data contains crucial
information that can be useful for various applications such as recommender systems,
security monitoring, smart home automation, safety predictions, predictive analytics,
etc. Additionally, machine learning task has to follow strict data protection rules such
as General Data Protection Regulation (GDPR). To address the privacy concerns,
the proposed architecture used a decentralized machine learning approach for model
training. In the proposed work, the data is stored at the fog layer and not shared
with the cloud. The architecture ensures that raw data is never transmitted externally,
thereby enhancing user privacy while enabling collaborative learning across distributed

nodes.
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3.3.4 Evaluation and results

This section describes evaluations and experimental results of the proposed architecture
for a machine learning task. The model training is done for radar data for an IIoT setup.
We simulate the proposed architecture using Docker containers. Then, training of a
global model for safe distance detection is done for human position in HR workspace. To
show the efficiency of the proposed work, we have trained a ANN model in distributed

environments and achieved expected results.

3.3.4.1 Docker based fog enabled federated learning

We have used Docker containers to simulate resource constrained distributed machine
learning. The Docker engine facilitates multiple containers to run various programs
independently. A container provides the runtime environment for program execution.
So, a set of containers can be created to execute tasks in parallel. With sufficient com-
putational resources, we employed multiple Docker containers as a fog node. Every
container runs a machine learning model independently with its local data. We have
used the gRPC library for requests and service calls between the fog and the central
node. The federated learning is done between cloud and fog nodes using Docker con-
tainers with gRPC calls. The IoT devices generate continuous data and share it with
the fog node. Fog node stores historical data at backup devices and trains the model
on recent data. To simulate the continuous data generation and online training, we
used a fixed set of data samples for local training. Every container has its personal
data, and model training is executed on fixed periodic sequential training samples.
We have simulated the proposed architecture to train an ANN-based machine learn-
ing model for human operator position detection in a human-robot workspace. The
dataset is recorded from multiple Frequency-Modulated Continuous Wave (FMCW)
radars. A fog node compile one minute of data from every device and complete one
round of federated learning. We trained the model on 60 frames, assuming every radar
is generating 1 frame/sec. The next round of training is done on the next sequence
of datasets. For this experiment, we have taken 5 fog nodes for decentralized machine
learning training. The fog node trains a fully connected ANN using the Tensorflow

framework. The ANN model contains a single hidden layer with 64 neurons. The input
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and output layers have 512 and 8 neurons, respectively, based on data dimension and
output labels.

We have trained a shallow neural network with one hidden layer. The model is a fully
connected dense network with 64 units in the hidden layer. Input layer has 512 input
neurons which is fully connected to the only hidden layer (dimension 512x64 + 64 bias)
followed by a ReLu layer. The output layer has 8 neurons, which are densely connected
to the hidden layer (dimension 64 x 8 + 8 bias). The final output label is predicted
based on the softmax activation function at the output layer. The local training on
every device is executed for 5 epochs to simulate low computational resources. The
network is trained by backpropogation algorithm using categorical crossentropy loss
function. Further, the ’Adam’ optimizer is used as an optimizer to optimize the training
error. The loss value of the global model is calculated on test data. Also, we have
traced the accuracy performance of the global model on both personal and unknown
test datasets. The simulation is done to show the computational intelligence of the

proposed architecture on continuously changing data.

3.3.4.2 FMCW radar dataset for federated learning

The proposed architecture is validated for a real world IIoT use case. The dataset is
recorded from multiple Frequency-Modulated Continuous Wave (FMCW) radars in a
human-robot workspace. FMCW radars are effective IIoT devices in industrial setups
for environment sensing, distance measurement, etc. These radars are placed in a shared
workspace of human robot to capture human position in the environment. Detection
of human position in an industrial setup is crucial for worker’s safety. These radars
contain data to measure the distance and position of the human operator near them.
Every device has its locally generated dataset. However, each participating devices
have all classes samples. We used the mentioned dataset to train a machine learning
model to classify human safe distance. The dataset is published by Stefano Savazzi,
which can be downloaded from IEEE Dataport [97]. The radars output signals are
preprocessed and converted into 512-point. The detailed methodology and collection
of data are given in this paper [98].

The input sample contains 512 points with 8 labels. The labels are characterized by
different distances between human operator and radar. The dataset contains a total of

32,000 samples of FFT range measurements 512 points. The dataset is already divided
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Table 3.1: FMCW radars dataset

Distance(m) | Class | Critical/Safe
<0.5 1 Critical

0.5 <=d<1.0 |2 Critical
1.0<=d <153 Critical

15 <=d <20 |4 Safe

20<=d <255 Safe

25 <=d <3016 Safe

30<=d <35 |7 Safe

>=3.5 0 Safe

into training and testing samples of 16,000 x 512 shape. Additionally, the data sample
is also randomly distributed over various devices for federated learning simulation in the
database. We have implemented the given data distribution over 5 devices for federated
learning to learn ANN model for safe/unsafe position detection. The training is done
for C=8 classification of the potential situation in human robot workspace. The label is
an integer from 0 to 7, where Class 0 represents human distance > 3.5m, which is also
marked as safe. Class 1 is represented as critical since the distance is < 0.5m. Other
labels are marked based on different distance measures between humans and radars.

Table 3.1 details about labels for various classes.

3.3.4.3 Results and Analysis

We trained a ANN model for human position classification on the given dataset. The
online training is done with 60 frames at a time on 5 fog nodes. We divided training
sample equally among all devices. From 16,000 training samples, every fog node re-
ceives 3200 independent samples. The local model training is done with the current
60 samples for 5 epochs only. Then central server performs aggregation of all learnt
model parameters. This completes one round of federated learning. In the next round,
we use next 60 samples for training by skipping previous data points. We executed
53 rounds that exhausted entire local dataset training. At every round, we assess the
model’s performance in terms of loss and accuracy. The global model is evaluated on
the test dataset residing on the server. The training loss and accuracy of the model on
test data are shown in Fig 3.3.

As training increases, the model improves its accuracy significantly. The model
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Figure 3.3: Global model performance on test data: (a) Loss value and (b) Accuracy
over training round

optimizes loss and stabilizes the training after 30 rounds. The proposed online training
performed exceptionally well as the test accuracy reached 99%. The local model is
trained on multiple fog nodes in parallel. The global model is a combined learning of
all local models. Fig 3.4 shows the accuracy of the global model on various local data
residing in fog devices. The accuracy is the averaged learning that cancels drift on
various local training data. So, even though a particular device overfit the model, the
aggregation ensures it to be generalized. It clearly shows that the global model is an
aggregated representation of locally trained models.

Training a machine learning model with a neural network is prone to overfitting,
specifically in online training mode. Comparatively, a large model with huge parame-
ters can memorize the data labels, which tend to perform poorly on test data. In our
experiment, the amount of data passed at a particular instance is relatively small (60
frames/iteration). The ANN model quickly learnt the sample with very high accuracy
(>90%) in fewer epochs. However, it failed to produce similar results on global test
data. This is because of possible model overfitting on relatively small data. The feder-
ated learning consolidates these models to combine learnt information. The combined
output model is better generalized and reduces possible overfitting. With the varying
number of participating devices, federated learning prevents overfitting intrinsically.
However, other generalization techniques such as dropout, normalization, regulariza-

tion, etc, can be applied at the architectural level for better generalization.
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Figure 3.4: Model performance on all devices

3.3.5 Conclusion

This work focuses on machine learning model training on decentralized data. We pro-
posed fog enabled distributed training architecture to train a neural network on rapidly
changing data. The architecture suitably uses decentralized algorithms for model cre-
ation. The edge layer is responsible for data generation. The cloud layer coordinates
with computational nodes on the fog layer for machine learning. Whereas, the fog layer
participates in distributed machine learning training with the central server. We tested
the proposed architecture for a real world IIoT use case. The simulation results show
that it is capable of learning a model from a changing dataset. Hence, we find a feasible
solution to train a neural network model on streaming data using resource-constrained
devices. We further extended the architecture to build a distributed framework, FI-
DEL, that enables the edge-to-cloud continuum for model training. We will discuss

this in the next section.
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3.4 FIDEL: Fog integrated federated learning framework

to train neural networks

In the previous section, we discussed an architecture for federated learning on resource-
constrained devices. It addresses research question 1 by demonstrating the feasibility of
training models at the fog/edge layer. This section provides a comprehensive discussion
of the FIDEL framework, outlining its core components in detail. It further elaborates
on the implementation strategies and methodological approaches in the proposed sys-

tem.

3.4.1 The FIDEL Framework

Rather than centralized training, we consider a decentralized data processing frame-
work for predictive/inferential machine learning tasks. As discussed earlier, sending raw
data to the server has various concerns, such as large bandwidth consumption, network
congestion, high latency, and data privacy. However, training a machine learning task
with low computational devices has multiple challenges. To address this, we propose a
fog-integrated cloud-fog-edge training framework named FIDEL for machine learning
tasks from continuously generated data by various IoT devices. The framework can
train a shared machine learning model from rapidly growing distributed datasets from
multiple sources. Fig. 3.1 shows the training architecture of the FIDEL framework. It
is a three-layered architecture where each layer contains various IoT devices responsible
for performing individual tasks. Devices in the horizontal layer perform their tasks in
parallel and then communicate with the vertical layer to learn the model collabora-
tively. Section 3.3.1 had some discussion about architecture and its components. The
subsequent section will elaborate more on each layer of the framework, along with its

components.

3.4.1.1 Edge layer

The main task of the edge layer is to generate data. This layer contains very low-
resourced devices such as sensors, GPS, smart gadgets, cameras, health-related devices,
etc., as shown in Fig. 3.1. Devices available in the layer can continuously generate raw
data, but they do not have enough resources to store and process it at the edge layer.

Hence edge layer is used as a data generating layer. Once the data is generated, it is
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shared with the fog layer to the specified fog node within the vicinity of a user. The
devices in this layer are directly connected to one of the processing nodes at the fog layer
within the user’s premises. For example, in a smart home scenario, the temperature and
humidity sensors will continuously sense the environment and push data to the nearest
PC tools like Kafka or MiNiFi. Hence, data acquisition is performed at the edge layer,
and it is being transferred constantly to the fog node for training and persistent storage

if needed.

3.4.1.2 Fog layer

The fog layer is capable of small-scale analysis and processing. The job of the fog layer
is to provide computational training and persistent storage of the raw data generated
at the edge layer. The storage of data at fog nodes serves two purposes (i) it ensures
the privacy of the user’s data (ii) the data will be available for analysis/reporting in
the future. The fog layer contains relatively higher computational IoT devices such as
Raspberry Pis, personal computers, private clouds, clusters, etc. This computational
capability of the fog nodes can be used to process raw data. The nodes at the fog
layer reside close to data-generating devices, possibly inside the user’s premises, which
minimizes latency and network congestion.

In the FIDEL framework, fog nodes are responsible for two tasks: (i) they provide
computational resources for parallel training, and (ii) they actively store raw data for
future requirements in persistent storage if needed. However, the main job of the fog
node is to fine-tune the global model based on its computational capability. Every
fog node selects recent periodic unseen data from the edge layer and trains a shared
model for global consumption. Although a fog node stores historical data of associated
devices, the training is done on the last captured periodic data frames. Hence, the
fog nodes select the next set of periodic datasets in the next successive iteration to
fine-tune the model, called online training. Online training is needed because we are
training networks on continuous data using resource-constrained devices. Then, fog
nodes collaborate with the central cloud node to create a global model. Note that the

fog nodes have limited compute resources that can not process a large volume of data.
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3.4.1.3 Cloud layer

The cloud node contains high-performance computing nodes such as servers, GPUs,
Data centers, etc. It works as an actuator to fog nodes during global model production.
The job of the cloud node is to provide the necessary support to fog nodes so that
global knowledge can be created. It controls distributed training from the top of the
hierarchy. It is used as a global model aggregator that accepts locally trained models
from multiple fog nodes. The global model creation is done at the cloud node by
inclusively aggregating all locally trained model parameters. This process combines
and merges knowledge of the data patterns learned from different fog nodes on multiple
datasets.

The cloud node can also be used for final report presentation, analysis, and other
resource-intensive work. Since the user’s data is not shared with the cloud node, a
cloud node also performs various operations to authenticate the veracity of data and
participating nodes. Additionally, the raw data stored at the fog nodes can be shared
with the cloud node if requested for validation and complex processing. However, in
the current scenario, a cloud node works as a master node to train a federated learning

model.

3.4.2 Framework implementation and communication

The FIDEL framework is designed to train neural networks on continuously generated
data over resource-constrained devices. The fog layer can have hybrid devices such as
Desktops, Raspberry Pis, etc. So, device heterogeneity is a major concern in implemen-
tation. Hence, for seamless training/deployment of the services, we have containerized
the application with Docker images for a variety of hardware specifications. We have
created Docker images that are pushed to Docker Hub. The images are based on un-
derlying hardware and os support. During training, the appropriate image is pulled,
and execution starts. On the other hand, the Docker compose file in the project can
create a respective image according to the underlying hardware.

Federated learning implementation has to deal with multiple communication rounds.
The server supervises the entire training for the participating clients. Therefore, net-
work connectivity and device performance play a pivotal role in training. Hence, we

have implemented FIDEL using the following two communication strategies.
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3.4.2.1 Synchronous update

Devices in the edge layer communicate with the fog node as continuous data streams.
As soon as the edge node produces a data point, it is pushed to the associated fog node.
However, communication between cloud and fog nodes is event-driven. Communication
in a stable network benefits the training with low latency and high availability. For
such a scenario, synchronous federated learning (SFL) is implemented using gRPC
framework. gRPC is an open-source remote procedural call framework for distributed
computing. The services and communication are defined in the protocol buffer. The
gRPC stub can call gRPC server’s methods remotely. The server initiates the training
by pushing the initial model to clients. Then it waits for all clients to complete their
execution. Thereafter, it performs an aggregation operation. Fig. 3.5 shows the SFL
model design.

The server starts the execution by creating an initial model, and then it invokes
the clients’ initialization method to initialize indices and other metrics on participating
clients. This is executed once to create/reset relevant files on the server and clients.
Thereafter, it invokes the train method remotely, which executes training modules on
the clients. Every client fetches recent data for online training and executes neural
network training on it. Once training is completed, it returns model parameters to
the server. At the same time, the server waits for model collection. Once every client
returns their model, the server executes aggregation method to consolidate all models.
The final aggregated model is updated to all clients, and then the train method is
called for the next iteration. The communication is done between gRPC stubs and
servers using dedicated channels. Fig 3.6 shows execution flow for the FL paradigm.
Firstly, the server calls Initialize() method on the server side that creates the initial
model, then it invokes clients’ Initalize() method through an RPC call that initializes
indices and metrics files on clients. The local method are shown in highlighted text,
and the RPC remote methods are shown in non-highlighted text. Thereafter, it invokes
Train() method for local model training. Once all clients return their models, the server
executes Aggregate() method to consolidate all models. The final aggregated model is
sent again to all clients by calling Train() method for the next round of training.

Since FIDEL considers resource-constrained devices for training that could go un-

responsive due to battery/electricity shortages, device issues, internet dropout, etc.
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Figure 3.5: Synchronous federated learning model

Similarly, a straggler or unreliable network equally hampers the training. Statistical
methods like sampling can deal with a few stragglers, but this is inefficient for the
smaller network. Hence, the synchronous update is efficient only for a reliable and

larger network.

3.4.2.2 Asynchronous update

In asynchronous communication, the server does not wait for every update, rather it

continues to aggregate as soon as it receives a local model. Hence, the communica-
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Figure 3.6: Execution of synchronous federated learning model

tion bottleneck can be eliminated with asynchronous updates between two layers. We
have extended the federated learning implementation to time-bounded asynchronous
updates. The server continues the execution of the framework with a fixed wait time.
Time is a variable unit that can be set externally based on underlying hardware con-
straints. Thereafter, it continues with aggregation tasks with available updates. The
implementation of Asynchronous Federated Learning (AFL) is done using Message

Queuing Telemetry Transport (MQTT). MQTT is a lightweight publish-subscriber

73



3. FEDERATED LEARNING FRAMEWORK FOR EDGE-TO-CLOUD

CONTINUUM
Server
\ N\ \
e e Model : L
Initialization . Visualization
Updation
J/ J \L J
) N\ [ ™\
Pub/Sub Model MQTT
Communication Aggregation Broker
_J /L _J
A
Publish- Subscribe-
'train’ ‘aggregate’
— > Message
, — Routing -
Subscribe-| mosavitto” Publish-
‘train’ ‘aggregate’
\ 4
e N (0 N\ ™
Train D_ata Training Pub/Sub_
Selection Communication
- J X /L J
4 N N ( )
L Model .
Initialization Update Data Collection
\_ ) L J

Figure 3.7: Asynchronous federated learning model
based message queuing service protocol. The communication is handled by a bro-
ker that maintains topics and connected clients. All machines need to subscribe to
the relevant topic. Then the broker pushes the message to all subscribers if someone
publishes on that topic. The AFL implementation design is shown in Fig. 3.7. In this
implementation, we have used mosquitto broker and advertised two topics, ’train’ and
‘aggregate’. Here, fog nodes subscribe to the ’train’ topic, and cloud nodes subscribe
to the ’aggregate’ topic. So whenever the server publishes on ’train’; all clients get

notified and start training. Once an individual client finishes its training, it publishes
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Figure 3.8: Execution of asynchronous federated learning model

the result on ’aggregate’ topic, which is subscribed by the server. The server waits for
the specified time and then proceeds with the currently available updates.

Both server and clients subscribe to relevant topics to the broker. Upon the suc-
cessful connection, the server creates the initial model, and all clients initialize their

indices. Training is initiated by the server by publishing on the ’train’ topic that invokes

75



3. FEDERATED LEARNING FRAMEWORK FOR EDGE-TO-CLOUD
CONTINUUM

training on fog nodes. Afterward, the locally trained model is published to ’aggregate’
topic for aggregation. The server incorporates the local models into the global model
and pushes back the global model for further training. If a node stops working or goes
unresponsive at any iteration, the server continues the process with available nodes. At
the same time, a new authenticated device can subscribe at any time and contribute to
the training. The asynchronous strategy resolves bottlenecks caused by device/network
failure. It also deals with delays posed by stragglers nodes. So even if there are delays in
the network due to stragglers or slow connection, the aggregation process continues to
progress with other models. The execution flow of the asynchronous updates is shown

in Fig 3.8.

3.4.3 System model and distributed training

In this section, we describe the system architecture and the distributed learning tech-
niques used to train neural networks. We also explain how online training is formulated

and integrated into the overall framework.

3.4.3.1 System model

We consider an IoT network of K edge nodes, F fog nodes and a central server in the
distributed training paradigm. Every X edge node is connected to one of the associated
F fog node (K >5). A node X in the edge layer communicates with the respective fog
node F to transfer raw data. Table 4.1 outlines the formal symbols and their definitions
as used in the proposed methodology. An edge node continuously generates the data
by sensing the environment and shares it with the designated fog node. All the raw
data is stored at the only fog node to ensure privacy and future analysis. However, the
online training is done with the latest datasets; hence the raw data can be discarded
if it is of no use. Federated learning is done between the cloud node and fog nodes, as
shown in Fig. 3.9. The framework executes model aggregation at the server and local
training at every fog node.

With limited computational resources, the fog node trains a neural network on its
local dataset. It contains a historical dataset in its storage, but in view of limited
resources, the training is done with the recently generated periodic dataset. Here,
every participating fog node contains a total of Dj datasets, whereas, at a particular

iteration, the selected data for training is based on fog node computability. This can
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Table 3.2: Symbol table

Symbol | Meaning

X Number of clients in the edge layer

F Number of clients in the fog layer

Dy, Historically stored data at a fog node

D; Current training data at i** fog node

T Training dataset threshold value

d; i" data frame consisting of (X_i, y_i)

tp Previous frame index for data selection

X; it" input data frame

Yi i'" output label

0; Model parameters at i** node consist of (Wi, b;)
Oy Global model parameters at server

r Number of federated learning round

E Number of epochs for training at a fog node
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Figure 3.9: Decentralized federated learning training paradigm

be done according to time constrained or the number of samples a fog node can easily

process based on its computation resources. So a fog node ¢ shortlists its training
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samples D; from historic dataset Dj, based on the following strategy.

tpt+T
Di = |J (X;,9) (3.1)

J=tp
Here, t, is the previous index of sequential data initially set to 0 at round 1.
In the subsequent rounds, D; is populated with new set of data and value of ¢,¢e

0, min{|Dy|,t, + 7}] is incremented by t, + 7. Whereas (X, y;) is i** data frame.
p P i Yj

3.4.3.2 Local execution

Each participating fog node ¢ contains its local data D; for machine learning task at a
specific round. Here, Dj is a collection of input data samples (X, yj)?zl for supervised
learning. Where X; € R? is a d dimensional input data and y; € R is the corresponding
label for input X;. A fog node chooses a subset of data frames from the historical
dataset using strategy shown in Equation. 3.1. So every fog node has its personal data
set D;. Hence, the current global data set for training is the collection of all training

data at round r, as follows.

F
Dglobal = Z D; (32)
i=1
Whereas the total generated dataset for machine learning training is:

T

F
Diotar = Z D}, where D} = Z(X, Y) (3.3)
i=1 =0

Here, D}; is the historical data frames collected on a fog node ¢ since time 1" €
[0, Now]. For every fog node, it is a machine-learning task to fine-tune the global
model with its local data D;. The goal of the machine learning task is to train a model
on local data that should fit the current global data set Dgjopq;. At the same time, it is
expected that the model will equally fit and generalize on the cumulatively generated
dataset Dyoiq;. And eventually, it should produce similar results on unseen datasets.
The training is done on locally selected periodic data set D; = (Xj,yj)?zl. The loss

function of fog device i for dataset D; is

78



3.4 FIDEL: Fog integrated federated learning framework

Li0) = 57 D0 0(h(X;.05:0) (3.4
j=1

Where g(h(X;,y;;0)) is the loss for j'* sample from data D;. The ML model takes
input data (X}, yj)?zl to compute local parameters 0 = [W, b] i.e. weights and biases.

Each fog node F updates its local parameters as follows:

9f = Hf +nVL;(0) (3.5)

Once the local parameters s are calculated, it is shared with the cloud for global
execution. This process continues with the next set of data till we achieve a model with
the expected accuracy. The execution flow of the fog node is shown in Algorithm 1,

which describes local training process.

Algorithm 1 Local Execution at i*" fog node

Input: Current global parameters 0y, E, t,, T
Output: Updated parameters 6;
Select current local data D; from historical dataset Dy, using Equation 3.1

fore = 1,2,3,...,Edo > ML training
Calculate local update 6; on data D; using equation 3.5

end for

tp < tp+7

return Final parameter 0; to the server

At every round, a fog node selects the dataset and processes it to fine-tune model
parameter 6 shown in Algorithm. 1. Thereafter final parameters 6 are sent to the global

model aggregator. The cloud node performs model aggregation based on Algorithm. 2.

3.4.3.3 Global execution

Every fog node optimizes the loss using an optimizer to find optimal parameters. In
the subsequent step, the locally trained parameters are shared with the central server
for global model creation. The central curator receives all F locally trained models’
parameters and performs aggregation operations on them. The value of ¥ may change
based on communication strategy. All the parameters 6 of respective layers of every

model are aggregated. Thus, the aggregated model contains representation from all
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models, which is further fine-tuned in the next round. Fig. 3.9 shows the collabora-
tive learning paradigm between fog and cloud layer. The aggregated/updated global
parameters 6 are pushed back to local devices for the next round of training. It is an
iterative process that optimizes global parameters using local model updates. The idea
is to train multiple models on a smaller dataset D; and then accumulate the knowledge
which should work on the larger dataset combined, Dgopq. Hence, we try to optimize
the global loss value of the current global dataset. The global loss function for the

system is :

F
L(o) = ul), S 1Di] % Li() (3.6)
=1

The goal of federated learning is to learn a global model by combining all local
models that produce similar results on total dataset Dy, This training cycle continues
till convergence without accessing raw data, as shown in Fig 3.9. The server execution

for global model aggregation is shown in Algorithm. 2.

Algorithm 2 Global Execution at server node

Input: Locally trained parameters 01,605, ..., 05
Output: New global parameter 0,
Initialize empty parameter space for 0,

for f = 1,2,3,...,5 do > Model Aggregation
for Each layer [ of the parameter space do
ng = 91g + 99 > Summation of associated neurons
end for
end for
Oy = g?g

return Send back global parameters(6,) to fog layer for further training

The cloud node acts as a central curator that aggregates existing knowledge ex-
tracted from multiple fog nodes. It performs aggregation operation on every neural
network unit as discussed in Algorithm. 2. For aggregation, it performs the FedAvg
method. The new model is created using the aggregated parameter, which is tested for
unseen datasets. Local and global execution combined complete one round of federated
learning. The training continues in online mode with new datasets till the model con-
verges or the desired accuracy is achieved on unseen test data. The prototype model

is implemented with both synchronous and asynchronous updates.
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3.4.4 Evaluation and results

This section describes experimental setup, evaluations, and results of the FIDEL. The
model training is done on radar data for IIoT setup. We have evaluated the proposed
architecture by training multiple neural network models using lightweight Docker con-
tainers. To show the learning capabilities of the FIDEL, three models (shallow network,
deep network, CNN) are trained using both synchronous and asynchronous updates in
distributed environments with volatile datasets. Then we compared FIDEL training
with other synchronous and asynchronous frameworks. The code is available at Cloud

and Smart lab’s GitHub! 2 page.

3.4.4.1 Prototype and execution setup

In the prototype setup, we deployed five Raspberry Pi devices, each equipped with a
quad-core Cortex-A72 (ARM) 64-bit SoC running at 1.5 GHz and 4GB of RAM, to
serve as resource-constrained fog nodes. A high-performance desktop machine with
a 16-core Intel Xeon CPU operating at 3.7GHz and 32GB of RAM was used as the
central cloud node. The experimental setup is shown in Fig 3.10. All the devices are
connected to the same WiFi network, but they can be on different networks. The
network is trained with both synchronous and asynchronous strategies with rapidly
changing datasets. Synchronous updates are done using gRPC framework. However,
communication between the fog node and the cloud node is established using MQTT
for asynchronous updates.

We have used lightweight Docker containers for deployment over Raspberry Pi in
a distributed setting. Docker engine facilitates containers to run a complete package
independently. A container provides a run-time environment for program execution
that enables the program to overcome hardware heterogeneity. It enables seamless
execution on heterogeneous devices. On every device, a container runs machine learning
tasks independently with its local data. The Docker image can be deployed on any
machine, which is an additional advantage from a software point of view. The IoT
devices generate continuous data and share it with the fog node. Fog nodes participate

in federated learning with local datasets synchronously /asynchronously.

"https://github.com/cloud-and-smart-labs /FTDEL-Async
2https://github.com/cloud-and-smart-labs/FIDEL-Sync
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Figure 3.10: Distributed training execution prototype

3.4.4.2 Machine learning model

In this experiment, we have trained three models i) Shallow network ii) Deep Network
iii) Convolutional neural network models for human operator position detection. For
this experiment, we have taken 5 Raspberry Pi as fog nodes for decentralized machine
learning training using TensorFlow. However, any other framework can be used for
model training. TensorFlow is a general-purpose, open-source framework designed for

building and training neural networks. The input and output layers have 512 and 8

neurons, respectively, based on data dimension and output labels.

Shallow Network Deep Network CNN
Model Input Input | HRUt
1 4
FC(64) FC(32) 1D Conv(s)
L1 1 Relu
Relu Relu 1
1 1 MaxPolling
FC(8) FC(16) 1D Conv(4)
1 1 1
Softmax Relu leu
4
FC(8) FIaJlEen
1 FC(8)
Softmax 1
softmax
Trainable 33,352 17,080 8,332
Prameters

Table 3.3: Model details with trainable parameters
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The shallow network is a fully connected neural network with one hidden layer
of 64 units. Similarly, the dense network contains 2 hidden layers with 32 and 16
units, respectively. Both networks are densely connected, followed by relu activation
function. However, the CNN model has two 1D convolutional layers with 8 and 4
units, followed by maxpooling and Relu activation, respectively. Table. 3.3 shows
model details with trainable parameters. The final output label is predicted based
on the softmax activation function at the output layer. The network is trained by
backpropagation algorithm using categorical crossentropy loss function. Further, the
’Adam’ optimizer is used as an optimizer to optimize the training error. The loss value
of the global model is calculated on test data. Also, we have traced the accuracy
performance of the global model on both personal and unknown test datasets. The
experiment shows computational intelligence of the proposed FIDEL framework on

continuously changing data.

3.4.4.3 FMCW radar dataset for federated learning

For the experiment, we used the same radar dataset for human position detection.
The details of this dataset have already been discussed earlier in Section 3.3.4.2, as

summarized in Table 3.1.

3.4.4.4 Results and analysis

We trained all models for human position classification in a shared HR workspace use
case. The online training is done with 60 frames simultaneously with 5 fog nodes using
both strategies. Every device receives 3200 independent samples that execute local
training. The central server performs synchronous and asynchronous aggregation of
all learned model parameters. The fog nodes compile one minute of data and perform
training that completes one round of federating learning with the cloud node. We
trained the model on 60 frames, assuming every radar is generating 1 frame/sec. The
next round of training is done on the next sequence of datasets. This completes one
round of federated learning. In further rounds, we use next 60 samples for training by
skipping previous data points. We executed such 54 rounds that exhausted the entire
local dataset. At every round, we assess the model’s performance in terms of loss and
accuracy. The global model is evaluated on the test dataset. To compare the FIDEL’s

efficiency, we have also implemented recently published SFL and AFL frameworks for
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Figure 3.11: Training comparison on (a) shallow network (b) deep network (c) convo-
lutional neural network model with existing-FedAvg, centralized training and FIDEL
using synchronous aggregation strategies

training a neural network. We compared the proposed framework with a recently
published framework and centralized training. The state-of-the-art implementation
for SFL for neural network training is taken from a paper published by Stergiou et
al. We implemented the existing framework [108] for neural network training with
fedAvg implementation. Fig. 3.11 shows training comparison on all three models for
synchronous aggregation.

As shown in Fig. 3.11, the FIDEL is able to train the neural networks and achieve
similar accuracy to the centralized and existing work. Even though the existing work
trains the model with the complete dataset on every client. Hence, it is hard to train

on the edge of the network due to the lack of high computing resources on the fog layer.
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Figure 3.12: Training comparison on (a) shallow network (b) deep network (c) con-
volutional neural network model with FEDSA, centralized training and FIDEL using
asynchronous aggregation strategies

However, the proposed online training is done on a subset of data that has achieved
the same accuracy as existing work. But the SFL is subject to network and client
availability. As the network/client disconnects, the entire training may freeze. At the
same time, it is bounded by straggler nodes in the network. Hence, FIDEL is also
trained and compared with an existing asynchronous FL framework FEDSA [74]. The
training comparison of AFL is shown in Fig. 3.12.

The asynchronous online training also faced client dropout. Hence, at a particular
iteration, there have been fewer updates than total clients. In spite of that, the AFL
training achieves similar accuracy measures on all three models. This can be visualized

by gradual learning of the model as shown in Fig. 3.12. The asynchronous strategy
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also eliminated stragglers’ impact on training. However, the asynchronous strategies
take more time to converge because of asynchronous aggregation. That means at a
particular aggregation step, there were fewer than the total participating clients. This
may happen due to device computation time or client disconnection.

The result suggests that SFL is faster than AFL. However, it requires a stable
network and efficient compute nodes. This can only happen in an ideal case that
may be provided in a simulated environment or a well-established setup. However,
resource-constrained devices are prone to failure, which makes the training insignificant.
Therefore, the proposed online AFL can be a practical solution for distributed training.
By doing this, we can train an equivalent machine learning model with a practical use
case. Figure 3.13 presents a comparative analysis of the learning performance of both
SFL and AFL across all models.

Asynchronous takes a longer time to converge because it suffers from stragglers or
device failures. However, synchronous is faster and more efficient. So there is a tradeoff
between time and accuracy. Asynchronous takes more time for training, but it has a
low failure rate. However, the synchronous update can fail or be delayed due to client
failure or network issues, but it has high accuracy and faster convergence. As training
increases, the model improves its accuracy significantly. As shown in Fig. 3.13, both
strategies converge to the global minimum, which leads to a similar accuracy level to
centralized training. Synchronous strategy learns quicker than asynchronous, this is
because of stable participants. Even though asynchronous update learns more slowly,
it reaches a similar accuracy over a larger training time. Similarly, all models optimize
their loss value and converge to the optimal minima, shown in the second column of
Fig. 3.13. Experimental results show that all models have achieved 99% accuracy on
test data. Fig. 3.14 shows the accuracy of all models on both communication strategies.
It should be mentioned that the models got very high accuracy due to simplicity of the
data.

All clients perform training on local data. However, testing is performed in the
cloud with unseen test data. Fig. 3.14 shows the model’s accuracy on test data with
synchronous and asynchronous updates. We have also traced the performance of the
global model on local data. Fig. 3.15 shows models’ performance on participating

clients’ data. The accuracy of test data is averaged by cancelling the drift on various
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Figure 3.13: Training comparison of SFL. and AFL with centralized learning. The first
column indicates accuracy, and the second one is the loss value of (a), (b) Shallow
network (c), (d) Deep network (e), (f) Convolutional neural network
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Figure 3.14: Model’s accuracy on both synchronous and asynchronous updates

local training data shown in Fig. 3.15 for both synchronous and asynchronous. Hence,

the proposed framework can efficiently achieve significant results on various models.

3.4.5 System performance analysis

As discussed previously, the proposed framework can train an equivalent global model
compared to stable CPU/GPU-based training. Since FIDEL has used resource-constrained
devices with online training, there is a need for system efficiency analysis. Therefore,
we evaluated the framework’s efficiency from a resource-constrained device’s perspec-
tive. The framework is developed on a Raspberry Pi for system usage. We monitored
memory consumption, total training time, computation time and communication time
for synchronous and asynchronous strategies, while training the deep model. The size
of the model is determined by its configuration. In our case, it is approximately 60 kB,
which makes it lightweight and easily transferable over the network. Figure 3.16 shows
a comparison between two strategies for total training time (computation + commu-

nication), computation time taken by pis while training and communication time for
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Figure 3.15: Global model performance on participating nodes using both strategies.
The first and second columns are synchronous and asynchronous updates, respectively
for (a), (b) Shallow network (c), (d) Deep network (e), (f) Convolutional neural network
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Figure 3.16: Average time taken (seconds) by the framework per round

On average, the total training, computation, and communication times are 3.62,
2.97, and 0.65 seconds, respectively, for synchronous update. However, the same met-
rics for asynchronous updates are 2.93, 2.80, and 0.12 seconds. As expected, the syn-
chronous update took more time than the asynchronous update. This is because the
server has to wait for all the clients to send their updates. The time difference can
further shoot up when any straggler node is in the network (There were no stragglers
in this experiment). The per iteration training time is ~3s, for training mentioned deep
network with 16 local epochs, which is reasonable for online training.

Next, we trace the memory consumption while training the framework shown in
Figure 3.17. The memory usage of both strategies is similar and reasonable for train-
ing, even for larger batch sizes. In the current experiment, we used 60 frames that
took an average of 184.2 MB in synchronous and 171.2 MB of memory out of 4GB of
total memory. We have used lightweight Docker for the training, which can be easily
deployed over heterogeneous hardware. The overall memory consumption was ~ 4%

of 4G RAM Raspberry Pi. The above system metric suggests that the framework is
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Figure 3.17: Memory consumption of the framework

lightweight enough to train on resource-constrained devices that can achieve an equiv-

alent centralized model.

3.4.6 Conclusion

In this work, we propose a fog-integrated distributed training framework for training
neural networks. We focused on training a global model using resource-constrained
devices on decentralized data. Federated training is done on continuously changing
distributed data over different locations. The edge layer contributes to continuous data
generation that has been taken care by the associated fog node. The cloud and fog nodes
collaboratively trained a shared global model for classification tasks. Asynchronous
federated learning is also implemented to address straggling and intermittent nodes.
The FIDEL is capable of real-time data processing using resource-constrained devices
such as Raspberry Pi.

We implemented both synchronous and asynchronous federated learning to show-
case learning capability. The FIDEL framework is tested on multiple neural networks
for human safety detection in HR workspace. The experimental results of all models on
continuously changing datasets are significant. Synchronous learning is more efficient
but suffers from stragglers. At the same time, asynchronous learning achieves similar
accuracy in longer iterations. Finally, both strategies could learn an equivalent global
model. However, FIDEL has to deal with stale updates and straggler’s impact, which

is addressed in future work.
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3.5 Summary

This chapter discusses federated learning implementation on the edge-to-cloud con-
tinuum. It addresses the challenges of training machine learning models on resource-
constrained devices with decentralized, continuously streaming data from an IoT net-
work. To achieve this, it first proposes an architecture for federated learning on
resource-constrained environments. It analyses the feasibility of training a neural net-
work on a given IoT network. Then we extended it to build a framework that supports
model training on devices like Raspberry Pi. We presented the FIDEL framework
for training neural networks on the edge-to-cloud continuum with synchronous and
asynchronous communication strategies. A detailed discussion of the development,
methodologies, and prototyping processes has been presented. The implementation is
done using Docker to achieve seamless execution on heterogeneous devices. Finally, we
tested the framework for a real-world industrial IoT use case to detect human posi-
tion in the HR workspace. With various experiments, we conclude that the framework

converges equally to the centralized approach.
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Chapter 4

Straggler Aware Federated
Learning In A Heterogeneous
Network

This chapter discusses about issue posed by the stragglers during processing. Stragglers
are one of the key challenges in an IoT network that creates a bottleneck during model
training. These nodes delay their update often due to hardware limitations, network
congestion, or data distributions. This chapter examines how stragglers impact model
training in federated learning. We worked in this direction to understand the impact of
stragglers in an edge-to-cloud continuum. With multiple experiments, we found that it
impacts model convergence negatively. To improve this, we propose a stragglers-aware
weighted averaging scheme, FedStrag, that deals with stale updates and optimizes
model training. Finally, the proposed method is tested and compared with baseline
FedAvg on the MNIST dataset. The experiment results suggest that the FedStrag

outperforms the baseline FedAvg in all possible stragglers and data distribution cases.

4.1 Introduction

Machine learning training has always been done on a centralized server with power-
ful computers. However, distributed machine learning trains a model across multiple
machines. A general principle of training models in a distributed setup is to partition
the data across multiple nodes and process it independently at each node. Federated
learning executes similarly without sharing data, also called decentralized training.

However, there are a few assumptions that are made in distributed machine learning
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training. (i) Participating nodes are capable enough to perform training, which means
it has powerful compute nodes. (ii) The network is stable enough for any communi-
cation. For example, consider multiple companies that wish to collaboratively analyze
customer behavior without sharing their proprietary or sensitive data. They can train
a global model with their local data without sharing with federated learning. such a
cross silos training is done with powerful resources residing in their organization. At
the same time, the network connectivity across the organization is considered to be
reliable with high availability.

However, an IoT network has to deal with low resources and an unreliable network.
The IoT ecosystem has evolved into a complex, multi-layered network that spans from
highly distributed edge devices to cloud infrastructure. The edge-to-cloud continuum
comprises a wide range of heterogeneous nodes that may differ significantly in both
hardware capabilities and software configurations. Many of the devices within the IoT
network are resource-constrained, characterized by limited computational power, mem-
ory, storage, and energy availability. For example, the network may have full-fledged
computers, Raspberry Pis, mobile phones, or a Jetson Nano. These different types of
devices have varying levels of computing power, which means they process data at dif-
ferent speeds. Therefore, they share model updates at different time intervals. Hence,
in a federated learning paradigm where the server waits for clients’ updates for aggrega-
tion, it creates a bottleneck during training. Furthermore, devices in the network may
not be backed by a reliable power source, making them prone to failure due to battery
depletion or power outages. Such devices often function as intermittent nodes, partic-
ipating in the network only when power and connectivity conditions permit. Hence,
the presence of stragglers poses a significant challenge to the practical implementation
of federated learning.

Apart from this, communication among IoT devices often relies on wireless tech-
nologies such as Wi-Fi, cellular connection, and Bluetooth that can be affected by
interference, signal strength, or other network issues. This makes the network vulner-
able and unreliable for communication. For example, during frequent data transfer
over the network, there is a high chance of network congestion that may lead to packet
delay, and even packet losses. Training a machine learning model in such an unreliable
network is challenging due to stale updates, as the server has to wait for all devices to

send their latest updates. A common approach to mitigating the impact of stragglers
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in federated learning is to exclude their updates during the aggregation process. While
this strategy may be effective in large-scale networks with millions of nodes, it proves
inefficient in smaller networks. In such scenarios, discarding updates from stragglers
results in the loss of new information, as every node captures local patterns from its
data. Since every node has learns a hidden pattern in the network, elimination is an
inefficient way to deal with stragglers. As discussed in chapter 3, FIDEL addresses this
issue by asynchronous update. So, rather than waiting for every update, the server
waits for a fixed time before aggregation. Then the server creates a new global ag-
gregated model by combining available updates and proceeds with the next round of
training.

Though FIDEL ensures seamless training in the edge-to-cloud network, the impact
of stragglers is still unknown. Here, we aggregate stale updates during aggregation with-
out accessing their impact. Federated learning has enabled numerous applications with
distributed training. However, stragglers are a critical bottleneck in the network. Sim-
ulation results for federated learning in cloud-fog are promising, but when it comes to
deployment, it suffers from various challenges such as network dropout, device dropout,
stragglers, etc. The impact of stale updates and straggler nodes on model convergence
needs to be known. With analysis, we found that stale updates impact model training
and delay convergence significantly if aggregation is not performed optimistically. So
the aggregation process needs to be modified in case of stragglers. The analysis reveals
that the main reason for the negative impact is the aggregation of the method. Since
we apply the averaging method during aggregation, the stale update slows down the
training process. This happens because stale updates are trained on an old model that
lacks the latest knowledge. Hence, it delays the training over time and even diverges
sometimes. Additionally, training machine learning models at the fog layer presents
significant challenges due to inherent resource constraints and the continuous inflow of
streaming data.

To this extent, we propose a novel federated weighted averaging approach, Fed-
Strag, to resolve stragglers’ issues. It is a penalty-based aggregation strategy that
incorporates both stragglers and non-stragglers’ updates. FedStrag prioritizes model
updates based on their staleness values and accommodates stragglers during the ag-
gregation process. Basically, it penalizes the stale update. It accommodates delayed

updates in an asynchronous mode within the system, which has a positive impact on
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model training in terms of time and accuracy. This approach does not discard train-
ing updates from any nodes, but stale updates are given less priority than the latest
ones. Practically, the FedStrag prioritizes the latest update over old updates with
respect to delayed time. With FedStrag, we propose an end-to-end federated learn-
ing paradigm in an unreliable fog network for image detection tasks. The training is
designed to handle stragglers and optimize their impact in the network. The imple-
mentation is done to be scalable and trainable on heterogeneous nodes. The paradigm
is trained on resource-contained devices with a containerization approach to deal with
hardware and software heterogeneity. The core idea of the work is to accommodate
stragglers’ contributions in the learning process rather than discarding them. FedStrag
optimizes overall learning towards generalization of the model in a smaller network.
The paradigm enables the network to learn continuously over a larger dataset with
heterogeneous resource-constrained devices. We added the FesdStrag strategy into the
FIDEL framework to learn a machine learning model for multiple straggler scenarios
that test the effectiveness of the proposed method. We will discuss the methodology,

training, implementation, and results in the rest of the chapter.

4.2 'Training architecture and model training

This section will explain network architecture for distributed training on the edge-to-
cloud continuum. It will also formulate data flow over the IoT network for efficient

model training.

4.2.1 System model

Consider an edge-fog-cloud network employed for training a machine learning model
on continuous data. Federated learning training is being performed between the cloud
and fog/edge layer. The fog network may have stragglers here, and a cloud node works
as an aggregator. Assume there are & fog nodes, X edge nodes, and a central server in
the network. Table 4.1 describes symbols used in the chapter. Fog nodes are resource-
constrained devices with limited computational capabilities. They are connected to
the cloud node over the wireless medium. Considering resource-constrained devices at
the fog node with wireless connectivity, there is a high chance of stragglers and device

failure, making the network notoriously hard to train in synchronous federated learning.
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Therefore, we have developed time-bound asynchronous federated learning to ensure

the continuity of the training.

Table 4.1: Symbol table

Symbol Meaning

X Number of nodes in edge layer

F Number of nodes in fog layer

Dy Total historical data available at a fog node

D. Data subset for current training data at a fog node
Diot Complete dataset from all nodes

T Number of data points a fog node can process
Ty Server waiting time

P Last frame index for data selection at a fog node
X; ith input data for training

Yi it" output label for training

L. Loss function at a fog node with current data D,
L Global loss function

0; Model parameters at i*" node consist of (W, b;)
g Global model parameters at server

0~ Optimal global parameter

tg Current global iteration number

tlf Iteration number on which the model is trained
D Vector containing number of training samples

w Weight vector for every model at server

E Number of epochs for training at a fog node

However, due to resource limitations in the fog layer, there is not much room for
large data training, specifically for continuously generated data that leads to big data
problem. Therefore, we have adopted an online federated learning paradigm for con-
tinuous data flow [52]. Every fog node contains total historical data Dy = J;°0 (X5, v;)
for local training. However, due to resource constraints, the fog node selects a subset
of data from historical data and trains on it. Similarly, in the next iteration, the fog
node selects the next subset of data for further training. Therefore, the model is only
trained on a subset of locally selected data, not on complete datasets Dy. The selec-
tion of data subsets is contingent upon the computational capabilities of each fog node.
The criteria for data selection are based on the computational capacity of the fog node.
Specifically, each fog node selects recently captured datasets denoted as D., referred to

as the current training dataset. The selection of data is made as
ptr

D. = |J(Xi,m) (4.1)

i=p
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Where p is the last index of data selection, and 7 is the number of data points a
fog node can process in one iteration. Considering supervised learning, each data point
has input samples X; with label y;. Let [;(64) = (04, X;,y;) represent the loss function
for i** sample at the fog node of local data D,. So, for a fog node loss function for the

current training is

Lelty) = 157 3 1(6) (1.2

Jj€D.
The loss function is optimized with the gradient descent method over the input

samples in D.. The local parameter 6; is fine-tuned with the local data as

0, = 0, + 1V Le(6,) (4.3)

The framework is trained with subsets of the data D., with online training, which
is expected to learn hidden patterns in the complete historical dataset Dy. Therefore,

the global loss function for the current training is defined as

L(0) = 5 3 IDelLe(0) (1.4
ot cf

Where Doy = UecpD, is the collection of all local training datasets. The goal of
the training is to learn a model that can establish input-output relations from current
datasets D, that should work equally well on unseen datasets. So, the system has to
learn a model that can work well on the historical dataset Dy. Hence, overall system

has to optimize the 6* for all possible data Dy, = Z?:l Dy.

4.2.2 Distributed training

Collecting raw data at the central node and then processing it at the cloud may not
be efficient for various big data and continuous data. It needs huge bandwidth, a large
centralized processing unit, and storage. Additionally, due to privacy concerns, data
owners refrain from sharing data. The federated learning paradigm enables decentral-
ized learning over distributed nodes. The edge-fog-cloud continuum is well-suited for
federated training. The network contains a cloud layer, a fog layer and an edge layer
that has heterogeneous devices for data processing. The proposed FedStrag is imple-

mented on edge-to-cloud architecture as shown in Fig. 4.1. The architecture consists
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of three distinct layers, with each layer comprising various IoT devices assigned to per-

form specific tasks. In the horizontal layer, devices operate in parallel to execute their

respective task. These devices then interact with the vertical layer to collaboratively

learn and fine-tune the model. Although a similar architectural framework was intro-

duced in Chapter 3, we briefly revisit it here to establish a more comprehensive context

for the contributions of the present work.

Cloud Layer

— p+T
g 0= UXiw)

i=p

1. Data Selection
2. Model Traning

1. Data Selection
2. Model Traning

Fog Layer

Edge Layer

Figure 4.1: Overall architecture for model training with FedStrag

4.2.2.1 Cloud Layer

The main task of the cloud layer is to work as a central aggregator during global

model creation.

Nodes in the cloud layer are stable and computationally efficient.

It coordinates with the connected fog nodes and instructs for model training. Once
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the model is trained at the fog node, the cloud node aggregates it with the proposed
FedStrag strategy and sends back the global model to the fog for further training.
Cloud nodes are also responsible for the authentication of genuine contributors. Since
it has high memory and processing, it can be used for other resource-intensive work
like report generation or visualization. It works as an actuator for overall federated

learning training.

4.2.2.2 Fog Layer

Fog layer contains sufficient processing devices such as desktops, laptops, Raspberry Pis,
mobiles, etc. Nodes in this layer may not process huge amounts of data. However, they
can process a limited amount of data. It works as an intermediate layer for processing
the raw data. A fog node receives continuous data from the edge layer, which is stored
in persistent storage. With the proposed FedStrag strategy, we process the continuous
data by selecting fewer samples at a time. The main job of the fog layer is to train
the local model on a selected dataset and thereafter coordinate with the cloud node for
model aggregation. The nodes of the fog layer are connected to edge nodes to prevent
any data leaks. It can be set up in the data owners’ vicinity to protect against data

breaches. This provides users’ trust in the overall training network.

4.2.2.3 Edge Layer

Nodes in the edge layer are mainly data-generating devices such as sensors, GPS, cam-
eras, smart gadgets, etc. These devices are not efficient for any machine learning task,
however they can produce continuous data for monitoring and processing. Hence, edge
nodes are responsible for data acquisition by sensing the environment. The data is
sent to its connected fog node for storage and processing. Each edge node is tightly

connected to its data owner’s fog node.

4.3 Stragglers and their impact in model training

Not all devices in an IoT network will have equal computational efficiency. Hence, some
devices will produce results earlier than others. Similarly, an IoT network may face
challenges like network failure, power/battery shutdown, etc. In such a scenario, the

client will delay the update (stale update), and the server has to wait for a longer or
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Figure 4.2: Straggler’s impact on model training with random and fixed straggler of
(a) 10 sec, (b) 15 sec, (c) 20 sec

infinite amount of time. We have tackled the issue with time-bounded asynchronous
updates [52]. However, the impact of stale updates on federated learning needs to be
investigated. Hence, we analyzed the impact of stragglers on model convergence. We
took two possible scenarios for stragglers: (i) Fixed stragglers (ii) Random stragglers.
In fixed stragglers, a predefined particular node produces stale updates. However, a
random nodes produce stale updates in the random straggler scenario. Details about
stragglers setup are explained in section 4.5.3. We trained a model with fixed and
random stragglers to assess the impact of stale updates on training. Details about the
model and dataset are presented in section 4.5.2. We set a time delay of 10 sec, 15 sec,
and 20 sec for stragglers in these three experiments. The results are shown in Fig 4.2.

As shown in Fig 4.2, it is evident that the struggles impact the training negatively.
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The model was trained with the time-bounded asynchronous approach on 5 devices.
With increasing delay time, the training gap increases in both fixed and random cases.
Stale training (Orange and Green) has a degrading effect with varying stragglers’ times.
In fact, the baseline Fed Avg algorithm (Blue line) performs better in all cases. This sig-
nifies that the stale updates are pushing back the global model performance. According
to convergence theory, with more iterations, the training is expected to converge to the
global solution. However, with stragglers, the training either slows down or diverges
over time. This is happening because the stale updates are trained on the old model.
Moreover, Fig 4.2 suggests that fixed stragglers are more prone to divergence of
the model. This happened because the same node is producing stale updates on every
iteration, so the global model suffers during aggregation. However, in the random
stragglers case, a random device has submitted stale updates. At all other times, it
submits the latest updates. Therefore, it averts divergence and slows down the training
of the network Fig 4.2(a,b). However, if the time is increased to 20 sec, even the
random straggler’s model starts decreasing its performance like the fixed one. Hence,
it is clear that even with asynchronous federated learning, the stale updates impact the
performance significantly. Therefore, in this paper, we address the issue of staleness by

weighted averaging.

4.4 Proposed FedStrag method for federated learning

We consider federated learning problem for optimizing a global model as

D
0* = argmin ) MLf(ag) (4.5)

Where J is the number of fog nodes, |Dy| is the number of data samples at node
F. So |Diot| = er:l |D¢| is the total number of data samples over all fog nodes in the
network. The optimal parameter 0 is produced iteratively with the federated averaging

algorithm like FedAvg.

4.4.1 Straggler-aware federated learning

In the fog-cloud network, we expect some nodes to be stragglers. Stragglers are those

nodes that tend to delay submission due to various reasons, such as limited computa-
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tional capability and network fluctuation. It is also expected that a node may fail due
to power/battery outage, communication failure, etc, which may reconnect after some
time. At the same time, a new device may connect at any time for training. Hence,
synchronous federated learning is not a suitable paradigm for the training. There-
fore, we developed time-bound asynchronous federated learning for the training. Here,
time-bound asynchronous learning implies that the server will wait only for a fixed time
interval T, before aggregation at every iteration. The server waits and accumulates all
locally trained models for Ty units of time. Thereafter, all available updates are aggre-
gated for the next round as a global model. Since every node in the network contains
crucial data that needs to be mined to learn generic patterns. Hence, this approach
accommodates stragglers’ contributions too. This is crucial for the smaller network
with limited nodes/data, where we can not ignore a node’s learning based on staleness.

However, the training of the straggler is based on old updates, which significantly
impact global model convergence. At the same time, eliminating stragglers’ contribu-
tions can fail to learn generic patterns in the data, specifically in a smaller network
with limited data. Hence, we must jointly optimize both straggler’s and non-straggler’s
training. In the time-bounded asynchronous FL updates, the server waits for T, time
before consolidation of the updates. Hence, in the T, time frame, there are updates
from both normal and straggler nodes. The baseline FedAvg aggregates every update
with normal averaging that eventually slows down model convergence. This happens
due to assigning equal priorities to every node, including stragglers. Since stragglers
are a few iterations behind the current iteration, it drags back the optimal parameter
0* by its delayed factor. Therefore, in order to accommodate stale updates, we have
taken a weighted averaging approach for efficient training. The idea is to penalize stale
updates but accommodate their contribution during aggregation.

The proposed FedStrag is a staleness-based federated averaging scheme for prior-
itizing updates before aggregation. The main idea of the FedStrag is to assign less
priority to the stale update and more priority to the latest one. It prioritizes an update
based on its delay factor. To achieve this, the server needs to keep track of the time
of each update. So, rather than sending only parameters 6, to the client nodes, the
server also sends time t along with parameter 6,. The client trains the model with
current local data and returns the updated model, along with the time, to the server

for aggregation. During aggregation, the server aggregates available models based on
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the weighted factor of every update. Here, we assign weights to every update based on

the staleness of the update, which is calculated as

1

- 4.6
ty—t] +1 (4.6)

w!

Where ¢, is the current global iteration and tlf is the iteration on which the model

is trained on f** fog node. Equation 4.6 ensures that weights for the latest parameters
will be high, and stale updates will be low during aggregation. The final equation for

FedStrag training for model aggregation is as follows.

Z]ff:l gg”.Wf.Df
SW-D

Where D is a vector containing the total number of samples on which the respective

Ory1 = (4.7)

model is trained, and W is the weight vector for every model calculated with Equa-
tion 4.6. FedStrag training is given between cloud and fog nodes with stale updates.

Figure 4.3 illustrates the training loop and the aggregation process.
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Figure 4.3: FedStrag based federated learning training

An i client sends its locally trained parameters independently. The server performs
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proposed weighted aggregation on available parameters based on Equation 4.7 as shown
in Fig 4.3. It waits for T units of time (shown as an arrow) and then processes weighted
aggregation with available updates. If an update is received in the next iteration, it is
processed at the next round with a reduced weight. The algorithm for the FedStrag is
described in Algorithm 3.

Algorithm 3 Federated learning with FedStrag

1: Initialize empty global parameter 6, and global iteration t; = 0
2: for ty =1 to N do

3 for for every client node do

4: Call Client Execute in parallel

5: end for

6 wait for Ty unit of time

7 Call Server Execute for model aggregation

8

: end for
Server Execute
9: Input: Locally trained parameters, iteration, no of samples

(917 tl,dl), (927t2, d2), “eey (9‘}'7 t:T, d:}')
10: Output: New global parameter 6,
11: fori = 1,2,3,...,F do

12: Wil = tg_ﬁ > Weight Computation
13: D[i] =d; > No of training sample
14: 0y = 0; - WIi] - D[i]

15: end for

16: 0y = qots

17: return Global parameter 6, and ¢4 to fog clients for further training
Client Execute

18: Input: Current global parameters 6y, E, p, T, t4

19: Output: Locally fine-tuned parameters 6;

20: Select current local data D. from historical dataset D using Equation 4.1

21: fore = 1,2,3,...,Edo > ML training
22: Update 6; on data D. with SGD using equation 4.3

23: end for

24: p=p—+T1

25: return Final parameter 6; and local ¢; to the server

As stated in Algorithm 3, FedStrag has two modules (i) server execute (ii) client
execute. ’Client execute’ is performed by the fog nodes in parallel. The main func-
tionality of the ’client execute’ is to select the data and perform training. The ’server
execute’ is performed by the cloud node which is responsible for model consolidation
with the FedStrag strategy. The execution starts from the server by asking for training
to available clients. At first, each client fetches the latest data for training (line 20),
then it trains the current global model with its local data (lines 21-23) and sends it to

the server. To avoid straggler’s impact on training, it only waits for T, unit of time (line
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6). Thereafter, it calls 'server execute’ for aggregation of currently available updates.
The server calculates staleness and data sample vector for weighted averaging (lines
12-13). Thereafter, weighted averaging is applied on all available updates that create
new global 6, (lines 14-16). In the subsequent step, the current global 6, and current

iteration ¢, are sent for further training rounds.

4.4.2 How does FedStrag work?

The central idea of FedStrag is to utilize everyone’s contribution by incorporating their
learning into global knowledge creation. It prioritizes client’s update based on the stale
factor shown in Equation 4.6. An update with high staleness is given low value in
the weighted averaging, as stale updates are trained on the older models. However, it
carries some information/pattern that needs to be included during aggregation. Unlike
the standard FedAvg algorithm, the proposed FedStrag gives a smaller weight to stale
updates and a higher weight to the latest update in global model creation as discussed
in Algorithm 3.

5" global iteration, three updates are available for the aggregation.

Suppose, at
Assuming each node is being trained on a different set of data D; i.e D = [60, 20, 80].
Out of the three updates, assume only two of them are latest ones. So there is no
delay between them as iteration numbers of both updates tll&tl2 are 4. However, last
update is delayed by one iteration i.e. it arrived with t? = 3. So, the difference between

5t global iteration, weight factor W will

global iteration and update is 2. Hence, at
be calculated as W = [1, 1, 0.5] using Equation 4.6.

Given the above scenario, the FedStrag will calculate the next global 6 as

0 _1-60;-60+1-67-20+0.5-63-80
6 60-1+20-1+80-0.5

So during aggregation at 6! iteration, the global model will have full contribution

(4.8)

of ' and #2. However, the contribution of 63 is reduced to 50% because of staleness by

one iteration. Similarly, if the delay were 3, the contribution would be reduced by 1/3.

4.5 Evaluation and results

This section will discuss about experimental setup and evaluation of FedStrag. We

evaluate the performance of the FedStrag on both IID and non-IID data for digit

106



4.5 Evaluation and results

recognition tasks. Additionally, we evaluated the approach with various straggler set-
tings. The implementation is done with the online training scheme for large datasets
on resource-constrained devices. The codes and results are available on the cloud and

smart lab’s GitHub! page.

4.5.1 Prototype and experiment setup

We created a prototype network of five Raspberry Pi devices working as a client node
and one Intel Xeon 16 core CPU 3.7 GHz desktop computer with 32 GB RAM as a server
node for federated training. We chose Raspberry Pi as a resource-constrained device
because of its low hardware configuration. All Raspberry Pi devices have 4GB RAM, 1.5
GHz CPU with Raspbian operating system. A local network is created over WiFi that
connects clients and server. The communication between clients and server is done using
MQTT protocol. MQTT is a lightweight publish subscriber based message queuing
protocol for device to device communication. Any authenticated device can join the
network and subscribe to the relevant topic to contribute in the training anytime. This
also ensures scalability of the system. Similarly, considering device heterogeneity as a
challenge, we adapted containerization approach for code execution. Docker containers
are deployed for program execution on various hardware. A Docker provides OS-level
virtualization for software to run in isolation. It is a lightweight weight package that
provides a complete execution environment for running code. The image contains all
relevant packages and dependencies. Hence, it can be deployed on any hardware that

supports containers.

4.5.2 Dataset & model

We conducted the experiments on publicly available MNIST digit datasets [56]. The
dataset contains a total of 70,000 (60,000 training 4+ 10,000 testing) image samples
containing handwritten digits. Each image is categorically labeled as a number based
on the digit written on it. The dataset has a total of 10 classes between 0 to 9. The
dataset is freely available and used in various state-of-the-art research articles as proof
of experiments. Additionally, the dataset is labeled and structured, which gives us more

freedom to convert it into various forms for our experiments, such as IID & non-1ID

"https://github.com/cloud-and-smart-labs /FedStrag
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cases. The entire data set is distributed over 5 clients. For this experiment, we have
utilized the dataset for both IID and non-IID scenarios.

For IID, the dataset is shuffled and distributed uniformly over all five clients. So,
each client received 12,000 training samples. It is also ensured that each client receives
all class data. However, in non-IID, every client received only two classes of data. So,
for the given 10 classes (0-9), client 1 receives datasets with labels 0 and 1. Similarly,
clients 2, 3, 4, and 5 have datasets with labels 2 & 3, 4 & 5, 6 & 7, 8 & 9 respectively.
Therefore, every client’s data distribution is different, and they train the model with
isolated classes. This case is well suited for the strong client data bias.

In the experiment, we have trained a CNN architecture for the digit recognition
task. The model is relatively lightweight, so it can be trained on Raspberry Pi. It
has two convolutional layers that use 5 x 5 kernel size with 6 and 16 activation units.
We have used relu activation function as a non-linear layer. Both convolutional layer is
followed by 2 x 2 max-polling layer. Finally, we have used 120 dense units and an output
layer with a softmax activation function. The total number of trainable parameters is
34,622. We trained the model with ’sgd’ optimizer with categorical cross-entropy as a
loss function. The training is done for both IID & non-IID data with varying straggler
settings.

Since we have low-resource devices for the training, even though the model is rela-
tively small, it can not process huge amounts of data in a single iteration. So, we have
used online training that includes training a data partition only once. Assuming that
the client node is producing one data point per second, and we are processing the data
every minute, which utilizes 60 data points per iteration. We choose 60 data points at
a time for every global iteration. In the experiment, we run 200 global iterations with
16 local epochs. This setting is based on hardware capabilities, which can be modified

for different configurations.

4.5.3 Stragglers setup

An IoT network has a variety of hardware that may go out of the network at any
time. So, it is expected that a few nodes will struggle for an on-time response, called
straggler nodes. In the experiment, we incorporated stragglers of various kinds and then
evaluated FedStrag’s performance on both IID and non-IID datasets. We have taken

two aspects of the stragglers (i) A particular node is a straggler. This scenario is fit for
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a node that is having some issues in sending updates on time. This could be because
of computational inefficiency or device failure. (ii) Random nodes are a straggler.
This scenario may arise when there is an issue in the network propagation or a mix
of computations that delays the delivery. In both cases, the straggler’s contributions
are incorporated based on the weighted averaging strategy. Similarly, device failure is
inevitable in the IoT network. So, if any client gets disconnected at any point, it should
reconnect and contribute seamlessly. The implementation of FedStrag can handle both
device failure and stragglers at the same time.

For this experiment, we chose two strategies for the straggler devices. In the fixed
strategy, we forced one device (client 3) to be a straggler. However, in a random
strategy, any device will delay its updates with 0.25 probability. Hence, at a given
iteration, a device is set to straggle with 25% of the time. Thereafter, we tested the
learning capabilities at varying straggler times. The length of the straggler is controlled
programmatically. Straggler’s time of a device is predetermined with timestamps of 5
sec, 10 sec, and 15 sec. The mentioned time is suitable and aligns with multiple epochs

of training time so that the delayed update is stale with at least one iteration.

4.5.4 Results and analysis

We tested the FedStrag strategy for model training and compared it with the baseline
FedAvg algorithm. Datasets for every device were allocated before training based on
IID and non-1ID settings. First, we trained the model on IID data with a fixed straggler.
Here, 1 out of 5 devices (node 3) was straggler over the entire training. The training
result is shown in Fig 4.4.

As shown in Figure 4.4, with a smaller straggler delay (5 seconds), both FedStrag
and FedAvg ultimately achieved comparable performance, although FedStrag exhibited
better accuracy during the initial training rounds. Because 5 sec of server waiting time
for asynchronous FL did not produce more delayed updates. At the same time, any
update is hardly delayed by one iteration. That’s why FedStrag performed marginally
better in the first 100 epochs, but over longer epochs, both strategies converged equally.
However, in longer straggler’s time (10 sec and 15 sec), FedStrag converges faster
than FedAvg. The difference in training with baseline FedAvg is significant over time.

FedStrag has better and more stable performance shown in Fig 4.4.
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Figure 4.4: Training comparison on IID data with fixed straggler node-3 with varying
straggler time

Similarly, Fig 4.5 shows FedStrag performance on non-I1ID data. It again converged
as equal to FedAvg for a shorter stale time. We have chosen non-uniform data distribu-
tion for non-IID settings, which is statistically hard for training in federated learning.
Even though the general accuracy of the model is less than IID, which is expected
because of the data bias. Still, the advantage of FedStrag over FedAvg is clearly visi-
ble. It is more stable, better, and efficient for training with a larger stale time. Both
results suggest that FedStrag performs better than FedAvg with a larger delay time.
In an IoT network, stragglers are expected; hence, FedStrag can be an efficient strategy
in loosely coupled IoT networks. However, FedAvg seems to be performing better in
certain iterations, but the model is fluctuating more over two data points. It is more

stable throughout the training. Although accuracy is limited, the edge of FedStrag
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over FedAvg is clearly visible. Notably, the situation happens mainly for non-IID cases
because of statistical heterogeneity in data, which is a known limitation of federated
learning. In this case, we have strict heterogeneity with no common classes. Still,

FedStrag is more consistent and stable in terms of training.
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Figure 4.5: Training comparison on Non-IID data with fixed stragglers Node-3 with
varying straggler time

Next, we evaluate the performance of FedStrag with a random straggler. In this
setup, nodes are forced to delay the update with a probability of 0.25 on both IID and
non-IID data. The training result is shown in Fig 4.6. Like fixed cases, FedStrag has
performed equal to or better than baseline FedAvg. As shown in Fig 4.6, the margin of
the difference is less in smaller delay times, but as the delay time increases, FedStrag
starts outperforming the baseline algorithm. Since, at every iteration, straggler nodes

are changing, the risk of learning drift is comparatively lesser than fixed stragglers.
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This can be seen in the 5 and 10 sec staleness in Fig 4.6 (a & b). However, as delay

time increases to 15 sec, FedStrag performs better than FedAvg shown in Fig 4.6 (c).
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Figure 4.6: Training comparison on IID data with random with 25 % stragglers

Finally, we tried to train the model on non-IID with random stragglers. We consid-
ered the same strategies for straggler nodes. The results are shown in Fig 4.7. In this
scenario, the model has failed to converge properly. Although it tries to achieve accu-
racy but there is too much variation between the two rounds. This happened due to the
combined impact of both staleness and non-IID nature of the data. Since data at each
node is non-overlapping, the federated learning could not train it, which is a known
limitation of the paradigm. Further staleness of the update has impacted the learning.
Hence, it could not perform on test data. To address the issue, there is a need for a

better strategy that can deal with non-IID data, which is the scope for future research.
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Figure 4.7: Training comparison on Non-IID data with random with 25 % stragglers

In this scenario, the model lags in training properly due to the strict non-IIDness of
the local datasets. However, FedStrag still performed equally to FedAvg.

In real-world applications, the probability of having a straggler is high in an IoT net-
work. Additionally, resource-constrained devices in a heterogeneous network will have
delayed updates due to a mismatch of fast and slow devices. At the same time, device
connectivity and model sharing add uncertainty to the network. Hence, straggler-aware
federated learning can boost the learning process to build a generalized model by incor-
porating everyone’s learning. As shown in experiments, FedStrag is capable of learning
efficient models in an IoT setup. It converges faster than the baseline FedAvg algo-
rithm. The empirical evaluation suggests that the model trained with the FedStrag
strategy performs better on unseen test data. Fig 4.8 shows model accuracy on test

data. FedStrag performed significantly better in fixed with larger straggler time. In-
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terestingly, FedStrag has never underperformed in comparison to FedAvg in any of the
experiments. It has either performed equally to or better than the baseline algorithm.
Therefore, the proposed strategy can significantly boost federated learning training in

an IoT setup for real world use case scenarios.
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Figure 4.8: Performance comparison of both strategies on IID and non-I1ID data

In an IoT network, efficient resource usage is critical due to the vast number of
connected devices and the often-limited computational power and energy resources
available. IoT devices typically rely on constrained hardware with limited battery life,
processing power, and memory, making it essential to minimize the energy consumed
during data transmission and computation. The size of the model is determined by
its configuration. In our case, it is approximately 162 kB, which makes it lightweight
and easily transferable over the network. We conducted a few experiments to check
resource usage for the proposed FedStrag, shown in Table 4.2. FedStrag is efficient
than baseline FedAvg. It is approximately 1.7 seconds faster and consumes less power.
Values in Table 4.2 are obtained experimentally on Raspberry Pi over a local wifi
network. Here, computation time is the time taken by Raspberry Pi to train the model
on 60 frames. Communication time is the time taken to send the model to the server.

Total turnaround time is the time to calculate one round. Energy is calculated based on
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the standard power consumption of the Raspberry Pi and WiFi. These values suggest
that FedStrag is more efficient in consuming power. Even though both FedAvg and
FedStrag have equal computation time, FedStrag consumes less communication and

produces better results in terms of accuracy.

Table 4.2: Average resource usages

FedAvg FedStrag
Computation
time(s) 5.279612398  5.255433941
Communication
time(s) 4.187181759 3.735132936
Total turnaround
time(s) 11.46911464  9.685097802
Power

consumption(w) 109.158791  100.8671701

Further, we performed a statistical test to check the significance of FedStrag’s model
with both strategies. We performed a statistical test with the hypothesis that the
FedStrag has the same performance. That means it has not had significantly different
results. We performed a t-test on each trained model with 10 cross-validation on the
test data. All models are passed through a t-test with FedAvg. With 95% significance,
the test result is reported in Table 4.3. The p-value of all models is less than the level of
significance that justifies the FedStrag to be statistically different from the FedAvg with
better performance empirically. That concludes that the model trained with FedStrag

has better performance than the baseline algorithm.

Table 4.3: P value of the trained model

Fixed Random

IID + 5s 1.38e-03  7.96e-05
ID + 10s 7.10e-16  5.54e-06
IID + 15s 2.46e-16  1.237e-11

non-IID + 5s 4.38e-05 6.35e-08
non-IID + 10s  2.81e-05 1.22e-13
non-IID + 15s  1.23e-01 6.71e-14

4.6 Conclusion

Training machine learning models in an IoT network is considerably harder due to strag-

glers and resource constraints. In this work, we conducted experiments that show that
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stale updates have a negative impact on model training. At the same time, federated
learning training with synchronous updates is inefficient due to client heterogeneity. To
address the problem in this work, we propose FedStrag, a weighted averaging aggrega-
tion scheme that can efficiently deal with stale updates. For end-to-end model training
with straggler nodes, we developed a time-bounded asynchronous federated learning.
Considering resource-constrained devices as clients, we have adopted an online training
scheme that trains the model on a subset of data sequentially over historically generated
datasets.

We experimented with a prototype for the image classification task on two possible
scenarios. The model is trained on both IID and non-IID datasets. The results sug-
gest that the FedStrag scheme has better accuracy throughout all possible cases. The
proposed scheme has converged faster than the baseline algorithm. However, FedStrag
was unable to achieve significant accuracy on non-IID datasets. This is due to strong
data bias at each client, which is a known limitation in federated learning. It addresses
the key challenge of stragglers and optimizes aggregation at the server. This approach
enables efficient machine learning even in small-scale networks. Overall, FedStrag im-

proves model training in IoT networks with better generalization.

4.7 Summary

This chapter focuses on the issue of stragglers in federated learning within heteroge-
neous loT networks. Stragglers are inevitable in an IoT network that needs to be
addressed. This chapter assesses the impact of the stragglers and then proposes a solu-
tion to mitigate the impact on convergence. It demonstrates that stale model updates,
often caused by hardware limitations or network issues, negatively impact model con-
vergence. To address this, the chapter introduces FedStrag, a novel straggler-aware
weighted averaging scheme. Instead of discarding stale updates, FedStrag penalizes
them based on their staleness, giving greater priority to more recent updates. The
proposed method is integrated into a time-bounded asynchronous federated learning
framework and evaluated against the baseline FedAvg algorithm on the MNIST dataset,
using both IID and non-IID data distributions and various straggler scenarios. The re-
sults indicate that FedStrag consistently outperforms FedAvg, leading to faster and

more stable model convergence.
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Chapter 5

Interpreting Federated Learning

Convergence With Shapley Value

In this chapter, we explore the convergence behavior of federated learning by inte-
grating with an explainable AI approach. Federated learning enables the training of
a global model by aggregating multiple locally trained models, typically using the Fe-
dAvg algorithm. It is a simple yet effective averaging technique that combines the
knowledge acquired at diverse locations into a global model. The chapter will look
into why the FedAvg method converges during training and how individual features
influence the convergence. To gain this understanding, we employ SHAP values, which
allow us to quantify the impact of each feature throughout the training process. This
chapter also presents our approach to integrating explainable Al techniques within the
federated learning framework, thereby providing deeper insights into model behavior

and decision-making.

5.1 Introduction

In recent years, there has been significant growth in digital data. With the advent of
IoT and digital devices, data is being generated from multiple sources. Most of this data
is generated from edge devices such as sensors, cameras, smart gadgets, etc., which can
be accessed through the internet for processing [15, 102]. The traditional approach of
sending all data to a cloud server not only leads to network congestion and bandwidth

overuse but also raises concerns about privacy and security. Federated learning provides
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an alternative approach as a decentralized way of model training that can create a
global model without accessing raw data. Due to privacy-preserving and data security,
federated learning has become a popular distributed training paradigm in recent years.
It is an iterative learning process where multiple compute nodes collaborate to learn
global knowledge from local data. FL has shown a path to train a global model from
geographically separated distributed data without accessing it. Hence, it has emerged
as a compelling area of interest for a broad spectrum of stakeholders, such as researchers
aim to advance the field through novel methodologies, whereas business leaders seek to
harness its potential for addressing practical challenges in data-sensitive environments.
The paradigm has been implemented in various domains such as vehicular networks,
hospitals, industrial networks, agriculture, etc.

The key idea of FL is to collectively learn a global knowledge with strong privacy
preservation so that the data owner feels comfortable in training. Eventually, local
learning is combined to create a global learning so that the global model can work
equally well on the overall dataset. Hence, knowledge aggregation plays a critical role
in the overall training. The vanilla federated learning performs a simple weighted
averaging, FedAvg, over model parameters to create a global model. FedAvg performs
layer-wise averaging to compute the aggregated value for every neuron. The global
model has weighted average values of every neuron in each layer with the corresponding
other models. The weights of the model are decided by the number of samples a
particular model is trained on.

Training a machine learning model on the edge of the network is notoriously hard.
Hence, most of the framework trains a model on a central server, and then the model
is deployed on the edge nodes for inferences/predictions. The main limitation in the
distributed training over an IoT network is resource limitations of the edge node. Fog
computing paradigm addresses this by bringing significant resources near to the source,
which works as a middle layer between the cloud and the edge node [105]. Kumar and
Srirama have integrated federated learning into an edge-to-cloud continuum to train
a global model on distributed fog nodes while preserving data privacy. The proposed
framework, FIDEL [52], can efficiently train a model on continuously generated data
from edge sources in real-time. In the framework, the edge layer is used as a data source,
the fog layer is used as a distributed processing node, and the cloud layer aggregates

locally trained models. To achieve continuous training on a resource-constrained IoT
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network, FIDEL proposed online training that uses recently captured data for the
current round of training. Overall, the framework provides a practical solution to
implement federated learning on IoT networks. But how the global model converges
with such a small sample of data is still unknown.

With numerous experiments, it is evident that a simple averaging method, FedAvg,
works exceptionally well during aggregation. Though there are various challenges in the
federated learning paradigm, such as heterogeneity, communication, non-IID data, data
security, stragglers, etc. Thereafter, various research has been conducted to address
these challenges, such as FedProx [58], FedNova [116], SCAFFOLD [45], FedStrag [51],
Quantization method, Differential privacy, Holomorphic encryption, etc. Some of the
studies are focused on the aggregation method to handle heterogeneity and non-I1ID.
FedProx algorithm is designed to address data heterogeneity and system heterogeneity
in distributed machine learning. FedNova solves the problem of objective inconsistency
due to varying local update steps by normalizing updates, ensuring fairness despite
client heterogeneity. FedStrag tackles straggler effects (slow or dropped clients) by
adaptively selecting and aggregating client updates within deadlines. SCAFFOLD ad-
dresses client drift in non-IID settings by using control variates to correct the difference
between client and server updates. Other techniques, such as quantization, differential
privacy, or holomorphic computations, are used to optimize learning and secure the
data. Though there have been various studies to improve the federated learning out-
comes, aggregation is still the core component in overall training. Hence, it is crucial
to know how/why a simple aggregation method accumulates the distributed learning
and converges over time.

In a federated learning setup, the raw data is never exchanged, but trained pa-
rameters are for aggregation. The FedAvg algorithm is at the core of the aggregation
that averages these updates to get a new global model. Though FedAvg works well on
homogeneous data, it may not work equally well on heterogeneous data[59]. Hence, un-
derstanding why FedAvg works is a crucial question that can help in understanding FL
paradigm to optimize it. There are multiple views on this question, such as statistical
efficiency, optimization-based reasoning, communication, and theoretical convergence.
For example, if each client has drawn data from the same distribution, then each client’s
local model is effectively a noisy estimator of the true global optimum. Averaging these

noisy estimators reduces variance and brings the global model closer to the optimum.
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Hence, FedAvg prevents overfitting to reach a global model. However, optimistically,
FedAvg is also viewed as Stochastic Gradient Descent (SGD) at the client level. Here,
each client performs local SGD steps on a common model while the server averages
the results to reach global optima. However, the theoretical backbone of convergence
lies in the assumption of a convex loss function, L-smoothness, IIDness, and bounded
variance. Hence, averaging behaves like mini-batch SGD in comparison to centralized
training. The theoretical analysis of the FL algorithm suggests that it has a conver-
gence rate of O(%) for a strongly convex and smooth problem, where T is the number of
SGDs. However, in practice, such strong assumptions do not hold. For example, data
distribution at various clients is non-IID, and the loss function is non-convex to learn
complex patterns. Additionally, deep learning models are a non-convex optimization
problem. However, the FedAvg still converges over global optima. This brings curiosity
about how/why federated learning works.

Existing work focuses on the statistical and theoretical convergence of the FedAvg
method. However, it does not take the features’ impact into account. Explainable Al
(xAI) adds explanation to the AI model that provides reasoning for the decision. The
explanation-based method helps to understand model’s behaviors locally and globally.
For example, it can reason out why a particular sample is classified as a true class or
a false class. Similarly, an explainable model can provide global insight about feature
importance. A local update on client data may have overfitted model that can prolong
the convergence due to aggregation. In the same way, how a feature becomes prominent
from local importance to global importance can be crucial information that can reveal
how FedAvg works. A trend in feature influence on the local and global model should
help to understand the model behavior. This analysis allows for monitoring concept
and model drift from the local to the global model. Thus, integration of explainable
AT with federated learning can be promising not only to understand FedAVG but also
to make an efficient model that optimizes bias and fairness.

Every participating client contributes to the global model optimization. The Fe-
dAvg accommodates updates into the global model to enhance model performance.
Hence, the contribution of every model is critical to know the convergence behaviors of
FedAvg. Moreover, the contribution of each feature in global model creation that leads
to convergence needs to be known. Hence, explainability-based federated learning will

lead to resilient and robust training that overcomes client/feature bias. SHAP value is
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the most popular explainability method for computing the importance of features. It
leverages Shapley values from game theory to assign each feature an importance value
for a particular prediction, quantifying the precise contribution of every feature. It
can be applied globally to understand feature influence across the whole dataset and
locally for individual predictions. The SHAP value is a consistent and mathematically
grounded explanation for feature contributions, which is excellent for post hoc model
interpretability. Hence, we integrated SHAP-based explainability to understand the
behaviors of every feature on global and local model convergence. The main idea of the
work is to unveil when the global model converges, and how the local model contributes
to the convergence. How does a particular feature converge over time, and how does

every client help in that convergence?

5.2 System architecture

Instead of relying on centralized training, we explore a decentralized data processing
framework for predictive and inferential machine learning tasks. We consider an IoT
network architecture designed for training a machine learning model on continuously
generated data. The architecture consists of edge, fog, and cloud layers performing
collaborative tasks to train a machine learning model. Here, federated learning is
performed between the cloud node and fog nodes, while the edge devices supply data to
the fog layer. Let us assume the network consists of F' fog nodes, K edge nodes, and one
central cloud server. Fog nodes in the network are typically resource-constrained devices
with limited computational capacity, connected to the cloud over wireless channels.
The system is running on continuous data with an online training scheme to overcome
resource limitations. At the same time, the SHAP-based explanation is performed on
the cloud node. Nodes in every layer execute independently in parallel. However, they

are connected to the other layers via a communication channel.

5.2.1 Cloud layer

Nodes in the cloud layer have virtually infinite resources to compute aggregation, visu-
alization, and explanation of the model. The main job of the cloud node is to perform
aggregation of the locally trained model. The cloud node works as an orchestrator to

manage overall training. It starts with creating a base model for the given task. It
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initiates the training by sharing the base model with the connected fog nodes. The
server seeks fine-tuned localized models from every connected fog node that can be
aggregated to create a global model. Once the server receives locally trained models
(w1, ws, ...,wys) from clients, it aggregates them to create a global model w,. The ag-
gregation is performed on weights of the local models as discussed in Chapter 2. Then
the global model w, is sent again to the fog node for further training. The training
continues till the desired accuracy is achieved.

Since the model is a black box, we only focus on general metrics such as accuracy,
F1 score, precision, recall, etc. Hence, even though we reach the desired accuracy,
how the model w, converges over time needs to be known. To address this, the server
implements an explainability module on every federated round. The SHAP value is
calculated for every locally trained model to check the importance of the feature. This
determines the average feature impact of local models before aggregation, which can be
seen as the feature impact of the model on the local device/data. Thereafter, the server
computes feature importance on a global model to check how FedAvg summarizes the
feature importance in the model. It traces out the impact of each feature over rounds

on the global model to justify the feature convergence.

5.2.2 Fog layer

The fog layer is designed to perform localized analysis and processing on a smaller scale.
Its primary responsibilities include providing computational training and the persistent
storage of raw data generated by the edge layer. Storing data at the fog nodes serves
two important purposes: (i) it helps ensure the privacy of user data by keeping it closer
to the source, and (ii) it preserves the data for future analysis and reporting. The fog
layer consists of [oT devices with comparatively greater computational power, such as
Raspberry Pis, personal computers, private clouds, and clusters. This capability allows
fog nodes to effectively process raw data before forwarding it. Positioned close to the
data-generating devices, often within the user’s premises, these fog nodes help reduce
latency and alleviate network congestion.

Since nodes in the fog layer have limited resources, it is hard to train a machine
learning model. Hence, we adopted the FIDEL approach to train the model on small

data. The fog nodes continuously receive data from the edge node, which is saved in
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the local storage. It selects recently captured data from the associated edge node and

performs training on only that data. The selection of the data is done as follows.

tp+T
Di= |J (X;,95) (5.1)

J=tp

Here, 7 is the number of samples a fog node can process. And t, is the previous
index initially set to 0 at round 1. In the further rounds, D; is populated with new
dataset and value of t,€ [0, min{|Dy|, t,+7}] is incremented by t,+7. Whereas (X, y;)
is it" data frame.

At each round, the server asks for training every fog node fetches recent data D;
for training. Once training is completed, the fine-tuned model is shared with the server
for aggregation. Even though the model is trained on local data D;, the global model

wy is expected to learn hidden patterns in overall data.

5.2.3 Edge layer

The primary function of the edge layer is data generation. This layer comprises highly
resource-constrained devices, such as sensors, GPS units, smart gadgets, cameras, and
health monitoring devices. While these devices are capable of continuously producing
raw data, they lack the necessary computational power and storage capacity to process
or retain this data locally. Consequently, the edge layer primarily serves as a data
acquisition source. Once data is generated, it is promptly transmitted to a nearby
fog node. Devices in the edge layer maintain direct connections to corresponding fog
layer nodes located within the user’s premises. Through this, data collection is effi-
ciently conducted at the edge, with seamless and continuous transfer to the fog node

for training.

5.3 Proposed method

We consider a federated learning setup with F fog nodes as clients, each having private

data continuously received from a connected edge node. As discussed in Section 5.2,
now

data is stored at the fog node Dy = J (Xj,y;). The goal of the training is to collab-

=0
oratively learn a global model w, by minimizing the empirical risk over the union of

local datasets without sharing raw data as follows.
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where, {(w;z,y) is the loss function, |Df| = Z?:l ny is the total number of data
points at a particular fog node F', Ji(w) is the local empirical risk at client F' and we
want to optimize global objective J(wy) to find optimal parameter wy.

Since fog nodes are resource-constrained, out of the total available data set Dy, we
select currently generated data Dj; of size ny using Equation 5.1. Training is executed
on fog nodes, and the aggregation operation is performed on the server as discussed
in Algorithm 4. The server also computes SHAP values of local models to compute
feature importance of the model. Since SHAP is computationally expensive hence it
is being performed at the server. The SHAP values produce the feature importance
of all local models, which provides local insights. Thereafter, it also computes SHAP
values for the aggregated model. The analysis shows the trends and model drift at the
granular level. Finally, it provides a convergence behavior of every feature on the global
model. The results discuss how the impact of each feature grows or shrinks over time
till the convergence. This reveals if convergence is driven by a few dominant features
or if every feature is contributing uniformly. Finally, how features evolve with the
training process over time. After aggregation and SHAP calculation, the server sends
global parameters to fog nodes for further training. Server execution is described in
Algorithm 4, the client module is shown in Algorithm 5, and SHAP value calculations
are detailed in Algorithm 6.

As discussed in Algorithm 4, the cloud initializes the base model and shares it
with the fog node. Every fog node trains the model and provides an updated model
in parallel (steps 6-8). After training, server performs FedAvg on updated model to
create next global model (step 9). Finally, it computes mean SHAP value of every
model, including global model. The mean SHAP value provides feature importance on
the overall data.

At the fog node ClientUpdate method performs model training as shown in Algo-
rithm 5. It fetches recently captured data based on hardware capability. Thereafter, it
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Algorithm 4 Federated learning execution at server

1: Input: Number of rounds 7', number of clients F'
2: Output: Feature importance on global and local models
3: Initialize global model weights wg
4: for each round t =0,1,...,7 — 1 do
Sends wy to available fog node F
for each client f € F' in parallel do
w{H < CLIENTUPDATE( f, wy)
end for
Aggregation of locally trained models:

Wet1 D per \gﬁw{w
where |Dy| = 2?21 ng
10: Fetch standard data Dgp,p for SHAP values

11: for each client model w[ 41 do
12: 951];1 = ComputeSHAP(w[H, Dishap)
13: end for

14: Compute SHAP for aggregated model:
¢r+1 = ComputeSHAP (wy1, Dshap)
15: end for

divides data into chunks and performs model training (steps 4-8). Finally, the updated

model is returned to the server for aggregation.

ComputeSHAP method performs feature importance of the dataset at the server
as shown in Algorithm 6. The method implements the Shapley Additive exPlanations
value of every data point to calculate feature importance over the data. First, it selects
a representative sample from the dataset for the base prediction, then the rest of the
dataset is used to compute the mean SHAP value (Step 3-4). It computes the SHAP
value for every sample over every feature (steps 6-14). The SHAP produces feature
importance by calculating the marginal contribution of the particular feature (step
11). Finally, the average SHAP value is calculated and returned to the server. The

server stores mean SHAP as a feature importance over training rounds 7.

5.4 Evaluations and results

This section discusses the experimental setup, results, and their analysis on various

data. We trained two models on two different datasets to understand the convergence
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Algorithm 5 ClientUpdate(f, wy)

1: Input: Global weights wy, local dataset D, local epochs F, batch size B, learning
rate n

2: Output: Fine tuned updated model w,
tp+T
3: Fetch latest data D; = |J (Xj,y;)
J=tp
: Split D; into mini-batches of size B
. for each local epoch e =1 to FE do
for each mini-batch b in D; do

4
5
6:
7: wg — wg — NV« (wg;b)
8
9

end for
: end for
10: return Updated weights w,

behavior of the model.

5.4.1 Prototype and experiment setup

We implemented the proposed SHAP-based federated learning training on a desktop
machine as a server with the configuration of an Intel Xeon 16-core CPU (3.7 GHz)
with 32 GB RAM. Then, we created five containers as fog nodes, and their local data
was mounted with them. Weight sharing is handled through the MQTT protocol, a
lightweight, publish-subscribe messaging system designed for device-to-device commu-
nication. The communication is executed on two topics, namely ’train’ and ’aggregate’.
We employed containerization to execute code across different hardware platforms.
Each device runs Docker containers, which offer OS-level virtualization that allows an

application to execute in an isolated environment.

5.4.2 Dataset

We conducted the experiments on two publicly available datasets. The selection of the
dataset is based on the number of features present that can be used for explanation.
However, the method can be applied to any dataset. First, we experimented with the
Iris data set [24]. The Iris dataset is a classic and widely used dataset in the fields of
statistics and machine learning. The dataset consists of 150 samples from three species
of the Iris flower (i) setosa, (ii) versicolor, and (iii) virginica, with 50 samples per class.

Each sample has four numerical features as sepal length, sepal width, petal length, and
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Algorithm 6 ComputeSHAP(w, D)
1: Input: Trained model f with parameter w, dataset D with N features and m
instances

2: Output: Mean SHAP values ¢ = [¢1, ..., ¢
3: Select a representative background data B C D of size b
4: X = D\ B is the remaining data used for SHAP computation with |[X|=m —b
5: Initialize mean SHAP vector ¢ < [0,...,0] € RY
6: for each instance zU) € X do
T: Initialize SHAP vector for the instance: ¢) < [0, ..., 0]
8: for each feature i € {1,2,..., N} do
9: for each subset S C {1,2,...,N}\ {i} do
10: Compute expected model output using background data B:

Mg ) _ )

fs(xg’) = E.en(f(25,75")]
() —F ()
fSu{z}(l'SU{i}) = zeB[f(ZSU{i}’xSU{i})]
11: Compute marginal contribution:
AD(S) = fougy (@) — fs@d)

12: Compute Shapley weight:

_ISEIN — [S]-1)!

B N!
13: Accumulate: . ' '

(bZ(J) . (f)Z('J) + wg - AZ(J)(S)

14: end for
15: end for B B
16: Update mean SHAP: ¢ < ¢ + ¢U)
17: end for

18: Compute final average: ¢ TXT L&
19: Return: Mean SHAP values qg [f1,...,0N]
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petal width (all in centimeters). 150 samples are divided into five clients for federated
training. Since the dataset is limited in this case, out of 150, 50 stratified samples
were chosen for test data for the server. Further, to simulate online training, only six
samples are used at a time for training. Representative samples ensure that the test
data includes all class labels, while online training guarantees that training and testing
occur on largely disjoint datasets

Then we experimented with Predictive maintenance (PM) data published on UCI
Machine Learning Repository developed by Stephan Matzka [75]. The AI4I 2020 Pre-
dictive Maintenance Dataset is a synthetic dataset designed to simulate real-world con-
ditions for predictive maintenance in industrial settings. The dataset contains 10,000
instances with 10 features. The target variable is binary, which indicates failure or
non-failure. The dataset is also imbalanced. So we used SMOTE for oversampling of
the minority class. We applied preprocessing and removed non-predictive features, such
as UID, Product ID, and Type. Out of the two predicted variables, we chose Target
variable as the label. This makes the five predictive features as air temperature, process
temperature, rotational speed, torque, and tool wear. This dataset is widely used for
benchmarking classification models and testing explainability techniques in predictive
maintenance scenarios. After sampling, we divided the 80:20 dataset into train and
test. The train data is distributed among fog nodes, and the test data is used at the
server for SHAP calculations. Each fog node receives approxr3000 samples, which are

used for local training. Here we use 60 samples per round to ensure online training.

5.4.3 Model

Both datasets vary in shape and size, so we built two custom multi-layer neural networks
for training. For the Iris dataset, the model has 3 hidden layers with (16, 8, 4) neurons,
followed by a ReLU activation layer in each layer. For the Predictive maintenance
dataset, the model has 3 hidden layers with the first two layers having (16, 32) neurons,
followed by a ReLU and a Dropout layer with p = (0.25, 0.1) respectively. The third
layer is a dense layer with 8 neurons with ReLU activation. The input-output layer
has (4, 3) neurons in Iris and (5, 2) in the Predictive maintenance dataset, which is
decided by the number of features and classes. The total number of parameters in both
models is 267 and 922, respectively. We kept both models simple and multi-layered to

understand the convergence for deep neural networks. We trained both models with 100
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rounds and analyzed how each feature converges as the overall accuracy converges. We
implemented circular data extraction to simulate continuous data generation. Hence,
once the data is exhausted on the fog node, it starts fetching it from the initial index.
For this work, we are focused on knowing the convergence of the model, so we are not

performing hyperparameter tuning.

5.4.4 Result and analysis

The overall training on the Iris dataset is shown in Fig 5.1. As training rounds increased,
the accuracy of the model improved. The model started stabilizing after 40 rounds. The
training trajectory clearly suggests that even though local models deviate from training,

the global model (blue dotted line) cancels out noise and optimizes the training.

Model accuracy

1.0 A
0.8 -
9
© 0.6 A
-]
o
<
0.4 —— Device 1l
—— Device 2
—— Device 3
| —— Device 4
0.2 —— Device 5
-=-=- Server
0 20 40 60 80 100

Rounds
Figure 5.1: Model performance for Iris data
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Although the global model started converging after 40"* rounds, we are interested

in knowing how each feature converges over rounds and whether there is any trend in
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the feature’s impact. Fig 5.2 shows impact trajectory of every feature over training

rounds.
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Figure 5.2: Feature trends on aggregated model over rounds on Iris data

Fig 5.2 clearly suggests that there is a correlation between feature impact and global
model convergence. In the initial rounds of the training, sepal width and petal width
contributed more while petal length and sepal length were marginally contributing.
However, once the model started converging around 40" round, SHAP values of the
features started converging. Although there are drifts in the later rounds because of
a local update (discussed later). This behavior is also attributed to the use of online
training, with only 6 samples per round. Still, it stabilized along with accuracy in
Fig 5.1. We further plotted the SHAP values of every feature of the global model
during training in Fig 5.3. The SHAP bar graph of each feature shows that the impact
of a feature grows or shrinks over time as the model matures. For example, sepal
length started with a higher value and it shrank sooner (red highlight), later it grew
consistently, but petal length started with a lower value and increased gradually. So it
confirms that the global model converges based on the feature convergence.

Although SHAP values converge with the global model, we wanted to understand

how the local model performs. As discussed earlier, one of the key reasons FedAvg
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Figure 5.3: Impact of every feature on aggregated model during training on Iris data

works is that it starts with the same global model and every client fine-tunes it. This

works as a regularizer that minimizes variance and drift in convergence. Accuracy

result also confirms it in Fig 5.1. However, we have plotted SHAP values of the local

model in Fig 5.4 to Fig 5.8.

SHAP Value

SHAP Values at Device 1

| m= sepal length

| w—petal width

S

Features

== sepal width
== petal length

&
é\&

N
2
R & g &
Features

Figure 5.4: Impact of every feature on device 1 during training on Iris data
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Figure 5.5: Impact of every feature on device 2 during training on Iris data
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Figure 5.7: Impact of every feature on device 4 during training on Iris data
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Figure 5.8: Impact of every feature on device 5 during training on Iris data

Fig 5.4 to Fig 5.8 shows feature impact on local models. It mostly follows global
trends because the dataset is IID. However, some local updates tried to influence the
global model, but other updates normalized it to the averaged value. For example,
there is a sharp decline in petal length on device 1 (green highlight) in comparison to

the rest of the devices. However, other devices elevate petal length. Hence, the global
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model continued to grow.

As discussed earlier, Fig 5.2 suggests that the model converges, but it starts fluc-
tuating after 80" rounds. This behavior is attributed to a small number of samples (6
at a time) used during training. This can be verified by the bar plot of global SHAP,
which suggests that sepal width has started contributing more in later rounds. In this
case, Device 4 has contributed more towards the sepal width, which creates drift in the
global convergence shown in Fig 5.7. Hence, more data can be used to train the model
that will stabilize the training. To test it, we rerun the experiments with 30 samples
training at a time. In this case, it learnt quickly and converged properly as shown in

Fig 5.9. This justifies that larger samples at the fog node have a stabilizing effect and

after convergence.
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Figure 5.9: Feature trends on aggregated model over rounds with 30 samples on Iris
data

Finally, we experimented with the Predictive maintenance dataset shown in Fig 5.10.
Though other features have marginal contributions, Torque has a significantly higher

impact, even though it started with a lower impact.
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Figure 5.10: Feature trends on aggregated model over rounds on PM data

Similarly, Air temperature started with a higher impact, but it converges to a lower
value during the training, also shown in bar graph 5.11. The overall Torque is the most
influential feature for the trained model. We have also traced feature impact on the
local model, which has a similar correlation as we found in the Iris dataset shown in
Fig 5.12 to Fig 5.16. Some features (Air temperature, Process temperature) start with a
larger impact, but they end up converging to their actual impact value. The result also
suggests that the global model works as a stabilizer to optimize the overall training. For
example, Process temperature in almost all devices has varying values, but the global
model values are more stable and converging. Finally, the result demonstrates a clear
understanding not only of how a feature’s importance evolves during training, but also
reveals the value of a particular feature, which can be used to evaluate the black box
model. This enhances confidence and trust in the model and can help mitigate model

bias.
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Figure 5.11: Impact of every feature on aggregated model during training on PM data
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Figure 5.12: Impact of every feature on device 1 during training on PM data
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Figure 5.13: Impact of every feature on device 2 during training on PM data
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Figure 5.15: Impact of every feature on device 4 during training on PM data
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Figure 5.16: Impact of every feature on device 5 during training on PM data
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5.5 Conclusion

In this work, we discuss federated learning convergence behaviors. The chapter ex-
plained various aspects of why FedAvg converges for a better understanding of the
convergence of federated learning. We integrated an explanation module into federated
learning. With SHAP-based explanation of each feature, it provides insights about
how a particular feature converges. It reveals a correlation between model convergence
and feature importance. The results show that the global model stabilizes once feature
importance converges. We found a pattern in the impact of features on model creation.
It influences each feature at the device/server level. The work is focused on the conver-
gence of the FedAvg with feature-level explanation. However, the result of the SHAP

value can be utilized to create more stable and fair aggregation.

5.6 Summary

This chapter investigates the convergence of federated learning by introducing an ex-
plainable AI approach using SHAP values. The core idea is to understand how the
FedAvg algorithm converges by tracking the influence of individual features through-
out the training process. The chapter outlines an architecture where an explanation
module is implemented on the server that calculates SHAP values for both local client
models and the aggregated global model. This allows for real-time monitoring of fea-
ture importance evolution, revealing a direct correlation between feature impact and
model convergence. Experimental results on two different datasets demonstrate that

the global model’s stability is achieved once the feature impact converges.
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Chapter 6

Conclusions and Future Work

This chapter concludes the thesis and summarizes the research work carried out during
the PhD. It outlines the key contributions, highlights the limitations, and discusses

potential directions for future research.

6.1 Conclusions

The thesis addresses key challenges of training a machine learning model on the edge-to-
cloud continuum. Unlike the conventional training paradigm, it adopted a distributed
data processing over multiple clients using federated learning. The training not only
optimizes resources through distributed computing but also ensures data privacy. How-
ever, edge and fog nodes lack sufficient resources for model training. Additionally, in
an edge-to-cloud continuum, the continuously growing data makes it difficult to train
models at the edge of the network. An IoT network consists of heterogeneous devices
connected through a wireless medium. In such a network, stragglers are inevitable.
Therefore, understanding how to train a model under these conditions and analyz-
ing their impact on model convergence is essential. At the same time, how federated
learning converges needs an explanation. To address these, the goal of the thesis was
threefold: to address the four research questions. The first is to investigate whether ma-
chine learning training is possible on resource-constrained edge/fog nodes. The second
is focused on building a framework for failure-prone and heterogeneous IoT networks.
Third, to find impact of stragglers on model convergence. And fourth, analyzes how

federated learning converges over time. To achieve the three research goals, we have
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addressed the research questions as outlined below.

RQ - 1: How to train a privacy-preserving decentralized model on dis-
tributed nodes on resource-constrained heterogeneous edge/fog nodes? Is
it possible to train the neural network on a continuously growing dataset
with resource limitations?

To answer RQ 1, we created a fog-enabled federated learning architecture for model
training. It is a 3-layered architecture that implements federated learning on contin-
uous data. The edge node produces data, fog nodes perform model training, and the
cloud works as an aggregator. The implementation of federated learning ensures pri-
vacy of the data because it guarantees data localization at the nearest fog node. The
architecture provides a solution for model training on distributed, resource-constrained
devices. The key challenges in the training are the resource constraints and continuous
inflow of data from the edge node. Our literature review in Chapter 2 indicates that
there has been no attention on training a model with continuous data. So we proposed
an online training scheme to address resource constraints on a continuously growing
dataset. As per architecture, the edge node generates continuous data and shares with
fog node. The fog and cloud nodes perform federated learning collaboratively. The
main contribution of the work is that it provides a realistic solution for model training
on a continuously growing dataset. The online scheme trains the model on recently
generated data points. At the same time, the number of samples it uses depends on the
hardware capabilities of the fog node. We implemented the architecture and simulated
an IoT network to showcase the capabilities of the proposed work. The simulation

result showed that it can learn a global model on continuous data with online training.

RQ - 2: What is the feasibility of developing a framework for distributed
model training in a failure-prone and heterogeneous IoT network for real-
world applications? What challenges are involved in its implementation, and
can such a framework achieve convergence comparable to that of centralized
training?

To address RQ 2, we built a fog-integrated federated learning framework, FIDEL,

for neural network training on a heterogeneous IoT network. The major challenges of
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model training in an IoT network are resource constraints, stragglers, hardware het-
erogeneity, and unreliable networks. The framework should address all these issues
while preserving the privacy of the data and performing equally as centralized training.
Though there have been multiple efforts to build frameworks, none of the frameworks
achieves all of these as discussed in Chapter 2. To build FIDEL, we extended our
previous architecture that can perform federated learning on resource-constrained de-
vices. The cloud node is used for aggregation, the fog node is used for online training,
and the edge node generates data. It supports distributed training on heterogeneous
devices and is inherently built to protect data sharing to the cloud. The framework is
implemented using Docker containers to handle hardware heterogeneity, thus FIDEL
can be executed on any compute node that supports Docker. We created a prototype
implementation of the framework to test the capabilities on a real-world IIoT dataset.
The result suggests that it achieves equal results to its counterpart’s centralized train-

ing.

RQ - 3: To what extent do stragglers impact model training in dis-
tributed learning environments? Furthermore, can the contributions from
these delayed or underperforming nodes be effectively utilized to improve
the model’s generalization performance?

To answer RQ 3, first, we analyzed the impact of the stragglers on model con-
vergence. The result suggested that it has a negative influence on model training.
We found that the FedAvg method aggregates every local model equally, irrespective
of staleness of the update. Existing work discussed in Chapter 2 mainly focused on
partial aggregation by sampling updates. This approach may work with large clients
but is infeasible for smaller networks. To address this, we proposed a stragglers-aware
aggregation method for federated learning. The work finds out the stale update and
penalizes it during aggregation. Hence, it prioritizes the latest updates over stale ones.
FedStrag optimizes both stale updates and latest updates rather than eliminating based
on staleness. We tested the FedStrag method on two possible stragglers scenarios, fixed
and random stragglers, with both IID and non-IID datasets. The results show that Fed-

Strag outperforms the baseline on all possible scenarios.
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RQ - 4: How significantly does each individual feature contribute to the
construction of the global model during federated learning? Furthermore,
what patterns emerge in feature importance over the course of training
rounds?

To answer RQ 4, we have conducted extensive experiments to understand the aggre-
gation method FedAvg’s convergence behavior. We have seen that federated learning
works well for training a neural network. It trained multiple local models and aggre-
gated them into a global model. But, how the FedAvg method works needs to be known.
The state-of-the-art works mainly focus on providing theatrical guarantees and statis-
tical convergence analysis. However, this analysis is based on multiple assumptions
that may not hold in practical implementation. Hence, to know how federated learning
converges, we added explainable Al into federated learning. The proposed method uses
SHAP value explanation to compute feature importance during training. It computes
feature influence on both global and local models to trace how it converges during train-
ing. The results show that the model convergence and feature impact convergence are
correlated. We tried understanding how feature impact influences the model drift that
can lead to divergence or prolonged convergence. The analysis provides feature-wise
granular explanation of model convergence.

This thesis presented a comprehensive feasibility study of federated learning on
resource-constrained IoT networks, addressing the key challenges in implementing dis-
tributed machine learning across the compute continuum. The proposed FIDEL frame-
work offers a practical solution for building Al models directly on IoT devices, accom-
modating the inherent heterogeneity of such environments. Its asynchronous imple-
mentation effectively mitigates straggler issues, ensuring seamless system operation.
Furthermore, the proposed FedStrag introduces a novel aggregation scheme that opti-
mizes training performance even in failure-prone networks. Experimental evaluations
demonstrate the effectiveness of both FIDEL and FedStrag in enhancing the robustness
and efficiency of federated learning systems. The convergence behaviour of FIDEL was
further examined to understand the feature-level impact on model training. Integrat-
ing the xAI (SHAP) approach into FIDEL makes the system more transparent and
trustworthy, ensuring the machine learning is fair and free from bias.

Overall, the thesis contributes towards enabling next-generation AI models for di-

verse applications in distributed environments. The developed prototype paves the way
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for broader adoption of federated learning in real-world IoT deployments.

6.2 Future research directions

The experiments in this thesis were conducted in a controlled real-world setting. How-
ever, it can be extended to a large-scale IoT setup, which may enhance the system’s
performance. The prototype implementation was executed on a Raspberry Pi as a fog
node, but the system can produce better results with higher-end devices such as a Nano
Jetson. The methodology in the proposed framework has a well-defined task for every
node/layer. To this end, there is a scope to provide a hybrid solution of model par-
allelization or data offloading. Additionally, resource-aware computing and scheduling
can also be proposed as future work. The further enhancement in the system may
require on-device processing, event-driven processing with tiny ML implementation of
novel frameworks.

The thesis worked in the direction of proposing a practical solution for model train-
ing in an IoT network. The proposed framework assumes that the participants are
honest and transparent. Hence, it did not consider any security aspect of the system.
This is a major limitation of the work, which will be the direction of our future research.
It should cover data security, model security, adversarial attack, eavesdropping, and ma-
licious client attack. We also aim to incentivize the federated learning framework for
better adoption in the real world. This will include proposing an incentives model for
data owners and device providers.

In our experiments, we have noticed that the proposed framework finds it relatively
hard to train on non-IID data. Although this is a known limitation in federated learning.
But for real-world deployment, the limitations need to be overcome to solve practical
problems. We will look into this to find better training and aggregation strategies to
mitigate non-IID data impacts. Chapter 5 had a detailed discussion about convergence
analysis of federated learning using SHAP. The work sets the basis for explainable
federated learning for trustworthy training. We will work in the direction to achieve
interpretable and reliable federated learning for better adoption of the system. We have
demonstrated the capabilities of the framework for the limited use cases. In the future,
we will leverage the framework to provide a system for various applications such as

smart healthcare and smart agriculture.
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Large language models (LLMs) have the potential to build next-generation real-
world applications. Future research will explore the integration of LLMs into federated
learning across the edge—cloud continuum, with the aim of enabling collaborative model
adaptation without compromising data privacy. We will explore low-rank parameter
fine-tuning techniques (LoRA/QLoRA) suited for resource-constrained devices, as well
as hierarchical orchestration strategies that coordinate training across device, edge, and
cloud.

Energy consumption remains a critical concern that needs significant attention. Al-
though the current system performs effectively, model training continues to demand
larger energy resources. The escalating demand for computational power poses a chal-
lenge to sustainability. We planned to work in the direction of efficient and sustainable
computing by adopting emerging paradigms such as neuromorphic computing. This
approach has the potential to enable the development of human-like intelligence at the

edge of the network, while significantly minimizing energy consumption.
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Abstract. The amount of data being produced at every epoch of second
is increasing every moment. Various sensors, cameras and smart gadgets
produce continuous data throughout its installation. Processing and ana-
lyzing raw data at a cloud server faces several challenges such as band-
width, congestion, latency, privacy and security. Fog computing brings
computational resources closer to IoT that addresses some of these issues.
These IoT devices have low computational capability, which is insufficient
to train machine learning. Mining hidden patterns and inferential rules
from continuously growing data is crucial for various applications. Due to
growing privacy concerns, privacy preserving machine learning is another
aspect that needs to be inculcated. In this paper, we have proposed a fog
enabled distributed training architecture for machine learning tasks using
resources constrained devices. The proposed architecture trains machine
learning model on rapidly changing data using online learning. The net-
work is inlined with privacy preserving federated learning training. Fur-
ther, the learning capability of architecture is tested on a real world IToT
use case. We trained a neural network model for human position detection
in IToT setup on rapidly changing data.

Keywords: Internet of Things - Decentralized learning - Fog
computing

1 Introduction

With advances in digital technology, Internet of Things (IoT) [6] devices are
prevailing everywhere. Multiple sensors, cameras, mobiles, and smart gadgets
are installed to provide support in decision making. As technology progresses,
the reliance on such devices is increasing day by day. Deployment of various IoT
devices has increased exponentially nowadays. The devices include simple sensors
to very sophisticated industrial tools that exchange data/information through
the internet. In the past few years, the number of IoT devices has increased
rapidly. Currently, there are more than 10 billion IoT devices available world-
wide, which is expected to be around 17 billion in 2025 and 26 billion by 2030 [8].
Every standalone device produces data which is shared with other devices for fur-
ther processing. The IoT devices placed at the edge layer are generally resource
© Springer Nature Switzerland AG 2021

S. N. Srirama et al. (Eds.): BDA 2021, LNCS 13147, pp. 78-92, 2021.
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Abstract

Technological advancement in the digital era has continued to produce volumi-
nous amounts of data through various devices. Even though data is produced
distributively, it needs to be accumulated centrally for processing, analysis,
and knowledge extraction that faces several challenges such as bandwidth,
latency, congestion, privacy, and security. Fog computing paradigm addresses
some of these issues, and can be used as a distributed data processing unit.
Federated learning trains a shared model over distributed nodes. However,
a fog node can not process continuously growing data due to computa-
tional limitations. In this paper, we propose FIDEL: a fog integrated federated
learning framework for neural network training using resource-constrained
devices. The federation of resource-constrained Internet of Things (IoT) devices
creates a shared global model trained on local data, which is generalized
on the unseen dataset for prediction/inferences. We have also designed an
online training scheme to process continuous data with limited compute
resources. The FIDEL supports both synchronous and asynchronous federate
learning that empowers resource-constrained devices to train machine learn-
ing models. To test the learning capabilities of the FIDEL, we have trained
three neural networks (i) Shallow network; (ii) Deep Network; (iii) Con-
volutional Neural Network (CNN) models for human position detection in
industrial IoT setup on rapidly changing datasets. The experimental results
show that the framework can learn input-output relationships with signif-
icantly high accuracy. The overall system efficiency of the framework is
reasonable in terms of latency and memory usage for resource-constrained
devices.

KEYWORDS

decentralized training, distributed computing, federated learning, fog computing, Internet of Things

Abbreviations: AFL, Asynchronous federated learning; CNN, Convolutional Neural Network; DN, Deep Networks; FMCW, Frequency-Modulated
Continuous Wave; FL, Federated learning; HR, Human-robot; IoT, Internet of Things; IIoT, industrial internet of things; KNN, K-Nearest
Neighbors; MLP, Multi-layer Perceptron; MQTT, Message Queuing Telemetry Transport; RNN, Recurrent Neural Networks; SFL, Synchronous

federated learning; SN, Shallow Networks.
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Federated Learning (FL) has become a popular training paradigm in recent years. However, stragglers are critical
bottlenecks in an Internet of Things (IoT) network while training. These nodes produce stale updates to the
server, which slow down the convergence. In this paper, we studied the impact of the stale updates on the global
model, which is observed to be significant. To address this, we propose a weighted averaging scheme, FedStrag,
that optimizes the training with stale updates. The work is focused on training a model in an IoT network that
has multiple challenges, such as resource constraints, stragglers, network issues, device heterogeneity, etc. To

this end, we developed a time-bounded asynchronous FL paradigm that can train a model on the continuous
inflow of data in the edge-fog-cloud continuum. To test the FedStrag approach, a model is trained with multiple
stragglers scenarios on both Independent and Identically Distributed (IID) and non-IID datasets on Raspberry Pis.
The experiment results suggest that the FedStrag outperforms the baseline FedAvg in all possible cases.

1. Introduction

The amount of data being generated has exponentially increased
over the last decade. This data is continuously generated by various
sources, including mobile phones, satellites, sensors, smart appliances,
etc, in a distributed way. Training machine learning models on such dis-
tributed data can extract useful/relevant insight from raw data, which
is crucial for various applications such as smart homes, smart cities, and
intelligent predictions. Traditionally, data is sent to powerful servers for
training and predictions. However, sending all the raw data to the server
poses various challenges, including network bandwidth, congestion, la-
tency, privacy, and security. Federated learning has become one of the
popular paradigms for addressing a few of the challenges. FL is intro-
duced to train a machine learning model on decentralized data. The core
idea of the FL is to train a model that can ensure user-level privacy by
not sharing raw data with the server. It learns a global model collabo-
ratively from multiple locally trained models. All the training is done at
the user/client level, and only trained parameters are shared with the
server rather than raw data. The server aggregates all the locally trained
models into a single model called a global model, which is sent back to
the clients for further training.

Due to the distributed nature of training, FL is well suited for edge-
fog-cloud continuum based training [1,2]. An IoT network with various

devices can provide end-to-end solutions for a real-world problem. Here,
federated learning is a promising paradigm that can leverage massively
distributed data and computational resources over the IoT network. The
edge layer of the network includes data-generating devices such as sen-
sors, cameras, wearables, etc. The fog is a layer between the cloud and
the edge to facilitate latency/communication efficient services to the
end devices [3,4]. This improves efficiency and communication that
enables numerous applications such as smart city, industrial IoT, au-
tonomous vehicle health monitoring, etc [5]. Nodes in the fog layer also
have sufficient computational power to process a few data points. This
enables a fog node to process data locally and restrict the raw data to
the user’s vicinity. The cloud/server node is available to aggregate all
the locally trained models. It waits for clients to share their updates and
combines all learning to create a global model. Since fog nodes only
communicate with the server for parameter sharing, not for raw data, it
also saves a significant amount of bandwidth intrinsically.

However, in the FL paradigm, the server has to wait for the latest
parameter updates, which may cause a training bottleneck for the en-
tire network. The problem aggravates when there are stragglers in the
network, or the network is unreliable [6]. The impact of stragglers on
the synchronous federated learning is as high as it may hamper entire
training. However, in practice, the server may continue the aggrega-
tion process with a minimum number of updates (fraction of clients).
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