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Abstract

Due to advances in technology, automation, and a huge number of electronic

communications, the protection of information and its related infrastruc-

ture, including the systems and hardware that use, store and transmit has

become a big challenge in the computing world. Based on the requirements,

various cryptographic algorithms can be used for securing sensitive infor-

mation. Storing a secret key or sensitive data with one person, server or

database reduces the security of the system to the security and credibility of

that agent. Besides, not having a backup of the key introduces the problem

of losing the key if a software or hardware failure occurs. Secret sharing

schemes are designed to address this problem. They are ideal for storing

information that is highly sensitive and they achieve arbitrarily high levels

of confidentiality and reliability. Secret sharing is a cryptographic primitive,

which is used to distribute a secret among a group of participants in such a

way that an authorized subset of participants can uniquely reconstruct the

secret and an unauthorized subset can get no information about the secret.

In this thesis, we proposed three new secret sharing schemes that realize

multipartite as well as multi-stage threshold access structures. The schemes

are designed using techniques that employ modular inverse, Lagrange in-

terpolation, superincreasing sequences with special properties and one-way

function.

First two of the proposed schemes are based on Polynomial interpolation

and the concept of the modular inverse. These schemes realize a hierarchical

access structure and compartmented access structure respectively. These

two access structures are the special cases of multipartite access structures.

The novelty of the first scheme is the secret shares are reusable. If shares

are reusable, participants can use the previously distributed shares without
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refreshing them for each new secret. And the second scheme can verify

whether the reconstructed secret is correct or not.

Next, a new multi secret sharing scheme for Level Ordered Access Struc-

ture (LOAS) which differs slightly from the multipartite access structure, is

proposed. Further, we have proposed a secret changeable scheme for Level

order access structure, wherein the secret can be changed dynamically. This

scheme can cater to the dynamic nature of the system.

All the proposed schemes are analyzed for their security as well as for their

computational complexity. Comparative analysis with the existing schemes

and results are discussed at the end of each chapter in this thesis.
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Chapter 1

Introduction

Information security has become substantially more essential since electronic communi-

cations have begun to be used as part of our everyday life. Security is mainly concerned

about the secrecy, accessibility, credibility of information stored or communicated. Se-

cret sharing schemes are the methods, which can be used to secure data, in various

cryptographic implementations, and to establish other security protocols. Secret shar-

ing is one of the most effective tools to protect highly sensitive information and to keep

it secure and confidential, such as encryption and decryption keys, missile launching

codes, financial related information, etc. This kind of information must be kept secret

because it is vulnerable and the loss of such information may cause heavy damage either

to an individual or humanity. Prior to the discovery of secret sharing, multiple copies

of crucial information were made and kept in various locations. It was to ensure that

the information will be available at least in one of these locations if the information is

either lost, harmed physically or damaged by a virus. We are well aware that the more

the copies of data, the more vulnerable it is to the security threats. Then the secret

sharing scheme evolved to address these issues on a large scale. An illustration of how

secret sharing scheme addressed a problem is provided below.

Suppose a group of scientists have come up with a solution to the problem that

needs to be kept secret. As a result, the solution is encrypted and the key is stored

in a safe place. For the scientists, the solution is so crucial that they can’t bear to

lose it. That is why they make a few copies of the encryption key and store it in

various locations. However, this will increase the risk of the key being stolen. What

they actually need to do, is to break the key into bits and store the bits in different

1



1. INTRODUCTION

locations. they can also rebuild the key despite the loss of certain bits. If a bit is

missing or stolen, they can rebuild a key from the rest of the bits, However, the stolen

bits will not be enough to rebuild the key.

1.1 Background and Motivation

In a secret sharing scheme, the secret is divided among all the participants, so that each

participant receives a share of the secret. Secret can be reconstructed only when an

authorized set of participants pool its shares; with individual shares, the secret will not

be recovered. Following are the two primary requirements of a secret sharing scheme.

• Recoverability: An authorized subset of participants should be able to get the

secret by combining their respective shares.

• Privacy: An unauthorized subset of participants should not get any information

about the secret.

The first secret sharing schemes were introduced by Shamir [62] and Blakley [11]

in 1979, independently. Shamir’s scheme is based on the Lagrange interpolation poly-

nomial whereas Blakley’s scheme is realised using linear projective geometry. In 1981,

Robert and Dilip [52] suggested a secret sharing scheme based on Reed-Solomon code

and James L [51] introduced a secret sharing scheme using the linear code. In 1983,

a secret sharing scheme proposed by Mignotte [54] defined a sequence and called - the

Mignotte sequence. The scheme is based on the Chinese remainder theorem. This has

been modified by Charles and Jhon in [3] which leads to another scheme.

Secret sharing scheme is a cryptographic primitive, where a secret is divided into

shares. These shares are distributed among the set of participants by a dealer, so that

any authorised set of participants can recover the secret by combining their shares,

whereas any unauthorised set of participants cannot get any knowledge about the secret.

The scheme introduced by Shamir is known as (t, n) threshold secret sharing scheme,

where t is the threshold and n is the number of participants. A (t, n) threshold secret

sharing scheme allows any t or more than t participants to recover the secret, while it

does not allow any less than t participants to recover the secret. Secret reconstruction

is based on Lagrange polynomial interpolation of any t or more than t set of private

2



1.1 Background and Motivation

shares. The following scenario can be solved by a threshold secret sharing scheme which

can be illustrated by an example: “To open the vault of a company, multiple people

have to work together. The company owner, three managers, and three shift leaders

each have a private access code for the vault. As soon as two of the seven people enter

their code, the vault can be opened. Each of the n = 7 persons receives a single share,

the threshold is t = 2”

The two important characteristics of a secret sharing scheme are ideal and perfect.

These concern the efficiency and security of the scheme. Let us suppose that the

maximum share length and secret length are the same, then such a secret sharing

scheme is known as ideal. In information-theoretic context, the secret sharing scheme

is considered as perfect if no knowledge is obtained by unauthorized subset, but an

authorized subset acquires complete knowledge about the secret.

The family of all authorized sets, who can recover the secret, is known as an access

structure. Γ is the symbol generally used to denote access structures of a secret sharing

scheme. The collection of all unauthorized sets, which can not gain any knowledge

about the secret, is called adversary structure or forbidden set and it is denoted by Γ.

In the literature [31, 44, 69] different types of access structures are proposed based on

the context and organizational setup. Examples include generalized access structure,

(t, n) threshold access structure, Level ordered access structure and multipartite access

structure that includes hierarchical and compartmented access structures. In a (t, n)-

threshold access structure, any t or more than t participants constitute an authorized

set and any set consisting of less than t participants constitutes an unauthorized set.

Symbolically,

Γ = {X ∈ 2n : |X| ≥ t}

Γ = {X ∈ 2n : |X| < t}

where 2n denotes the power set of the set of participants and |X| denotes the

cardinality of the set X. In a threshold access structure, all participants are given

equal weightage. An access structure is called monotone, if it satisfies the following:

(X ∈ Γ)and(X ⊆ Y )⇒ Y ∈ Γ

3



1. INTRODUCTION

(X ∈ Γ)and(Y ⊆ X)⇒ Y ∈ Γ

If Γ and Γ are such

Γ = {X ∈ 2n : |X| = t} and

Γ = {X ∈ 2n : |X| = t− 1}

then we say that Γ only contains the minimal authorized sets which can get the secret,

Γ only holds maximal unauthorized sets which can not get the secret.

In a multipartite access structure, the set of participants P is divided into m ≥ 2

different sets L1, L2, . . . , Lm, which denotes level and all participants in each level plays

exactly the same role inside the access structure. The multipartite access structure is

further classified into hierarchical (multilevel) and compartmental access structure [29,

40, 41, 70, 74]. Participants across the levels have different weightage and accessibility.

In the multilevel access structure, the set of all participants is partitioned into dif-

ferent levels. These levels create a hierarchical structure, and higher-level participants

are more powerful than the lower-level participants. The secret can be reconstructed

from the least threshold number of participants at any level. When the number of

participating participants at a level is lower than the threshold number of participants,

then the remaining participants can be taken from higher levels. For instance, “a bank

may require the concurrence of two vice-presidents or three senior tellers to authenti-

cate the National Electronic Fund Transfer (NEFT). If there are only two senior tellers

available, the missing one can be substituted by a vice president”

In the compartmented access structure, participants are divided into compartments,

so that the cooperation of at least threshold number of participants from all the com-

partments is required to recover the secret. Consider the example presented by Simmons

[64]. “Let two countries agree to control the recovery of the secret (which may initiate

a common action) by a secret sharing scheme. The secret can be recreated only if at

least two participants from both the compartments pool their shares together”.

Another access structure named as a Level-Ordered Access Structure (LOAS) that

is different from the existing multipartite access structures was proposed [37, 58, 72]. In

Level-Ordered Access Structure (LOAS), a set of participants is divided into different

4
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levels; each level is associated with a threshold, and there is also an ordering imposed

upon the levels while reconstructing the secret. This shows that the participants must

apply their shares according to the predefined order of the levels to recover the secret.

Otherwise, the secret cannot be recovered.

A scheme is known as a one-time use scheme if the shares are not valid after re-

constructing the corresponding secret. On the other hand, if shares can be reused for

other secrets as well, then the scheme is known as a multi-use scheme. As we know

that the distribution of a share must be punctilious, and it is a costly process, therefore

multi-use has become an essential property for the secret sharing schemes. We have

designed a “multi-secret sharing scheme”with multi-use property in this thesis.

Multi-secret sharing (MSS) scheme is a generalization of a single secret sharing

scheme. In an MSS scheme, instead of a single secret, multiple secrets are shared among

the participants. The MSS schemes have been studied extensively by the cryptographic

community. In these MSS schemes, every participant is required to keep only one share

and can be used for as many secrets as desired. In a multi-stage secret sharing scheme,

the recovery of the secrets takes place in stage by stage and in a predefined order.

Recovery of a secret at an earlier stage does not reveal or weaken the information of

the remaining secrets that have not been recovered. In modern days, multi-stage secret

sharing scheme plays a vital role; particularly in banking system such as ordering and

signing of a cheque, opening bank locker, etc. For example, every bank has a private

database. In order to access it, a person is required to pass through different checkpoints

specified in a particular order.

1.2 Contributions of the Thesis

Security is a major challenge in the field of digital data storage and transmission.

Secret sharing protocols provide solutions to several security problems including secure

key management, distributed access control as well as secure multi-party computation.

This thesis mainly contributes to the development of secret sharing protocols and also

discusses their implementations in typical areas of application.

Major contributions of the thesis are as follows. We have designed three new multi-

secret sharing schemes for different access structures based on different mathematical

5



1. INTRODUCTION

techniques. In this thesis, we consider the problem of designing multi secret sharing

schemes for various application scenarios. Three new multi-secret sharing schemes are

proposed that realise different access structures are proposed. They are Hierarchical

access structure, Level order access structure and Compartmented access structure.

The first scheme addresses the problem of sharing multiple secrets. It realizes the

hierarchical access structure and uses public shift technique and one way function. The

resulting scheme is a new hierarchical threshold secret sharing scheme with multi-stage

and multi- secret features. In the proposed scheme, multiple secrets are shared in

sequential order among the participants. In this multi secret sharing scheme, every

participant is required to keep only one share and the share can be used for as many

secrets as desired. It has multi-stage feature which means recovery of the secrets is takes

place in stages and in a predefined order. Recovery of a secret at an earlier stage does

not reveal or weaken the information of remaining secrets that aren’t recovered yet.

The scheme is computationally perfect, which means that an authorised set can always

reconstruct the secret in polynomial time, while this is computationally infeasible for

an unauthorised set. The following is a description of the proposed hierarchical scheme:

Let the n participants be partitioned into m levels, Lj ; j ≤ 1 ≤ m. Corresponding to

each level Lj there is a threshold tj , j = 1, 2, . . . ,m, where L1 indicates the highest level

and Lm indicates the lowest level. A dealer chooses pseudo share yji , 1 ≤ j ≤ m, 1 ≤
i ≤ nj , where nj , j = 1, 2, . . . ,m denote the number of participants at the jth level Lj .

The dealer also chooses the k secrets S1, S2, . . . , Sk and modifies these secrets to become

S
′
i = Si +Si+1, 1 ≤ i ≤ k− 1 and S

′
k = Sk. Shares are then generated corresponding to

S
′
i , i = 1, 2, . . . , k, using a polynomial function. Public shares are generated by adding

these shares to the one-way function of the chosen pseudo shares. These public shares

are then published and the pseudo shares are distributed through a secure channel

to the participants. While reconstructing the secrets, the participants compute their

true shares by subtracting the image of one-way function of their pseudo shares to the

corresponding public value. Then Lagrange interpolation is used to reconstruct the

modified secret S′i. Actual secret Si−1 is then recovered by subtracting the previously

reconstructed secret Si. These secrets can be recovered stage by stage at any level Lj ,

only if the number of shares available are greater than or equal to the threshold value

6
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tj . If the number of shares available at any level Lj is less than the threshold value tj

then participants from a higher level Li, (i < j), can contribute the remaining shares

to recover the secrets.

Next, we have proposed a secret sharing method that realises a special case of the

multipartite access structure in the thesis. The proposed scheme realizes a compart-

mented access structure. The main characteristic of this scheme is that, the recon-

structed secret can verify whether the recovered secret is correct or not. This is a multi

secret sharing scheme and is based on the concept of modular inverse. No participant in

a compartment knows the secrets of the other compartment. The proposed secret shar-

ing scheme applies Shamir’s scheme first to recover compartment secrets and combines

them into the requested secret. The scheme is ideal as well as perfect. The proposed

scheme can be applied in the following situation: Suppose an organisation works on

a confidential project. The management divides the project into different modules to

make work easier and for on time delivery. Each module is given to different teams,

where each team consists of a set of employees. In order to achieve the project’s con-

fidentiality, they can use any encryption scheme, but applying an encryption scheme

and having the key for each employee is a time consuming and costly process with the

risk of key losses. Therefore, instead of using encryption scheme for every employee,

it can distribute the key to the employees of each team by using the proposed scheme.

The following is a description of the proposed compartmented scheme:

In the beginning, the dealer has a set P of n number of participants p1, p2, . . . , pn.

The participants are divided into m disjoint compartments C1, C2, . . . , Cm and the

dealer selects a set of m co-prime integers c1, c2, . . . , cm as the corresponding compart-

ment secrets. The dealer will compute partial secrets `i using compartment secrets

ci, 1 ≤ i ≤ m and adds all the partial secrets `i to get pseudo secret s =
∑m

i=1 `i. Then

calculates shift values Zj by applying pseudo secret s to actual secret Sj . That is,

Zj = s+Sj , 1 ≤ j ≤ k and makes it public. The dealer now applies the Shamir’s secret

sharing scheme to distribute shares of the compartment secrets ci to the participants

of corresponding compartments Ci. While reconstructing the secret, the participants

of the corresponding compartment first apply Lagrange interpolation and recover the

corresponding compartment secrets ci. They compute partial secret `i at corresponding

compartments and add all partial secrets `i to get pseudo secret s. Then to recover

7



1. INTRODUCTION

actual secrets Sj , subtract pseudo secret from the corresponding shift values Zj , which

are public values. That is, Sj = Zj − s.

Another secret sharing scheme proposed that realizes Level order access struc-

ture(LOAS). The level order access structure is a sort of multipartite access structure

which is required to follow the ordering. In the software industry, an application can

be released for delivery only after it has undergone unit testing, followed by integration

testing, system testing and finally acceptance testing. It should be noted that integra-

tion testing can not be started without completing the unit testing. Likewise, System

testing cannot begin before the integration testing is completed, and so on. That is the

significance of the ordering. This scenario fails to realise in the existing access struc-

tures since it can not execute the required ordering concept. In order to carry out this

or similar type of application scenario, there is a need of an access structure which has

applied ordering among the levels. The aim of this study is to propose a scheme that

addresses these types of scenarios and design a scheme which enforces ordering for the

multiple secrets. The proposed scheme is based on the subset sum problem and it uses

a superincreasing sequence. Our scheme supports the property of secret changeability

without changing the compartment secret shares. which makes our scheme more effi-

cient during the share distributed phase. The proposed scheme is reusable in nature,

which means that the participants shares can remain the same and can be reused for

a new secret and hence it avoids communication overhead during share distribution

phase. The actual secret can be recovered only after recovery of all the compartment

secrets along with maintaining the order among the levels.

Security analysis and comparative analysis with the existing scheme of all the

schemes proposed in this thesis has been carried out and it is presented at the end

of the corresponding scheme. Comparative analysis of the proposed schemes with the

existing scheme is also presented.

1.3 Importance of the work

Security of information has proved significantly more important as electronic communi-

cation is becoming a part of our day-to-day life. However, irrespective of the algorithms

used, security realize on the secrecy of a key that should be known to the owner in any

case. The prerequisite of the secret key being secret brings in a lot of issues. Putting a

8
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secret key with one or more servers/databases decreases the security of the system. In

case, if a software / hardware malfunction occurs, it presents the issue of losing a key.

Subsequently, the keys used as a part of the area that involve critical confidentiality

such as large-scale finance applications, specifically in the banking sector and control

mechanisms in nuclear systems.

On the basis of the organizational structure/context, many secret sharing schemes

are designed that gives conditional and unconditional security. Several secret shar-

ing schemes are proposed for sharing multiple secrets. In this thesis, we consider the

problem of designing multi secret sharing schemes for different application scenarios.

Three new multi secret sharing schemes that realize different access structures are pro-

posed. They are Hierarchical access structure, Level order access structure and Com-

partmented access structure. The proposed schemes are evaluated in terms of security

parameters like idealness, perfectness, computationally perfectness and probabilistic

perfectness.

1.4 Structure of the Thesis

The thesis is organized into seven chapters.

In Chapter 1, brief description of the topic, importance of the work and arrange-

ment of the thesis is presented.

In Chapter 2, review the important mathematical primitives and basic crypto-

graphic preliminaries, related to threshold schemes, that are used for the construction

of our schemes.

In Chapter 3, presented a literature survey of the proposed work, motivation be-

hind it, problem identification and methodology of the proposed work.

In Chapter 4, proposed multi stage multi secret sharing schemes that realize hi-

erarchical access structure. Security analysis of the scheme and comparisons with the

existing schemes are also presented in this chapter.

9
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In Chapter 5, proposed a multi secret sharing scheme using modular inverse for

compartmented access structure. Security analysis of the scheme and comparisons with

the existing schemes are also presented in this chapter.

In Chapter 6, presented a scheme which is a new multi secret sharing scheme

based on superincreasing sequence for Level-ordered access structure having threshold

changeability feature. We analyzed the scheme for its security as well as for its advan-

tages in comparison with the other schemes. We have also discussed applications of

multi secret sharing schemes and implementations of the proposed multipartite secret

sharing schemes.

In Chapter 7, the concluding remarks of the research work and future work are

presented along with the, further extensions and future directions of the proposed

scheme.

1.5 Publications

1. New Multi-secret Sharing Scheme based on Superincreasing Sequence

for Level Ordered Access Atructure. In International Journal of Commu-

nication Networks and Distributed Systems (IJCNDS) pp. 357-380, 24.4 (2020):

(Scopus, ESCI, DBLP Indexed)

2. Multi-secret Sharing Scheme Using Modular Inverse for Compart-

mented Access Structure. In International Conference on Data Engineering

and Communication Technology (ICDECT) pp. 371-385, AISC, Springer, 2019.

(Scopus Indexed)

3. Multi-stage Multi-secret Sharing Scheme for Hierarchical Access Struc-

ture. In International Conference on Computing, Communication and Automa-

tion (ICCCA), pp. 557-563. IEEE, 2017. (Scopus Indexed)

Paper Presentations

1. Multi-secret Sharing Scheme based on Superincreasing Sequence. In

National Workshop on Cryptology (NWC)- 2018, at “CR RAO Advanced Institute
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of Mathematics, Statistics and Computer Science, Hyderabad”.

2. Multi-secret Sharing Scheme & Various Access Structures. In National

Instructional Workshop on Cryptology (NIWC)- 2018, at Department of Mathe-

matics, MNIT Allahabad.

3. Sequential Multi-secret Sharing Scheme for Multilevel Access Struc-

ture. In National Workshop on Cryptology (NWC)- 2017, at Department of

Computer Science and Engineering, NIT Tiruchirappalli.
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Chapter 2

Preliminaries

This chapter introduces preliminaries required for our proposed schemes. These include

Shamir’s (t, n) threshold secret sharing scheme, Multi-stage multi-secret sharing scheme

and different access structures. We begin by discussing some of the basic concepts

from basic number theory, field theory then a complete taxonomy of other fundamental

preliminaries of various secret sharing schemes and access structures.

2.1 Mathematical Primitives

Recall that a ring with identity is a set R with two composition laws + and · such that

• (R,+) is a commutative group

• (R, ·) is associative, and there exists an element 1R such that x · 1R = 1R · x = x,

∀x ∈ R

• The distributive laws holds: for all x, y, z ∈ R,

(x+ y) · z = x · z + y · z
x · (y + z) = x · y + x · z

Let I be an ideal for a ring R. Then R/I, together with the operations in coset

multiplication and addition, makes a ring. The ring R/I is called a quotient ring of

R.

To satisfy the following, a field is a finite set F of two binary operation, multiplica-

tion modulo (cdot) and addition modulo (+).
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• (F,+) is an abelian group, with 0 as an identity element.

• (F ∗, ·) is an abelian group, with 1 as the identity element (F ∗ denotes F\{0})

• For all x ∈ F then 0 · x = x · 0 = 0

• For all x, y, z ∈ F, distributive property holds x · (y + z) = x · y + x · z

Recall the notion of a vector space under multiplication and addition modulus of

binary operations in a field. A n− dimensional vector space over the finite field Fq of

q has cardinality qn (and is finite in particular).

Finite field Fq

Most of our work is based on the simplest finite field Zq or Fq, where q is a prime

number. Take q ∈ Z as a prime set of integers and Fq = Z/qZ denotes a quotient ring.

Explicitly, Fq = 0, 1, . . . , q − 1, and the operations are multiplication and addition of

integer modulo q .

2.2 Lagrange Polynomial Interpolation (LPI)

Lagrange polynomial interpolation is one of the simplest mathematical tool used to

design a secret-sharing protocol, although there are various other mathematical tools

exists in the literature to design a secret-sharing protocol, but among them it is more

simple and less computation. In polynomials, two characteristics are very common as

follows:

• The polynomial can be used to draw a curve through the polynomial points.

• A fixed-degree polynomial can be determined if we know the values that this

polynomial takes on as many points as its degree plus one.

The following observations are made from the below figure 2.1

• Two points determine a single line i.e. a polynomial of degree 1.

• Three points determine a parabola i.e. a polynomial of degree 2.

• Similarly, using n+ 1 points, a polynomial of degree n can be determined.

13



2. PRELIMINARIES

Figure 2.1: Polynomial Interpolation for 2, 3, 4 and 5 data points

There are various techniques of interpolation that exists in the literature. The

Interpolation of Lagrange is one of the techniques used in the secret sharing scheme

of Shamir. For example, consider to determining the interpolating polynomial of the

following data using Lagrange interpolation : (1, 1), (2, 5), (3, 2). The interpolating

formula of Lagrange is as follows:

f(x) =

n∑

i=1

Liyi where Li =

n∏

j=1,j 6=i

x− xj
xi − xj

and yi is the function value at xi. So in our example, we have

f(x) = L1y1 + L2y2 + L3y3

=
(x− x2)(x− x3)

(x1 − x2)(x1 − x3)
× y1 +

(x− x2)(x− x1)
(x2 − x1)(x2 − x3)

× y2 +
(x− x1)(x− x2)

(x3 − x2)(x3 − x1)
× y3

=
(x− 2)(x− 3)

(1− 2)(1− 3)
× (1) +

(x− 1)(x− 3)

(2− 1)(2− 3)
× (5) +

(x− 1)(x− 2)

(3− 1)(3− 2)
× (2)

= −3.5× x2 + 14.5× x− 10 (1)

Thus, (1) is the interpolating polynomial of the given data.

Theorem: Given t points are in the 2-D plane (x1, y1), . . . , (xt, yt) with distinct

14



2.3 Preliminaries of Threshold Cryptography

x′is, there is only one polynomial f(x) of degree t− 1, such that yi = f(xi), ∀i.
f(x) = a0 + a1 × x+ · · ·+ at−1 × xt−1, where f(0) = a0 = secret

Figure 2.2: Polynomial Interpolation f(x) of deg-(t-1)

• Given t points, the polynomial f(x) can be construct using Lagrange interpolation

formula:

f(x) =
t∑

i=1

yi × (
t∏

j=1,j 6=i

x− xj
xi − xj

)

2.3 Preliminaries of Threshold Cryptography

A secret is something that is confidential, sensitive and needs protection against breaches

of confidentiality.

A secret sharing scheme is a method, in which a secret is shared among a group

of participants as their shares. The secret can be recovered only when, the shares of

an authorised group of participants are combined together; unauthorised subset of a

group or out of the group absolutely gets no information about the secret. A common

(t, n) threshold scheme is the following:

1. If there is t or more than t participants provide their shares, then the secret S

can be reconstructed.

2. If t − 1 or lesser number of participants provide their shares then the secret S

remains completely undetermined. Here t is the threshold and n is the number

participants of the group with t ≤ n.
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In general, measuring the efficiency of a secret sharing scheme is in terms of infor-

mation rate and perfectness. The chosen secret key (k) (or secret) belongs to key space

which is a finite set K that can consider by a bit-string of length log2|K|. The size of

the shares si received by a participant is represented by a bit-string of length log2|si|.
It lies information rate is defined as:

InformationRate Ri =
log2|K|

max{log2|si|}
A secret sharing scheme is known as ideal if the information rate of a scheme is

equal to one. It means that the maximal length of the shares are identical to that

of the secret. Information entropy H(S), where S is the secret information, is the

uncertainty about the secret. This indicates exactly, how much information about the

secret can be revealed by the shares of the participants. A secret sharing scheme is

referred to be perfect if it is ideal and no information about the secret can be obtained

by an unauthorized group or adversary. Formally, for the case of (t, n) threshold scheme.

1. If t or more number of participants can reconstruct the secret and A defines the

set of shares of an authorized set, then H(S|A) = 0 : ∀A such that |A| ≥ t

2. If B denotes the set of shares of an unauthorized set of t − 1 or less number of

participants, then H(S|B) = S : ∀ B, such that |B| ≤ t− 1

A scheme is not ideal means that the length of a longest share is not equal to the

length of the secret or information rate is not equal to one. A scheme which is

not ideal is referred to as a ramp scheme. There are two types of ramp schemes;

strong and weak ramp secret sharing schemes. Strong ramp scheme reveals no

information about the secret for an unauthorized group of t−1 or less participants,

whereas weak ramp schemes may reveal partial information about the secret.

2.4 Knapsack functions:

A well-known problem in Algorithms is the subset sum problem, also known as the 0-1

knapsack problem.
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Subset Sum Problem: Let S be a set of numbers and let N be another number.

Then the subset sum problem is to find a subset of the set S, whose sum is equal to

N .

Superincreasing sequence: A sequence x1, x2, x3, . . . xr of the numbers is considered

as superincreasing sequence, if each element of the sequence is larger than the sum of

the preceding elements. A tuple is called superincreasing, if its members constitute a

superincreasing sequence. Thus a tuple x = [x1, x2, x3, · · · , xr] is superincreasing if and

only if xj > x1 + x2 + x3 + · · ·xj−1 for every j such that 2 ≤ j ≤ r. In other words,

xj >

j−1∑

i=1

xi

In general, the subset sum problem is NP-hard. However, if the elements of the set

S form a superincreasing sequence, then the algorithm 2, which is linear time algorithm

(in the number of elements of S) can solve the subset sum problem [53].

We now define two functions bag sum and bag inverse which are useful in our

scheme. bag sum takes two r-tuples x and s as the input and returns sum as output,

where x = [x1, x2, x3, · · ·xr], xi is an integer, s = [s1, s2, s3, · · · sr] such that si = {0, 1}
for 1 ≤ i ≤ r, and sum =

∑r
i=1 xisi. That is,

sum = bagsum(x, s)

=

r∑

i=1

xisi = x1s1 + x2s2 + x3s3 + · · ·+ xrsr

bagsum inverse takes the tuple x and the sum value as input and returns as output

Boolean tuple s, i.e., s = bagsum inverse(sum, x).

Given x and s, it is easy to find bagsum, but given sum and x, it is difficult to find

s. However, if the elements of x form a superincreasing sequence, it is easy to compute

the boolean value vector s using the function bagsum inverse [53].

Following are the bagsum and bagsum inverse pseudo codes of superincreasing

sequence case:

The running time of bagsum is O(r) and running time of bagsum inverse is also

the same as bagsum, that is O(r). In our proposed scheme, both the algorithms are
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Algorithm 1: bagsum function

function bagsum (x, s);
Input : Two r tuples: x = [x1, x2, x3, · · ·xr] and s = [s1, s2, s3, · · · sr].
Output: sum: an integer.
j ← 1, sum← 0;
while (j ≤ r) do

sum← sum+ xj × sj ;
j ← j + 1;

return sum;

Algorithm 2: bagsum inverse function for superincreasing tuple

function bagsum inverse (sum, x);
Input : An integer sum and tuple x = [x1, x2, x3, · · ·xr].
Output: Boolean Tuple: s = [s1, s2, s3 · · · sr].
j ← r;
while (j > 1) do

if sum ≥ xj then
sj ← 1;
sum← sum− xj ;

else
sj ← 0;

j ← j −−;

return [s1, s2, s3 · · · sr];
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employed by the compartments during the secret reconstruction phase.

We have used exor function to enhance the security of our proposed scheme by

keeping the original secret hidden from compartments. The exor function takes two

binary matrices s and e of equal length as inputs and performs Bitwise xor of them,

with the resultant binary matrix s′ as the output.

2.5 Modular inverse

Consider the m tuples c1, c2, c3, . . . , cm such that the elements in the tuple are pairwise

co-prime. Then there exists an unique tuple L = (l1, l2, l3, . . . , lm) such that l1
c1

+ l2
c2

+

l3
c3

+ · · · + lm
cm

+ 1
c is always an integer, where c = c1 × c2 × c3 × · · · × cm. A proof of

this statement is as follows:

Let c1, c2, c3, . . . , cm be a set of positive pairwise co-primes and c = c1×c2×c3×· · ·×cm.

That is,

⇒ gcd(ci, cj) = 1 ∀i 6= j

⇒ gcd(
c

ci
, ci) = 1 ∀i

⇒ gcd(
−c
ci
, ci) = 1 ∀i

⇒ ∃li|li ≡ (
−c
ci

)−1 mod ci ∀i

⇒ li(
−c
ci

) ≡ 1 mod ci ∀i

⇒ li(
c

ci
) ≡ −1 mod ci ∀i

⇒ li(
c

ci
) + 1 ≡ 0 mod ci ∀i

Let li ≡ (−cci )−1 mod ci, ∀i, 1 ≤ i ≤ m and

s = l1(
c
c1

) + l2(
c
c2

) + l3(
c
c3

) + · · ·+ lm( c
cm

) + 1

⇒ s ≡ li( c
ci

) + 1 ≡ 0 mod ci, ∀i

⇒ s ≡ 0 mod c. That is, l1(
c
c1

) + l2(
c
c2

) + l3(
c
c3

) + · · ·+ lm( c
cm

) + 1 ≡ 0 mod c

⇒ ∃k|l1( c
c1

) + l2(
c
c2

) + l3(
c
c3

) + · · ·+ lm( c
cm

) + 1 = kc
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⇒ ∃k|( l1
c1

) + ( l2
c2

) + ( l3
c3

) + · · ·+ ( lm
cm

) + 1
c = k

2.6 One way function

A one-way function is a function in cryptography that can be easily determined on

each input, but is difficult to convert given the image of a random input. Formally, a

function f : {0, 1}∗ =⇒ {0, 1}∗ is called one way function when there is an algorithm of

polynomial time which can calculate the function f , except for each random algorithm.

Such that,

Pr[f(A(f(x))) = f(x)] <
1

p(n)

For sufficiently large integer n and for each polynomial p(n), such that n = x ,

and an adversary function A. Where the probability of choosing x from the uniform

distribution in {0, 1}n with the randomness of the algorithm. The advantage of One-way

functions are easy to calculate, but their reverse functions are very hard to calculate.

Therefore with the data x, it is easy to calculate value of f(x) but on the other hand,

knowing the f(x) value and calculating the value of x is very hard. One way functions

are key components of various tools that are used in modern cryptography. Such

“functions are part of a very significant set of cryptographic primitives. A characteristic

of the one-way functions is that, any probabilistic polynomial time algorithm tries

to invert an one way function, succeeds with only negligible probability, where the

probability refers to the elements within the functions” domain. One-way function are

used in the proposed scheme to calculate actual shares.

2.7 Two variable One way function

A tuple F (r, S) is a two-variable one-way function, which maps a random value r and

S on fixed length. It has the following characteristics:

• If r and S are given, F (r, S) is easily computed, however it is very difficult to

calculate r for given S and F (r, S).

• It is difficult to compute F (r, S), when there is no knowledge of S for any r.
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2.8 Secret sharing scheme

• Given S, it is difficult to find two distinct values r1 and r2, which satisfy the

condition F (r1, S) = F (r2, S).

• It is difficult to compute S, for the given r and F (r, S) values.

• It is difficult to find F (r
′
, S) where r

′ 6= ri, having pairs of ri and F (ri, S).

2.8 Secret sharing scheme

A secret sharing scheme (SSS) is a method in which a secret is divided into shares.

These shares are distributed among a set of participants by a dealer, so that any

authorised set of participants can recover the secret by combining their shares, whereas

any unauthorised set of participants cannot get any knowledge about the secret. The

first SS schemes were introduced by Shamir [62] and Blakley [11] in 1979 independently.

Shamir’s scheme is based on the standard Lagrange polynomial interpolation while

Blakley’s scheme is realised based on the concept of linear projective geometry. Their

schemes are known as (t, n) threshold secret sharing scheme, where t is the threshold

and n is the number of participants. A (t, n) threshold secret sharing scheme allows

any t or more than t participants to recover the secret, while it does not allow any less

than t participants to recover the secret.

2.8.1 Shamir’s (t,n) threshold secret sharing scheme

Shamir proposed a (t, n) threshold scheme “based on polynomial interpolation”. In

Shamir (t, n) secret sharing scheme, a trusted dealer generates n secret shares based on

a (t − 1)th degree polynomial. Secret reconstruction is based on Lagrange polynomial

interpolation of any t or more than t private shares. A secret sharing scheme is ideal

if the maximal length of the shares is same as that of the secret. If the set of shares

corresponding to an unauthorized set provides no information and the set of shares

corresponding to an authorized set gives all the information of a secret, in a information-

theoretic context, then the scheme is perfect.

Let there be a dealer D and the participants n. The dealer distribute the shares

of secret to all the participants and the secret can be retrieved by collecting the shares

from t or more than t participants during reconstruction. The scheme consists of three

phases: Initialization phase where the dealer initializes the value, Share distribution
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phase where the dealer computes shares from the polynomial and securely distributes

them to the corresponding participants, and secret reconstruction phase where at least

threshold number of participants is required to collaborate to reach the corresponding

interpolation polynomial and get the secret recovered. The following is an overview of

the scheme:

Algorithm: Shamir’s (t, n) SS scheme [62]

• I. Initialization Phase:

– The dealer chooses a secret S to share among the participants. Let n be the

number of participants {p1, p2, p3, . . . ,n } and Zq(q prime) denote the finite

field. Further, let t(≤ n) be the threshold and i be the participant public

identity pi, where i ∈ {1, 2, 3, . . . , n}.

• II. Distribution Phase:

– Select a secret S from Zq.

– Choose t− 1 coefficients a1, a2, . . . at−1 randomly from Zq.

– Construct a (t−1)th degree polynomial as f(x) = a0 +a1×x1 + · · ·+at−1×
xt−1, where f(0) = a0 is secret.

– Calculate the shares (i, yi), i ∈ {1, 2, 3, . . . , n}.
where yi = f(i) mod q.

– Distribute yi as the participants share to the ith participant.

• III. Reconstruction phase:

Given any authorised subset of t or more than t shares, the coefficients of a

polynomial f(x) can be determined by using Lagrange interpolation as following:

– Using any t distinct shares (x0, y0), (x1, y1), · · · , (xi, yi), · · · , (xt, yt).

– Calculate

f(x) =
t∑

i=0

yi × li(x) mod q
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where Lagrange’s coefficients are,

li(x) =
∏t

j=0,j 6=i
x−xj

xi−xj

– Now, from the above polynomial f(x), the constant term a0 is the secret S.

Correctness: “If any t participants or more than that combine their shares to-

gether, can get the secret uniquely”.

Privacy: Any t−1 participants or less than that can not learn anything about the

secret.

2.8.1.1 Baby Example of Shamir Secret Sharing Scheme

I. Share Distribution Phase:

• Suppose, the number of participants, n = 5, threshold, t = 3 and choose secret,

S = 3

• Choose q = 17 and xi = i, 1 ≤ i ≤ 5

• Choose the random coefficients a1 = 14, a2 = 15

• The coefficient a0 = S = 3 is the secret.

• Choose 2nd degree polynomial such that, f(x) = a0 + a1 × x+ a2 × x2

• Hence, the polynomial is f(x) = 3 + 14× x+ 15× x2

• Calculate the shares yi = f(xi) mod q and distribute to the corresponding par-

ticipants pi, where i = 1, 2, . . . , 5. y1 = f(1) = 15, y2 = f(2) = 6, y3 = f(3) =

10, y4 = f(4) = 10, y5 = f(5) = 6

II. Secret Reconstruction Phase:

• Any t participants or more than that can recover the secret by using Lagrange

polynomial interpolation.

• Suppose, 3 participants p1, p2, p3, willing to recover the secret with their shares

(1, 15), (2, 6), (3, 10) respectively.
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• The lagrange interpolation formula yields:

f(0) =
3∑

i=1

yi × (
3∏

k=1,k 6=i

k

k − i) mod q

f(0) = 15× ( 2
2−1)( 3

3−1) + 6× ( 1
1−2)( 3

3−2) + 10× ( 1
1−3)( 2

2−3) mod 17

= 37 mod 17 = 3 (Secret)

2.8.2 Multi secret sharing scheme

Multi secret sharing (MSS) scheme is a generalization of single secret sharing scheme. In

MSS scheme, multiple secrets are shared among the participants. Multi secret sharing

have been studied extensively by the cryptographic community. In these MSS schemes,

every participant requires to keep only one share and it can be used for as many secrets

as desired. In a multi-stage SSS,the recovery of the secrets is stage by stage and in a

predefined order. Recovery of a secret at an earlier stage does not reveal or weaken

the information of remaining secrets that have not been recovered. In modern days,

multi-stage secret sharing schemes plays a vital role; particularly in banking systems

such as ordering and signing of a cheque, opening bank safes, etc. For example, every

bank has a private database. In order to access it, a person is required to pass through

different checkpoints specified in a particular order.

2.8.3 Multi-stage Multi-secret sharing scheme

He and Dawson[38] introduced stage by stage reconstruction of secrets in a predeter-

mined order, which is known as multi-stage multi-secret sharing scheme. They used the

concept of public shift technique to hide the actual shares and successive applications

of a one-way function to reconstruct the secret in stage by stage. The scheme uses the

Shamir’s secret sharing scheme. The scheme’s overview is as follows:

Choose k secrets Si, 1 ≤ i ≤ k, n distinct values xi as the shareholder public

information 1 ≤ i ≤ n, f is a one-way function and choose prime as q.

• I. Distribution Phase:

1. Choose randomly n secret shadows y1, y2, . . . , yn such that yi ∈ Fq,

1 ≤ i ≤ n.
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2.8 Secret sharing scheme

2. for i = 1→ k do

– Construct a polynomial Fi(x) of order (t− 1) and select Fi(0) = Si.

– for j = 1→ n do

- calculate actual shares Zij = Fi(xj)

- calculate shift value dij = Zij − f i−1(yj)

3. Deliver yi to each participant over secure channel and publish all dij ,∀j, i
where 1 ≤ j ≤ n, 1 ≤ i ≤ k

• II. Reconstruction phase:

– Any t or more than t participants can produce their pseudo shares to recover

the secrets using the below steps:

– for i = k → 1 do

Si = Fi(0) =
t∑

j=1

(f i−1(yj) + dij)
t∏

a=1,a6=j

xa
xa − xj

– The secrets are recovered in the predefined order: Sk, Sk−1, · · · , S1.

2.8.4 CRT based secret sharing scheme

Asmuth Bloom’s scheme

Let threshold t and set of participant n be two positive integers and Asmuth-bloom

sequence are chosen as a sequence of pairwise co-prime positive integers p0 and p1 <

p2 < · · · < pn. such that

t∏

i=1

pi > p0

t−2∏

i=0

pn−i

and gcd(p0, pi) = 1 ∀i, i = 1 to n

Sharing a secret S among the set of n participants based on Asmuth-bloom sequence

is as follows:

• Share Generation Phase:

– The secret S is chosen as a random integer S ∈ Zp0 .
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– Select an arbitrary number γ such that“

p0

t−2∏

i=0

pn−i < (S + γ × p0) <
t∏

i=1

pi”

– Calculate shares Ii as

Ii = X = (S + γ × p0) mod pi, 1 6 i 6 n

– Distribute shares Ii, 1 ≤ i ≤ n to participants.

• Share Reconstruction Phase:

– Given any t or more than t participant’s shares I1, I2, . . . , It. The modified

secret X can be calculated using Chinese remainder theorem, as the unique

solution modulo p1, p2, . . . , pt.

X = Ii mod pi, 1 ≤ i ≤ t

– The original secret can be calculated as S = X mod p0

Correctness: If any t participants or more than that combine their shares to-

gether, can get the secret uniquely.

Privacy: “Any t− 1 participants or less than that cannot learn anything about

the secret”.

• Example

“The scheme is illustrated with the following example:

– Consider a (3, 5) Asmuth Bloom sequence

– Let the sequence of pairwise co-prime positive numbers

p1 = 11, p2 = 13, p3 = 17, p4 = 19, p5 = 21 and p0 = 5

– Choose the secret S = 3

– Calculate = p0 × p5 × p4 = 1995

– Calculate = p1 × p2 × p3 = 2431

– Choose γ = 421 such that S + γ × p0 = 2108 ∈ (1995, 2431)
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– Shares are calculated as Ii = (S + γ × p0) mod pi, 1 ≤ i ≤ 5

I1 = (S + γ × p0) mod p1 = 2108 mod 11 = 7

I2 = (S + γ × p0) mod p2 = 2108 mod 13 = 2

I3 = (S + γ × p0) mod p1 = 2108 mod 17 = 0

I4 = (S + γ × p0) mod p1 = 2108 mod 19 = 18

I5 = (S + γ × p0) mod p1 = 2108 mod 21 = 8

– Suppose participants 1, 2 and 3 try to recover the secret. Then the system

of equations are as follows:

X ≡ I1 mod p1 = 7 mod 11

X ≡ I2 mod p2 = 2 mod 13

X ≡ I3 mod p3 = 0 mod 17

– By applying CRT, the unique solution for the above equation is obtained as

X = 2108

– The main secret is S = X mod p0 = 2108 mod 5 = 3”

2.9 Terminology

2.9.1 Access structure

The family of all authorised subsets, who can recover the secret, is known as an access

structure of the scheme. Usually Γ is the symbol used to denote access structure of

a secret sharing scheme. The set of all unauthorised sets, which can not gain any

knowledge about the secret, is called adversary structure or forbidden set. Usually

the adversary structure is denoted by Γ. Various access structures are proposed in

the literature. Example includes generalized access structures, (t, n) threshold access

structures and multipartite access structures.

In a (t, n) threshold access structure any set of t or more participants out of n is an

authorised set and any set of less than t participants is an unauthorised set. That is

Γ = {X ∈ 2n : |X| ≥ t} and Γ = {X ∈ 2n : |X| < t}

where 2n denotes the power set of the set of participants.
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An access structure is called monotone, if it satisfies the following:

(X ∈ Γ) and (X ⊆ Y )⇒ Y ∈ Γ

(X ∈ Γ) and (Y ⊆ X)⇒ Y ∈ Γ

If Γ and Γ are such

Γ = {X ∈ 2n : |X| = t} and

Γ = {X ∈ 2n : |X| = t− 1}

then we say that Γ only contains the minimal authorised sets which can get the secret,

Γ only holds maximal unauthorised sets which can not get the secret.

2.9.2 Hierarchical access structure (HAS)

Simmons [64] proposed the first hierarchical threshold secret sharing (HTSS) scheme. In

an hierarchical threshold secret sharing scheme, participants play different roles; while

in a simple threshold SSS participants play the same role. An hierarchical threshold

secret sharing scheme is also known as a multilevel threshold secret sharing (MTSS)

scheme.

Let P = {p1, p2, . . . , pn} be the set of n participants, partition into m security levels

L = {L1, L2, . . . , Lm}, such that P =
⋃m

i=1 Li. Let T = {t1, t2, . . . , tm} be a sequence

of threshold values t1 < t2 < · · · < tm, such that 1 ≤ ti ≤ |L1| + |L2| · · · + |Li|, where

1 ≤ i ≤ m. Formally, the access structure Γ of (L,T) hierarchical threshold secret

sharing scheme is

Γ = {A ⊆ P : |A ∩ (

i⋃

j=1

Lj)| ≥ ti}

For some i, 1 ≤ i ≤ m.

In a hierarchical threshold SSS, all the n participants are divided into m disjoint

levels L1, L2, · · ·Lm. These levels constitute an hierarchical structure. The ith level

consists of ni participants and any ti or more participants can recover the secret on ith

level. At any point when the number of participants in the ith level is less than ti, say

ri, then the ti − ri remaining participants can be taken from higher levels. Note that,
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throughout the thesis we have considered the level Li is higher than the level Li+1,

1 ≤ i < m.

As an example, if the threshold values are t1 = 3 at level L1 and t2 = 4 at level

L2, then three participants at L1 or four participants at L2 can recover the secret. In

addition, the secret can be recovered when there is one participant at L1 and three

participants at L2.

A scheme is known as a one-time use scheme if the shares are not valid after re-

constructing the corresponding secret. On the other hand, if shares can be reused for

other secrets as well then the scheme is known as a multi-use scheme. It is well known

that, distribution of a share must be punctilious, and it is a costly process. For this

reason, multi-use has become an essential property for the secret sharing schemes. One

of the chapter on multi-secret sharing scheme with multi-use property in the thesis.

2.9.2.1 Secret sharing for hierarchical access structure.

Ghodosi[34] proposed a scheme that is applicable to a hierarchical access structure. He

uses a sequence of related Shamir’s (t, n) threshold schemes with overlapping shares.

He uses (ti, Ni)Ti which indicates an extension of Shamir’s (ti, Ni) scheme, where the

degree of a polynomial is at most Ti, (Ti > ti) and Ni is the total number of participants

from the ith level and higher level i.e. Ni =
∑i

j=1 nj ,1 ≤ i ≤ m. Let, the set of all

players on the ith and all higher levels be denoted by Pi =
⋃i

j=1 Lj . Scheme of Ghodosi,

that realizes the hierarchical access structure is as follows:

“First a (t1, n1) threshold scheme (scheme A1) is designed. It corresponds to the

first (highest) level of participants from p1. Then a (t2, N2) threshold scheme (scheme

A2) for p2 is constructed; which is as an extension of A1. Next a (t3, N3) threshold

scheme (scheme A3) for p3 is constructed. This is as an extension of A2. The process

continues until a (tm, Nm) threshold scheme (scheme Am) for pm is constructed by

extending the threshold scheme Am−1”. In Ghodosi scheme, each participants has

given a single share for sharing a single secret. Overview of the scheme is as follows:

• I. Distribution Phase:

1. Choose a random polynomial of order at most T1 = t1 − 1 then calculate

n1 shares for n1 players of P 1. The result is a (t1, N1)T1
threshold scheme
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(N1 = n1).

2. for i = 2→ m do

– Construct extension of given initial threshold scheme, i.e. (ti, Ni)Ti

– Calculate ni shares for players on the ith level.

3. Distribute the shares to corresponding players via secure channels.

• II. Reconstruction phase:

– Any authorized subset of ti or more players at level Li can recover the secret

using Lagrange polynomial interpolation.

– At any point when the number of participants in the ith level is less than ti

remaining participants can be taken from higher levels.

2.9.3 Level ordered access structure (LOAS)

New Level ordered access structure (LOAS) that is not the same as existing multipar-

tite access structure was suggested by Dileep et al. [58]. In LOAS, a set of participants

are partitioned into various levels, and every level is associated with the threshold. It

introduces an ordering among the levels, which is absent in the existing access struc-

tures. In LOAS during the reconstruction, the actual secret should get reconstructed

if the shares are submitted by the players adhere to the specified order. Formally, the

proposed Level ordered access structure (LOAS) is as follows [58].

Let “P be the set of n participants p1, p2, . . . , pn partition into m levels L =

L1, L2, . . . , Lm. Let bi be a boolean variable called the activation index, associated

with the ith level Li, i ∈ {1, 2, . . . ,m} and t be the threshold. Let Ai be an authorised

set corresponding to the ith level if

1. Ai ⊆ Li and |Ai| ≥ ti.

2. ∃ an authorised set (Ai−1) whose activation index(bi−1) is True (T ), where b0 = T”

and A0 = ∅ (emptyset)
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Overview of the LOAS by Dileep et al. [58]

• I. Distribution Phase:

1. Choose partial secret si, 1 ≤ i ≤ m

2. Set the partial secret of the last level as the master secret S = sm.

3. For i = m→ 2 do

– Share the secret si−si−1 to the participants at level L
′
i based on Shamir’s

(ti, ni) scheme and set si−1 as the share of the virtual player vi at level

L
′′
i .

– Set i = i− 1.

4. Share the secret s1 to participants at level L1 using Shamir’s (t1, n1) scheme.

• II. Reconstruction phase:

– Use Lagrange polynomial interpolation at level L1 to recover the partial

secret s1 which is the share of the virtual player v1 in next level L2.

– For i = 2→ m do

- Use Lagrange polynomial interpolation to recover the secret from L
′
i,

and add it with the share of the virtual player to recover the partial

secret of level Li which then is the share of the virtual player in the

next level, i.e., the share of L
′′
i+1.

- If i < m, set i = i+ 1. Else, return the partial secret of level Lm which

is the master secret.

2.9.4 Compartmented access structure (CAS)

In compartmented access structure, the group of participants are divided into multiple

compartments. Each compartment is assigned a threshold and a global threshold. In

compartmented access structure a secret can be reconstructed only when the number

of participants is greater than or equal to the threshold from the each compartments

and the global threshold is greater than or equal to the total number of participants.

In a compartmented access structure, set of n number of participants P = p1, p2, . . . , pn

are divided into m disjoint compartments C = C1, C2, . . . , Cm. t0 = t1, t2, . . . , tm be the
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thresholds of the corresponding compartment, such that 1 ≤ ti ≤ |Ci|,∀i = {1, 2, . . .m}
and t0 is global threshold.

The access structure consists subsets of participants that contain minimum of ti par-

ticipants from compartments Ci, where i ∈ {1, 2, . . . ,m} and a total of t0 participants.

Formal definition of compartmented access structure is follows:

Γ = {A ⊆ P : |A ∩ Ci| ≥ ti for all i ∈ 1, 2, . . . ,m and |A| ≥ t0}

where P = ∪mi=1Ci, Ci ∩ Cj = ∅ for all 1 ≤ i < j ≤ m and t0 ≥
∑m

i=1 ti

2.10 Adversary Model

In the reconstruction phase, it is very important to take care about the authentication

of shares, which are exchanged between the shareholders. It is also very important

while each shareholders receives his/her share from dealer. Both dealers as well as

shareholders can be deceived. Mainly, two types of Adversary model are considered in

secret sharing schemes.

2.10.1 Insider Adversary

These are real shareholders who owns a share generated by the dealer. Insider adver-

saries may work alone or conspire with some other. Any of the participants can be

insider adversary including dealer. Insider adversary can learn the secret before the

reconstruction or influences the group to recover an invalid secret using fake share.

2.10.2 Outsider Adversary

The outsider attacker is one who does not own any share from the dealer, but he/she

may try to learn the secret. She is not authentic to access the secret. These type of

adversaries are active when shares are exchanged in an insecure fashion.

2.10.3 Cheating Detection and Identification

A secret sharing scheme divides single secret into multiple shares that are shared be-

tween the participants. The secret can be retrieved only by the set of participants
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from the authorised access structure. Secret sharing scheme can be used in any sit-

uation where the access to a valuable resource has to be restricted. The majority of

the secret sharing schemes are handled by a dealer, but a few secret sharing schemes

are operated by a combiner (without dealer’s help). Combiner will involve into secret

sharing scheme when participants integrate their shares to retrieve the secret. If any

participant is cheating, then the reconstruction phase may be equipped with one of the

following:

• Cheating detection - fake user can be distinguished yet can’t recognize the fake

user.

• Cheating identification - fake user can be identified.

To manage these cheaters, two principle models have been exhibited in the literature

are mentioned below:

• The first model is CDV (Carpentieri, De Santis and Vaccaro) model [15].

In this model, cheaters know the main secret and they utilize changed share at

the time of recovery to make invalid secret to different users.

• The second model is OKS (Ogata, Kurosawa and Stinson) model [49]. In

this model, cheaters do not know the main secret beforehand.
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Chapter 3

Literature survey

3.1 Secret sharing scheme

Secret sharing schemes have got extensive researchers attention in the last few decades.

The first independent development of secret sharing was in 1979 by Adi Shamir [62] and

George Blakley [11]. Shamir’s scheme uses Lagrange polynomial interpolation, whereas

that of Blakley’s one uses concepts from Linear projective geometry, i.e. hyperplanes.

Later on, many researchers contributed to the domain of secret sharing by proposing

various secret sharing schemes. In 1981, McEliece [52] proposed a (t, n) threshold

secret sharing on the basis of “Reed Solomon codes” and Massey [51] proposed a secret

sharing scheme using a “linear code-based” method for the construction. In 1982, First

Mignotte [54] then Asmuth-Bloom et al. [3] in 1983, proposed secret sharing schemes

using their corresponding sequences and the “Chinese remainder theorem”. Secret

sharing scheme that uses Mignotte’s sequence is discussed in [46] based on the Chinese

remainder theorem. Secret sharing schemes based on boolean operations [14], Matroids

[19], linear block codes [46, 48, 57], MDS codes [12], computational schemes [8, 80],

geometric structures [10], room squares [24], algebraic equations [34], permutations

[60], combinatorics and graph theory [40] are discussed. Benaloh [9] proposed a circuit-

based approach secret sharing scheme. In 2003, Pieprzyk et al. [59] constructed ideal

threshold schemes with MDS codes. As we have seen in the literature, many secret

sharing schemes have been proposed, but all these schemes have common drawbacks.

All of these schemes in the literature allowed only one secret to be shared, and each

time a new share has to be generated after the use of the secret.
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3.1.1 Multi-secret sharing schemes: Survey

In order to share many secrets, the concept of “multi-secret sharing scheme” and the re-

lated terminology comes in secret sharing literature. The “multi secret sharing scheme”

is an extension to the Shamir scheme [62]. The literature proposes several “multi secret

sharing schemes”. In 1994, multi secret sharing was first proposed by Dawson et al.

[24] in which multiple secrets are able to share with each participant at the same time

using a one share.

A multi secret sharing scheme was introduced by He and Dawson [39] which uses

one-way function to share multiple secrets. In our proposed scheme, we have also used

concepts of one-way function. Karnin et el. [46] introduced a “multi-secret sharing

scheme” where several secrets are able to recover simultaneously by a sufficient number

of participants. Franklin et al. [33] employed a method by which a single secret sharing

scheme was modified to a scheme in which several secrets were contained within a sin-

gle polynomial. A study of the multi-secret scheme based on matroids was conducted

by Jackson et al. in [45]. Chien et al. [22] used systematic block codes and matri-

ces in 2000 to propose a practical threshold multi-secret sharing scheme. In 2004, the

new (t, n) threshold “multi-secret sharing scheme” introduced by Yang, Chang, Hwang,

(Y.C.H) in [84]. In his scheme, instead of using separate polynomials for each secret,

a single polynomial is used for sharing multiple secrets known as the Y.C.H. scheme.

The YCH scheme needs less public values, low computation and low storage compared

to the Chien et al. scheme [22]. In [63], Shao and Cao proposed a efficient verifiable

“multi secret sharing scheme” based on the Yang-Hwang-Chang scheme. A practically

verifiable multistage secret sharing scheme based on Y.C.H that uses the discrete log-

arithm has been proposed by Jianjie[87] in 2007. In 2008, Massoud and Samaneh [25]

suggested an efficient threshold verifiable “multi-secret sharing” based on the Yang-

Hwang-Chang [84] schemes. A new verifiable ”“multi-secret sharing scheme” based on

bilinear maps proposed by [28] in 2012.

3.1.2 Multi-stage secret sharing schemes: Survey

He and Dawson have made it clear how the participants share a single secret and

multiple secrets. Latter Dawson introduced in [38]the idea of multi stage secret sharing

(MSS) based on the one way function to share multiple secrets. In this scheme, the
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public shift techniques were used to get the actual shares and successive application of

the one-way function to recover the secrets stage by stage in a predefined order. In our

proposed scheme, we have used some of these concepts. Furthermore, it introduced an

alternative multi-stage secret sharing scheme by reducing the number of public values,

which realized on the Lagrange interpolating polynomial. Both the schemes suggested

by He and Dawson [38] and Harn [35] are known to be multi-use scheme. Such two

schemes later proved not to be multi-use by Chang et al. in [17] by showing that the

dealer fails to recover the secrets in the predefined sequence. In order to eliminate

the disadvantages, Chang modified the He and Dawson scheme [38] by using a one-

way function. In fact, Chang’s [17] scheme also shows that Harn’s [35] scheme is not

suitable for general multi-secret sharing applications. There are several issues with

these schemes [35, 38, 39], for example, each secret sharing process can share only

one secret, which is a one-time use scheme. Both Dawson and Harn’s scheme, have

disadvantages in constructing the schemes to be truly multi use schemes. To overcome

those disadvantages Chang [84], Hwang [16] and Yang [42] have introduced a new multi

scheme. It is based on the public shift technique and successive applications of a one-

way hash function. C. Lien [50] has proposed a new scheme to minimise public values

and strictly follow the order in which secrets are revealed. In 2015, a new scheme

called multi-stage multi-secret sharing scheme that is CRT based was introduced by

Endurthi et al. [27]. Several multi-stage multi-secret (MSMS) sharing schemes have

been proposed in literature [42, 68, 79].

Since 1979, literature has seen various schemes of secret sharing. Secret sharing

schemes can have several properties. In the literature, many “multi secret sharing

schemes” were suggested using various mathematical methods and techniques. Secret

sharing schemes can be categorized on the basis of the mathematical tools and tech-

niques used, as shown in Table I. A further categorisation of the secret sharing schemes

can be in accordance with the number of secrets they share as shown in Table II.

In addition, the presence of “multi secret sharing schemes” in the literature it

exists that realises various access structures. The number of access structure have been

described using the (t, n) threshold access structures for example, hierarchical(Multi-

level) access structures [30, 69], compartmented access structures [34, 40, 55] and level

order access structures [39].

36



3.2 Access Structure

Table 3.1: Various Mathematical techniques in secret sharing scheme

Mathematical Approach Author’s Name

Vector space based Blakley;

Polynomial based Shamir; Ghodosi; Basit; Yang; Franklin; He; ours

CRT based Mignotte; Asmuth-Bloom; Endurthi; Iftene; Hsu; Singh; Harn;

Matrix projection based Bai; Wang;

Systematic block codes based Chien;

superincresing sequence Harsha; Basit;

Finite Geometry Duari;

Modular inverse Basit;

Table 3.2: Single and Multi secret sharing schemes

Single secret sharing scheme Multi-secret sharing scheme

Shamir; Brickell; Ghodosi; Chien; Shao;
Asmuth-Bloom; Blakley; Mignotte; Singh; Franklin;

Iftene; Farras; Ghodosi; Tentu; Yang; He;
Jackson; Harsha; Zhang; Bai; Ours

3.2 Access Structure

An access structure is a family of authorized subsets of participants who are allowed to

recover the secret. Many access structures were proposed to cater to various application

scenarios. The research community contributed by designing various secret sharing

scheme which realizes different access structures including multi level (hierarchical)

access structure, compartmental access structure and level ordered access structure.

The line of work began from Simmon and Gustavus [64], which introduced two types of

access structures, a compartmented access structure and the multi-level access structure

for ideal secret sharing schemes.

3.2.1 Compartmented access structure : Survey

Simmons and Gustavus [64] introduced the compartmented secret sharing concept.

They have considered secret sharing for compartmented access structures. Using ge-

ometric techniques, Simmons and Gustavus have developed the concept of compart-

mented access structures. Herranz et al. [40] in 2006 presented the family of ideal mul-

tipartite access structure which can be viewed as the variant of a compartmented access

structure. The schemes suggested by Ghodosi et al. [34] that realize compartmented
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access structures. These schemes apply the secret sharing scheme of Shamir’s two times,

firstly to obtain the secrets and secondly to incorporate them into the required secret.

The thesis chapter 2 presents a concise definition of both the cases of global thresholds

that correspond when the sum of all local thresholds is equal and when the sum of all

local thresholds is higher. In 2007, S. Iftene [43] suggested a compartmented secret shar-

ing scheme mainly based on the “Chinese remainder theorem”. In 2009, a new access

structure called compartmented access structures with lower limits was introduced by

Tassa and Dyn [71]. Brickell [13] suggested a broader family of access structure called

a lower-bounded compartmented access structure. For these access structures, Tassa

and Dyn also designed a secret sharing scheme with polynomial bivariate interpolation.

Farras et al.. [31] characterised some new ideal compartmented access structures, such

as the upper and lower bounded compartmented access structure. In 2012, Selcuk et al.

[61] presented the idea of a shared compartmented threshold access structure. Thesis

chapter 5 shows that we have proposed new multi-secrete sharing schemes that realise

compartmented access structures.

3.2.2 Hierarchical access structure : Survey

Hierarchical threshold access structures have been studied extensively in the literature.

The concept of multilevel/hierarchical secret sharing proposed to assigning more shares

to players was introduced by a few authors such as Kothari [48], Brickell [13], Simmons

[64, 65], Charnes [19] and Ghodosi [34]. Earlier, the secret sharing scheme in a hierarchi-

cal structure was proposed under different premises. In 1984, Kothari [48] presented a

generalization of existing secret sharing schemes. The scheme proposed by Kothari is a

generalized scheme that associates (t, n) hierarchical level threshold schemes. Simmons

[64] proposed, in 1988 first “Hierarchical secret sharing scheme known as disjunctive hi-

erarchical secret sharing scheme”. He observed that all shareholders play different roles

according to their level of authority. The hierarchical scheme proposed by Simmons in

[64, 65] was not ideal. It was an open problem to find an optimal, ideal, and linear

solution to the disjunctive case of Simmons. In 1989, Brickell [13] proposed an ideal

Hierarchical threshold secret scheme (HTSS). In this scheme, the dealer chooses a sepa-

rate polynomial for every level and sends it to the corresponding participants. Brickell

scheme is inefficient since it takes exponential time to ensure the non-singularity of

the matrices. Hierarchical secret sharing for threshold access structure based on the
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Asmuth Bloom sequence in [3, 77] proposed by using Chinese remainder theorem. Gho-

dosi et al. in [34] proposed a Hierarchical threshold scheme, which only applies to a

small number of participants. In 2006, Tamir and Nira [70] proposed a new polyno-

mial time conjunctive secret sharing scheme, that was based on Birkhoff ’s bivariate

interpolation. It requires a large finite field with certain constraints on participant

identity assignment. A variation of this is proposed by Tassa [69], known as conjunc-

tive multilevel secret sharing scheme. Later, Tassa and Dyn [71] have proposed ideal

secret sharing scheme for hierarchical access structure, which is ideal and perfect in a

probabilistic manner. In 2009, Lien et al. [50] proposed an ideal hierarchical thresh-

old SS scheme with a modification to Shamir’s secret sharing scheme. In 2014, Harn

and Fuyou [36], proposed the hierarchical threshold secret sharing scheme by using the

Chinese remainder theorem considering only a single secret.

In 2015, another secret sharing scheme, which is a variation of multi level was pro-

posed by Naidu et al. in [74] . The dealer shares the master secret along with a random

secret among the participants at the last level. At each level, except at the last level the

participants use polynomial distribution to share random secrets. Mehrdad Nojoumian

et al. [56] suggested a new hierarchical sequential secret sharing scheme, which differs

from the existing disjunctive and conjunctive secret sharing schemes. In his scheme,

only one secret is distributed among the participants at different levels of authority.

T.Appala Naidu et al. proposed the conjuctive and disjunctive secret sharing schemes

based on error correcting codes in [76] and this scheme is computationally perfect. In

2016, Singh et al. [67] proposed a sequential secret sharing scheme for hierarchical

access structure with multi-secrets. In sequential secret sharing scheme, along with

the master secret, multiple secrets generated from the master secret with thresholds

assigned in increasing order are distributed among the participants at different levels

of authority.

3.2.3 Level ordered access structure : Survey

Many access structures have been suggested to cater to different application scenarios.

In 2016, Dileep et al. in [58] proposes a new access structure called “Level ordered access

structure” that differs from existing access structures. Level ordered access structure

imposes an ordering concept that is absent from the existing access structures. In level
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ordered access structure, a set of participants is partitioned into various levels, and

every level is associated with the threshold. In 2017, Harsha et al. [37] proposed the

first secret sharing scheme for the level ordered access structure. However, this scheme

is only for one secret.

In chapter 6 of this thesis proposed a new scheme, which is influenced by Harsha et

al. scheme and can be viewed as a logical extension to the case of multi-secret. There is

no multi-secret sharing scheme to date and, to the best of our knowledge, which is based

on the level order access structure that uses super increasing sequence. The proposed

scheme in this work uses a superincreasing sequence and ensures ordering during the

reconstruction corresponding level shares. In other words, the secret bits information

can only be obtained at the lower level after all the higher levels have got their secret

bit(s). The preliminary chapter in the thesis discusses the detailed description of the

super-creasing sequence.

3.3 Motivation and Contribution

3.3.1 Problem Identification and Motivation

In digital data storage and transmission, security is a major challenge. Secret sharing

protocols provide solutions to a variety of security concerns. These include secure key

management, secure distributed storage and transmissions, distributed access control

and secure multi-party computation. The majority of existing secret schemes share

only one secret for the different access structure among participants. Once this secret

is reconstructed, fresh shares corresponding to a new secret are to be redistributed

through a secured channel. It can be considered as an expensive and comprehensive

process. Although some of the schemes cater to multiple secrets, no one relies on

existing access structures in the literature. The purpose of this study is to design a “new

multi secret sharing schemes” for different access structures. This thesis addresses the

problem of sharing multiple secrets within a different access structure and also explores

their usage in common application areas.
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3.3.2 Contributions

This thesis contributes mainly to the design and use of a “Multi secret sharing protocol”

in typical areas of application.

3.3.2.1 Contribution 1: Multi Stage Multi Secret Sharing Scheme for Hi-

erarchical Access Structure

In the first contribution, we have addressed the issues of sharing multiple secrets in a

hierarchical threshold access structure using the public shift technique. The resulting

scheme is a new “multi secret sharing scheme” and is based on polynomial interpola-

tion. The proposed scheme will share many secrets in sequential order among all the

participants. In this multi-secret sharing scheme, each participant requires only one

share to be kept and can be used as many secrets as desired. The proposed scheme

has multi-stage features. It means that recovery of the secrets are stage by stage in

a predefined order. The recovery of a secret at an earlier stage does not reveal or

weaken the information of remaining secrets which has not been recovered. The shares

are reusable in the proposed scheme and secret can be recovered step by step. So,

it is both a multi-use and multi-stage secret sharing scheme. The proposed scheme

is computationally perfect, which ensures that authorised set can recover the secrets

in polynomial time, while it is computationally difficult for an unauthorized set. We

have proposed scheme, that satisfies various features and its security is based on the

Shamir scheme and the one-way function. The proposed scheme is discussed in detail

in Chapter 4.

3.3.2.2 Contribution 2: Multi-secret Sharing Scheme Using Modular In-

verse for Compartmented Access Structure

Second contribution to this thesis, we have developed a secret sharing protocol that

realises a variation of the “multipartite access structure”. We came up with a new

scheme that overcomes the limitations that exist in most of the existing schemes in

the literature. For the compartmented access structure, we have designed a secret

sharing scheme, which uses the concept of the modular inverse. The schemes proposed

are able to deal with many secrets. Advantage of this scheme is that the recovered

secret can be checked as to whether the retrieved secret is right or not, and also no
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compartment participant knows other compartment secrets. In order to retrieve the

desired secrets, the proposed multi-secret sharing scheme uses Shamir’s scheme first

to recover compartment secret, then combines it obtained desired the secrets. The

scheme is ideal and computationally perfect. Till date, there is no multi secret sharing

scheme in the literature, which realizes the “compartmented access structure by using

modular inverse techniques ” The proposed scheme can be employed in the situation

based application, which is addressed in the details in Chapter 5 of this study.

3.3.2.3 Contribution 3: New multi-secret sharing scheme based on super-

increasing sequence for level-ordered access structure

There is no multi-secret sharing in all the existing access structures using ordering con-

cept. We have proposed another secret sharing scheme for level ordered access structure.

Level ordered access Structure is different from hierarchical and compartmented access

structure. The previous two contributions used both the access structures. The level-

order access structure, which imposes ordering for both share distribution and secret

reconstruction. The scheme is based on subset sum problem and it uses superincreasing

sequence. An important fallout in this access structure is that the actual secret can

be recovered only after the reconstruction of all the compartment (level) secrets. All

the compartment secrets may be constructed simultaneously. However, constructing

the actual secret requires adherence to the hierarchy. For each compartment (level),

the Shamir scheme is used for distributing and recovering the compartment secret.

In the proposed scheme, there is no ordering among the retrieval of actual secrets,

which indicates that the ith secret can be retrieved without the retrieval of (i − 1)th

or (i + 1)th secret, so there is also no relationship between the number of levels and

the number of secrets. This ensures that the number of secrets and the number of lev-

els are independent. The proposed scheme holds the property of secret changeability

without any changes to the secret shares of the compartment. This implies that the

dealer can modify the secret many times without modifying compartment secrets. This

feature adds the re-usability to our proposed scheme, hence eliminates the overhead

of share distribution to the participants. The proposed scheme can be incorporated

in situation-based application and the security of the schemes relies on some compu-

tational assumptions. Which are discussed in detail in Chapter 6 of this thesis.on

participant identity assignment.
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3.4 Summary

In this chapter, we have discussed basic definitions, preliminaries that uses mathemat-

ical techniques to understand the various types of secret sharing schemes, functionality

and their efficiency. Later, we presented an extensive literature survey on secret sharing

schemes, access structures and related work. After that motivation and contribution

of work are discussed at the end.
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Chapter 4

Multi-stage Multi-secret Sharing

Scheme for Hierarchical Access

Structure

In the previous chapter, we have discussed various multi secret sharing schemes and

their approaches. In this chapter, we elaborate multi secret sharing schemes and pro-

pose “Multi-stage multi-secret sharing scheme for hierarchical access structure” by fol-

lowing a polynomial approach.

4.1 Introduction

Secret sharing schemes, that share multiple secrets are known as “multi secret sharing

schemes”. In the multi secret sharing scheme, participants keep a single share that cor-

responds to many secrets shared using the scheme. The dealer uses a public information

board to publish the necessary public values for the reconstruction of the secrets. The

participants use pseudo shares for the reconstruction of multiple secrets. These pseudo

shares are calculated using the original share and public information. Reconstruction

of a secret does not reveal any information about the remaining secrets that have not

been reconstructed. In multistage secret sharing scheme secrets are revealed/retrived

stage by stage with each secret is revealed/retrived in one stage. In a single stage secret

sharing scheme, all the secrets are revealed in the single stage. Hierarchical threshold

secret sharing (HTSS) schemes can be thought as a generalization of classical threshold
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secret sharing schemes, and they have been extensively studied in the literature. In an

HTSS, participants are classified into different security levels, and the threshold value

of a higher level is smaller than that of a lower level. Participants in each level can

recover the secrets if the number of shares is equal to or more than the corresponding

threshold value. Share of a higher level participant can be used to reconstruct the

secret at lower level.

In this chapter, we have described our proposed hierarchical threshold multi-secret

sharing scheme based on polynomial interpolation. Proposed scheme is a variation to

HTSS schemes based on the CRT suggested by Singh et al. [67] and Harn et al. [36].

Novelty of the proposed scheme is that each participant requires to keep only one secret

share and multiple secrets can be shared separately without refreshing the secret share.

Also, secrets are recovered stage by stage. Our scheme which is unconditionally secure,

is based on Lagrange interpolation polynomial and one-way function.

4.2 Motivation and Contribution

Problem Identification and Motivation

All the existing schemes except the one [67] proposed by Singh et al., share only one

secret among the participants, who are in different levels and realizes a hierarchical

access structure. When this secret is reconstructed, fresh shares corresponding to a

new secret are to be redistributed over a secure channel. This can be seen to be an

involved and costly process. Though the scheme in [67] caters to multi secrets, the

range of the secrets chosen in this scheme are very limited.

Contribution

This chapter address the problem of sharing multiple secrets in a hierarchical threshold

access structure, by using public shift technique and one-way function. The resulting

scheme is a new hierarchical threshold secret sharing scheme with multi-stage, multi-

secrets and it is based on polynomial interpolation. In our proposed scheme, many

secrets are shared among the participants in sequential order. The scheme is uncondi-

tionally secure and it is efficient. Proposed scheme can be applied to scenarios wherein

an organization consists of different authority levels of the employees for performing
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different business functionalities. It may be the case that each functionality requires

a set of secrets to be known. In some cases, if the sufficient number of employees are

not available for reconstructing a secret then this level employees can take the help of

higher level employees for recovering the secret and hence perform the required business

functionality.

The proposed scheme satisfies the features listed below, and its security is based

on that of the Shamir secret sharing scheme and the one-way function employed. We

assume that the participants are partitioned into m disjoint levels with threshold ti,

1 ≤ i ≤ m and k multiple secrets (Sj , 1 ≤ j ≤ k) to be distributed among n participants.

• Threshold feature: Any ti out of ni participants can collaborate to recover

the secrets Sj at ith level, but it is impossible to recover the secrets Sj with the

knowledge of less than ti secret shares where 1 ≤ i ≤ m and 1 ≤ j ≤ k .

• Multilevel feature: Any ti, where ti is the threshold corresponding to the ith

level participants can recover the secrets on ith level. At any point when the

number of participants from ith level is less than ti, say qi, then ti− qi remaining

participants shares can be taken from higher levels, where i = 1, 2 . . . ,m.

• Determine the values of secrets: The dealer can randomly choose the values

of the secrets Sj , 1 ≤ j ≤ k.

• Multi-stage feature: The secrets will be reconstructed in specified order as

Sk, Sk−1, . . . , S1. Reconstruction of the secrets is such that the secrets constructed

at prior stages will not reveal or decrease the secrecy of the remaining secrets.

• Multiuse feature: If some particular secrets are reconstructed, it is not nec-

essary that fresh share is distributed again through a secure channel to each

shareholder.

• Efficient: Each shareholder is required to keep only one secret share.

4.3 Proposed Scheme

4.3.1 Overview of the proposed scheme

The proposed scheme is a threshold “multi secret sharing scheme” where any number

of secrets can be shared and threshold number or more number of participants can
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reconstruct the multi secrets. The multi secrets can be reconstructed in stage by stage

i.e. multi stage secret sharing scheme. The proposed scheme consist of the following

three phases :

• Initialization.

• Share Distribution.

• Secret Reconstruction.

Consider the set of n number of participants P = {p1, p2, . . . , pn} be partitioned

into m disjoint levels, L = {L1, L2, . . . , Lm}. Corresponding to each level Li there is

a threshold ti, i = 1, 2, . . . ,m, where L1 indicates the highest level and Lm indicates

the lowest level. Dealer chooses pseudo share yui , 1 ≤ u ≤ ni and 1 ≤ i ≤ m, where ni

denotes the number of participants at the ith level Li. Dealer also chooses the k secrets

S1, S2, . . . , Sk and modifies these secrets to become S
′
j = Sj + Sj+1, 1 ≤ j ≤ k − 1

and S
′
k = Sk. Shares are then generated corresponding to S

′
j , j = 1, 2, . . . , k, using

polynomial function. Public shares are generated by adding these shares to one-way

function of the chosen pseudo shares. These public shares are then published and the

pseudo shares are distributed through a secure channel to each participants.

While reconstructing the secrets, the participants first compute their true shares by

subtracting the image of one-way function of their pseudo shares from the corresponding

public value. Then Lagrange interpolation is used to reconstruct the modified secret

S′j . Actual secret Sj−1 is then recovered by subtracting the previously reconstructed

secret Sj , j = 1, 2, . . . , k. The secrets can be recovered stage by stage at any level

Li, 1 ≤ i ≤ m only if the number of shares available is greater than or equal to the

threshold value ti. If the number of shares available at any level Li is less than the

threshold value ti then participants from the higher level can contribute the remaining

shares to recover the secrets.

4.3.2 Algorithm

Following are the proposed scheme algorithm.
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Algorithm 3: Initialization

1: Let {L1, L2, . . . , Lm} be the m levels.

2: Every level Li is associated with (ti, ni) threshold access structure, where ti is
value of threshold and ni is the total number of participants at level Li,
1 ≤ i ≤ m.

3: Select large prime q.

4: Choose k secrets i.e S1, S2, S3, · · · , Sk s.t. Sj ∈ Zq, 1 ≤ j ≤ k.

5: Let f be a one-way function and f j(y) indicates the j successive applications of f
to y, i.e. f0(y) = y and f j(y) = f(f j−1(y)), for j ≥ 1.

6: Choose randomly the pseudo shares yiu with respect to the participant u at level i,
where 1 ≤ i ≤ m and 1 ≤ u ≤ ni.

7: IDi
u: denote the identifier with respect to the participant u at level i, where

1 ≤ i ≤ m and 1 ≤ u ≤ ni.

Algorithm 4: Share Distribution:

1: Compute S′j = Sj + Sj+1, for j = 1→ k − 1

2: S′k = Sk

3: for i = 1→ m do

4: for j = 1→ k do

• Select randomly ti − 1 positive integers from Zq, a
i
1,j , a

i
2,j , · · · , aiti−1,j , and let

ai0,j = S
′

j

• Construct the Polynomial of order ti − 1,

F (x) = aiti−1,j × x(ti−1) + · · ·+ ai1,j × x+ ai0,j

• for v = i→ 1 do {
for u = 1→ nv do

– Compute dvu,j = F (IDv
u) mod q

– Compute zvu,j = dvu,j + f j(yvu) mod q }

5: Distribute pseudo shares yiu to corresponding participants via secure channel and
publish all the ziu,j values, where 1 ≤ i ≤ m, 1 ≤ u ≤ ni and 1 ≤ j ≤ k
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Algorithm 5: Share Reconstruction:

1: Participant at any level Li willing to take part in the reconstruction calculates his
actual share by computing diu,j = ziu,j − f j(yiu) mod p

2: Case 1: At level Li

• Authorized subset of any ti or more than ti participants at level Li can
recover the Sj

′, 1 ≤ j ≤ k using polynomial interpolation formula.

3: Case 2: At lower level Li with the help for higher level Lx participants, where
x < i

• Authorized subset of any ti or more than ti participants from level Li and
Lx, can also recover the Sj

′, 1 ≤ j ≤ k using polynomial interpolation
formula.

4: Calculate secrets sequentially Sk, Sk−1, . . . , S1 as
Sk = S′k and Sj = S′j − Sj+1, for j = k − 1→ 1

4.3.3 Example

SAGE and Python are used for implementing the scheme. We present a sample example

to show our proposed “multi-stage multi-secret sharing scheme” for hierarchical access

structure with artificially small parameters. We considered field with smaller prime for

easy understanding.

1. Initialization:

• Consider there are 10 participants p1, p2, . . . , p10 , partitioned into two dis-

joint levels L1 and L2 and suppose the corresponding parameters (t1, n1)

and (t2, n2) are (2, 4) and (3, 6) respectively.

• Dealer chooses three secrets

i.e. S1 = 5, S2 = 7 and S3 = 11.

• Let prime q = 19.

• Let the chosen one way function be

f(y) = 2y mod q.

• Let the chosen pseudo shares at the 1st level be

y11 = 1, y12 = 2, y13 = 3, y14 = 4 and
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at the 2nd level be

y21 = 5, y22 = 6, y23 = 7, y24 = 8, y25 = 9, y26 = 10

• ID’s of the 1st level participants be

ID1
1 = 1, ID1

2 = 2, ID1
3 = 3, ID1

4 = 4 and

at the 2nd level be

ID2
1 = 5, ID2

2 = 6, ID2
3 = 7, ID2

4 = 8, ID2
5 = 9, ID2

6 = 10

2. Distribution

• Compute S′j = Sj + Sj+1, for j = 1, 2 i.e.,

S′1 = 5 + 7 = 12, S′2 = 7 + 11 = 18, S′3 = 11

• At level L1, t1 = 2

– for S
′
1 = 12,

F (x) = 3× x+ S
′
1 = 3× x+ 12

Compute Actual Shares :

d111 = 15, d121 = 18, d131 = 2, d141 = 5

Compute Public shares :

z111 = 17, z121 = 3, z131 = 10, z141 = 2

– for S
′
2 = 18,

F (x) = 4× x+ S
′
2 = 4× x+ 18

Compute Actual Shares :

d112 = 3, d122 = 7, d132 = 11, d142 = 15

Compute Public shares :

z112 = 7, z122 = 4, z132 = 1, z142 = 1

– for S
′
3 = 11,

F (x) = 5× x+ S
′
3 = 5× x+ 11

Compute Actual Shares :

d113 = 16, d123 = 2, d133 = 7, d143 = 12

Compute Public shares :

z113 = 13, z123 = 7, z133 = 6, z143 = 6

• At level L2, t2 = 4

– for S
′
1 = 12,

F (x) = 4× x2 + 3× x+ S1
′ = 4× x2 + 3× x+ 12
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Compute Actual Shares :

d211 = 13, d221 = 3, d231 = 1,

d241 = 7, d251 = 2, d261 = 5

Compute Actual Shares for higher level L1 :

d111 = 0, d121 = 15, d131 = 0, d141 = 12

Compute Public shares :

z211 = 7, z221 = 10, z231 = 15,

z241 = 16, z251 = 1, z261 = 3

Compute Public shares for higher level L1 :

z111 = 2, z121 = 0, z131 = 8, z141 = 9

– for S
′
2 = 18,

F (x) = 5× x2 + 4× x+ S2
′ = 5x2 + 4x+ 18

Compute Actual Shares :

d212 = 11, d222 = 13, d232 = 6,

d242 = 9, d252 = 3, d262 = 7

Compute Actual Shares for higher level L1 :

d112 = 8, d122 = 8, d132 = 18, d142 = 0

Compute Public shares :

z212 = 14, z222 = 8, z232 = 12,

z242 = 8, z252 = 4, z262 = 17

Compute Public shares for higher level L1 :

z112 = 12, z122 = 5, z132 = 8, z142 = 5

– for S
′
3 = 11,

F (x) = 6× x2 + 5× x+ S3
′ = 6x2 + 5x+ 11

Compute Actual Shares :

d213) = 15, d223 = 10, d233 = 17,

d243 = 17, d253 = 10, d263 = 15

Compute Actual Shares for higher level L1 :

d113 = 3, d123 = 7, d133 = 4, d143 = 13

Compute Public shares :

z213 = 4, z223 = 16, z233 = 5,

z243 = 18, z253 = 12, z263 = 13
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Compute Public shares for higher level L1 :

z113 = 0, z123 = 12, z133 = 3, z143 = 7

3. Reconstruction:

Suppose at level L2 with the higher level L1 wants to reconstruct the secret. Since

at level L2 threshold value is 3. Let us assume, two participants from L2 are p22,

p24 and one participant from L1 is p11 are reconstructing the secrets.

• for S
′
3 calculate actual shares :

– d223 = z223 − f3(y22) = 10,

d243 = z243 − f3(y24) = 17,

d113 = z113 − f3(y11) = 3 and

ID’s of corresponding participant are 6, 8, 1

– Apply Lagrange polynomial interpolation on (6, 10), (8, 17) and (1, 3)

and get

F (x) = 3
10 × x2 − 7

10 × x+ 17
5 mod 19

= 6× x2 + 5× x+ 11

– ∴ S
′
3 = 11

• For S
′
2 calculate actual shares :

– d222 = z222 − f2(y22) = 13,

d242 = z242 − f2(y24) = 9,

d112 = z112 − f2(y11) = 8 and

ID’s of corresponding participant are 6, 8, 1

– Apply Lagrange polynomial interpolation on (6, 13), (8, 9) and (1, 8) and

get

F (x) = −3
7 × x2 + 4× x+ 31

7 mod 19

= 5× x2 + 4× x+ 18

– ∴ S
′
2 = 18

• For S
′
1 calculate actual shares :

– d221 = z221 − f1(y22) = 3,

d241 = z241 − f1(y24) = 7,

d111 = d111 − f1(y11) = 0 and

ID’s of corresponding participant are 6, 8, 1
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– Apply Lagrange polynomial interpolation on (6, 3), (8, 7) and (1, 0) and

get

F (x) = 1
5 × x2 − 4

5 × x+ 3
5 mod 19

= 4× x2 + 3× x+ 12

– ∴ S
′
1 = 12

• Now calculate secrets S3, S2, S1 sequentially as

– S3 = S′3 = 11

– Su = S′u − Su+1

S2 = S′2 − S3 = 18− 11 = 7

S1 = S′1 − S2 = 12− 7 = 5

4.4 Comparison with existing schemes

In the existing hierarchical access structures, only one secret is distributed among the

set of participants which are divided into various levels of authority. Moreover, there is

no concept of stage by stage construction of the secrets during the reconstruction. In

our scheme, multiple secrets are shared among the group of the participants which are

partitioned into various levels of authority. Access structure is such that secret can be

recovered in any level with threshold number of participants from that level. If there

are less than threshold number of participants available, they can take the higher level

participants shares for recovering the secrets. Table 4.1 compares the proposed scheme

with the corresponding existing schemes against some of the popular features.

Table 4.1: Comparison with existing schemes

Property Ghodosi[34] Harn[36] Nidhi[67] Endurthi[27] Lien[50] Proposed scheme

Based on LPI CRT CRT CRT LPI LPI

Reusable No No NO Yes No Yes

No. of Private Shares n n kn n n n

Multi-secret Single Single Multi Multi No Multi

Multi-stage No No Yes Yes No Yes

Hierarchical Yes Yes Yes No Yes Yes

Ideal and Perfect Yes Yes Yes No Yes Yes
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4.5 Security Analysis:

Security of our proposed scheme depends on the security of one-way function f and

Shamir’s secret sharing scheme [62]. In this section, we have discussed some possible

attacks on our proposed scheme.

Attack 1: Let ti − 1 or fewer players at level Li try to recover the secret.

Analysis: Recovery in the proposed scheme is based on Lagrange interpolation

polynomial. So, solving for ti values, need ti equations. Therefore, only ti or more

players can get the secret, less than ti can not get any piece of knowledge about the

secret.

Attack 2: Let player pil at same level Li try to recover other’s actual share diu,j ,

where 1 ≤ i ≤ m, 1 ≤ j ≤ k, 1 ≤ u, l ≤ ni, l 6= u.

Analysis: When the secret is being recovered, each player knows other’s pseudo

shares f(yiu). But, no one can get the real share yiu from f(yiu) because f is a one-way

function.

Attack 3: Players pil tries to reveal other players pseudo shares fk(yiu).

Analysis: The secrets are recovered as sequence Sk, Sk−1, · · · , S1. To recover the

secret Sk, ti players should combined their pseudo shares fk(yiu). But, no one can get

the other players pseudo shares fk(yiu) (i < k). It is protected under hardness of the

one-way function.

Attack 4: ti players try to change the sequence of the secrets to be recovered.

Analysis: To get the Si secret, they should recover the secret Si+1 first. So, the

change in the order of recovering cannot work in our scheme.

4.6 Conclusions

A hierarchical multi stage multi secret sharing scheme using polynomials and one way

function is proposed. The security of proposed scheme is same as that of the Shamir’s

scheme and hardness of one-way function which is unconditionally secure. In this

proposed scheme participants are partitioned into different security levels based on

Hierarchical access structure, and each level has different threshold. In our scheme,
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each participant will have a single share of multi secret which reduces participant’s

overhead to keep multiple shares. The proposed scheme has a unique feature where

the shares are reusable. So shares need not be refreshed for future sharing of shares.

The secrets can be recovered stage by stage when authorized participants combine their

shares and lower level participants can use higher level participants share to recover

the secrets. Proposed scheme can be thought as a variation of hierarchical threshold

secret sharing. The scheme may be improved by using only one polynomial for the

construction of many secrets. Verification phase can be added to the proposed scheme

to verify participant’s share.
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Chapter 5

Multi Secret Sharing Scheme

using modular inverse for

Compartmented Access

Structure

In the previous chapters, we have proposed the scheme for sharing multiple secrets

which realizes hierarchical access structure. In this chapter, we have proposed a scheme

for another variation of access structure, which realizes compartmented access structure

for sharing multiple secrets. In this access structure, the group of participants are

divided into different compartments. A secret can be obtained only when threshold

number of participants from each of the compartments reconstruct their compartment

secret, and participate to recover the actual secret. The proposed scheme uses Shamir’s

scheme first to retrieve partial secrets and combines them to calculate the global secret.

The scheme can also verify whether the retrieved secret is valid or not. Security analysis

of the scheme is carried out and showed that the scheme resists both the insider as well

as outsider attacks. Our proposed scheme is simple and easy to understand as we have

used only the modular inverse concept.
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5.1 Introduction

In a multi secret sharing scheme, participants keep only a single share that corre-

sponds to many secrets shared using the scheme. The dealer uses a public information

board to publish the necessary public values for the recovery of the secrets. The par-

ticipants use pseudo shares for the reconstruction of multiple secrets. These pseudo

shares are calculated using the original share and public information. Reconstruction

of a secret does not reveal any information about the remaining secrets that have not

been reconstructed. In literature, several access structures have been introduced. In

compartmented access structure the group of participants are divided into multiple

compartments. Each compartment is assigned a threshold and the global threshold. In

compartmented access structure a secret can be reconstructed only when the number

of participants is greater than or equal to the threshold from the each compartment

and the global threshold is greater than or equal to the total number of participants.

In a compartmented access structure, set of n number of participants P = p1, p2, . . . , pn

are divided into m disjoint compartments C = C1, C2, . . . , Cm. Let t0 = t1, t2, . . . , tm

be the thresholds of the corresponding compartment, such that 1 ≤ ti ≤ |Ci| for all

1 ≤ i ≤ m and t0 is the global threshold.

The access structure consists of subsets of participants containing minimum of ti

participants from compartments Ci, where i = 1, 2, . . . ,m and a total of t0 participants.

Formal definition of compartmented access structure is follows:

Γ = {A ⊆ P : |A ∩ Ci| ≥ ti for all i ∈ 1, 2, . . . ,m and |A| ≥ t0}

where P = ∪mi=1Ci, Ci ∩ Cj = ∅ for all 1 ≤ i < j ≤ m and t0 ≥
∑m

i=1 ti

5.2 Motivation and contribution

Information security has grown much more since electronic communication started.

Now it is part of our daily life. The cryptographic secret key, which is used for securing

the information, is shared among the group of players by a dealer in the distribution

process. Initially, secret sharing schemes are proposed to solve problems that arise
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in application such as safeguarding cryptographic keys. Later, several useful applica-

tions have been identified in various cryptographic protocols. Nowadays, it is widely

used in many interesting applications including multi-party computations, threshold

cryptography, generalised oblivious transfer protocol, missile launching, and biomet-

ric authentication system. This chapter mainly contributes to the development of a

another multi secret sharing protocol and also explores its uses in typical areas of ap-

plication. We proposed a multi-secret sharing scheme for the compartmented access

structure by using modular inverse. The reconstructed secret can be verified whether

it is correct or not, and no participant in a compartment knows other compartment

secrets. The proposed secret sharing scheme uses Shamir’s scheme first to reconstruct

the compartment secret then combines them into the requested secret. The scheme is

ideal as well as perfect. Our proposed scheme can be applied in the following situation:

Suppose an organization has a confidential project. To make work easier and for on

time delivery, the management divides the project into different modules. Each module

is given to a different team, where each team consists of a set of employees. In order to

achieve the project’s confidentiality, they can use any encryption scheme but applying

an encryption scheme and having the key for each employee is a time consuming and

costly process with the risk of key losses. Therefore, distribute the key to any employee

in each team by using the proposed scheme instead of other encryption scheme.

5.3 Proposed Scheme

5.3.1 Overview of the proposed scheme

We have introduced a new “multi secret sharing scheme” for the compartment ac-

cess structure. In this scheme set of n number of participants P = p1, p2, . . . , pn is

partitioned into m distinct compartments C1, C2, . . . , Cm. The dealer choose a set of

m co-prime integers c1, c2, . . . , cm as the compartment secrets for their corresponding

compartments. The dealer calculates partial secrets `i using compartmental secrets

ci, 1 ≤ i ≤ m and adds all the partial secret to get pseudo secret s =
∑m

i=1 `i. Then

dealer computes shift values Zj by adding pseudo secret s to actual secrets Sj . i.e.,

Zj = s + Sj , 1 ≤ j ≤ k and make it public. Now dealer applies the Shamir’s secret

sharing scheme to distribute shares of the compartment secrets ci to the participants

of corresponding compartments Ci. While reconstructing the secret, the participants
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of the corresponding compartment first apply Lagrange interpolation and recover the

corresponding compartment secrets ci. They compute partial secret `i at corresponding

compartments and add all partial secrets `i to get pseudo secret s. Then to recover

actual secrets Sj , Subtract pseudo secrets from the corresponding shift values Zj , which

are public values.

5.3.2 Algorithm

Following are the proposed scheme algorithm.

Algorithm 6: Initialization:

1: Let P = {p1, p2, p3, . . . , pn} be the group of n participants divided into m different
compartments.

2: Let {C1, C2, . . . , Cm} be the m compartments.

3: Each compartment Ci is associated with (ti, ni) threshold access structure, where
ni represents total number of participants and ti represents threshold for
compartment Ci, i ∈ {1, 2, . . . ,m}.

4: Choose k secrets i.e, S1, S2, . . . , Sk

5: Choose m pairwise co-prime integers i.e, c1, c2, . . . , cm s.t. GCD(ci, cj) = 1,∀i 6= j
as the compartmented secret.

6: Choose a large prime q.
7: idiu: denotes as the identifier of the participants u at the compartment i, where

1 ≤ u ≤ ni and 1 ≤ i ≤ m,
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Algorithm 7: Share Distribution:

1: Calculate c = c1 × c2 × · · · cm
2: Compute the pseudo secret s =

∑m
i=1 `i, where `i = (−cci )−1 mod ci

3: Compute shift value Zj = s+ Sj , where 1 ≤ j ≤ k
4: for i = 1→ m do

• Choose ti − 1 positive integers randomly from Fq

s.t, ai1, a
i
2, . . . , a

i
ti−1, and let ai0 = ci

• Construct the polynomial of degree ti − 1,

F (x) = ai0 + ai1 × x+ · · ·+ aiti−1 × x(ti−1)

• Compute Shriu = F (idij) mod q, 1 ≤ u ≤ ni

5: Distribute shares Shriu to the respective participants via secure channel and make
c and Zj values public, where 1 ≤ j ≤ k, 1 ≤ u ≤ ni and 1 ≤ i ≤ m.

Algorithm 8: Share Reconstruction:

1: Authorised subset of any ti or more than ti participants using their ID’s idiu and
shares Shriu from compartment Ci can reconstruct compartmented secret ci,
1 ≤ i ≤ m and 1 ≤ u ≤ ni by computing Lagrange interpolation formula as
follows:

2: for i = 1→ m do

• Calculate compartmented secrets :

ci =
t∑

u=1

shriu

t∏

k=1,k 6=u

idik
idik − idiu

mod q

• Compute `i = (−cci )−1 mod ci

5: Calculates pseudo secret s =
∑m

i=1 `i

6: Computes Actual secrets Sj = Zj − s, 1 ≤ j ≤ k

Algorithm 9: Secret Verification:

1: x =
∑m

i=1{`i × ( c
ci

)}+ 1
c

2: if x is any integer.

3: secret may be correct.

4: else secret is wrong.
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5.3.3 Example

SAGE and Python are used for implementing the scheme. We hereby explain with

a simple example showing our proposed Multi-stage multi-secret sharing scheme for

Compartment access structure with artificially small parameters. We considered field

with smaller prime for easy understanding.

1. Initialization:

• Suppose total number of participants are n = 15. These participants are

partitioned into three disjoint compartments C1, C2, C3 such that threshold

values and number of participants of the corresponding compartment as

(t1, n1) is (2, 4), (t2, n2) is (3, 6) and (t3, n3) is (3, 5).

• Choose k = 4 secrets i.e S1 = 11, S2 = 13, S3 = 15, S4 = 17

• Choose 3 pairwise co-prime integers be c1 = 143, c2 = 35, c3 = 6. These are

the compartmented secrets.

• Let prime q = 151.

• ID’s of the 1st compartment participants be

id11 = 1, id12 = 2, id13 = 3, id14 = 4,

2nd compartment participants ID’s be

id21 = 5, id22 = 6, id23 = 7, id24 = 8, id25 = 9, id26 = 10 and

3rd compartment participants ID’s be

id31 = 11, id32 = 12, id33 = 13, id34 = 14, id35 = 15,

2. Distribution:

• Compute c = c1 × c2 × c3 = 143× 35× 6 = 30030

• Calculate pseudo secret

s =
∑m

i=1(
−c
ci

)−1 mod ci = 70

• Compute shift values Zj = Sj + s, 1 ≤ j ≤ k;

• Z1 = 11 + 70 = 81, Z2 = 13 + 70 = 83,

Z3 = 15 + 70 = 85, Z4 = 17 + 70 = 87

• At compartment C1, t1 = 2, n1 = 4, c1 = 143
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– F (x) = c1 + 3× x = 143 + 3× x
– Compute shares Shr11 = 146, Shr12 = 149,

Shr13 = 1, Shr14 = 4

• At compartment C2, t2 = 3, n2 = 6, c2 = 35

– F (x) = c2 + 3× x+ 4× x2 = 35 + 3× x+ 4× x2

– Compute shares Shr21 = 150, Shr22 = 46,

Shr23 = 101, Shr24 = 13, Shr25 = 84, Shr26 = 12

• At compartment C3, t3 = 3, n3 = 5, c3 = 6

– F (x) = c3 + 2× x+ 3× x2 = 6 + 2× x+ 3× x2

– Compute shares Shr31 = 89, Shr32 = 9,

Shr33 = 86, Shr34 = 18, Shr35 = 107

3. Reconstruction:

• Any ti or more than ti participants from an authorized set can reconstruct

the secrets. Using their ID’s idiuand shares Shriu each compartment re-

constructs compartmented secret ci by computing Lagrange interpolation

formula.

• Compartment secret reconstruction at compartment C1

– Suppose participant 2nd and 3rd want to reconstruct the secret by shar-

ing their ID’s and shares Shr12 = 149, Shr13 = 1 respectively.

– Apply Lagrange polynomial interpolation on (2, 149), (3, 1) and gets

c1 =
∑2

u=1 shr
1
u

∏2
k=1,k 6=j

id1k
idik−id1u

mod q

c1 = 149× ( 3
3−2) + 1× ( 2

2−3) mod 151

= 445 mod 151 = 143

– ∴ c1 = 143

– Compute partial secret `1 = (−cc1 )−1 mod c1

– Compute partial secret

`1 = (−30030143 )−1 mod 143 = 32

• Compartment secret reconstruction at compartment C2
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– Suppose participant 1st, 2nd and 3rd want to reconstruct the secret by

sharing their ID’s and shares Shr21 = 150, Shr22 = 46, Shr23 = 101 re-

spectively.

– Apply Lagrange polynomial interpolation on (5, 150), (6, 46), (7, 101) and

gets

c2 =
∑3

u=1 shr
2
u

∏3
k=1,k 6=u

id2k
id2k−id2u

mod q

c2 = 150 × ( 6
6−5) × ( 7

7−5) + 46 × ( 5
5−6) × ( 7

7−6) + 101 × ( 5
5−7) × ( 6

6−7)

mod 151

= 3055 mod 151 = 35

– ∴ c2 = 35

– Compute partial secret `2 = (−cc2 )−1 mod c2

– Compute partial secret

`2 = (−3003035 )−1 mod 35 = 33

• Compartment secret reconstruction at compartment C3

– Suppose participant 2nd, 3rd and 4th want to reconstruct the secret by

sharing their ID’s and shares Shr32 = 9, Shr33 = 86, Shr34 = 18 respec-

tively

– Apply Lagrange polynomial interpolation on (12, 9), (13, 86), (14, 18) and

gets

c3 =
∑3

u=1 shr
3
u

∏3
k=1,k 6=u

id3k
id3k−id3u

mod q

c3 = 9×( 13
13−12)×( 14

14−12)+86×( 12
12−13)×( 14

14−13)+18×( 12
12−14)×( 13

13−14)

mod 151

= −12225 mod 151 = 6

– ∴ c3 = 6

– Compute partial secret `3 = (−cc3 )−1 mod c3

– Compute partial secret

`3 = (−300306 )−1 mod 6 = 5

• Calculate pseudo secret s =
∑m

i=1 `i = 32 + 33 + 5 = 70

• Compute Secret S1 = Z1 − S = 81− 70 = 11, S2 = Z2 − S = 83− 70 = 13,

S3 = Z3 − S = 85− 70 = 15, S4 = Z4 − S = 87− 70 = 17
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5.4 Comparison with existing scheme

5.5 Security Analysis

This section discusses the security analysis of the proposed “multi-secret sharing scheme”

for compartmented access structure assuming that dealer is honest and the communica-

tion channels between two connecting networks are reliable, so that information cannot

leak to the non-authenticating network. Subsequently,, we have discussed the security

analysis for the outside adversaries and inside adversaries.

Following are the possible attacks:

• Unauthorised group of participants tries to recover the partial secret `i at ith

compartment , 1 ≤ i ≤ m.

• Less than m compartments participant tries to recover the jth secret, 1 ≤ j ≤ k.

• Outside adversary tries to recover the secrets Sj using the available public values

Zj , 1 ≤ j ≤ k.

Lemma1: Unauthorised group of participants tries to get the secret `i at ith com-

partment .

Proof: Partial secret `i can only be gained when ci is known and it is distributed using

Shamir’s (ti, ni) threshold scheme. Less than ti participants can not obtain ci, which

is essential to get `i. Therefore, unauthorised set of participants can not get `i at ith

compartment.

Lemma2: Less than m compartments participant tries to get the jth secret Sj .

Proof: The jth secret Sj can be recovered by subtracting pseudo secret s from avail-

able jth public values Zj . However, pseudo secret s is sum of all the m compartmented

secrets. Therefore, less than m compartment participants can not recover the jth secret

Sj .

Lemma3: Outside adversary tries to recover the secrets Sj using the available

public values Zj .
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Proof: Recovery of any secret Sj requires public value Zj and pseudo secret s. Pseudo

secret s can be computed only by authorised participants of all the compartments.

Hence, outside adversary cannot obtain the secret Sj using the public values Zj only.

Privacy

The secrets can be recovered by an authorised group of participants; while an unautho-

rised group of participants cannot recover the secrets. In the proposed scheme no one

knows other compartment secret. As every compartment uses Shamir’s secret sharing

to distribute the shares to its participants, at least t or more than t participants must

cooperate in order to get the compartment secret. Therefore no outside adversary can

cheat to get the compartment secret.

5.6 Conclusions

In this chapter, we presented a new “multi-secret sharing scheme” that realises the

compartmented access structure by using the concept of modular inverse. It can check

whether the reconstructed secret is correct or not, and no compartment participant

knows another compartment secret. The proposed “multi-secret sharing scheme for the

compartmented access structure” uses Shamir’s scheme in order to recover the partial

secrets and combines it into the actual secret. The secret can only be obtained if the

threshold number of participants in each compartment reconstructs their compartment

secret and participates during the recovery of the secret. Security analysis is carried

out on possible attacks by both the inside as well as outside adversaries. The proposed

scheme may be improved to use only one polynomial for sharing all the secrets in a

compartment.
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Chapter 6

New Multi-secret Sharing

Scheme based on Superincreasing

Sequence for Level-ordered

Access Structure

In the previous chapters, we have proposed the scheme for sharing multiple secrets

which realizes compartmented access structure. In this chapter, a new multi-secret

sharing scheme (MSSS) that uses a superincreasing sequence and realizes Level-Ordered

Access Structure (LOAS) is proposed. The novelty of the scheme is that not only a

single share for all the secrets is sufficient but also the secrets can be changed without

renewing the shares of the participants. The proposed scheme has low communication

cost and less overhead.

6.1 Introduction

There are several access structures including the (t, n)-threshold access structures, hi-

erarchical access structures, compartmented access structures and generalized access

structures in literature[31, 44, 69], which are discussed and explained in detailed in the

chapter 2. A new access structure named as a Level-ordered access structure (LOAS)

that is distinct from all the existing multipartite access structures proposed by Dileep

et. el [58] in 2016. In Level-ordered access structure(LOAS), a set of participants are
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divided into different levels; each level is associated with a threshold, and also there is

an ordering imposed on the levels while reconstructing the secret. This shows that the

players must apply their shares according to predefined order of level, to recover the

secret. Otherwise, the secret cannot be recovered“.

6.2 Motivation and contribution

In a software industry, an application can be released to production only after it has

gone through unit testing, integration testing, then system testing and final approval

testing. It is to be noted here that without the completion of unit testing, integration

testing cannot be started and similarly without the completion of integration testing,

system testing cannot be started and so on. To realize a similar kind of activity we need

a hierarchical access structure that has an inbuilt ordering amid the levels. Existing

access structures fail to realize this scenario as they are short of enforcing the required

ordering. The purpose of this work is to propose a scheme that caters to this kind of

scenarios and come up with schemes that realize this access structure for the multiple

secrets”.

In this chapter, we have proposed a new multi secret sharing scheme for LOAS. The

important fallout of this access structure is that the actual secret can be recovered only

after the reconstruction of all the compartment(level) secrets. Compartment secrets

can be constructed at the same time. However, constructing the actual secret requires

adherence to the hierarchy. The Shamir’s secret sharing scheme is used at each level

to distribute and recover the compartment secret. In the proposed scheme, there is no

ordering among the recovery of actual secrets, which shows that the ith secret can be

recovered without recovery of (i− 1)th or (i+ 1)th secret and also there is no relation

between the number of levels and the number of secrets. That means the number of

secrets and the number of levels are independent.

The proposed scheme has the property of secret changeability without any changes

to the compartment secret shares. It can be done as the actual secret is not the only

function of compartment shares. This implies that the dealer can modify the secret

many times without modifying compartment secrets. This re-usability feature add up

to our proposed scheme, hence it avoids the overhead during the communication phase

of share distribution to the participants. Whenever the secret changes, public value
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is declared by the dealer based on the secret and compartment shares. Then, with

the help of current public value along with the same compartment secret shares, the

compartments together can obtain the actual secret. For each change in the secret, the

compartments have to recover the current secret based on their current public value

and the secret compartment shares because the old secret is not valid any more.

6.3 Proposed scheme

Overview of proposed scheme

New multi-secret sharing scheme for level ordered access structure based on superin-

creasing sequence, consists of two phases:

• Share distribution phase :

• Secret reconstruction phase:

It can be visualize in figure 6.1 and 6.2. Consider the P = p1, p2, . . . , pn denotes

a group of n participants and k be the number of secrets. Suppose participants are

divided into m disjoint levels L1, L2, . . . , Lm. Let ni is the total number of participants

and ti(≤ ni) is threshold at ith level, where 1 ≤ i ≤ m and global threshold t, is the

summation of all the levels threshold in our proposed scheme. Let us denote the ith

row of a matrix M by Mi

6.3.1 Share distribution:

Following steps are performed by the dealer:

1. Choose k × 1 secret vector S;

S =




s1
s2
· · ·
sk




where si ∈ Z2m−1 − {0}, i.e. si is a nonzero m− 1 bit number, 1 ≤ i ≤ k;
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2. Convert secret vector S into k × (m− 1) secret matrix SM;

SM =




s1,m−1 s1,m−2 · · · s1,1
s2,m−1 s2,m−2 · · · s2,1
· · · · · · · · · · · ·

sk,m−1 sk,m−2 · · · sk,1




where SMi is the m− 1 bit binary representation of si, for i ∈ {1, 2, . . . , k};

3. Generate a random k × (m− 1) temp matrix TM;

TM =




e1,m−1 e1,m−2 · · · e1,1
e2,m−1 e2,m−2 · · · e2,1
· · · · · · · · · · · ·

ek,m−1 ek,m−2 · · · ek,1




4. Calculate SM ′ = exor(SM,TM)

SM ′ =




s′1,m−1 s′1,m−2 · · · s′1,1
s′2,m−1 s′2,m−2 · · · s′2,1
· · · · · · · · · · · ·

s′k,m−1 s′k,m−2 · · · s′k,1




where bits s′i,j = si,j⊕ei,j for i ∈ {1, 2, . . . , k}, j ∈ {1, 2, . . . ,m−1} and ⊕ defines

the exor operation.

5. Generate (m− 1)× 1 superincreasing vector XM;

XM =




xm−1
xm−2
· · ·
x1




where xm−1, xm−2, · · · , x1 is a superincreasing sequence.

6. Calculate public vector U = bagsum(SM ′, XM);

U =




u1
u2
· · ·
uk


 = SM ′ ×XM

7. Select a prime q, and q >
∑m−1

i=1 xi
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Figure 6.1: Share Distribution.

8. Distribute the shares of xi to all the corresponding participants in level i by

applying Shamir’s (ti, ni) share distribution, where i ∈ {1, 2, . . . ,m− 1};

9. Distribute the shares of decimal equivalents of the rows TMi, 1 ≤ i ≤ k, of the

temp matrix TM to level m by applying Shamir’s (tm, nm) share distribution.

Note:

• q, U is public. S, SM, TM,SM ′, XM are not public, but known to dealer.

• The share distribution phase can be summarized in simple and informal language

as: SM is the binary Matrix for S. SM ′ = SM ⊕ TM .

• Level m participants receive k shares each corresponding to the decimal equiva-

lents of the k rows of the temp matrix TM .
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6.3.2 Secret reconstruction:

In order to reconstruct secret sr, where r ∈ {1, 2, 3, · · · , k}, the following operations

are carried out. which can be visualize in figure 6.2

1. Any ti or more than ti participants of level i perform (ti, ni) Shamir’s secret

reconstruction and get the corresponding level share xi. where, i ∈ {1, 2, . . . ,m−
1};

2. Check whether ur ≥ x1 is at Level 1

• If true, then bit 1 is the output of level 1 and sends u′r,1,2 = ur − x1 to the

level 2.

• Otherwise, bit 0 is the output and sends u′r,1,2 = ur to the level 2 and

• Appends its output bit (which is s′r,1) to the empty tuple (let say SM ′′r );

3. For i = 2→ m− 1, check whether u′r,i−1,i ≥ xi is at Level i

• If true, bit 1 is the output of level i and sends u′r,i,i+1 = u′r,i−1,i − xi to the

next level i+ 1.

• Otherwise, bit 0 is the output and sends u′r,i,i+1 = u′r,i−1,i to the next level

i+ 1. and

• Appends the output bit (which is s′r,i) to the starting index of the tuple

SM ′′r ;

4. Level m performs (tm, nm) Shamir’s secret reconstruction corresponding to the

rth shares and converts the result into m − 1 bit binary tuple, which is TMr =

[er,m−1, er,m−2, er,m−3 · · · er,3, er,2, er,1]. Then compute exor(TMr, SM
′′
r ) which

results in binary tuple SMr;

5. Finally, to obtain the secret sr, the secret binary tuple SMr is converted to

decimal.

Note: Since TM is distributed in the last level m, even though remaining m − 1

levels get the associated bit values, they cannot get secret binary tuple SMr.
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Figure 6.2: Secret Reconstruction.
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6.4 Explanation with an example

SAGE and Python are used for implementing the scheme. Following example illus-

trates our proposed multi-stage multi-secret sharing scheme for Level order Structure

with artificially small parameters. We considered field with smaller prime for easy

understanding.

6.4.1 Share distribution:

Let the number of levels m be 9 and the number of secrets k be 6. Also, for each

level, consider the following threshold values and the total number of participants:

(t1, n1) = (4, 6), (t2, n2) = (2, 5), (t3, n3) = (3, 5), (t4, n4) = (4, 5), (t5, n5) = (5, 6),

(t6, n6) = (3, 6), (t7, n7) = (5, 7), (t8, n8) = (4, 6), (t9, n9) = (4, 7). Let 1, 2, 3 · · ·ni be

the participants public identities for compartment (level) i.

The following steps have to be performed by the dealer:

1. Selects 6× 1 secret vector

S =




27
166
95
173
119
178




Since m = 9, Z2m−1 − {0} = {1, 2, 3 · · · 255}

2. Convert secret vector S into 6 × 8 secret matrix SM; [Binary representation of

secret]

SM =




0 0 0 1 1 0 1 1

1 0 1 0 0 1 1 0

0 1 0 1 1 1 1 1

1 0 1 0 1 1 0 1

0 1 1 1 0 1 1 1

1 0 1 1 0 0 1 0



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3. Generate random 6× 8 temp matrix

TM =




0 1 0 0 1 1 0 1

1 0 0 1 1 1 1 0

0 1 1 1 0 1 0 1

1 0 1 1 1 0 0 0

1 0 1 0 0 0 1 0

0 1 1 0 1 0 1 1




4. Calculate SM ′ = exor(SM,TM)

SM ′ =




0 1 0 1 0 1 1 0

0 0 1 1 1 0 0 0

0 0 1 0 1 0 1 0

0 0 0 1 0 1 0 1

1 1 0 1 0 1 0 1

0 1 0 1 1 0 0 1




5. Generate 8× 1 superincreasing vector

XM =




10

11

24

51

108

206

420

836



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6. Calculate public vector U = bagsum(SM ′, XM);

U =




688

183

552

1093

1114

1006




7. Choose a prime q, which should be greater than the sum of superincreasing se-

quence matrix XM, and make q as public; x8+x7+x6+x5+x4+x3+x2+x1 =

10 + 11 + 24 + 51 + 108 + 206 + 420 + 836 = 1666

Therefore, Let q = 1669

8. Distribute shares of xi to all the corresponding participants in level i using

Shamir’s (ti, ni) share distribution for 1 ≤ i ≤ 8. The result is shown in Ta-

ble 6.1

9. Distribute the shares of decimal equivalents of rows TMi, 1 ≤ i ≤ 6, of the temp

matrix TM to last level m = 9, using Shamir’s (tm, nm) share distribution. The

result is shown in Table 6.2

6.4.2 Secret reconstruction of sr

Let r be 5. In order to reconstruct fifth secret s5, the following steps are followed

1. Any ti or more than ti participants of level i perform (ti, ni) Shamir’s secret

reconstruction and get the corresponding level share xi, for 1 ≤ i ≤ 8. The

results are shown in Table 6.3

2. Check whether u5 ≥ x1 is at Level 1.

• If it is true, then bit 1 is the output of level 1 and it sends u′5,1,2 = u5 − x1
to the level 2
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Table 6.1: Shamir’s share distribution at compartments(level), m = 1 to 8

Level
number

(ti,ni) Polynomial Share list (Public identity, Share value)

1 (4,6) 836 + 3x+ 4x2 + 8x3 (1, 851), (2, 922), (3, 1097), (4, 1424), (5, 282), (6, 1057)

2 (2,5) 420 + 5x (1, 425), (2, 430), (3, 435), (4, 440), (5, 445)

3 (3,5) 206 + 4x+ 2x2 (1, 212), (2, 222), (3, 236), (4, 254), (5, 276)

4 (4,5) 108 + 6x+ 2x3 (1, 116), (2, 136), (3, 180), (4, 260), (5, 388)

5 (5,6) 51 + 4x+ 2x3 + 2x4 (1, 59), (2, 107), (3, 276), (4, 707), (5, 1571), (6, 1430)

6 (3,6) 24 + 3x+ 2x2 (1, 29), (2, 38), (3, 51), (4, 68), (5, 89), (6, 114)

7 (5,7) 11 + 3x+ 2x4 (1, 16), (2, 49), (3, 182), (4, 535), (5, 1276), (6, 952), (7, 1496)

8 (4,6) 10 + 4x+ 2x3 (1, 16), (2, 34), (3, 76), (4, 154), (5, 280), (6, 466)

Table 6.2: Shamir’s share distribution at last compartment(level), m =9

(tm,nm)
TMr

1 ≤ r ≤ k Polynomial Share list (Public identity, Share value)

1 77 + 2x+ 3x2 + 5x3 (1, 87), (2, 133), (3, 245), (4, 453), (5, 787), (6, 1277), (7, 284)

2 158 + 2x+ 3x2 + 5x3 (1, 168), (2, 214), (3, 326), (4, 534), (5, 868), (6, 1358), (7, 365)

3 117 + 2x+ 3x2 + 5x3 (1, 127), (2, 173), (3, 285), (4, 493), (5, 827), (6, 1317), (7, 324)

(4,7) 4 184 + 2x+ 3x2 + 5x3 (1, 194), (2, 240), (3, 352), (4, 560), (5, 894), (6, 1384), (7, 391)

5 162 + 2x+ 3x2 + 5x3 (1, 172), (2, 218), (3, 330), (4, 538), (5, 872), (6, 1362), (7, 369)

6 107 + 2x+ 3x2 + 5x3 (1, 117), (2, 163), (3, 275), (4, 483), (5, 817), (6, 1307), (7, 314)
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• Otherwise, bit 0 is the output of level 1 and sends u′5,1,2 = u5 to the level 2

and

• Appends its output bit to an empty tuple (let say SM ′′5 ).

The result of this step is shown in Table 6.4

3. For i = 2→ m− 1, check whether u′5,i−1,i ≥ xi is at Level i

• If it is true, bit 1 is the output of level i and sends u′5,i,i+1 = u′5,i−1,i − xi to

the next level i+ 1.

• Otherwise, bit 0 is the output of level i and sends u′5,i,i+1 = u′5,i−1,i to the

next level i+ 1. and

• Appends the output bit (which is s′r,i) to the starting index of the tuple

SM ′′5 ;

The result of this step is shown in Table 6.5

4. Last level m = 9 performs (tm, nm) Shamir’s secret reconstruction. The result of

this step is shown in Table 6.6

These results are then converted into m− 1 bit tuple, i.e.

TM5 = [e5,m−1, e5,m−2, e5,m−5 · · · e5,3, e5,2, e5,1]

Note: It is enough to reconstruct TM5 in order to reconstruct s5, but in table

6.6, the total TM matrix is reconstructed(in decimal) for completeness. Level m

performs exor(TM5, SM
′′
5 ) which results in SM5.

TM5 = 162 = (10100010)2, ∴ TM5 ⊕ SM ′′
5 =⇒ SM5

[1, 0, 1, 0, 0, 0, 1, 0]⊕ [1, 1, 0, 1, 0, 1, 0, 1] = [0, 1, 1, 1, 0, 1, 1, 1]

5. Finally, the secret binary tuple SM5 is converted to decimal to get the secret s5.

s5 = (01110111)2 = 119
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Table 6.3: Shamir’s secret reconstruction at compartments(level), m = 1 to 8

Level
number

(ti,ni)
Interested
participants
with shares

Compartmental share (Lagrange interpolation)

1 (4,6)
(1,851), (3,1097),
(5,282), (6,1057)

9

4
(851) +

−5

2
(1097) +

9

4
(282)− 1057 ≡ 836 mod 1669

2 (2,5) (1, 131), (3, 133)
3

2
(131) +

−1

2
(133) ≡ 420 mod 1669

3 (3,5)
(1,65), (3,93),
(5,145)

15

8
(65) +

−5

4
(93) +

3

8
(145) ≡ 206 mod 1669

4 (4,5)
(1,35), (3,69),
(4,110), (5,175)

5

2
(35) + (−5)(69) + 5(110) +

−3

2
(175) ≡ 108 mod 1669

5 (5,6)
(1,20), (2,95),
(3,368), (4,402),
(5,473)

5(20) + (−10)(95) + 10(368)+
(−5)(402) + 1(473) = 1293 ≡ 51 mod 1669

6 (3,6)
(1,11), (3,19),
(6,46)

9

5
(11) + (−1)(19) +

1

5
(46) ≡ 24 mod 1669

7 (5,7)
(1,16), (2,49),
(3,182), (4,535),
(5,1276)

5(16) + (−10)(49) + 10(182)+
(−5)(535) + 1(1276) ≡ 11 mod 1669

8 (4,6)
(1,16), (3,76),
(5,280),(6,466)

9

4
(16) +

−5

2
(76) +

9

4
(280)− 466 ≡ 10 mod 1669

Table 6.4: Output bit from level 1

Level number u5 x1 u5 ≥ x1 Output bit u′5,1,2 SM′′
5

1 1114 836 True 1 1114− 836 = 278 [1]

Table 6.5: Output bits from level 2 to level 8

Level number u′5,i−1,i xi u′5,i−1,i ≥ xi Output bit u′5,i,i+1 SM′′
5

2 278 420 False 0 278 [0,1]

3 278 206 True 1 278− 206 = 72 [1,0,1]

4 72 108 False 0 72 [0,1,0,1]

5 72 51 True 1 72− 51 = 21 [1,0,1,0,1]

6 21 24 False 0 21 [0,1,0,1,0,1]

7 21 11 True 1 21− 11 = 10 [1,0,1,0,1,0,1]

8 10 10 True 1 10-10=0 [1,1,0,1,0,1,0,1]
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Table 6.6: Shamir’s share reconstruction at last level (m = 9) compartment

(tl,nl) TMr

Interested
participants
with shares

Compartmental share (Lagrange interpolation)

1
(1,87), (2,133),
(3,245), (4,453)

4(87)− 6(133) + 4(245)− 1(453) ≡ 77 mod 1669

2
(2,214), (3,326),
(4,534), (6,1358)

9(214)− 16(326) + 9(534)− 1(1358) ≡ 158 mod 1669

(4,7) 3
(3,285), (4,493),
(6,1317), (7,324)

14(285)− 21(493) + 14(1317)− 6(324) ≡ 117 mod 1669

4
(1,194), (3,352),
(6,1384), (7,391)

21

10
(194)− 7

4
(352) +

7

5
(1384)− 3

4
(391) ≡ 184 mod 1669

5
(1,172), (2,218),
(3,330), (7,369)

7

2
(172)− 21

5
(218) +

7

4
(330)− 1

20
(369) ≡ 162 mod 1669

6
(1,117), (2,163),
(3,275), (4,483)

4(117)− 6(163) + 4(275)− 1(483) ≡ 107 mod 1669

6.5 Secret changeability with an illustration

6.5.1 Secret changeability

In our proposed scheme, the shares are reusable, which means that the participants

shares can remain the same and can be reused for a new secret. The following is the

dealer secret renewal algorithm.

6.5.1.1 Secret renewal:

The following steps have to be performed by dealer:

1. Select k × 1 new secret vector

nS =




ns1
ns2
· · ·
nsk




where nsi ∈ Z2m−1 − {0}, for 1 ≤ i ≤ k;

2. Compute nSM = k × (m− 1) matrix, binary representation of si for 1 ≤ i ≤ k;
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3. Calculate nSM ′ = nSM ⊕ TM

4. Calculate public matrix nU = nSM ′ ×XM

Table 6.7: Shows the parameter values change

Parameter Previous value New value Change in parameter

Secret vector S NS Yes

Secret Matrix SM nSM Yes

exor Matrix SM ′ nSM ′ Yes

Temp matrix TM TM No

Super increasing vector XM XM No

Public vector U nU Yes

Prime number q q No

There are changes only in the secret, secret matrix, exor matrix and public value

and remaining parameters will be the same. Since superincreasing vector XM holds the

compartment secret shares for levels from 1 to m−1 and decimal equivalent rows of the

Temp matrix TM is the compartment secret share for last level m, the compartment

shares remain the same after dealer changes the secret. As the compartment shares

remain the same, the distribution phase is not required after the secret update. There

is no change in the secret reconstruction phase. Based on the new public value nU , the

actual secret can be recovered using corresponding level secrets. The changes in the

parameter’s values after applying the secret renewal algorithm are listed in Table 6.7

6.5.2 Secret changeability example

The same example used in section 5 is being used here to illustrate secret renewal

algorithm. So, the total number of levels are (m)=9. Threshold values and total

participants number for each level are as follows: (t1, n1) = (4, 6), (t2, n2) = (2, 5),

(t3, n3) = (3, 5), (t4, n4) = (4, 5), (t5, n5) = (5, 6), (t6, n6) = (3, 6), (t7, n7) = (5, 7),

(t8, n8) = (4, 6), (t9, n9) = (4, 7).

Now, to change the secret value from S to nS, dealer executes the algorithm given

below.
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6.5 Secret changeability with an illustration

6.5.2.1 Secret renewal:

The following steps are performed by dealer:

1. Select a k × 1 new secret nS ∈ Z2m−1 − {0};

nS =




125

143

132

245

250

159




Since m = 9, Z2m−1 − {0} = {1, 2, 3, 4 . . . 255}

2. Convert the secret nSi into m− 1 bit binary number and form new secret matrix

nSM, for1 ≤ i ≤ k;

nSM =




0 1 1 1 1 1 0 1

1 0 0 0 1 1 1 1

1 0 0 0 0 1 0 0

1 1 1 1 0 1 0 1

1 1 1 1 1 0 1 0

1 0 0 1 1 1 1 1




3. Calculate nSM ′ = exor(nSM,TM)

nSM ′ =




0 0 1 1 0 0 0 0

0 0 0 1 0 0 0 1

1 1 1 1 0 1 0 1

0 1 0 0 1 0 0 0

0 1 0 1 1 0 0 0

1 1 1 1 0 1 0 0




4. Calculate public matrix
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nU = bagsum(nSM ′, XM);

nU =




75

887

932

325

170

302




Here, with the new values, we illustrate the secret reconstruction phase. There is

no need to repeat compartment share reconstruction. It is rather, an assumption that

all compartment participants are applied to Lagrange interpolation and their shares

are obtained as we have illustrated in share reconstruction of section 6.4

6.5.2.2 Secret reconstruction of Sr

Let r be 3. In order to reconstruct third secret nS3, the following steps are realized.

1. Any ti or more than ti participants of level i perform (ti, ni) Shamir’s secret

reconstruction and get the compartment share xi. where, i ∈ {1, 2, . . . ,m − 1}.
The result is shown in Table 6.8

2. Check whether nu3 ≥ x1 is at Level 1

• If it is true, then bit 1 is the output of level 1 and it sends nu′3,1,2 = nu3−x1
to the level 2

• Otherwise, bit 0 is the output of level 1 and sends nu′3,1,2 = nu3 to the level

2 and

• Appends the output bit to an empty tuple (let say nSM ′′3 ).

The result of this step is shown in Table 6.9

3. For i = 2→ m− 1, Check whether nu′3,i−1,i ≥ xi is at Level i

• If it is true, then bit 1 is the output of level i and it sends nu′3,i,i+1 =

u′3,i−1,i − xi to the next level i+ 1.

• Otherwise, bit 0 is the output of level i and sends nu′3,i,i+1 = nu′3,i−1,i and

to the next level i+ 1.
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• Appends the output bit to the starting index of the tuple nSM ′′3 .

The result of this step is shown in Table 6.10

4. Level m = 9 performs (tm, nm) Shamir’s secret reconstruction to reconstruct TM3

in order to reconstruct nS3 and the result is converted into m−1 bit tuple. Level

m performs exor(TM3, nSM
′′
3 ) which results in SM3.

TM3 = (117)10 = (01110101)2 =⇒ [0, 1, 1, 1, 0, 1, 0, 1]

nSM3 = exor(TM3, nSM
′′
3 )

=⇒ exor([0, 1, 1, 1, 0, 1, 0, 1], [1, 1, 1, 1, 0, 0, 0, 1]) = [1, 0, 0, 0, 0, 1, 0, 0]

5. Lastly, converting the obtained secret binary tuple nSM3 to the decimal to obtain

the secret nS3.

nSM3 = [1, 0, 0, 0, 0, 1, 0, 0] =⇒ (10000100)2 = nS3 = 132.

Consequently, using the same shares by the compartments, the new secret is recon-

structed. Here, even though it is not required, as the compartments shares have been

calculated in section 6.4.2, we in the section 6.5.2.2, repeated the steps 1 to 4, for the

completeness.

Table 6.8: Compartment secrets

Level number
Compartmental share
(Using Lagrange interpolation)

1 836 mod 1669

2 420 mod 1669

3 206 mod 1669

4 108 mod 1669

5 51 mod 1669

6 24 mod 1669

7 11 mod 1669

8 10 mod 1669

83



6. MULTI SSS USING SUPERINCREASING SEQUENCE FOR LOAS

Table 6.9: Output bit from level 1

Level number nu3 x1 nu3 ≥ x1 Output bit nu′3,1,2 nSM′′
3

1 932 836 True 1 932− 836 = 96 [1]

Table 6.10: Levels 2 to 8 Output bits

Level number nu′3,i−1,i xi nu′3,i−1,i ≥ xi Output bit nu′3,i,i+1 nSM′′
3

2 96 420 False 0 96 [0,1]

3 96 206 False 0 96 [0,0,1]

4 96 108 False 0 96 [0,0,0,1]

5 96 51 True 1 96− 51 = 45 [1,0,0,0,1]

6 45 24 True 1 45− 24 = 21 [1,1,0,0,0,1]

7 21 11 True 1 21− 11 = 10 [1,1,1,0,0,0,1]

8 10 10 True 1 10− 10 = 45 [1,1,1,1,0,0,0,1]

6.6 Security analysis and observations

Security analysis and some observations of the proposed scheme are carried out in this

section.

Brief security note :

• Public parameters: U, q,m;

• Private to participant at compartment i: Participant share of the compartment

secret xi.

• Private to dealer : S, SM, TM,SM ′, XM , polynomials (used to generate shares);

It is not possible for an intruder (neither inside nor outside participant P) to get

secret vector SMi and secret si with public values U, q, because si, SMi are private

to dealer only and superincreasing vector XM is required to compute along with the

public value Ui to get si, for 1 ≤ i ≤ k.
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All the levels have to participate in order to get the secret because XM and TM are

available only after the reconstruction of compartment secrets from every compartment.

Therefore, it is not possible to get the actual secret s by some of the compartments.

Without higher level passing their value, the lower levels can not get the bit information

because compartment with the lower level number has highest priority (where level mj

indicates lower level and m1 indicates higher level.) Obtaining s from U, q, is infeasible

assuming an honest dealer and with less than m levels. Hence, assuming the presence

of a trustworthy dealer, our scheme is secure.

Observations - I

The proposed multi-secret sharing scheme deals with the m − 1 bit secret, i.e.,

1 ≤ s ≤ 2m−1 − 1. Hence, dealer chooses secret s ∈ Z2m−1 − {0} in step 1 of share

distribution phase. The range of chosen secret can be increased by assuming the secret

is of m′(> m − 1) bits. The following two trivial methods can be used to solve this

problem:

Method 1: As compartment share, the additional bits can be shared to a compart-

ment (maybe after exor with TM) and once the reconstruction phase is done, prepends

of these bits to the tuple ST ′′ takes place.

Method 2: As multiple compartment shares may be given to each level, multiple

compartment secrets can be constructed at each level and hence multiple bits can be

related to the secret.

Observations - II

The essential step of share distribution running time by a dealer for all the partici-

pants using interpolation technique is O(
∑m

i=1(niti)). During the secret reconstruction

phase, when the compartments can get their shares at the same time, the running time

is O((max(ni))
2 + m). Here, to obtain the secret, m− 1 comparisons and one exor is

required.

6.7 Conclusions

In this chapter, a new multi-secret sharing scheme is proposed. The scheme is based

on the subset sum problem and it uses superincreasing sequence to reconstruct the
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secret for level order access structure. In our scheme, after the recovery of all the

compartment secrets with honoring order among the levels, then only actual secret can

be recovered. The secret changeability property is illustrated with an example. Also,

the security analysis of the proposed scheme is discussed briefly assuming the presence

of a trustworthy dealer. With the above stated ideas, the work can be extended with

similar schemes considering other access structures and also can be extended to the

multistage multi-secret sharing scheme. Furthermore, our scheme can be thought of

without the dealer to arrive at more secure scheme.
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Chapter 7

Conclusions and Future Work

7.1 Conclusions

In this thesis, we focused on the design of techniques for sharing multiple secrets for

different access structures, This is one of the important research areas in the domain

of information security. We show that the problems in sharing single secret and need

for the different access structures for various applications scenario. We proposed three

multi secret sharing schemes that realize compartmented, hierarchical and level ordered

access structures.

First, in Chapter 4, we proposed secret sharing scheme for hierarchical access struc-

tures. The proposed multi-secret sharing scheme uses Lagrange polynomial interpo-

lation and one-way function. In this scheme, participants are classified into different

levels based on the authority of the participants, and each level has a different thresh-

old. The novelty of the proposed scheme is that, all participants will have a single

share of multiple secrets, which reduces the overhead of the participants in order to

keep multiple shares. Participants at each level can recover the secrets stage by stage

only if the number of shares is equal to or more than the corresponding threshold value.

Share of a higher level participant can be used to recover the secret at the lower level.

The recovery of a secret at the earlier stage does not reveal or weaken the information

of remaining secrets that have not been recovered. A unique feature of the proposed

scheme is that shares are reusable. So shares need not be refreshed for future commu-

nication. The scheme is ideal and perfect. The security of the proposed scheme is the

same as that of the Shamir’s scheme and hardness of the one-way function, which is
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unconditionally secure.

Next, in Chapter 5, we proposed a multi-secret sharing scheme that realizes com-

partmented access structures and uses the concept of the modular inverse. The set of

participants in this access structure is divided into different compartments. The secret

can be obtained if the threshold number of participants from each of the compartments

reconstruct their compartment secret, and participate in recovering the actual secret.

The proposed scheme uses Shamir’s scheme first to retrieve partial secrets and com-

bines them to form the actual secret. The scheme can also verify whether the actual

secret is valid or not. Our proposed scheme is simple and easy to understand as we

used only the modular inverse concept. Security analysis of the scheme is carried out

and it is shown that the scheme resists both the insider as well as outsider attacks. The

scheme is ideal and is computationally perfect, which relies on a hardness assumption.

By computationally perfect, we mean that an authorized set can always reconstruct the

secret in polynomial time, while this is computationally difficult for an unauthorized

set.

Another scheme, in Chapter 6, we proposed for Level ordered Access structure

(LOAS), This slightly differs from the two access structures presented in Chapter 4

and Chapter 5. To the best of our knowledge, no scheme is proposed in the literature

till date, which shares multiple secret with honouring the order among the levels, The

scheme is based on the subset sum problem, and it uses a superincreasing sequence to

reconstruct the secrets. In this scheme, actual secret can be recovered only after the

recovery of all the compartment secrets. And the recovery of the compartment secrets

should honor the order among the levels. The novelty of the scheme is that not only a

single share for all the secrets is sufficient but also the secrets can be changed without

renewing the shares of the participants.

The secret changeability property is illustrated with an example. The proposed

scheme has low communication cost and less overhead for the participant. Also, the

security analysis of the proposed scheme is discussed briefly, assuming that the dealer

is trustworthy. All the proposed schemes are analyzed for their security as well as

discussed their computational complexity, and the results are compared with respective

existing schemes.
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7.2 Future Scope

There are many interesting directions in which the research work presented in this

thesis can be carried out in the future. The schemes may be improved by using only

one polynomial to design a scheme for multiple secrets , which will decrease the com-

putational overhead. The verification phase can be added to the proposed schemes to

verify the participants share; thereby improve the security of the scheme The schemes

proposed in Chapter 5 and Chapter 6 can be extended to have multistage feature. Fur-

ther, schemes can be thought of (i) without the presence of a dealer and (ii) having a

change of threshold feature to provide complete protection for both the passive as well

as the active adversary models.
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[30] Oriol Farras and Carles Padró. Ideal hierarchical secret sharing

schemes. IEEE transactions on information theory, 58(5):3273–3286, 2012. (36)
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Multi-secret Sharing Scheme Using
Modular Inverse for Compartmented
Access Structure

Abdul Basit, V. Ch. Venkaiah and Salman Abdul Moiz

Abstract Secret sharing scheme is a cryptographic primitive or a method for
increasing the security of crucial information or data. It is used to share a secret
among a set of participants, such that specific sets of participants can uniquely
reconstruct the secret by pooling their shares. In this paper, we have proposed a new
multi-secret sharing scheme for compartment access structure. In this access
structure, the set of participants is partitioned into different compartments. The
secret can be obtained only if the threshold number of participants from each of the
compartments reconstruct their compartment secret, and participate in recovering
the actual secret. The proposed scheme uses Shamir’s scheme first to retrieve partial
secrets and combines them to form the requested secret. The scheme can also verify
whether the retrieved secret is valid or not. Security analysis of the scheme is
carried out and showed that the scheme resists both the insider as well as outsider
attacks. Our proposed scheme is simple and easy to understand as we have used
only the modular inverse concept.

Keywords Secret sharing � Multi-secret � Compartmented access structure �
Modular inverse

1 Introduction

Information security has grown much more since electronic communication is used
in our daily life. The cryptographic secret key, which is used for securing the
information, is shared among a set of players by a dealer in the distribution process.
The sharing is done in such a way that by pooling specific sets of shares, the secret
can be reconstructed. Initially, secret sharing schemes are proposed to solve
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Abstract—Hierarchical threshold secret sharing (HTSS) schemes
can be thought as a generalization of classical threshold secret
sharing schemes, and they have been extensively in the literature.
In an HTSS, participants are classified into different security
levels, and the threshold value of a higher level is smaller than
that of a lower level. Participants in each level can recover
the secrets, if the number of shares is equal to or more than
the corresponding threshold value. Share of a higher level
participant can be used to reconstruct the secret at lower
level. In this paper, we proposed first hierarchical threshold
multi-secret sharing scheme based on polynomial interpolation.
Proposed scheme is a variation to HTSS schemes based on the
CRT suggested by Singh et al. and Harn et al. Novelty of the
proposed scheme is that each participant requires to keep only
one secret share and multiple secrets can be shared separately
without refreshing the secret share. Also, secrets are recovered
in stage by stage. Our scheme which is unconditionally secure,
is based on Lagrange interpolation polynomial and one-way
function.

keywords: Hierarchical, Multi-secret, Multi-stage, Poly-
nomial, Secret Sharing,

1. Introduction

A secret sharing scheme (SSS) is a method in which
a secret is divided into shares. These shares are distributed
among the set of participants by a dealer in such way that
any authorized set of participants can recover the secret
by combining their shares, whereas any unauthorised set of
participants cannot get any knowledge about the secret. The
first SS schemes were introduced by Shamir [1] and Blakley
[2] in 1979 independently. Shamir’s scheme is based on the
Lagrange interpolation polynomial while Blakley’s scheme is
realised using linear projective geometry. Their schemes are
known as (t, n) threshold SSS, where t is the threshold and n
is the number of participants. A (t, n) threshold SSS allows
any t or more than t participants to recover the secret, while
it does not allow any less than t participants to recover the
secret.

In Shamir’s (t, n) threshold secret sharing scheme, a
trusted dealer generates n secret shares based on a (t− 1)th

degree polynomial. Secret reconstruction is based on lagrange
polynomial interpolation of any t or more than t set of private
shares. A SSS is ideal if the maximal length of the shares is
same as that of the secret. If the set of shares corresponding
to an unauthorized set provide no any information and the
set of shares corresponding to an authorized set gives all the
information of the secret, in the information- theoretic sense,
then the scheme is perfect.

The family of all authorized sets, who can recover the
secret, is known as an access structure. Γ is the symbol
generally used to denote access structure of a SSS. The set
of all unauthorized sets, which can not gain any knowledge
about the secret, is called adversary structure or forbidden
set and it is denoted by Γ. Several access structures are
proposed in the literature. Example include generalized
access structure, (t, n) threshold access structure and
multipartite access structure.

In a (t, n) threshold access structure any set of t or more
participants out of n is an authorized set and any set of less
than t participants is an unauthorized set. That is

Γ = {X ∈ 2q : |X| ≥ t}
Γ = {X ∈ 2q : |X| < t}

where 2q denotes the power set of the set of participants.
An access structure is called monotone, if it satisfies the

following:
(X ∈ Γ)Λ(X ⊆ Y )⇒ Y ∈ Γ
(X ∈ Γ)Λ(Y ⊆ X)⇒ Y ∈ Γ

If Γ and Γ are such

Γ = {X ∈ 2q : |X| = t} and

Γ = {X ∈ 2q : |X| = t− 1}
then we say that Γ only contains the minimal authorised sets
which can get the secret, Γ only holds maximal unauthorised
sets which can not get the secret.

Let P denote the set of all n participants. Let these partic-
ipants be divided into m ≥ 2 disjoint levels L1, L2, · · · , Lm

so that each level Li has ni participants with a threshold
value ti, where n =

∑m
i=1 ni. All participants in level Li play
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