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Abstract

A user who wants to avail the services of Wireless Sensor Networks
(WSNs) & Internet of Things (IoT) must get authenticated by the WSNs
& IoT. The gateway nodes, present in the WSNs & IoT, collect the real-
time information from sensor nodes and store it in their memory which
the legitimate users can query. However, since the Gateway Node (GWN)
collects the data from sensor nodes in regular intervals, the data present at
the GWN may not be the real-time data which can mainly be used for sta-
tistical purpose or for analytics only. Hence, it is also required by the users
to communicate with the sensor nodes directly to collect the real-time in-
formation. To communicate with the sensor nodes directly, the user needs
to authenticate against the gateway nodes as well as the sensor nodes and it
should establish a secure session key to ensure the secure communication.
Given the resource-crunchy nature of sensor nodes, it is essential to design
efficient user authentication and key establishment protocols with no com-
promise on security. Efficient user authentication and key establishment
protocol helps to stop intruders from injecting packets and carrying ma-
licious activities in WSNs & IoT. Based on the comprehensive literature
survey and cryptanalysis of existing user authentication and key establish-
ment protocols of WSNs & IoT, we have observed that most of the existing

protocols cannot achieve complete security requirement.

Therefore, we have proposed six novel protocols. The first proposed pro-
tocol based on smart card and ECC is efficient for two-factor user authen-
tication. Second protocol based on Fuzzy Extractor and ECDH is suitable
for efficient multi-factor authentication. The third protocol based on LU
Decomposition is suitable for light-weight session key establishment be-

tween the user and the sensor node. The fourth protocol based on Chinese

vil



Remainder Theorem is ideal for quickly authenticating the user without
the help of the gateway node. The fifth protocol based on Bloom Filter
is used for the WSNs & IoT of large hop count (i.e., the large number of
intermediate sensor nodes through which data must pass between source
sensor node and gateway node). The novelty of this protocol is, it elimi-
nates unauthorised querying message transmission at the initial level (i.e.,
at the sensor node itself) to avoid bogus message flooding from the sen-
sor nodes to the gateway node (which exhausts the resources of WSNs).
The sixth protocol based on Symmetric Hash Functions is significant for
authenticating the users without pre-alignment between the test and the

registered minutia points of the fingerprint for multi-hop WSNs & 10T.

The formal and informal security analysis indicates that our proposed
protocols withstand the various security vulnerabilities involved in WSNss
& 10T. The automated validation using AVISPA and Scyther tool ensures
that the proposed protocols resist various major security attacks of WSNs
& IoT. The logical authentication using the Burrows-Abadi-Needham
(BAN) logic establishes the truth or correctness of our proposed proto-
cols. The computational analysis shows that our proposed protocols are
suitable for resource constrained sensor nodes like TelosB and MicaZ.
Finally, the comparative analysis based on computational overhead and
security features of other existing protocol indicate that the proposed
user authentication systems are secure and efficient. This research work

significantly improves the security of WSNs & IoT in an efficient manner.
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Chapter 1

Introduction

“The key to growth is the introduction of higher dimensions of consciousness into our

awareness.” Lao Tzn

This chapter introduces Wireless Sensor Networks (WSNs) & Internet of Things
(IoT), its hardware constraints, limitations, topology and applications. Later, this chap-
ter describes the general security requirements, functionality requirements, technolo-
gies, cryptography concepts and tools used for user authentication and key establish-
ment protocols of WSNs & IoT. The chapter presents the research motivation, objec-

tive, contributions and organization of the thesis.

1.1 Introduction

In a wireless sensor network (WSN), a large quantity of small-scale computing physi-
cal devices, called sensor nodes or motes, are distributed in a target area. These sensor
nodes are used for sensing relevant information and communicating this sensing infor-
mation to the nearby gateway node for additional processing. Sensor nodes are gener-
ally deployed densely in close proximity to the event to be observed. A sensor node
is a node in a WSN & IoT that is suitable for data processing, collecting sensory data
and communicating with different connected sensor nodes. Sensor nodes communicate
with each other through short-range radio interfaces. The gateway node is a compu-

tationally well-equipped device in the WSNs & IoT, whereas the sensor nodes are
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resource-starved. The sensor nodes are usually scattered in a terrain area (i.e., deploy-
ment region or target field), and all of the distributed nodes has the abilities to receive
data and route data back to the gateway node through a multi-hop infrastructure-less
interaction with other sensor nodes.

In this chapter, we present the motivation factor for the research activity carried out
in the thesis. The chapter begins with the introduction of user authentication for WSNs
& IoT based on various challenges. Then, we demonstrate the desired security require-
ments for authentication, storing, and sharing data. Finally, we discuss the problem
statement, objectives, and our contributions for designing a secure authenticated key

establishment mechanism.

1.1.1 Wireless Sensor Networks and Internet of Things

Up-to-date improvements in the micro-electro-mechanical operation facilitate the re-
production of low-cost sensor nodes including small-scale sensing module, a radio
frequency transceiver, a small processing module for inadequate computation, small-
scale memory and a temporary power unit. For example, a sensor node can have a light,
pressure, temperature and humidity sensors with 7.7 MHz 8-bit ATmega 128 proces-
sor, 128 K byte ROM, 512 K byte EEPROM, 4 K byte RAM, and 2 AA battery. The
sensing unit may consist of some sensors with analog to digital converters (ADCs).
Those sensors can estimate the variation in environmental parameters such as light,
temperature, pressure and humidity. The analog signals generated by the sensor node
based on the evaluated ecological or physical parameters can be converted into the dig-
ital signal applying ADC. Later, the digital signals can be supplied into the processing
component to complete the important estimation on fresh data, and the transceiver unit
communicates with its neighbouring sensor nodes. Nowadays, we discover sensors in
our watches, smartphones, vehicles, cities, and gadgets in offices, homes, and indus-
tries which unite our world stronger than we ever thought feasible. The traditional spe-
cializations of WSNs, control systems, embedded systems and automation (including
industry and building automation, smart home, smart city) contribute to facilitating the
IoT. The advancements in IoT technology facilitate wearable gadgets which broadly

incorporate health, convenience and recreation requirements.
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A WSN [2] or IoT [9] may consist of a large number of distributed sensor nodes
proficient of accumulating data of their surroundings for particular users, interacting
with the neighbouring sensor nodes utilising wireless communication and routing the
data to the gateway node having trusted high-performance computing devices. Re-

markable essential features of WSNs & IoT are as follows:

e The sensor nodes of WSNs & IoT suffer by energy limitations, memory con-
straints, unstable communications, higher latency in communication and unat-

tended operation of networks.
e The topology of IoT & WSNs can change very frequently.

e The sensor node can be disposed of densely in WSNs & IoT field.

The 10T intends to overcome the gap within the real world and its characterization
in the digital world. The word things refer to an object that has sensors connected to it
and can transfer data to the internet, where it can be processed, evaluated and utilised
to make decisions, one such example is medical healthcare protocol [10]].

An instance of the medical healthcare practice for monitoring patient’s disease and
improvement by authentic medical practitioners and doctors utilising a wireless body
area network (WBAN) is shown in Figure [[.I} The sensor nodes are attached or lo-
cated in the patient’s body for measuring various parameters like ECG, blood pressure,
temperature, visual straight, etc. The data of these measured parameters from multiple
sensor nodes are communicated to a master sensor node. The master sensor node pro-
cesses the data regionally and sends to the gateway node. Only the genuine medical
practitioners and doctors are permitted to access the confidential and real-time data of

high-profile patients from the master sensor node and the gateway respectively.

1.1.1.1 Hardware constraints of WSNs

A sensor node consists of four basic components: (i) a sensing unit, (ii) a processing
unit, (ii1) a transceiver unit, and (iv) a power unit, as shown in Figure

Sensor node may also have additional components like external memory, a location
finding system, power generator, and mobilizer. Sensing units are basically of two
types: (i) passive sensors like camera and (i1) active sensors like radar. Sensing units

are usually composed of two sub-units: sensor and ADC (analog to digital converter).
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Figure 1.1: Wireless body area network (WBAN).
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After sensing, the analog data are converted by ADC to digital data, and then fed
to the processing unit for further processing. Transmission unit helps to connect the
sensor node to the network. Power unit is another important component of a sensor
node, which is in general battery powered. In most of the sensor networks, routing
techniques and sensing tasks require knowledge of location with high accuracy. Thus,
it is common that a sensor node will have a location finding system. A mobilizer may
sometimes be required in order to move a sensor node when it is required to carry out

the assigned tasks.

1.1.1.2 Sensor network limitations

In this section, we discuss the limitations of WSNs & IoT that affect its basic operations
such as routing and deployment of sensor nodes along with the security features which
are required for secure communication. It is required to overcome these challenges to
build an efficient WSNs & IoT.

Limited resources: Sensor nodes are equipped with limited memory for storage and
low computing capabilities which make it difficult to perform memory intensive

operations and computationally costly operations.

Limited communication capabilities: Sensor nodes have short-range communica-
tion capability using radio transmission waves to transmit the sensed data to
neighbor sensor nodes or to the nearby base station. Also, sensor nodes have

less bandwidth which makes it difficult to transmit large amount of data.

Limited lifetime: Sensor nodes operate on battery and may go offline due to battery
draining out. Hence, the security mechanisms implemented for the sensor nodes

must be efficient to use less power for computation and transmission.

Node capture: Sensor nodes operate in unattended fashion and when deployed in mis-
sion critical environments like battle fields which are prone to be captured by the
adversary. The data stored in the sensor node’s memory can be read by the ad-

versary if sensor nodes do not have tamper-resistant hardware.

Lack of knowledge on post-deployment configuration: Sensor nodes are generally
deployed randomly in the target network (e.g., using drones to deploy sensor
nodes in a large crop field). This makes the WSNs & IoT difficult to know
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the deployment configuration by knowing the neighbors of each sensor node.
Though the sensor nodes are deployed manually in the target field, it becomes
expensive to pre-determine the location of each sensor node in a large WSNs &
IoT containing large number of nodes.

1.1.1.3 'WSNs Topology

The lifetime of wireless sensor network depends on three phases: (i) pre-deployment
phase, (ii) post-deployment phase, and (iii) redeployment of additional nodes phase.
Topology of WSN is dynamic in nature and may change phase-wise. Sensor nodes may
expire due to battery-energy consumption and also new sensor nodes may be needed to
deploy to the network in order to replace battery-exhausted nodes and malicious nodes.
The details of three phases are given below:

Pre-deployment phase: The sensor nodes can be placed all over the target terrain

area using one of the following procedures:

e Randomly by throwing sensor nodes from an airplane or vehicle.
e Through an artillery shell, rocket or missile.

e Planned way like grid-based deployment by human or robot.

Post-deployment phase: After the deployment, the topology of the sensor network

may change due to the following reasons:

e Coverage problems of sensor nodes due to jamming, noise, etc.
e Irregularities in the sensor field like obstacles.
e Sensor node’s battery-energy constraints.

e Sensor node’s malfunctioning.

Redeployment of additional nodes phase: Redeployment and replacement of

sensor nodes are inevitable due to the following reasons:

e Sensor node can be physically captured or compromised by an attacker from the
target field.

e Due to battery-energy constraints, some nodes can expire.
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1.1.2 Applications of WSNs and IoT

In this section, we discuss some of the popular applications of WSNs & IoT. WSNs &
IoT has gained significant attention in the recent years in real-time applications ranging
from critical applications like battlefield surveillance and border monitoring, health-
care applications like remote medical diagnosis, smart homes to add intelligence to the
home equipment for better comfort and security, etc. As the sensor nodes operate in
the unattended environment and communicate using wireless medium, it is essential to
protect the sensed information and ensure secure communication to transmit the data to
the gateway nodes for further processing. An adversary in a wireless medium not only
can eavesdrop but also can intercept and modify the legitimate traffic. Hence, security
becomes the primary concern in WSNs & 10T, and many of the security protocols
do not merely work given the resource-constrained nature of sensor nodes concerning
computing capabilities and storage resources. In the following section, we discuss

some prominent WSNs & IoT applications where the security is essential.

1.1.2.1 Military and battlefield surveillance

Significant areas like geographical borders of territory and battlefields need to be mon-
itored for any suspicious activity. It is risky to deploy army or human patrolling as
such regions are prone to enemy attacks. Hence, it is beneficial to use sensor net-
works in such critical areas by employing sensors for surveillance. Sensor nodes can
be deployed using military trucks or low flying planes, such as drones, to detect vari-
ous kinds of information such as tracking military vehicles, identifying the trajectory
of missiles and locating snipers, thereby checking for any violation of territory laws.
Upon sensing any such information, the sensor nodes transmit the data to the gateway
node, and the gateway node then can further analyse more on the received data. Upon
receiving similar information from multiple nodes, appropriate decisions can be taken

to neutralise the situation.

1.1.2.2 Smart homes

The value of sensors in home appliances has been overgrowing over the past few years.
The purpose of sensors is expanded to control electronic devices like air-conditioner,

geyser, switching on/off lights, locking doors and raising alarms in case of trespassing
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remotely using mobile (smart) phone. The use of sensors in-home devices supports
people to enrich the lifestyle, taking care of old people and engaging kids by interacting
with them. The ZigBee technology is used for monitoring and collecting data from
various sensors in the automation of home appliances. The data is further processed by

a microprocessor and is displayed in a convenient way to control them.

1.1.2.3 Other applications

There are various other useful applications of WSNs & IoT in the practical world.
WSNs & IoT is remarkably beneficial in environmental monitoring which involves
tracking the movement of birds or animals, forest fire detection and detecting foods.
Precision agriculture is another application where WSNs & IoT are useful to monitor
the pests and soil strength at different places of the crop for better production. The
gaming field has taken a great leap with the attachment of sensors to improve interact-
ing capabilities of toys with humans by responding to their touch, speech and gestures.
Some of the other commercial applications include interactive museums wherein the
famous personalities communicate with visitors by responding to their questions, mon-
itoring product quality, inventory management and monitoring and detecting crimes.

Some important applications of WSNs & IoT are shown is following Figure[I.3]

1.1.3 General security requirements of WSNs and IoT

Security requirements in WSNs & 10T are very similar to those of ad-hoc networks.

WSNs and IoT have the following general security requirements

e Authentication: It is required to validate a communicating node who it claims to
be. A proper authentication mechanism is necessary to validate gateway nodes,
cluster heads, sensor nodes and registered users in the WSNs & IoT before grant-

ing a resource or before sending any sensitive information.

o Integrity: Any message from an authorized sender to an intended recipient must

not be altered during the transit.

e  Confidentiality: It must be ensured that the data owing in the network is under-

stood by intended recipients only. In WSNs & IoT, the confidentiality or privacy
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Figure 1.3: Applications of WSNs and IoT

must ensure that the messages sent by sensor nodes are not accessible for unau-

thorized entities.

e Availability: This requirement checks that the important services of WSNs & IoT
are always available and must not be hampered by internal/external attacks or by
resource starvation due to complex operations. For example, the security measures
must protect the WSNs & IoT against Denial-of-Service attack (DoS) where in an
attacker tries to pump-in huge load of traffic to the sensor nodes thereby failing to
serve genuine requests and also must employ light weight operations, for security,
on sensor nodes since sensor nodes have limited computing capabilities and live

on batteries.
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Non-repudiation: Preventing malicious sensor nodes of WSNs to hide their im-

portant activities.

Authorization: In WSNs & IoT where access control mechanisms are employed,
it is required to authorize an authenticated user to check if he/she has required
privileges to access the requested resource. Unauthorized access leads to an under-
privileged user accessing an elevated resource. For example, a normal user must
not abandon a sensor node from the WSNs & IoT which the system administrator

can only perform.

Information Freshness: Freshness is an important feature in WSNs & IoT to
ensure that the received data is freshly generated by the genuine participant and
is not a replay message by an adversary. A periodic counter, current timestamp
or a random nonce can be embedded in the message to verify the freshness of a

message.

Secure localization: At times, it is required to locate the accurate location of a
sensor node in the target field. For example, a WSN deployed to locate the faults
in the target field is required to identify the location of the sensor node reporting a
fault. It is possible that an adversary can manipulate the location of a sensor node

by modifying the signal strength or by replaying of messages.

Apart from these security requirements, the forward and backward secrecy need to

be considered as new sensors can be deployed in the network and old sensors may fail

due to energy problems.

Forward secrecy: It implies if a node or an entity leaves the WSNs & IoT, it must

not be able to read any communication owing in the network after its departure.

Backward secrecy: It implies if a new node joins the network, it must not be able

to decrypt or read the data communication that is owed before its introduction.

1.2 Authentication in WSN and IoT

A user who wants to avail the services of a WSNs & IoT must get authenticated by
the WSNs & IoT. The gateway nodes, present in the WSN & IoT, collect the real-

time information from sensor nodes and stores it in their memory which the legitimate

10
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users can query. However, since the GW N collect the data from sensor nodes in
regular intervals, the data present at the GI¥ N may not be the real-time data and such
data can majorly be useful for statistical purposes or for analytics only. Hence, it is
also required for the users to communicate with the sensor nodes directly to collect
the real-time information. To communicate with the sensor nodes directly, the user
needs to authenticate against the gateway nodes as well as the sensor nodes to ensure
the secure communication. Given the resource-crunchy nature of sensor nodes, it is
essential to design efficient authentication protocols with no compromise in security.

Beneson et al. [[11] illustrated the inside and the outside security requirements in
WSNs & IoT as:

e Inside security represents secure data communication between the sensor node
SN; and secure data communication between the sensor node SN and the gate-
way node GW N of WSNs & IoT.

e Outside security represents secure data communication between outside user U;
and sensor nodes SN; of WSNs & IoT.

Authentication in WSNs & 10T [12]] is a remarkable specification which is a func-
tion of both outside and inside security of WSNs & IoT. If a secure user authentication
technique is not considered, then an adversary 4 can often produce forge data packets
and influence sensor node to process those data packets to make sensor nodes resources
exhausted. A forge data can cause sensor nodes to receive and transfer faulty messages
which in turn makes sensor nodes of WSNs & 10T vulnerable to various major security

attacks. Authentication in WSNs & IoT can be categorize into following manner:

e Authentication of the gateway node GIW N to the sensor node SN; or in between

sensor nodes.

e Authentication of user U, to the sensor nodes SN; or to the gateway node GW N.

There are various techniques proposed to address the gateway to sensor nodes au-
thentication and sensor nodes to other sensor nodes authentication. In this thesis, we
emphasize on the authentication of user U; to the sensor nodes SN;. In this model of
authentication, outside user U; are authenticated to a sensor node SN; with the help of
gateway node GW N (as shown in Figure[I.4).

11
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User U, Gateway node (GWN) Sensor nodes SN

ﬁ «) ((( )
R— \ = ((( )

1. Mutual authentication

2. Negotiate a common secret key ((( )))

3. Establish a secure and authentication channel

Figure 1.4: Mutual Authentication and Session Key Establishment [4]

Formerly, just one factor was utilised to authenticate the user. By that moment,
Single-Factor Authentication (SFA) was often used by the society due to its uniformity
and user-friendliness. As an illustration, the use of a password (or a PIN) to verify the
claim of the user ID could be considered. This is the weakest level of authentication.

By distributing the password, one can compromise the account instantly. Further,
an illegal user can also try to get access by utilising the dictionary attack [16], rainbow
table, or social engineering procedures. Generally, the minimum password complexity
condition is to be considered while using this type of authentication.

Moreover, it was recognized that authentication with merely a single factor is not
reliable to provide sufficient protection due to many security threats. As a fundamental
step forward, Two-Factor Authentication (2FA) was proposed that pairs the typical data
(user-name and password incorporation) with the factor of personal possession, such
as a smart card or a phone. Now, three types of factor combinations are convenient to

connect a person with the authorized credentials:

e Knowledge factor - something that the user remembers, such as a password or a

secret;

e  Ownership factor - something that user holds, such as smart cards, smartphones,

or additional tokens;

e Biometric factor - something that user is, i.e., biometric information or behaviour

pattern.

12
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Subsequently, Multi-Factor Authentication (MFA) [13]] was proposed to provide a
higher level of safety and facilitate continuous protection of computing devices as well
as other critical services from unauthorized access by using more than two categories
of credentials. For the most part, MFA is based on biometrics (as shown in Figure[L.5)),
which is automated recognition of individuals based on their behavioral and biological
characteristics. This step offered an improved level of security as the users were re-
quired to present the evidence of their identity, which relies on two or more different

factors.
Multi-Factor User Authentication
Something you
Dual-factor A R E Three-factor
authentication Fingerprint authentication
e.q., PIM and Face Face a.q., PIM, Face, and 1D badge

Something you Something you

KNOW HAVE

Password Smart card USB dongle
PIN USBE token Phone
Security questions RF ID badge PC

Figure 1.5: Authentication Factors [3]

Our proposed user authentication protocols for WSNs & in [oT has the following
phases:

Pre-Deploment Phase This phase allows the WSNs and IoT parameters to be chosen
by the GIW N. Before the sensing nodes are deployed or installed, they need
to be registered with the GW N. The GW N then loads the necessary secret
credentials before deployment.

13
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User Registration Phase To access information (service) from certain sensing nodes,
a user U; needs to register with the GW N. U, first provides his/her credentials
(e.g., identity, password and bio-metric information) secretly to the GW N and

the GW N issues a smart card securely to U,;.

Login, Authentication and Key Establishment: In this phase, U; enters his/her cre-
dentials, and these are validated by smart card, a login request message is formed
and sent to the GIWW N via open channel. After receiving the login request mes-
sage, the GW N first validates it and if the validation passes, the GIW N sends
an authentication request message to the sensing node being accessed, say S'N;.
SN; then validates the received message and dispatches the authentication re-
ply to U;. U; also validates the received message from S/V;. Only after mutual
authentication between U, and SN, a session key SK;; is established between

them. Both later use SK;; secure communication.

User’s Credential Update Phase This phase is needed only when a legitimate userUi
wishes to update his/her password and biometrics. It is desirable that U; should
not involve the GW N for this activity and hence, this phase can be entirely

executed locally without the involvement of the GW N by U,.

1.2.1 Key Establishment in WSNs and IoT

Key establishment is a technique in cryptography through which cryptography keys
are exchanged among two people, enabling the usage of a cryptography algorithm. For
instance, DiffieHellman key exchange establishes a shared secret between two parties
that can be used for securely transferring data over a public network. The following
conceptual diagram demonstrates the general idea of the key establishment by utilizing
colours instead of very big numbers.

For key establishment which is a significant building block for every security mech-

anisms, the following objectives are necessary:

e  Resource consumption efficiency: energy, memory space, and processing capa-

bilities of sensor nodes must be considered.

14
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Figure 1.6: Key Establishment in WSNs and IoT

Scalability: the network may contain thousands of sensor nodes, the key man-

agement solution has to be adaptive. So, post-deployment of nodes must also be

considered.

Backward and Forward secrecy: when a sensor node joins the network (i.e., post-

deployment) or leaves it (i.e., consumes the totality of its energy), the crypto-

graphic keys of this sensor node cannot be used to read any previously exchanged

(for backward secrecy) or future exchanged message (for forward secrecy).
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1.2.2 Assumptions of the Threat Model for WSNs & IoT

Sensor node may not fix up with the tamper-resistant device, and if a node is cap-
tured by an adversary, all the prominent and confidential information stored in its
memory can be accessed by the adversary. If the sensor nodes are tamper-resistant,
the adversary can know the information saved in the memory by measuring the en-

ergy consumption of the captured sensor nodes.

The gateway node is trusted, and it works both as an authentication as well as a

key distribution centre.

The adversary A can intercept the public data communication channel, replay

the previously forwarded packets and insert packets.

The adversary A can take the smart card SCy, of user U; and it can obtain the
security information stored in the smart card by simple and differential power

analysis procedures [14]].

We believe that the WSNs & IoT consist of several users (with the smart card
which can be captured or stolen by the adversary A), hundreds of sensor nodes (A

can capture it) and the trusted gateway node.

The processed data of the sensor nodes are accumulated periodically at the gate-
way node GW N. The collected data may not always be real-time and fresh at
GW N. Consequently, the genuine user should be permitted to access the data in-
stantly from the sensor node SNV, to make prompt decision for secure and real-time

applications of WSNs and IoT.

1.2.3 Security specifications for User Authentication in WSNs and

IoT

In this section, we introduce various security attacks which a user authentication pro-

tocols for WSNs & IoT should resist and different useful security characteristics that

the protocol should provide a friendly and secure authentication mechanism.

Before reviewing the attacks, it is assumed that an adversary may hold complete

command over the network with the following abilities.
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e An adversary A can intercept, remove or change, and insert any message across

the public communication channels.

e An adversary A can either hack passwords or steal users smart-card and utilises

secrets saved in the smart card, however not entirely at the same time.
e An adversary A may intercept all the messages at any time.

e An adversary A may either hack passwords or steal users smart-card and utilize

secrets stored in smartcard, but not all at the same time.

e An adversary A can compromise the sensor node and derive all parameters saved

in it.

According to the security specifications for user authentication in WSNs and IoT,

the following attacks must be prevented:

Stolen smart card attack: Though smart-cards are built with tamper-resistant hard-
ware, the contents of the smart card can be read using power analysis techniques
[14] as shown in following figure [I.7} The authentication protocols, which use
smart cards for authentication, must be careful to protect sensitive information

though the information stored in the smart card is revealed to a malicious user.

Cryptographic device
(e.g., smart card and reader)

Control,
Cyphertexts

ce maladie

vitale

Control,
Waveform
data

Oscilloscope

Computer

Figure 1.7: Differential power analysis [6]

Sensor node capture attack: Sensor nodes often operate in hostile and unattended

environment and they are prone to physical node capture by an attacker. The
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effect of the node capture attack refers to the portion of the network that is af-
fected when a node or a set of nodes in the network are captured. In other words,
we define the probability of an adversary to decrypt the secure communication
between a non-compromised sensor node SN; and a gateway node GIW N when
m nodes are captured in the network as Pr(m). If Pr(m) = 0, such an authenti-
cation protocol is said to be unconditionally secure against sensor node capture
attack.

Impersonation attack: During this attack, a malicious user, being an adversary, at-
tempts to act as a legitimate participant in the secure communication. This at-
tack is feasible only when a malicious user can create an original message with
the data known to him/her. The malicious user can try to impersonate a gateway
node, a sensor node and a legitimate user, which corresponds to gateway node
impersonation attack, sensor node impersonation attack and user impersonation
attack.

Man-in-the-middle attack: Under this attack, an adversary A may secretly transfer
and modifies the message communication between two individuals who assume
that they are talking with each other. The attacker can alter a valid message to
generate another original message of his/her own choice or can entirely make
a new valid message. These kinds of attacks are severe as the original parties
do not know that they are being victimized. Authentication protocols must en-
sure that they are not prone to man-in-the-middle attacks by guaranteeing mutual

authentication.

Denial-of-Service attack: This attack indicates flooding a participant or a network
beyond its capacity so that it can not perform its standard functions. The main
purpose of this attack is to impact the availability of service so that it cannot
serve legitimate requests. Sometimes, the denial of service can also be generated

by hardware failure, change in environmental situations and software bugs.

Privileged insider attack: This type of attack is performed by a system administrator
or an insider of a gateway node by elevated privileges. In general, it is assumed
that the messages transmitted while the registration process is likely to be ac-
cessible to a privileged insider. A user authentication system must take precise

measures to be resilient against privileged insider attack.
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Replay attack: Toward this attack, an attacker captures one or more packets over the

network from a legitimate participant and tries to re-send the packets to the des-
tined party. In this process, the attacker attempts to deceive the recipient by
reusing the information during the run of the protocol. The attacker does not

need any additional knowledge to originate this attack.

Password guessing attack: Toward this attack, a malicious user attempts to guess the

password of a legitimate user by using online or offline guessing methods. An
online password guessing attack is performed when no information of password
is available, and it is carried out by trying passwords. This attack is noisy, slow
and infeasible for most of the times. An online password guessing attack is car-
ried out when password hashes are available. This attack, as the name indicates,
is performed online on the attacker site, for example, by computing hash of a
random password and verifying whether it matches with any of the password
hashes available.

Gateway Bypass Attack: In protocols where users transmit their login information to

the sensor node, the sensor node demands the gateway to confirm the legitimacy
of the user during the authentications phase. If some legitimate but malicious
user or an adversary can successfully pass the authentication method without

allowing the gateway to play its role, then a gateway bypass attack occurs.

1.2.4 Functionality requirements of user authentication protocols

for WSNs & IoT

The primitive functionality requirements of a user authentication protocol for WSNs

& IoT are as follows.

The authentication protocol must be efficient in terms of computation, communi-

cation and storage as the sensor nodes are resource-starved devices.

The sensor node’s registration process should be done in offline mode by the

GW N due to resource limitations of sensor nodes.

The authentication protocol must be designed in such a way that capturing a sensor
node must not compromise the security of the entire WSN. This is an important

feature as sensor nodes often operate in hostile environments.
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e The authentication protocol must support dynamic addition of sensor nodes to the
WSNs & IoT. This is an essential property as sensor nodes may run out of battery
or may fail due to a hardware failure, and it also requires to deploy new nodes in
the target field.

e A genuine user must be able to change his/her password locally without contacting
the gateway nodes in the WSNs & IoT.

e The authentication protocol must be scalable to support large number of sensor

nodes in the target network.

1.3 Technologies, Cryptography Concepts, and Formal

Security Verification Methods used in the thesis

In this section, we discuss some mathematical preliminaries in order to design and
analyze our proposed protocols. We first discuss the security properties of one-way
hash function. We discuss the elliptic curve and its properties, the rules for adding
points on an elliptic curve, the rules for scalar point multiplication in the Elliptic-curve
DiffieHellman (ECDH) problem. Then we discuss the concepts of Fuzzy Extractor,
Bloom Filter, Chinese Remainder Theorem and Symmetric Hash Function. We finally
describe the formal security analysis techniques based on AVISPA Tool, Syther Tool,
BAN Logic and Random Oracle Model.

The remarkable elementary cryptography methods applied in the security analysis

of current protocols and also in our proposed protocols are described as follows:

1.3.1 Secure Hash Function

Definition 1.3.1. Secure Hash Function [15]: A function h : In — Qut, with a
binary string s € In{0,1}" of inconsistent range as input and a binary string d €
Out {0,1}" of fixed range m as an output, is a secure hash function if the following

stipulations exist:

e Adversary A’s advantage to determine the collision is negligible i.e, Advﬁ(tl) =
Pri(s,s') «<—r A:s# 5 h(s)=h(s)| and
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° Advﬁ(tl) < 7, for any adequately small T > 0.

where (s,s') <—g symbolizes that the pair (s, s') is randomly decided by 4 and Pr
represents the probability of the event (s, s') <—r 4 including performance time t;.

1.3.2 Symmetric Hash Function

Definition 1.3.2. Symmetric Hash Function [16]: A hash function which is invariant
to the order of the given input can be considered as a symmetric hash function . For ex-
ample : The following function (1) is not a symmetric hash function, whereas function

(2) is symmetric hash function.

hasymmetric(clja Cojyvneny an) = klclj + kQCQj + ..+ kncnja (1)

Where ki # ko - - - # k,, and
hmj(cljchja----’an) :CE+C$++C% (2)

If the order of the input (c1;, Caj, ..., Cnj) Is changed to (ca;, C1j, ..., Cnj), the func-
tion Resymmetric(C1j, C2j, -, Cnj) gives a different value where as hp,;(c1j, C2j, ..., Cnj)

remains unchanged. Therefore, h,;(c1;, Caj, ..., Cyj) IS a symmetric hash function.

1.3.3 Secure Encryption Algorithm

Definition 1.3.3. Secure Encryption Algorithm [15|]: For each probabilistic, polyno-
mial time adversary A, an encryption protocol Enc is supposed to be IND-CPA (in-
distinguishability of encryption and chosen plaintext attack) secure if Advgxg A CPA g
negligible. Where Advgx(?ffCPA(tg) =2Pr[A < Og; (by, by < A);T <5 0,1;7 g
Ok(b;) : A(y) = 7] — 1 denotes the advantage function of A. Where 7 < {0,1}
represents that the bit T is randomly chosen from {0, 1} and t, represents the execution

time.

1.3.4 ECDH Key Establishment

Definition 1.3.4. Elliptic Curve Diffie-Hellman [17)]: Consider a prime number p >
3, the elliptic curve E,(a,b) over the finite field 7, that is interpreted through the
solutions (v,y) € Zy X 7Zj of the equation y? = 2® + ax + b, including a point O
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of infinity, where 4a3 + 27b*> # 0 mod p. If P be a generator or a base point of a
cyclic subgroup G of the elliptic curve E,(a,b) estimated over the finite field F?, i.e.,
G = (P), the elliptic curve Diffie-Hellman (ECDH) key exchange can be expressed as
follows:

First, U; and SN; agree on a generator point P and choose their private key as
Ry, and Rs, respectively. Then, they create and exchange their public keys as Xy, =
Ry, X PandYsy, = Rgn; X P. Finally, U; and SN; calculate the common secret key
as Ry, x (Rsn,; X P) and Rsn, % (Ry, X P) respectively. Where Ry, x (Rsn, x P) =
Rsn; % (Ry, X P) and it is intractable to obtain Ry, and Rsn, for an adversary A
having Xy, and Ysy;, . i.e.,

The advantage in determining Ry, is represented by AdvECPH(t3) =
Pr[(Ry,, P) +—r A : Xy, = Ry, x P). Where Advi“PH (t3) < 7, for any sufficient
small T > 0 and (Ry,, P) <—gr A represents the pair (Ry,, P) is randomly chosen by
A including execution time ts, such that Xy, = Ry, x P.

1.3.5 Fuzzy Extractor

Definition 1.3.5. Fuzzy extractor [I8] is technique based on cryptography for securely
authenticating a user U; utilizing bio-metric credentials B1Oy,. Assume a finite set M
is a metric space. Consider a distance function dis including an error tolerance limit
T based on error correction codes for a specific distance metric (set difference metric,

hamming distance, edit distance etc.) such that:

o dis: M x M — R*=10,00).

e dis(BIOy,, BIOy ) = 0iff BIOy, = BIO,
o dis(BIOy,, BIOy,) = dis(BIOy , BIOy,),

o dis(BIOy,,BIOy,) < (dis(BIOy, BIOy,) + dis(BIOy,, BIOy,)), where
BIOy,, BIO,,, BIOy, € M.

The fuzzy extractor consists of a pair of randomized procedures, i.e., Generator
(Gen) and Reproduction (Rep) with the following properties:

e The Gen() procedure uses a bio-metric credential BIOy, € M of user U; as an

input and provides outputs—a secret string o; € {0, 1}! and a public accessory
string 7; € {0,1}%, i.e., Gen(BIOy,) = (04, 7:)
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e The Rep() procedure uses a noisy bio-metric credential BI O{li € M of user
U; and the public accessory string T; as an input and reproduces the secret
string o; € {0,1}' as an output i.e, Rep(BIO, ,7) = o; if and only if
dis(BIOy,, BIOy,) < 7.

1.3.6 Bloom Filter

A Bloom Filter [8] is an m bit vector V' which denotes a set S of n elements applying &

independent hash functions. It supports set membership queries utilising an operative

and probabilistic data structure including a false positive f = (1 — e*%n)'C .

1.3.7 Chinese Remainder Theorem

Definition 1.3.6. Chinese Remainder Theorem: If ny,no,---ny are pair-wise rela-

tively prime integer numbers, then the operation of simultaneous congruence:
r=1r; modn

T =1y mod ng

r =1, mod ny

has a unique solution: Y% ;N7 "N where;

k
=1
n;

N/'N =1 mod n,

1.3.8 AVISPA Tool

The AVISPA Tool [7]] is a push-button software tool in support of the Automated Val-
idation of Internet Security Protocols and Applications. We have used this tool for
rigorous security analysis of existing as well as our proposed user authentication pro-
tocols of WSNs & IoT by either finding flaws or establishing their correctness. AVISPA
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Tool gives a modular and descriptive formal language for describing security protocols
and their security properties, and consolidates different back-ends that implement a
variety of automatic protocol analysis procedures ranging from protocol falsification
(by detecting an security attack on the input security protocol) to abstraction-based

verification techniques for both finite and infinite numbers of sessions.
1.3.9 Syther Tool

Scyther [19] is an automated security protocol verification tool which we have used for
the analysis of our proposed user authentication protocols. Novel features of Scyther
tool incorporate the likelihood of unrestricted verification with guaranteed termina-
tion, security testing of infinite sets of traces with regard to the patterns, and support
for multi-protocol security analysis. Scyther is established on a pattern refinement
technique, providing brief representations of (infinite) sets of traces. This enables the
tool to support in the analysis of various major classes of security attacks and possi-
ble protocol behaviours, or to prove accuracy for an unrestricted number of protocol

sessions.
1.3.10 BAN Logic

Authentication protocols lay foundation for secure communication in the information
security field. Hence, it is very crucial to ensure the correctness of authentication pro-
tocols. Many protocols proposed in the literature have been poorly designed, and they
also contain flaws which can be exploited to weaken the systems. The prime objective
of authentication is to ensure that a principal is really communicating with other princi-
pal with whom he/she intends to communicate. The Burrows-Abadi-Needham (BAN)
logic [20] offers a mechanism to validate the correctness of an authentication protocol
using the assumptions or beliefs made in the definition of an authentication protocol,
there by employing reasoning or logic to deduce conclusions. In recent years, the mu-
tual authentication proof between two communicating parties has been performed in
several user authentication protocols using the widely-accepted BAN logic. The impor-
tant notations which we have used for the logical security verification is represented in
Table|ll The basic rules of BAN logic which we have used for the security verification

of the protocol are as follows:
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K
: . Ppan|=Ppan<—Qpan,PeandStk P .
Rule 1 Message meaning rule: PoANT=0n an]S . That is, if Pgay be

lieves that she shared the key K with Qpan, and Ppay sees the message {S}
encrypted with key K, Pp4n believes that ()p4x once said .S.

Rule 2 Nonce verification rule; Z2aNE#(9).Lean|=@pan|~S That is, if Py 4y believes
Ppan|=QBAN=S

S is fresh and Qs n once said S, Pgn believes (Qpan believes S.

Rule 3 Jurisdiction rule: 224X ‘EQBAI},ZEI’V]E*S‘N I=QeAN=S Thatis, if Py 4y believes that

() san had jurisdiction right to S and believes ()pan believes S, Pgan believes
S.

1.3.11 Random Oracle Model

A Random Oracle is based on a hypothetical black box that responds to each query
with a (truly) random responses taken consistently from its output element, besides
that for any specific query, it answers the similar way each time it takes that query i.e.
a random oracle is a precise function mapping every possible query of the protocol to
a random response from its output region.

Bellare and Rogaway first formalised the Random Oracle Model (ROM) [21]] in
1993 . In the random oracle model, the individual believes that some hash function is
replaced by a publicly available random function (the random oracle). This indicates
that the adversary cannot calculate the result of the hash function by itself, he must

query the random oracle.

1.4 Motivation of the work

Wireless Sensor Networks (WSNs) & Internet of Things (IoT) have attracted a large
number of researchers due to its ubiquitous nature, easy deployment and a wide range
of applications. In general, most of the queries in WSN & IoT applications are issued
at the points of base stations or Gateway (GW N) node of the network. However,
one can foresee that there are greater needs to access the real-time data inside WSNs
& IoT . The user must be able to access the real-time data from sensor nodes when
required. For some applications, the collected data is valuable and confidential. In
many applications, integrity and confidentiality of collected data as well as the user

privacy are critical. Security measures should be incorporated to protect the access to

25



1.5 Objective of the thesis

critical data and to restrict non- authorized users from acquisition of critical data. If the
data is made available to the user on demand then user authentication must be ensured
before allowing the data access.

Over the years, password based user authentication and two factor user authentica-
tions have been proposed by a number of researchers. Two-factor user authentication
allows for a separation of roles at the expense of adding a multitude of implementation
and deployment issues, which make them expensive. The two-factor user authentica-
tion assumes that WSNss are deployed in a confined area. The basic idea of the protocol
is that during registration phase, a user receives a smart card from GW N node. Then
during login-authentication phase, the user can login to the sensor and access data with
the aid of the users password and smart card. In this case, the user must insert the smart
card into the specific terminal to be able to login. However in many applications ad hoc
topology of WSN is deployed in uncontrolled areas where using a specific terminal and
smart card may not be feasible and will restrict the user mobility and utility of WSN.
Password-based authentication is easy to integrate and at least it does not involve some
incompressible extra costs. Therefore, we are motivated to develop secure and efficient
authentication protocols that eliminates various well known security attacks and allows
only the legitimate users of the WSNs & 1oT.

1.5 Objective of the thesis

Sensor nodes in a WSNs & IoT are battery-powered and have limited communication,
computation and storage capabilities. This requires that the security design must be
lightweight and efficient regarding both communication and computation overheads.
Due to wireless communication between nodes in a WSN & IoT, an adversary can
eavesdrop the communication messages and launch different types of attacks. The
unattended nature of some WSN & IoT makes it vulnerable to node compromise attack.
The resource and network constraints together with different attacks impose many chal-
lenging requirements for the security design in WSNs. A sophisticated security or au-
thentication protocol requires a balance among the requirements and its design must
be robust against sensor compromise and different attacks. All the password-based
authentication protocols proposed so far have security weaknesses that make them un-

suitable for wireless network. Moreover, all password-based protocols require strict
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time synchronization, which increases network overhead and makes the protocol vul-
nerable to replay attack within a certain time interval. The past protocols also suffer
from many logged in users with same ID threat. Therefore, our main objective is to
develop a robust user authentication method that inherits all the advantages of previous
password-based protocols and improves security by resisting gateway bypass attack,
replay attack and many logged in user with the same ID threat. In this thesis, we pro-
pose a robust user authentication method which ensures that only the legitimate user

can get the access to the sensor data. The objectives of this thesis are as follows:

1. Designing light- weight cryptography mechanisms of authenticated key exchange

for the resource constrained sensor devices.

2. To propose protocols for eliminating unauthorized query information circulation
at the initial level (i.e., at the sensor node itself) in order to prevent bogus infor-

mation flooding from the sensor nodes to the gateway node.

3. Authenticating the users without pre-alignment between the test and the registered

minutia points of the fingerprint.

4.  Providing various known security features such as secure users password update,
efficient session key exchange, data confidentiality, message integrity, availabil-
ity, non-repudiation, data freshness and mutual authentication of the user, sensor

node, gateway node.

5. Resisting various well-known security attacks such as sensor node and users iden-
tity impersonation attack, replay attack, denial of service and man-in-the middle
attack, stolen smart card attack, energy and constrained resources exhausting at-
tack.

1.6 Thesis Contributions

The contributions of the thesis are summarized in the following subsections. The sig-

nificant contributions of our work are as follows:

e In this thesis, we first discuss various security issues involved in authenticating the
users of WSNs and IoT.
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e  We perform the comprehensive literature survey and security analysis of various
existing protocols of user authentication and key establishment for WSNs and IoT.
Through security analysis, we show that the existing protocols are vulnerable to
various attacks like user impersonation attack, sensor node impersonation attack,

attacks based on legitimate users.

e  We propose various secure and efficient protocols for authenticating the users of
WSNs and [oT considering mutual authentication, session key establishment, data

freshness, and confidentiality.

e Through informal security analysis, we confirm that our proposed protocols resist
the stolen smart card, sensor node compromise, gateway node compromise, man-

in-the-middle and replay attacks.

e We complete proof of security applying the random oracle model to assure the

correctness of multiple security features associated in our proposed protocols.

e Afterwards, we perform security testing of the proposed protocols on popular and

robust security verification tool such as AVISPA and Scyther.

e We apply BAN logic to ascertain whether exchanged messages of the proposed

protocols are trustworthy and secure against eavesdropping.

e Finally, we perform the comparative analysis of our proposed protocols with other

existing protocols based on security features and computational overhead.

1.7 Organization of the thesis

This thesis consists of 9 chapters including an introductory chapter and a concluding

chapter. The content of each of these chapters is summarized below:

Chapter 1: Introduction

In chapter 1, we provide the motivation for the work carried out in the thesis.
The chapter begins with the introduction of user authentication for WSNs and
IoT with challenges. The desired security requirements for authentication, stor-
ing, and sharing data. We discuss the problem statement, objectives, and our

contributions for designing a secure authenticated key establishment mechanism.
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Chapter 2: Literature Survey

Chapter 2 reviews the related works and highlights the novel aspects of this the-
sis. In this chapter, the related work is categorized into two categories:(i) User
Authentication for WSNs and IoT (i1) Key establishment for WSNs and IoT.

Chapter 3: ECC based User Authentication and Key Establishment protocol for
WSNs & IoT

In 2014, Choi et al. proposed a elliptic curve cryptography based user authen-
tication protocol with enhanced security for wireless sensor networks and after
security analysis of their protocol we find that their protocol has some secu-
rity drawbacks such as (1) no resilient against node capture attack, (2) insecure
against stolen smart card attack (3) vulnerable to sensor node energy exhausting
attacks. Based on the security analysis we propose a protocol to withstand the
various security weaknesses of WSNs. Furthermore, the comparative security
and computational performance analysis indicate that our proposed protocol is

relatively more secure and efficient.

Chapter 4: Fuzzy Extractor and ECC based User Authentication and Key Es-
tablishment protocol for WSNs and IoT

In Chapter 4, we perform the security analysis of A.K.Das’s user authentica-
tion protocol (given in 2015), Choi et al.’s protocol (given in 2016), and Park
et al.’s protocol (given in 2016). The security analysis shows that their proto-
cols are vulnerable to various attacks like user impersonation attack, sensor node
impersonation attack and attacks based on legitimate users. Based on the crypt-
analysis of these existing protocols, we propose a secure and efficient authenti-
cated session key establishment protocol which ensures various security features
and overcomes the drawbacks of existing protocols. The formal and informal
security analysis indicates that the proposed protocol withstands the various se-
curity vulnerabilities involved in WSNs & IoT. The automated validation using
AVISPA and Scyther tool ensures the absence of security attacks in our protocol.
The logical verification using the Burrows-Abadi-Needham (BAN) logic con-
firms the correctness of the proposed protocol. Finally, the comparative analysis
based on computational overhead and security features of other existing protocol

indicate that the proposed user authentication system is secure and efficient.

29



1.7 Organization of the thesis

Chapter 5: LU Decomposition based User Authentication and Key Establish-
ment protocol for WSNs and IoT

In Chapter 5, we propose a lightweight mechanism for authenticating users of
a sensor network using fuzzy extractor along with a novel matrix based session
key establishment protocol. After that, we perform the security analysis of our
protocol using widely accepted automated verification tools such as AVISPA and
Scyther. Then, we perform logical verification using BAN Logic. Finally, we do
the computational analysis, and demonstrate by comparative efficiency analysis

in terms of computational overhead and security features.

Chapter 6: Chinese Remainder Theorem based User Authentication and Key
Establishment protocol for WSNs and IoT

In Chapter 6, we propose an effective authenticated key exchange mechanism
using the theories of the fuzzy extractor and Chinese Remainder Theorem. Sub-
sequently, we present the security analysis of our proposed protocol using univer-
sally trusted automated security verification tools such as AVISPA and Scyther.
Later, we do logical verification applying BAN Logic. Eventually, we do the
computational study and illustrate the relative performance analysis in respect of

computational cost and security traits.

Chapter 7: Bloom Filter based User Authentication and Key Establishment Pro-
tocol for WSNs & IoT

In Chapter 7, we introduce Bloom filter based authentication protocol applica-
ble for the WSNs and 10T of large hop count (i.e., the vast number of interme-
diate sensor nodes by which information must transfer between origin sensor
node and terminal gateway node). The originality of our recommended proto-
col is, it discards illegal querying information communication at the beginning
level (i.e., at the sensor node itself) to avoid false information flooding from the
sensor nodes to the gateway node (which consumes the resources of WSNs &
IoT). We conduct the formal and informal security interpretation of the proposed
protocol utilising a universally trusted AVISPA tool plus random oracle model.
The significant computational study confirms that our proposed protocol is fit

for resource-constrained sensor nodes like TelosB and MicaZ. The comparative
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security and performance analysis outcomes show that our protocol is further

secure, cost-effective and strong in comparison to other existing protocols.

Chapter 8: Symmetric Hash Function based User Authentication and Key Es-
tablishment Protocol for WSNs & IoT

In Chapter 8, we propose symmetric hash function and bloom filter based se-
cure authenticated key exchange (AKE) protocol for WSNs & IoT. The proposed
protocol is appropriate for authentication of the users without pre-alignment be-
tween the test and the registered minutia points of the fingerprint for multi-hop
WSNs & IoT. The proposed protocol eliminates unauthorized query information
circulation at the initial level (i.e., at the sensor node itself) to prevent bogus in-
formation flooding from the sensor nodes to the gateway node. We show that
the proposed protocol resists the resource exhaustion attacks associated with
WSNs & IoT of large hop count (i.e., a large number of intermediary sensor
nodes through which information must pass between source sensor node and the
trusted gateway node). We present both the formal and informal security analysis
of the proposed protocol using AVISPA tool and basic cryptography concepts.
The analysis of computational overhead demonstrates that our proposed proto-
col is preferable for resource-constrained sensor motes like MicaZ. The security
analysis and performance evaluation reveal that the proposed protocol is more

secure, effective and resilient in comparison to other existing protocols.
Chapter 9: Conclusions and Future Directions

Chapter 9 summarizes the contributions of the thesis and outlines the future
directions. The security analysis of existing user authentication protocols of
the literature demonstrates that they are vulnerable to various attacks like user
impersonation attack, sensor node impersonation attack and attacks based on
legitimate users. The performance analysis illustrates that the existing proto-
cols are inefficient considering the computational cost. Whereas, the compar-
ative security and performance analysis indicate that our proposed protocols
are secure against stolen smart card attack, user impersonation attack, sensor
node impersonation attack, sensor node capture attack, replay attack, man-in-
the-middle attack. The proposed authentication protocols provide various secu-

rity features such as mutual authentication, three-factor authentication, secure
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password and biometric information update, confidentiality, integrity, freshness.
The proposed protocols are efficient concerning the computational cost of the
resource-constrained sensor nodes, save communication energy and bandwidth.
As a result, the protocol is appropriate for applications of resource-constrained
ubiquitous sensor devices. Therefore, the proposed protocols can be used in
various real-world applications consisting of resource constraint sensor devices
of WSNs and [oT where bio-metric based secure user authentication and ef-
ficient session key establishment is required. The proposed protocols can be
used for the implementation of bio-metric based secure authentic banking and
financial transactions using the smart card, automated teller machines (ATM),
point-of-sale (POS) machines. In this thesis, we have discussed the security
issues involved with the sensor nodes of WSNs & IoT and performed the secu-
rity analysis of various existing protocols of user authentication for WSNs. We
have proposed various efficient user authentication, session key establishment
protocols for WSNs and IoT using the Smart card, Fuzzy Extractor, ECDH tech-
niques, Bloom filter, Chinese Remainder Theorem, LU Decomposition, Sym-
metric Hash Functions. We have presented security proof using random oracle
model and BAN logic to ensure the correctness of various security features in-
volved in the proposed protocols. Afterwards, we have performed the security
analysis and verification using well-known and robust tools such as AVISPA and
Scyther. Through the precise security analysis using mathematical functions and
simulation tools, we have demonstrated that the proposed protocols fulfill the
desirable security requirements and withstand the security drawbacks found in
existing protocols of user authentication for WSNs. Finally, we have presented
the comparative analysis of our protocols with other existing protocols based on
security features and computational overhead which justify that our proposed
protocols are secure, efficient and suitable for WSNs & 10T. In future, we would
like to propose Hyper-Elliptic Curve Cryptography, Blockchain, Artificial Neu-
ral Network based authenticated key exchange protocols suitable for WSNs, IoT
and IoT based Cloud Services.
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Chapter 2

Literature Review

“Research is formalized curiosity. It is poking and prying with a purpose.” Zora Neale

Hurston

In this chapter, we first provide a classification of various user authentication and
key establishment protocols proposed for WSNs & IoT. We then present an overview
of the related works on user authentication and key establishment protocols in WSNs
& 1oT.

2.1 Classification of security protocols in WSNs & IoT

The user authentication and session key establishment are the main security issues in
WSNs & IoT. Figure [2.1) shows a classification of security protocols related to user
authentication and key establishment for WSNs & IoT.

2.2 User authentications protocols for WSNs and IoT

The existing user authentications protocols proposed in the literature for WSNs & [oT
usually fall into three categories: (i) Single factor user authentication protocol, (%)
Two factor user authentication protocol and (i:i) Multi-factor user authentication pro-
tocol. Some basic features and major security attacks on the existing protocols are
illustrated in figure and respectively. In 1981, Lamport [40] first proposed a
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remote password authentication protocol for insecure channels, and since then, many
authentication protocols have been studied in order to enhance security and efficiency.

The user authentication protocols proposed by Watro et al. [41], Wong et al. [71],
Tseng et al. [42]], Tsern et al. (2008) [43], Ko [44] and Liu et al. (2010) [45] etc. come
under single-factor password based authentication.

The user authentication methods proposed by M.L. Das (2009) [50], Vaidya et al.
(2009) [51]], Khan et al. (2010) [52], He et al. (2010) [53]], Song et al. (2010) [54],
Amin et al.(2017) [56], Wang et al.(2018) [S7], Zhang et al.(2018) [58]] etc. fall under
two-factor password based authentication.

Finally, the protocols proposed by Althobaiti et al.(2013) [S9], Yoon et al.(2013)
[60], Choi et al.(2016) [61]], Sharaf et al.(2016) [62], Park et al. (2016) [63], Moon
et al. (2017) [64], Kang et al. (2018) [65]], Sutrala et al. (2018) [72] etc. fall under

bio-metric (multi factor) based user authentication.

2.2.1 Literature review and problems identified in user authenti-
cation for WSNs and IoT

In 2002, Akyildiz et al. [2] explored many significant aspects of WSNs and discussed
critical open research issues of WSNs. Afterwards, several user authentications and
session key agreement mechanism for WSNs have been proposed. Unfortunately,
many of them still suffer from various security vulnerability. In 2004, Benenson et
al. [[11] proposed a user authentication and access control mechanism for WSNs. Con-
sequently, Watro et al. [41] (in 2004) designed a user authentication method for WSNs
based on public-key cryptographic protocols, called TinyPK protocol. The RSA al-
gorithm [73] and Diffie-Hellman protocol [/4] are applied in TinyPK which provides
mutual authentication and withstand sensor node impersonation attack. As outlined in
[S01, [[75], the TinyPK is prone to the following attack. After receiving the user’s pub-
lic key, an adversary, say A can encrypt a session key along with other parameters and
transmit the encrypted message to that user. When the encrypted message is received,
the user believes that the message has come from the legitimate sensor node. This
forces the user to decrypt the receiving encrypted message using his/her private key.
In addition, the user applies the session key for subsequent operations that the attacker

intends to perform.
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Subsequently (in 2005), Benenson et al. [76] designed an elliptic curve cryptogra-
phy based user authentication protocol. In 2006, Wong et al. [71] declared that Be-
nenson et al.’s [76]] method is resistless to denial of service and impersonation attacks.
Wong et al. [[71] then designed a user authentication method based on user’s password
using hash function which is a lightweight operation. However, it was shown in [50],
[75]] that their method does not resist many logged in users with the same login-id at-
tack in which if an attacker has an authorized user’s password, he/she can easily login
to the network. In addition, their method is also vulnerable to stolen-verifier attack as
both the gateway node and login sensor node need to maintain the lookup table of the
registered user’s secret information.

However, in 2007, Tseng et al. [42] specified that Watro et al.’s [41] and Wong
et al.’s [71] methods exhibit replay and forgery attack. Further, Tseng et al. im-
proved Wong et al.’s method and recommended password update mechanism. In 2008,
Lee [43] revealed that Wong et al. [71] method exhibit more computational overhead
on sensor node compared to gateway node and proposed an improved authentication
method by fixing the security drawbacks of Wong et al. method with less computation
overhead of sensor node. Later, L.C. Ko [44] indicated that Tseng et al.’s method does
not provide mutual authentication. Then, L.C. Ko [44] proposed mutual authenticity
and time-stamp based user authentication method in 2008.

In 2009, Vaidya et al. [S1] elaborated mutual authentication method with formal
verification. In 2009, Das [S0] developed a secure mechanism to provide authenticity
using smart card and user’s password (two-factor) but it does not offer session key be-
tween the user and sensor node. Afterwards, Ren et al (2009) [[7/] proposed a protocol
of multi-user authentication using bloom filter to store multiple user IDs and Public
keys. The disadvantage is that the Bloom filter can be forged and cannot prevent the
DOS attack. In 2010, Khan and Alghathbar [52]] detected that Das [50] protocol is vul-
nerable to the gateway node bypassing attack and privileged-insider attack, it does not
provide methods to change users passwords, and it does not achieve mutual authenti-
cation between the gateway node and the sensor node. To rectify these deficiency, they
proposed security patches and enhancements.

The introduced two-factor authentication mechanism based on the user’s identity
and password is usually not secure because the user aims to choose a low-entropy

password that can be easily decoded by implementing simple dictionary attacks. To
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enhance the security point of two-factor user authentication mechanism that is vulner-
able to password guessing attacks and subject to incompetent password update method
in WSNs & IoT, biometric-based user authentication mechanism, followed with user
passwords and smart cards, have drawn considerable attention.

In 2010, Yuan et al. [75] provided a bio-metric based method but it is unprotected
from node capture and denial of service attack. In 2012, Yoo et al. [78] designed
a method that provides secure session key and mutual authentication. In 2013, Xue
et al. [79] designed a mutual authentication method based on temporal information.
However, in 2015, Jiang et al. [80] revealed that Xue et al.’s method is susceptible
to stolen smart card and privilege insider attack. In 2015, A.K. Das [81] proposed
fuzzy extractor based authentication method which resists well known security attacks
of WSNs and have more security features compared to Althobaiti et al. (2013) [S9]
method. Sharaf et al. [62] proposed (in 2016) an object authentication protocol in or-
der to exploit device-specific data, known as fingerprints, to authenticate the objects
associated with the IoT. In 2016, Alizadeh et al. [82]] presented a comprehensive sur-
vey of authentication methods of mobile cloud computing (MCC) to explain MCC
authentication and differentiate it with that of cloud computing methods.

In 2016, Chang and Le [83] proposed a user authentication method in WSNs using
password and smart card. They designed two protocols, namely P1 and P2. While
P1 is based on bitwise XOR operations and one-way cryptographic hash functions,
P2 uses ECC technique in addition to the two functions used in P1. Though their
protocols were efficient, Das et al. [[84] pointed out that both P1 and P2 are prone to
session specific temporary information and offline password guessing attack, while P1
is also insecure against session key breach attack. In addition, they noticed that both
the protocols P1 and P2 are inefficient in authentication as well as password change
phases. To withstand these security weaknesses and limitations, they proposed a new
authentication key agreement method using ECC.

Afterwards, in 2016, Amin and Biswas [[85] proposed a two factor user authentica-
tion method using the multigateway based hierarchical WSNs. However, Wu et al. [86]
showed that their method is insecure with respect to sensor capture attack, user forgery
attack, gateway forgery attack, sensor forgery attack and offline guessing attack. In

addition, Wu et al. [86] demonstrated that the user in Amin-Biswas’s method can be
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tracked due to the use of a constant pseudo-identity and also previously established ses-
sion keys can be calculated by an attacker. In addition, Amin-Biswas’s method does
not provide efficient online sensor node registration and password change phases, and
also their method contains design flaws in authentication and key agreement phase. Wu
et al. then designed an efficient authenticated key agreement method for multi-gateway
WSNEs.

In 2017, Srinivas et al. [87] analyzed the security of Amin-Biswas’s method [85]
and pointed out that their method insecure against several attacks, including leakage
of sensors secret keys, gateway spoofing attack, stolen smart card attack, password
guessing attack, impersonation attack and also identity guessing attack. To withstand
these security drawbacks, they presented another efficient and more secure user au-
thentication method. Their method is a three-factor method based on smart card, user
password and personal bio-metrics. However, Srinivas et al.’s method still has the fol-

lowing drawbacks:

e The sensor node registration takes place in online mode as in Amin-Biswas’s
method. Hence, Srinivas et al.’s [87] method does not provide efficient online

sensor node registration.

e  The bio-hashing function is not good for bio-metric verification in authentication
methods as it was shown for Mishra et al.’s method [88] by Chang et al. [89].
Since Srinivas et al.’s method applies the bio-hashing function for bio-metric ver-
ification, it leads to denial-of-service attack.

However, in this thesis we performed the crypt-analysis of A.K.Das [81] method
and found that it is susceptible to stolen smart card attack. Similarly, we found that
Choi et al. [61] (proposed in 2016), Park et al. [63] (introduced in 2016), and Moon et
al.’s [64] (proposed in 2017) methods are also insecure against various security attacks
as we have illustrated in chapter-4 of this thesis. The security attacks and features found

in existing user authentication protocols for WSNs & IoT are described in following
figure [2.2]and [2.3] respectively.
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2.3 Key Establishment Protocols for Wireless Sensor

Networks and Internet of Things

Key establishment practices in the WSNs & [oT are divided into three categories (as
shown in Figure [2.1)) :(a) Probabilistic (b) Deterministic and (c) Hybrid. In an instance
of probabilistic distribution, key ring for each node is chosen randomly from a large
pool of keys. Deterministic distribution allocates keys to nodes in a deterministic way
to guarantee reliable connectivity. Hybrid protocols apply probabilistic techniques on

deterministic resolutions to improve scalability and resilience.

2.3.1 Probabilistic Key Distribution Methods

In 2002, Eschenauer and Ghgor were the first to give a key management protocol based
on the random possibility (the so-called basic random key distribution protocol, or E-G
protocol [22]) for WSNs, which is the basis of the other key management protocols.

This process consists of the following three phases:

e Key pre-distribution phase: In this phase the (key) setup server generates a key
pool K of My randomly chosen symmetric keys. Each key is then associated
with a unique identifier in K. For each sensor node SV; to be deployed in a target
field, the setup server selects a random subset K gy, of size my from the pool K,
and loads Kgy, into its memory. Kgy, denotes the key ring of the sensor node
SN;.

e Direct key establishment phase: This phase is executed by each sensor node once
they are deployed in a target field. To establish a secret pairwise key between two
neighbor sensor nodes, say S/V; and SN; , they can exchange the key ids from
their key rings K5, and Ky, respectively. If there is a common key id between
their key rings, the corresponding key is taken as the secret key between them and
they apply this key for their secure communication in future. Therefore, the EG
method demands that at least one common key must be common between the key

rings of two neighbor sensor nodes.

e Path key establishment phase: This phase is an optional phase, and if it is applied,
adds to the connectivity of the network. If two neighbor nodes SN; and SN, are
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unable to establish a secret pairwise key between them in the direct key establish-
ment phase due to lack of any common keys in their key rings and there exists a
secure path between them, SN; can generate a new random pairwise key k shared
with SN, and securely transmits it along the secure discovered path to the desired
destination node SN; . Thus, SN; and SN, can now communicate secretly and
directly using the key k. However, the communication overhead increases signif-
icantly with the number of hops. To tackle this issue, in practice, the number of

hops is restricted to a small value, say 2 or 3.

The network connectivity, that is, the probability of establishing a direct pairwise key

between two sensor nodes in the EG method is given by:

(™)
1 mK
Pr EG — 1 ( MK)
my
mpr—1 M . o
K mig 7
=1- g 2.1
g) Me—i 2.1)
where M is the key pool size and my the key ring size of a sensor node. If ¢
sensor nodes are physically captured by an attacker, the resilience against sensor node

capture attack is estimated by

Pro(c)=1— (1 - ZZ(() (2.2)

Blundo et al. [99] designed the polynomial-based key pre-distribution method.
In the key pre-distribution phase, the key setup server selects unique identities to
all deployed nodes in a target field. A t¢-degree symmetric bivariate polynomial
f(x,y) = X ;_gaa'y’ is then generated with the coefficients a;;(0 < 4,5 < t)
randomly chosen from a finite field GF'(q), q is a prime that is large enough to ac-
commodate a symmetric cryptographic key. Since f(x,y) is bivariate, it follows that
f(z,y) = f(y,z). The setup server computes a polynomial share f(IDgy,,y) for
each deployed sensing node SN; and loads the coefficients of y/ of f(IDgy.,y) and
the identity / Dgy, in the memory of SN;. For establishing a pairwise key between
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two neighbor nodes SN; and SN, , they need to exchange their ids only. SN; com-
putes the secret key shared with its neighbor SN; as sksn, sy, = f(IDgsn,, 1 Dsn;)
and S'N; also derives the same pairwise secret key shared with its neighbor SIV; as
sksn; sy, = [(IDsn;, IDsy,). Since f(IDgsn,,IDsn;) = f(IDsn,, IDsn,), we
have sksy, sy, = sksn; sn, - Therefore, both SN; and SN; share the common key
sksn;, s, for their secure communication in future. The advantage of this method is
it provides 100% network connectivity with minimal communication overhead. How-
ever, if more than t nodes are compromised by an adversary, he/she can easily recon-
struct the original polynomial back using Lagrange interpolation [100] which results
in deriving all the pairwise keys between any two non-compromised nodes in W.SN.
As a result, this method is known as unconditionally secure and t-collusion resistant.

Using the Blundo et al.’s polynomial-based method [99]], Liu and Ning [101]]
designed the polynomial-pool based method. Let f(z,y) be a t-degree symmet-
ric bi-variate polynomial i.e., f(z,y) = f(y,x), whose coefficients are from
a finite field GF(q). The key setup server generates a pool K of s sym-
metric bi-variate polynomials randomly in GF,[z,y] each of degree ¢ in z and
y. Some ids(IDgn,,IDgn,,....,]Dgy, € GF,) are also generated for the sen-
sor nodes to be deployed in a target field, where n is the network size. For
each deployed sensor node SN;, s’ polynomials, say, fi(z,v), fa(z,y), ..., fo(z,y)
are randomly selected from the polynomial pool K and the polynomial shares
filIDsn,,y), f2(IDsn,,y), ..., fs (I Dgn,,y) are loaded in the key ring K gy, of node
SN;. After nodes deployment, each sensor node SN; exchanges the ids of the poly-
nomial shares residing in its key ring Kgy,. Two physical neighbors SN; and SN;
having shares of some common polynomial(s) will be able to establish a pairwise key
between them. For a given polynomial-pool size s and the number s’ of polynomial
shares loaded in each sensor node’s memory, the probability of establishing a direct
pairwise key between any two neighbor sensor nodes (network connectivity) is given
by [102]:
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Things
Prpoly—pool =1~ ((i))
SR § (it @3)
i—0 S—1

If ¢ sensor nodes are captured, the probability of a particular bi-variate polynomial

f being compromised is given by [102]:

Pro=1-=> Pr(i) (2.4)

Where

Pr(i)=1— (C_C'ZW<Z)<1 - “Z) (2.5)

Here, s and s’ are the polynomial pool size and the number of polynomial shares
given to each sensor node, and ¢ is the degree of the bivariate polynomial. Since f is
any polynomial in the polynomial pool K, the fraction of compromised secure links
between non-compromised nodes can be estimated as Pr. when c¢ sensor nodes are
already captured by an attacker in W SN.

Chan et al. [24] proposed several modifications of the EG method and they pro-
posed several methods, such as random pairwise keys method, g-composite method
and multipath key reinforcement method. In the g-composite method, two neighbor
sensor nodes need at least ¢ common keys (¢ > 1) instead of one for establishing a
secret pairwise key between them as compared to the EG method. If SN; and SN;
be two neighbor sensor nodes sharing ¢’ common keys, say, ki, k2, ..., ky(¢" > ¢) in
their key rings, they can come up with computing the same common secret key as
sksn,sn; = h(ki||ks||...]|kq ), where h(.) is a one-way cryptographic hash function
(for example, SHA-1 [103]]). The probability of establishing a direct pairwise key be-
tween two neighbor sensor nodes is 1- (probability that the two sensor nodes share less

than ¢ common keys), which is given by [24]:
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(¢—1)
Pry(c)=1- > Pr(i) (2.6)
i=0

Where the probability that the sensor nodes will share exactly i keys from their key

rings is given by

M\ ( Mx—i \ (2(mg—i)
Pre(c) =1~ () (2(”"‘(;4;)))2( ) @.7)

Where My and my are the key pool size and the key ring size respectively. The

probability that any secure link setup in the direct key establishment phase between two
non-compromised nodes is compromised when c sensor nodes are already captured is

given by [24]:

i

Pr; = Pri(c) S Pr(i) [1 - (1 - %)] (2.8)

i=q

In 2017, Gandino et al. [[104] proposed a new key distribution method in WSNs,
called g-s-composite, which is based on random pre-distribution of the secret mate-
rial. The g-s-composite method improves the network performance as compared to
the methods [99], [24], [22], [101]]. The sensor nodes in the random methods [99],
[24]], [22], [101] do not regenerate the keys in their key rings after the first deployment
in a target terrain, and the keys persist static during the entire lifetime of the sensor
nodes. A dynamic key pre-distribution protocol handles this problem in which the sen-
sor nodes in each deployment phase refresh their keys in key rings. Das [105]] gave the
multi-phase deployment key establishment protocol (MPDKE) based on hash chain.
Toward this protocol, the sensor nodes are systematically deployed in the target area
in many deployment stages. It was shown that this protocol obtains significantly bet-
ter resilience against sensor node capture attack as compared to that for other existing
random key distribution protocols without damaging the network connectivity.

The following Table demonstrates the correlation of the storage, communica-

tion and computation costs, and also network connectivity amongst the random key
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Table 2.1: Comparison of communication & computation costs among EG, g-composite,

polynomial-pool and MPDKE methods

Protocols Communication Computation Network
Cost Cost Connectivity
EG [22] my log M bits 2mK+PTEG2_ PrBEGMK og m g comparisons | Poor when key pool size is large
7 = 7
Polynomial- s’ log s bits 25 Py ”“’2 Pryoty-* log s’ comparisons Poor when polynomial pool size is large
pool [101] plus one t-degree polynomial evaluation Poor when polynomial pool size is large

q-composite [24]

m log Mg bits
mx log Mg bits

my logm comparisons
plus one hash operation

Poor when key pool size is large
Poor when key pool size is large

MPDKE [105]

mx log Mg bits

m logm comparisons

Much better even if

plus one PRF operation second key pool size is large

Note: Mg =key pool size; m g = key ring size; s’ = number of polynomial shares; s = polynomial-pool size; Pga, Ppoly
are secure (direct) network connectivity in EG method and polynomial-pool method, respectively; PRF is pseudo-random
function

pre-distribution protocol, such as E'G, g-composite, polynomial-pool and MPDKE. It
is worth mentioning that MPDKE gives better network connectivity even if the key
pool size is large as compared to other protocol. But, it needs more computation cost
for updating the keys in all sensing node’s memory in all deployment phase applying
the hash chain.

2.3.2 Deterministic Key Distribution Methods

This approach has the following characteristics:

e Every sensor node is pre-loaded by just a unique network-wide key prior to de-
ployment. Therefore, a single key is required. As a consequence, the storage cost

for each node is very low.

e This approach does not need completion of the direct key establishment phase.

But, the major shortcoming of this protocol is its very weak resilience against sen-
sor node capture attack. It is because the physical capture of even an individual sensor
node in WSNs & IoT would reveal the secret network-wide key, and therefore, it en-
ables decryption of all network traffic. To improve the resilience against node capture
attack, a different method is to apply a single shared network-wide key to establish
pairwise keys among any two neighbour sensor nodes and then remove the network-

wide key. But, the significant disadvantage of such an alternative is that it does not
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allow new sensor node addition after the first deployment which is a meaningful eval-
uation metric of a key pre-distribution method applied in WSNs & [oT. Remarkable
alternatives to such a strategy based on a single network-wide key cover the following

methods:

Localized Encryption and Authentication Protocol (LEAP): Zhu et al. designed
LEAP [29] that utilizes four types of keys for each sensor node. The keys are ap-
plied for various purposes and they range from the individual key that is shared
with the base station, up to a group key that is shared with all the sensor nodes
in the network. In LEAP, all sensor nodes are pre-loaded with a single network-
wide key in their memory prior to their deployment. After deployment, each
sensor node establishes keys using the pre-loaded initial network-wide key with
its all neighbor nodes during a short initial phase after deployment, assuming
that no nodes are compromised during this phase. Once it is done, all the sensor
node need to subsequently erase the network-wide key. This method, however,
is vulnerable to the behavior of a single node that misses the key setup period,
and does not delete its initial network-wide key. The advantage of this method
is that it supports new sensor node addition phase after ini- tial deployment for

establishing secret keys between new nodes and their old neighbor nodes.

Enhanced LEAP: Kim et al. [28]] pointed out that in LEAP, the entire WSN may suf-
fer a severe loss if the initial network-wide key is exposed to an attacker during
the key setup phase. To strengthen the security of LEAP, early key establishment
needs to be completed quickly by each sensor node. They presented a modified
version of LEAP in order to improve its security as well as efficiency. In their
method, during the direct key establishment phase, each sensor node needs a sin-
gle broadcast to establish secret pairwise keys with its all neighbor nodes. After
establishing pairwise keys with its all neighbor nodes, each node subsequently
deletes the network-wide key. Single broadcast reduces significantly the amount
of communication and computation overheads as compared to those for LEAP.
This makes less probability of exposing the initial master key during key setup
in Kim et al.’s method. Moreover, their method also supports addition of new

nodes after initial deployment.
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BROadcast Session Key (BROSK) negotiation protocol: In BROSK negotiation
protocol [27], each node can negotiate a session key with its neighbour nodes by
broadcasting the key negotiation message. The key setup server stores a network-
wide master key in memory of each node prior to deployment in a target terrain.
The network-wide master key is shared by all the sensor nodes as well as the
gateway node. Following deployment, each node broadcasts a request message
that contains its identifier and a random nonce generated by that node to all its
neighbours. After receiving the message from the neighbour nodes, they calcu-
late the secret keys among them accepting their random nonces. It is believed
that in BROSK , the master key will not be removed from a captured sensor
node’s memory. This needs that the sensor nodes must be provided with tamper-
resistant hardware. But, in practical applications, this assumption is ineffective
due to cost constraints of the sensor nodes. Thus, compromise of a single sensor
node proceeds to compromise the entire WSN, because the network-wide master
key will be revealed to the adversary from the captured node’s memory. But, this
design gives 100% network connectivity, and it is further very scalable, that is, it

supports a tremendous number of sensor nodes in WSN.

In 2017, Mahmood et al. [38] proposed a deterministic (polynomial based) key
establishment protocol which is efficient regarding storage, computation, and commu-

nication overhead and can protect WSN-based [oT infrastructure.

2.3.3 Hybrid Key Distribution Methods

There are many strategies in the hybrid class which merge the deterministic and prob-
abilistic protocols to produce a consistent level of metrics. In 2003, Liu et al. [67]]
introduced a hybrid method which applies a threshold method and gives a trade-off be-
tween the security against node capture and the act of setting pairwise keys. In 2006,
Chakrabarti et al. [68] recommended a protocol which is tunable to user specifications,
and it also correlates conveniently with state of the art design approaches. A signifi-
cant speciality of this design is the appearance of the more substantial number of shared
keys among any two sensor nodes. In 2007, Du et al. [69] introduced a hybrid proto-
col which gets the advantage of the robust high-end sensors in heterogeneous sensor

networks and affords greater security with moderate complexity based on the notable
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reduction on storage requirement, related to existing key management protocols. Then,
Erfani et al. (in 2015) [[70] introduced a dynamic key management protocol which is
adequate concerning confidentiality, flexibility, memory usage, energy depletion and
cost.

Chan et al. [24] recommended an upgraded random key distribution protocol,
called g-composite protocol, which enhances the difficulty exponentially for an ad-
versary in damaging the security link, although it degrades the network connectivity.
Choi et al. [106] explained a new robust key predistribution protocol by applying keys
allocation based on the concept of eigenvalues and eigenvectors of a square matrix of
a keys pool. Zhou et al. [107] introduced a key predistribution protocol consolidating
the LU matrix with Chinese Remainder Theorem (CRT). Liu et al. proposed a revised
method in [101] based on the Blundo et al. protocol [99], specifically a key predistri-
bution protocol based on the polynomial pool, and two flexible instantiation protocols
were introduced. In their protocol, the server randomly produces S bivariate t-degree

polynomials.

2.4 Summary

In this chapter, we have discussed various security protocols proposed for WSNs &
IoT based on the taxonomy presented in Figure We have first surveyed various
user authentication protocols proposed in WSNs & IoT environment based on 1, 2 and
3 factors . Then, We have surveyed various key establishment mechanisms proposed
in WSNs & IoT environment. Under this we have analyzed deterministic, probabilistic
as well as hybrid key distributions methods in WSNs & IoT. Finally, we have done lit-
erature survey on user authentication and key agreement problem for both two-factor
as well as three-factor methods. In this regard, we have analyzed various user authenti-
cation methods for distributed and hierarchical WSNs & IoT. Based on the survey, the

identified problems have been considered and solved in the subsequent chapters.
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Chapter 3

Two Factor User Authentication and
Key Establishment protocol for WSNs
& IoT

“Count what is countable, measure what is measurable, and what is not measurable,

make measurable” Galileo Galilei

This chapter presents an efficient two-factor user authentication and key establish-
ment protocol for WSNs & 10T based on smart card and elliptic curve cryptography. It
briefly describes the problem, the motivation behind the work, challenges and contri-
butions made thereof. Later, it elaborates the proposed protocol, and then, the security

and computational overhead are analyzed.

3.1 Introduction and Problem Definition

One of the top priorities in the world of information security is to protect the sensitive
and confidential information from being accessed in an unauthorized manner. Such
access is verified by letting users to prove, who they claim to be, using some authenti-
cation mechanism. User authentication and secret session key exchange between a user
and a sensor node are important security requirements of wireless sensor networks for

retrieving the important, confidential and real time information from the sensor nodes.
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A two-factor user authentication for WSNs & 10T is a concept used to describe an au-
thentication procedure, where more than one factor (e.g., password and smart card) is
required to authenticate the users. In this chapter our aim is to propose a two-factor
user authentication protocol for WSNs & 10T, which provides strong authentication,
session key establishment, and achieves computational efficiency.

In 2014, Choi et al. [1]] proposed a elliptic curve cryptography based user authenti-
cation protocol with enhanced security for wireless sensor networks and after security
analysis of their protocol we find that their protocol has some security drawbacks such
as (1) no resilient against node capture attack, (2) insecure against stolen smart card
attack (3) vulnerable to sensor node energy exhausting attacks. Based on the security
analysis we propose a protocol to withstand the various security weaknesses of WSNs
& 10T. Moreover, formal security analysis and simulations are also conducted using
AVISPA(Automated Validation of Internet Security Protocols and Applications) to
show that our protocol is secure against active and passive attacks. The comparative
security and computational performance analysis indicate that our proposed protocol

is relatively more secure and efficient.

Problem Definition: The problem definition of this chapter is as follows:

Design and analysis of secure and efficient two-factor user authentication and ses-
sion key establishment protocol for resource constraints WSNs& [oT which provides
the major security features (such as mutual authentication, secure session key establish-
ment, confidentiality, integrity, freshness etc. ) and prevents the major security attacks
(such as stolen smart card, user impersonation, sensor node impersonation, etc.) with

lesser computational overhead.

3.2 Our Contributions

In this chapter, we propose a two factor user authentication protocol based on smart
card and elliptic curve cryptography to provide user access to the real-time data by
authorizing him/her directly at node level and also making it possible for users to com-
municate with the nodes in order to have responses to their queries. Our protocol has

the following attractive properties:
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Our protocol is secure against different attacks. The resilience against node com-

promise attack of our protocol is much higher than other existing protocols.

Our protocol requires less communication, computation, and storage overheads as

compared to other existing protocols.

Higher security along with lower communication, computation and storage over-

heads make our protocol much suitable for practical applications in WSN & IoT.

The formal security analysis and simulations conducted using AVISPA(Automated
Validation of Internet Security Protocols and Applications) represent that our pro-

tocol is secure against active and passive attacks.

It provides better security as compared with the other related protocols, since
it supports mutual authentication between the user and the sensor node, resists
denial-of-service attack, privileged-insider attack, smart card breach attack and

node capture attack.

It supports dynamic node addition after initial deployment of nodes in the WSNs &
IoT. The proposed protocol does not require to update information for new nodes

addition in the user’s smart card.

It supports changing the user’s password locally without the help of the gateway
node GWN.

It provides unconditional security against node capture attacks. That is, compro-
mise of a sensor nodes does not reveal any secret information of other sensor nodes
and it does not lead to compromise any other secure communication between the

user and the non-compromised nodes in the network.

It establishes a secret session key between the user and a sensor node for future
secret communication of the real-time data inside WSN & IoT between them using

the established session key.

In addition, we have compared the functionality provided by our protocol with
other protocols. Overall, our proposed protocol has better performance than other

existing protocol.
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3.3 Review of Choi et al.’s [1] Protocol

In this section, we reproduce the Choi et al.’s [1]] protocol for clear understanding of our
security analysis. This protocol assumes that the trusted gateway node generates two
random number z and y and shares a secret key SKgs = h(IDgy,||y) with 5% sensor
node. The protocol consists of three phases as discussed in the following subsection
based on the notations of Table

3.3.1 User Registration

e At this stage, U; chooses I Dy, PWy,, generates random number by,, computes
PWy, = h(PWy,@by,) and then sends I Dy, and PWy;, to GW N through secure
channel.

e GWN computes Ky, = h(IDy||z) x P,Ay, = PWy, & h(z & y), By, =

(I Dy, ||[PWyy, ||h(z @ y)), Wi, = h(IDy,||PWy,) @ Ky, and generates a smart
card SCy, for U; which stores (Ay,, Buy,, Wi, h(.))

e U, Stores by, into SCy,.

3.3.2 User Login and Authentication Phase

The description of login and authentication phase involves following five steps:

1. U; puts SCy, into the card reader and gives Dy, and PWy,. Then SCy,
computes : PWy, = h(PWy, @ by,),h(z @ y) = PWy, & Ay. If
By, # h(IDy,||[PWh||h(x @ y)), aborts the protocol. Otherwise,SCh, com-
putes Ky, = h(IDy,||[PWy,) & Wy, generates 1y, € Z,*, finds U, timestamp
Ty, computes X = ry, x P, X" = ry, X Ky,,w = h(IDy,||[h(IDsn,||h(z @
y)|ITy,), @ = h(IDy,||IDsn;|| X||X'||Ty,||w). Then, U; sends message M; =
(IDy,, IDsn,, X, Ty, @, w) to SN;

2. SN; retrieves current timestamp 7", If 7" — Ty, > AT or w # h(IDy,||h(I Dsn;,
[|h(x & y))||Tv,), SN; abort the protocol (where AT is the maximum transmis-

sion delay). Otherwise, SIN; generates rsn; € 4 ;, finds S'N;’s timestamp Tsn;,
COIanltCS Y = TSNJ- X P, B = h(SKG’SHOéHwHIDw |]DSN]||X||Y||TUZ TSN]-)
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. SN; sends M, = <X, a,w, IDy,, IDsy;, Y, T, TSNJ.,B> to GWN.

3. GW N retrieves current timestamp 7"”. Checks if 77 — Tsn; > AT, GW N abort
this phase, otherwise calculates X’ = h(I Dy, ||z) x X. If B # h(SKgs||IDy,||
Xlle W[ Dsn Y [T || Tsw,) or if o #  h(IDy,||I Dsn, || X[ X'|| Ty,
GW N abort this phase. Otherwise, find GW N’s timestamp Tgwy and
compute v = Nh(SKas [[IDy||X|le [[IDsn|[Y[|Th || Tsn, [ Taw )
,0 = h(I D || X || X'|| Ty, [[IDsn,||Y [|Tsn;) . Then, GWN  sends
M; = (Tewn, 7, 0) to SN;.

w),

4. SN; retrieves current timestamp 7. If 7" — Tewy > AT or if
v # h(SKegs|[IDy, |la|[IDsn,||Y]|IX|| Ty,
tocol. Otherwise, SN; computes Ksy = rgn, X X and retrieve rgy,’s timestamp

Tsn,;||[Tewn)  abort the pro-

Tsn,’. Then computes 7 = h(Y" [|6[|Ksu|[Tgy,) and generate a session key
sk = h(X||Y||Ksv) . SN; sends My (Y, T, Ty, 6,7) to Ws.

5. U retrieves current timestamp 7", computes Kyg = m, x Y. If 7" — TéNj >
AT o § # h(I Dy || X||X'|| T | 1D |1V [T, ) or 7 # (Y |[Thy, 1911 Kurs),
U, abort the protocol. Otherwise, U; establishes session key sk = h(Y'|| X || Kyg)
with SN.

3.3.3 User’s Password Update Phase

In this stage, U; puts its SCy, into card reader, gives I Dy, PIWy, and then new pass-
word PW7, . SCy, calculates PWy, = h(PWhy, & by,), h(z @ y) = Ay, & PWh,.
If By, # (By, = h(IDy||PWy,||h(z & y))), abort this phase. Otherwise, SCy,
computes: Ky, = h(IDy||PWy,) & Wi, PWy, = h(PWy, & by,), AU =
hw @ y) © PW, By, = h(IDw||PWig lh(x @ y)), Wi, = h(I Dy [PWe) & K,
Replace Ay, By, and Wy, of SCy, with A}, By, and Wy respectively.
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3.4 Cryptanalysis of Choi et al.’s [1] Scheme

In this section, we first consider some assumptions under which the authentication
protocol for WSN is analyzed. Then we show that Choi et.al.’s [1]] protocol is insecure

against various known security attacks.

3.4.1 Assumptions

e Sensor node may not fix up with tamper - resistant hardware and if a node is
captured by an adversary 4, all the prominent and confidential information saved
in its memory can be accessed by the adversary. If the sensor nodes are tamper
resistant, 4 can retrieve the information stored in the memory by measuring the

power consumption of the captured sensor nodes.
e Base station or gateway cannot be compromised, by the adversary.

e Adversary can intercept the public communication channel, inject packets and

reply the already transmitted information.

e Adversary can capture the smart card of user and it can extract the sensitive infor-
mation like user identity and password stored in the card through a power analysis
attack.

3.4.2 Attacks on Choi et al.’s protocol

In this section, we elaborate that Choi et al.’s [[1]] protocol has following security pit-
falls:

3.4.2.1 Stolen Smart Card Attacks:

Confidential information saved in stolen smart card can be retrieved by measuring its
power consumption as described in Kocher et al.’s [14] protocol. The adversary 4
can capture two smart cards SCj, and SCy of user U; and V' respectively and then
using power consumption attacks such as differential power analysis (DPA) and sim-
ple power analysis (SPA), 4 can find out the value of { Ay, By,, Wi, h(.), by, } and
{Ay, By, Wy, h(.),by} from SCy, and SCy respectively. Since, Ay, = PWy, @
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h(z ®vy), Ay = pwy, @ h(x & y), applying frequency analysis attacks on Ay, Ay and
Ay, ® Ay = PWy, @ h(z ®y) ® PWy @ h(z ®y) = PWy, & PWy, the adversary
4 can find out the value of h(z @ y) .

Therefore, 4 can compute : PWy, = Ay, ® h(z @ y), By, = h(I Dy, ||PWy,||h(z @
y)), [I Dy, is known by eavesdropping M| and Ky, = Wy, & h(IDy,||[PWy,). Now,
PWy, = h(PWy, ® by,) and by, are known to 4, PWy, have low entropy and easy to
break by dictionary attack. Therefore, with the help of off - line password attacks on

PWy, , A can figure out user’s password PWy,.

3.4.2.2 Resilience against Sensor Node Capture Attack :

It is evaluated by finding the fraction of total communication that are compromised by
capturing m number of sensor node excluding the communication in which the cap-
tured m sensor nodes are involved. It measures the effect of m compromised sensor
node on the rest of the network. The probability of decrypting the encrypted commu-
nication between SN; and user U; can be denoted as P.(m). If P.(m) = 0, the user
authentication protocol will be secure against node capture attack.

Suppose m = 1 (i.e., one sensor node S; is captured by 4). Then, 4 can find out
h(x @& y) which is store in the memory of SN; for computing the value of w and
also for verifying it with the w of M;. If 4 have smart card of U; , 4 can extract
{ Ay, By,, Wi, h(.), by, }.Therefore, 4 can find out : PWy, = Ay, @ h(z®y), By, =
h(IDy,||PWoy,||h(x @ y)), [I Dy, is known by eavesdropping M| and Ky, = Wy, &
h(IDy,||PWy,). Now, PWy, = h(PWhy, @ by,) and by, are known, PWy, have low

entropy and easy to break by dictionary attack, so after executing off - line password

attacks on PWy,, 4 can figure out user’s password PWy,. Then, A can get authenti-
cated with sensor node SN, (i # j) by sending M; = <IDu2., IDgsn,, X, Ty, a,w> to
SN; and receiving M, = <Y, TSNJ,,TSNJ/_,% T> from SN;. Therefore,4 can establish
a session key sk; = h(X||Y|[Kys,) with SN;. It is clear that4 can get authenticated
and establish the session key between U; and any other uncompromised sensor node
SN; using a compromised sensor node SN; and a stolen smart card. Thus, P.(m) # 0.
So, we can say that Choi et al.’s [1]] protocol is not resilient against node capture attack.
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3.4.2.3 Sensor Node Energy Exhausting Attack:

Sensor node has constrained resources, therefore the computational cost of sensor node
is an important consideration. To increase the lifetime of sensor node we need to elim-
inate unnecessary computation on sensor node. Sometimes adversary’s intention is to
exhaust the energy of the sensor node in order to slow down or interrupt the network.
This type of attack is also known as denial of service attack. In Choi et al. protocol
SN; performs various operations such as one way hashing, random number generation
and scalar point multiplication of ECC. The computational cost of point multiplication
is more than performing one way hashing and generating random number.

Suppose A4 eavesdrops My, = (IDy,,IDgn,, X, Ty, a,w), extracts h(z & y) from
captured sensor node SN; and 4 computes ' = h(I Dy, ||h(IDgsn,||h(z © y)||Ty,))-
Then, 4 can send M| = <IDUZ.,IDSNJ.,X, Tui,a,w’> to SN;. Sensor node SN;
computes w” = h(IDy,||M(IDgy,||h(z & y)|
ates rs € Z,, retrieves SN;’s timestamp Tgy,, computes ¥ = rgy, X P, f =
h(SKgs||IDy,|la ||W'[[IDsn, || XY || T, ||Tsn,) and sends My = (IDy,, a,u’,
IDgsn,, X,Y, Ty, Tsn,, 8) to GWN. In this way attacker can send more fake mes-

Ty,)), checks if W' = w”, gener-

sages M, M{", M]" etc. to SN; and make SN; to perform unnecessary hashing, gen-
erating random number and scalar point multiplication in order to exhaust the battery

power of SN;.

3.5 Proposed Protocol

In general, whenever a sensor node SN, process a query, it should be able to verify
that the query comes from a legitimate user U;. We call this problem authenticated
querying. More formally, a WSN & IoT enables authenticated querying if it satisfies
the following properties (perhaps, with some large probability):

Safety: If a sensor node SN; processes the query )y, then @)y, was posted by a
legitimate user U,.

Liveness: Any query (Jy, posted by a legitimate user U; is processed by at least all
sensors SN, € SN, where SN is the set of sensors which must process the

query in order to give the required answer to the user.
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Before issuing any queries to or access data from sensor devices of WSNs& IoT,
the user U; has to register with the GIW N node of the network. Upon successful regis-
tration, the user can submit query to the WSNs & IoT at any time within a predefined
or administrative configurable period. The basic idea of the protocol is that a user will
receive a personalized smart card from the GW N-node at the time of the registration
process and then, with the help of users password and smart card the user can login
to the sensor node and access data from the network. The security analysis of Choi et
al.’s [1]] protocol clears that their protocol is vulnerable because of storing h(x @ y) in
sensor node (which helps in node capture attacks), storing Ay, = PWh, @ h(z @ y) in
smart card (it helps in stolen smart card attacks because the value of h(z @ y) is same
for different smart card which helps in frequency analysis attacks) and verification of
w on sensor node (it helps in sensor energy exhausting attacks). To overcome these
security pitfalls, we propose a protocol involving three phases (1) User Registration
(2) Login, authentication and session key establishment (3) Password Update Phase.
We assume that (7) the trusted gateway node generates two 1024 bit secret key x, y and
establishes a long term secret key K¢g, = h(IDgn, © y) with SN; (i4) P € E(F}) is
shared with U;, SN; and GNN. The three phase of our proposed protocol (based on
the notations of Table[l)) are as follows:

3.5.1 User Registration Phase:

U; needs to register with GW N for retrieving real time and confidential data from the
sensor node. This phase has three steps (Step R1,R2 and R3) as elaborated in following
Table 3.1t

Step R1: In this step, the user U; chooses IDy,, PWy,, generates a 1024 bit ran-
dom number by, and computes PWy, = h(PWy, @ by,). Then U; send
(IDy,, PWy,) to GWN

Step R2: After receiving <] Dui,m>, the gateway node GW N computes Ky, =
h(IDy,||X) x P, Ay, = PWy,®h(I Dy, ®y), By, = h(IDy,||PWhy,||R(I Dy, @
y)), Wi, = h(IDy,||PWhy,)® Ky, . Then, GW N stores (P, Ay, By,, Wa,, h(.))
into SCY,. Finally, GW N issues SCy;, to U,
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Step R3: After receiving the message (h(), Av,, Bu,, Wi,) from GW N, the user U;

store by, into SCh,

Table 3.1: User Registration Phase:

User (U;) Gateway Node GW N

Step 1. U; chooses I Dy, PWy,. Then, Step 2: GW N computes

generates a 1024 bit random number Ky, = h(IDy,l||x) x P,
RNy, and computes Ay, = PWy, @ h(IDy, & vy),
PWUi = h(PWUz ©® RNUZ) By, = h([DquPWUZHh(IDUZ ©® y)),

. - Wy, = h(IDy,||[PWh,) ® K,
Finally, U; send (I Dy, PWu,) 10 GWN | Then G N stores

SecureChannel <P’ Au” Bu” WUN h()> into SCul

) Finally, GW N issue SCy, to U;

SecureChannel

Step 3: U; store RNy, into SCy,

3.5.2 Login, authentication and session key establishment Phase:

This stage involves five steps in order to get login to GW N, mutually authenti-
cate U;, SN;, GW N and establish SK;; (a secret session key) between U; and SN;.
Each step checks validity of few conditions. If the condition is true the entity
(U;, SN;j, GW N) performs the next computation, otherwise it aborts the protocol. U,;
performs step A1,A5 and SN; executes step A2, A4 and step A3 is performed by
GW N. The details of these steps are shown in following Table{3.2}

Step Al: In this step, the user U; inserts the smart card SCy, into the card reader.
Subsequently, U; enters his/her unique identity / Dy, the secret password PWy,.
Then, U; computes PWy, = h(PWy, & RNy,), h(IDy, & y) = PWy, & Ay,
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and By, = h(IDy,||PWy,||h(IDy, @® y)). Then, it verifies the correct-
ness of By = DBy, computes Ky, = h(IDy,|[PWy,) & Wy, and gener-
ates a random number [y, € Z;. Afterwards, the user U; finds the cur-
rent timestamp Ty, and computes Xy, = Ry, x P, X3, = Ry, X Ky,
Ty, = P® Ty, and o = h(IDy,|[IDgn,|| X, || X{,||Tx,). Finally, U; send
M; = <IDuZ., IDgn,, Xu,, D, T}, a> to SN,

Step A2: In this step, after receiving the message M, the sensor node SN, first

computes 7y, = P @& T’ and examines the satisfactory condition of the
time-stamp 7" — Ty, < AT. Then, generates Rsn, € Z; and finds
the current timestamp Tsy,,. Afterwards, it computes Ysy, = Rgn; X
P, and 8 = h(Kgs,||Tw,||Ysn,||Tsn,). Finally, SN; computes My =

(IDy,, Xu,, Ty, o, IDsn,, Ys,, Tsn,, B) and sends M to GWN
Step A3: After getting the message M, from the SN;, the GWN tests the le-
gitimacy of the timestamp Tgy, by the condition 7" — Tgy, < AT,
Afterwards, it computes Fy, = P @ T', X{, = h({IDyllz) x
IDsn, || X || X, | T, )
|Ysn,||Tsn;).  Then, finds the current times-

Xy, and verifies the correctness of o = h(IDy,
and 3 = h(Kgs||Ty,
tamp Tgwy and computes v = h(Kgg,||o||Ysn,|[Tsn,;[[Town), 6§ =
h(Xy, | T || I Dsn,||Ysn,||Tsw,)). Finally, GWN Sends M5 = (Tawn, 7, 9)
to SN;

Step A4: After getting the message M; from the GWWN, SN; tests the valid-
ity of the timestamp Ty by the condition 7" — Towy < AT, checks
the condition v = h(Kgs,)||a||Ysn,||Tsn, || Tawn). Afterwards, find K;; =
Rgn; x Xu,, 7 = h(Tgn,||0]|K35), SKij = h(K;;). Then, SN; Send Mg =
(Ys,, Ton,, Thy,,0,7) to Us

Step AS: Finally, after getting message M, from SN;, U; checks the validity of
the timestamp Ty, by the condition 7" — Tgy < AT. Then, it computes
6 = h(Xq || T |[{ Dsn, || Ysn, || Tsn,)), and find K = Ry, X Ysy,. Afterwards,
checks the condition 7 = h(Tgy,||6]| ;). Finally, computes and establishes the
session key SK;; = h(K;;) with SN;

The sequence diagram of the message transmission for the user registration, au-

thentication and key establishment phase is shown in following Figure
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Table 3.2: User Authentication and Key Establishment Phase:

Step 4: for U;

Step 5: for SN

U; first inputs the smart card, IDy,, PWy, and computes
PWy, = h(PWy, @ RNy;)-

By, = h(IDy, [[PWy, [|h(IDy, @ y)).

Checks Bﬁi = By,

if B”,L(i = By, then

Find Ky, = h(IDy,||PWy,) & W,

Generate By, € Z;

Find current time-stamp 73, and compute

Xui = Rui XP’X'/L[i = Rui XKU,,’T{” = PGBT‘U7

>

o = h(IDy, [[1Dsn; |1 X, |1Xq, [Ty, )-
Send M3 = (IDy,, IDsn;, Xu,, D, Ty, ;) to SN

ViaPublicChannel

end

else
|  RejectU;
end

SNj computes Ty, = P ® T’

if T/ — Ty, < AT then

Generates Rg N, € Zy

Find Current timestamp T's Nj»

Ysn; = Rsn,; X P,

B = h(Kcs; [|Tu;||Ysn; || Tsn;). Then,

SN; computes

My = (IDy,, Xu,, T}, IDsn;, Ysn,, Tsn;,, )
SN; Send My to GWN

ViaPublicChannel

end

else
| RejectU;
end

Step 6: for GW N

Step 7: for SN;

it 7" — Tsn; < AT then
Find Fu7 =PoT,

if a = h(IDy, |[IDsn, || X, | X, | Ty, ) then
if 3 = h(Kas; ||Tu; |IYsn, ||Tsn;) then
Find current timestamp Tow N
v = h(Kas;llel|Ysn, [ Tsn, 1 Tew ),
6 = h(Xq, [ITa, 1D s Vs, [ Tsw;))-
Send M5 = <TGWN7 v, (5> to SNj

ViaPublicChannel

end

else
|  Reject U;
end

end

else
| RejectU;
end

end

else
|  RejectU;
end

SN; Checks if T""" — Tgwn < AT then
Checks

if v = h(Kgs;|lal[Ysn, [ Tsn; ||Tew N ) then
Find Kij = RS’Nj X Xui,
" = W(Thy, 611K),
SKij = h(Kij)

Send Mg = <YSNJ- s TSNj ’TéNj ,0, T> to U;
ViaPublicChannel
end
else
|  Reject U,

end
end
else

| RejectU;

end

Step 8: for U;

U Checks T""" — T:ISNj < AT,

6 = h(X Ty, 1D s |[Ysn, [ Tsw;))s

Find Kij = Rui X YSNj

Checks 7 = h(TéNj [16]1K45)

SK;; = h(K;j;) [U; Establishes session key SK;; with SN;]
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Figure 3.1: Sequence Diagram 1 for Registration, Authentication and Key Establishment

U; GWN SN;

M, = (IDy,, PWy;)

MQ = <P, AUNBU”WUmh('»

Ms = (IDw,, I Dgn,, Xu,, D, Ty, o)

My = <1Du,¢7 X, T, &, IDsn;, Ysn, s Tsn 5>

Ms = (Tewn, 7, 9)

Ms = (Yon,, Tsw, Thn, . 0,7)

Key = h(Rul X YSNj) = h(RSNj X Xuz)
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3.5.3 User’s Password Update Phase:

In this stage, the user U; puts SCY, into the card reader, gives I Dy, PWy, and then
new password PWy . SCy, computes PWy, = h(PWy, @ by,), h(IDy, ® y) =
PWy, & Ay, By, = h(IDy,||PW,||M(IDy, @ y)), Checks By, = By,, Computes
Ky, = h(IDy|[PWy,) & Wy, PWy, = h(PWi|lby,), Ay, = h(IDy, © y) &
PW7, By, = h(IDy||[PW7, ||h(IDy,&y)), Wy, = h(IDy,||PW} )& Ky,. Replace
Aw,, By, Wiy, with A}, Bl W,

3.6 Security Analysis and Comparison

In this section, we present that our protocol can resist various well known attacks of

WSNs. The attacks which we resist through our protocol are as follow:

3.6.1 Stolen Smart Card Attacks

In case of Choi et al.’s[1] protocol the value Ay, = PWy, & h(z & y) of smart card
of user U; and the value Ay = PWy @ h(z @ y) of smart card of user V helps in
frequency analysis attack because Ay, and Ay consist of same parameter h(z @ y).
In case of our protocol Ay, and Ay are not build with the same parameter. Therefore,
frequency analysis attack is not easy in our protocol. So, even if the adversary 4 have

smart card of U; and V', 4 can not find out the password.

3.6.2 Resilience Against Sensor Node Capture Attack and Energy
Exhausting Attack

Choi et al. [1] protocol suggest to store h(x @ y) in sensor node’s memory in order to
resist energy exhausting attacks. But it is creating more insecurity because if 4 finds
h(z @& y) from a captured sensor node, 4 can find out the password associated with a
stolen smart card and latter it can get authenticated and establish session key with any
sensor node. In this way 4 succeeds in node capture attack. In order to resist energy
exhausting attack we compute 7y, = P®T), and checks the validity of 7" —Ty, < AT.
If T" — Ty, > AT, SN; aborts the protocol and avoid unnecessary computation to be

safe from energy exhausting attacks. Since, we are not storing any secret parameter
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into the sensor node which helps in finding the user’s password therefore our protocol

is resilient against node capture attacks.

3.6.3 Other Security Attacks

Our protocol is secure against replay attack because each message which has been
delivered through insecure channel contains a valid timestamp. We resist man-in-the
middle attack by including authenticating parameter «, (3, 7, d, 7 and unique long term
secret key for each sensor node. User impersonation attack is not possible because
attacker does not know the value of Xj. to find out the value of a. Since, we are using
unique long term secret key for each sensor node therefore sensor impersonation attack
is not possible. Our protocol yields mutual authentication and session key establish-

ment which can help in resisting few more possible security attacks.

Table 3.3: Comparison of protocols based on security features.

Security Feature Sun Xue Shi Choi Li Zhang Proposed
[108] | etal [79] | etal [109] | etal. [1] | etal. [98] | etal. [58] Protocol
Resists stolen smart card attack No No No No No Yes Yes
Resists sensor node capture attack Yes Yes No No Yes No Yes
Resists energy exhausting attack No No No No No No Yes
Resists user impersonation attack No No No Yes Yes Yes Yes
Resists sensor impersonation attack No No No Yes No No Yes
Resists insider attack Yes Yes Yes Yes No Yes Yes
Offers mutual authentication Yes Yes Yes Yes Yes Yes Yes
Offers secure password updating No No No Yes Yes Yes Yes
Offers formal security analysis Yes Yes Yes Yes Yes Yes Yes

3.6.4 Formal Security verification of the proposed protocol using
AVISPA Tool

In this section, we first explain the setup procedure and some basic features of AVISPA
tool which we use for the formal security analysis of our proposed protocol. After-
wards, we describe the implementation of our protocol using High- Level Protocol

Specification Language (HLPSL). Finally, we discuss about the results obtained.
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3.6.4.1 Experimental Setup and the Size of the Entities Involved in WSNs/IoT
for the Simulation of Proposed Protocol Using AVISPA Tool

In order to simulate the proposed protocol on AVISPA v1.1, we use a Security Protocol
ANimator (SPAN) Version 1.6 on a computer system having ubuntu 16.04 LTS oper-
ating system (64 bit), Intel (R) core (TM) 17-6500U CPU @ 2.50 GHz x4 processor,
and 8 GB RAM. We extract the archive avispa-package-1.1_Linux-1686.tgz, set up the
environment variable AVISPA_PACKAGE and keep the script of the avispa protocol in
the execution path. We implement our protocol considering minimal number of entities
involved in WSNs/IoT (i.e, one user U;, one sensor node SN; and one gateway node
GW N) using Dolev-Yao model [110] with a bounded number of sessions, specified
goal, On-the-Fly Model-Checker(OFMC) and Constraint-Logic based Attack Searcher
(CL-AtSe) backend.

AVISPA involves HLPSL to specify the protocol in a file with.hlpsl extension. It
performs a static analysis to verify the executability of the protocol. A HLPSL2IF
translator is used to translate the HLPSL specification into an Intermediate Formate
(IF) specification, which is tool-independent language and compatible for automated
deduction. The IF specifications are provided as an input to one of the four back-ends.

The back-ends are as follows:

1.  On-the-fly model-checker (OFMC)
2. Constraint-logic based attack searcher (CL-AtSe)
3.  SAT-based model-checker (SATMC)

4.  Tree automata based on automatic approximation for the analysis of security pro-
tocols (TA4SP).

3.6.5 Implementation of the Proposed Protocol Using HLPSL

The HLPSL specification of the protocol consist of some important section as follow:

1. Basic Role: Basic role explains the activity of the entities (e.g., User U7, Gateway

GW N and Sensor node SN j) involve in the protocol.
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e Each role may have some parameter like U;, GW N, SN; of type agent and
Kuil, Kgsnj of type symmetric_key.

e The parameter RCV and SND denotes the agent’s communication channels

for receiving and sending the information.
e  The parameter (dy) represents the Dolev-Yao intruder model for the channel.

e  The function H, EccMul and XOR corresponding to the hash function, ellip-

tic curve scalar multiplication and logical XOR operations respectively.

e The term hash_func represents all the functions which are not easily invertible
because the random non-invertible arithmetic operators are not supportable
in HLPSL.

e The term “played_by U+:” denotes that the role User is played by U’.

The HLPSL specification of roles of U;, GIW N and SN, are shown in Tables
[3.5]and [3.6] respectively.
Transitions: The transitions are declared in steps. It consist of trigger which fires

when an event occurs. For any States in a transition if a message received on

channel RCYV, then transition fires and allocates a new value to the State.

Composed Roles: It makes one or more basic roles to execute together and rep-
resent the sessions involve in the protocol. The operator A represents the parallel

execution of the roles.
The HLPSL specification of proposed protocol’s session is shown in Table

Environment: It consist of global constant and session composition, where the

adversary may execute some role as a authorized user.

The HLPSL specification of proposed protocol’s environment is shown in Table

B.8

Security Goal: The HLPSL specification of proposed protocol’s GOAL is shown
in Table This module specifies the security Goal of the protocol. Some

important predicates used in this module are as follows:
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e secret({PWui,RNui}, secl, Ui): It represents that the information {PWui,RNui}
is secretly shared to Ui and it can be recognize with a constant identity secl in

goal section.

e witness(Ui, GWN, gateway _user_gu, Tui,Alpha’): It represents the weak authen-
ticity of Ui by GW N and Ui is the witness for the data {Tui’, Alpha’}. The

identity of this goal is represented as gateway_user_gu in goal section.

e request(Ui,SNj, user_sensor_us, Skey’): It represents the strong authenticity of U1

by SN j on Skey with an identity user_sensor_us.

e Symbols: Concatenation (.) is used for message composition (e.g., SND
(IDi.PBi’)) and Commas (,) is used in case of multiple arguments of events or

functions (e.g., secret(PWui,RNui, secl, Ui)).

3.6.5.1 Analysis of the result obtained using AVISPA tool

We have selected the OFMC back-end for the execution test and model checking based
on bounded number of sessions. For the replay attack checking, the back-end checks
whether the legitimate agents can execute the specified protocol by performing a search
of a passive intruder. After that the back-end gives the intruder the knowledge of some
normal sessions between the legitimate agents. For the Dolev-Yao model check, the
back-end checks whether there is any man-in-the-middle attack possible by the in-
truder. It is assumed that the intruder has knowledge of all public parameters. We have
then simulated our protocol using AVISPA for OFMC and CL-AtSe model checkers.
The results of the analysis using OFMC and CL-AtSe of our proposed protocol are
shown in Table [3.10} and both simulation results ensure that our protocol is secure

against active attacks including replay and man-in-the-middle attacks.

3.7 Performance Comparison

We compare our protocol with Shi et al.’s [[109] and Choi et al.’s [1] protocol on the
basis of computational overhead of performing hashing, random number generation
and elliptic curve scalar multiplication on smart card, sensor node and gateway node.

Table [3.11] shows that the computational overhead of our protocol is more than Shi et
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Table 3.4: Specification of U;’s role in HLPSL.

role user(Ui, GWN, SNj: agent,

Kgsj, Xuil: symmetric_key,

H, XOR, EccMul: hash_func,

RCYV, SND: channel(dy))

played_by Ui def=

local

State: nat,

IDui, PWui, IDsnj, Rui, P, Kuil, Aui, Bui, Wui, Alpha, Beta, Gamma, Delta, Ysnj,
Ysnjl, Xui, Tui, Tgwn, X, Betal, Kui, Rsnj, Gammal, Skey, Skey1: text

const secl, sec2, sec3, sec4, sec5, sec6, sec7, sec8,

gateway_sensor_gs, gateway_user_gu, user_sensor_us: protocol_id

init

State: =0

transition

0. State =0 A RCV (start) = >

State’: =2 A A PWui’: = H(PWui.Rui’)

A secret(PWui,RNui, secl, Ui)
A SND (IDui.PWui’)
2. State =2 A RCV (P.Aui’.Bui’.Wui’) = >
State’: =3 A Rui’: = new()
A Tui’: = new()
A secret(Rui’, sec2, Ui)
A PWuil’: = H(PWui.RNuil’)
A Kuil’: = XOR(Wui, HIDui.RNuil’))
A Xui’: = EccMul(Rui’.P)
A Xuil’: = EccMul(Rui’.Kuil’)
A secret(Xuil’, sec3, Ui, GWN)
A Alpha’: = H(IDui.IDsnj.Xui.Xui’.Tui)
A SND(Dui.Xui.D.Tui’.Alpha’)
A witness(Ui, GWN, gateway _user_gu, Tui,Alpha’)
6. State = 6 A RCV(Betal’) = >
State’: =7 A Deltal’: = H(Xui’.Tui.IDsnj.Y'snj. Tsnj)
A Skey’: = EccMul(Rui’.Ysnj1”)
A request(Ui,SNj, user_sensor_us, Skey’)
end role
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Table 3.5: Specification of GW N’s role in HLPSL.

role gateway(Ui, GWN, SNj: agent,

Xuil, Kgsj: symmetric_key,

H, EccMul, XOR: hash_func,

SND, RCV: channel(dy))

played_by GWN def=

local

State: nat,

IDui, IDsnj, PWui, P, Kuil, Rui, Aui, Bui, Wui, Alpha, Beta, Gamma, Delta, Ysnj, Tui,
Tgwn, Xui, X, Betal, Kui, Rsnj, Gammal, Skey, Skey1: text

const secl, sec2, sec3, sec4, sec5, sec6, sec7, sec8,

gateway_sensor_gs, gateway_user_gu, user_sensor_us: protocol_id

init
State: =1
transition

1. State =4 ARCV (IDui. Xui.Tui’.Alpha.IDsnj.Ysnj.Tsnj.Beta)= >
State’: =5 A X’: =new() A Kui’: = EccMul(H(IDui.X”).P)
A Aui’: = XOR(PWui’. H(XOR(IDui.Y’)))
A Bui’: = HIDui.PWui’. XOR(IDui.Y”)) A secret(X’,sec4, GWN)
A Wui’: = XOR(H(IDui.PWui).Kui’)
A secret(Kui’, sec5, GWN,Ui)
A SND(P.Aui’.Bui’.Wui’)
3. State =3 ARCV (IDui. Xui.Tui’.Alpha.IDsnj.Ysnj.Tsnj.Beta)= >
State’: =4 A Tgwn’: =new()
Arequest(GWN, Ui, gateway _user_gu, Alpha’)
A Fui’: = XOR(P.T”) A Xui’: = EccMul(H(IDui.X”).P)
A Alpha’: = H(IDui.IDsnj.Xui.Xui’.Tui))
A secret(X’,sec4, GWN)
A Beta’: = H(Kgsj.Tui.Ysnj. Tsnj)
A secret(Kui’, sec5, GWN,Ui)
Asecret(Kgsj, sec6, GWN,SNj)
A Gamma’: = H(Kgsj. Alpha.Ysnj.Tsnj.Tgwn)
A Delta’: = H(Xu1’.Tui.IDsnj.Ysnj.Tsnj)
A SND(Tgwn’.Gamma’.Delta’)
A witness(GWN, Ui, gateway _user_gu, Tgwn’)
end role
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Table 3.6: Specification of SINV;’s role in HLPSL.

role sensor(Ui, GWN, SNj: agent,

Xuil, Kgsnj: symmetric_key,

H,Gen, Rep, EccMul, Enc, Dec, XOR: hash_func,

SND, RCV: channel(dy))

played_by SNj def=

local

State: nat,

IDui, IDsnj, PWui, PWui, PWuil, P, Kuil, Rui, Aui, Bui, Wui, Alpha, Beta, Gamma, Delta, Ysnj, Tui, Tgwn, Xui, X, Betal, Tau,
Kui, Rsnj, Gammal, Kij, SKij: text

const secl, sec2, sec3, secd, sec5, sec6, sec7, sec8,
gateway_sensor_gs, gateway_user_gu, user_sensor-us: protocol_id

init
State: =2
transition

3. State =3 ARCV (IDui’.Xui’.Tui’.Alpha’.IDsnj’.Ysnj’.Tsnj’.Beta’) = >
State’: =4 A Tsnj’: =new()

A Ysnj’: = EccMul(Rsnj.P)

A Beta’: = H(Kgsj.Tui.Ysnj.Tsnj)

A SND(IDui’.Xui’.Tui’.Alpha’.IDsn;j’.Ysnj’. Tsnj’.Betal’)
5. State =5 ARCV (Tgwn’.Gamma’.Delta’)= >
State’: = 6 A Tsnjl’: =new()

A Gamma’: = H(Kgsj’.Alpha’.Ysnj’.Tsnj’.Tgwn’)

A Kij’: = EccMul(Rui. Ysnj)

A secret(Kij’, sec7, SNj)

Arequest(SNj, Ui, gateway_user_gu, SKij’)

A witness(SNj, Ui, gateway_user_gu, Tsnj’)

A Tau’: = H(Tsnj1’ .Delta’ . Kij’)

A SKij’: = H(Kij”)

A secret(SKij’, sec8, SNj)

A SND(Ysnj’.Tsnj’.Tsnjl’.Delta’.Tau’)
end role

Table 3.7: Specification of proposed protocol’s session in HLPSL.

role session(Ui,GWN,SNj:agent,
Xuil, Kgsj:symmetric_key,
H, EccMul, XOR: hash_func)
def=
local GWNUi{,RUi,GWNSN;j,RSNj,GWNGWN,RGWN:channel(dy)
composition
user(Ui, GWN, SNj, Xuil,Kgsnj,H, EccMul, XOR,GWNU]i, RUi)
A sensor(Ui, GWN, SNj,Xuil, Kgsnj, H, EccMul, XOR,GWNSNj, RSNj)
A gateway(Ui, GWN, SNj, Xuil, Kgsnj,H, EccMul, XOR, GWNGWN,RGWN)
end role
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Table 3.8: Specification of proposed protocol’s environment in HLPSL.

role environment()
def=
const ui, gwn, snj: agent,
xuil kgsj,kig: symmetric_key,
h, eccMul, xOR: hash_func,
secl, sec2, sec3, secd, sec5, sec6, sec7, sec8,
gateway_sensor_gs, gateway_user_gu, user_sensor_us: protocol_id
intruder_knowledge = ui,gwn,snj kig
composition
session(ui,snj,gwn,xuil,kig,h, eccMul, xOR)
A session(ui,snj,gwn,kgsj.kig,h, eccMul, XOR)
A session(ui,snj,gwn,kig,kgsj,h, eccMul, XOR)
end role

Table 3.9: Specification of proposed protocol’s goal in HLPSL.

goal

secrecy_of secl, sec2, sec3, sec4, sec5, sec6, sec7, sec8
authentication_on gateway_sensor_gs, gateway_user_gu, user_sensor_us
end goal

environment()

al.’s protocol and less than Choi et al.’s protocol but through the security analysis, as
described in formal and informal security analysis, we find that our protocol is more
secure than Choi et al.’s protocol. Our proposed protocol corrects the flaws of Choi et
al.s protocol, such as smart card loss attack, energy exhausting attack and sensor node
capture attack. Also, even though our protocol requires a little more communication
cost than some of the other protocols, we consider this acceptable because our proposed
protocol assures security and provides additional functionality, as Table [3.3|shows.
Where, T}, and T} are cost of performing elliptic curve scalar multiplication and
hashing respectively. T, = 50.3 millisecond and 7y = 0.5 millisecond based on the
execution time as considered in Maurya et al.’s [33] protocol for the different crypto-
graphic operation (performed by user U; and the gateway node GW N with a computer
system having windows 7 operating system, Intel (R) core (TM) 2 Quad CPU Q8300,
@2.50 Hz processor, and 2 GB RAM). T'Sy; = 370 millisecond and T'Sy = 3.63
millisecond based on The computational time (as considered in Maurya et al.’s [33]
protocol) of various cryptographic operations (performed by MicaZ sensor node SN
with 8-bit ATmegal28L Atmel processor, 4 K bytes ROM, 128 K bytes ROM, 512
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Table 3.10: Security verification result of proposed protocol -1 obtained using AVISPA

tool.

Using OFMC BACKEND Using CL-AtSe BACKEND

SUMMARY SUMMARY
SAFE SAFE

DETAILS DETAILS
BOUNDED_NUMBER_OF_SESSIONS BOUNDED_NUMBER_OF_SESSIONS

PROTOCOL TYPED_MODEL
/home/cmb-lab-22/Desktop/Protol.if PROTOCOL

GOAL /home/cmb-lab-22/Desktop/Protol.if
as_specified GOAL

BACKEND as_specified
OFMC BACKEND

STATISTICS CL-AtSe
Time: 886 ms STATISTICS

parseTime: 0 ms
visitedNodes: 524 nodes
depth: 8 piles

Analysed: 1564 states
Reachable: 1564 states
Translation: 0.08 s
Computation: 0.03 s

Save file View CAS+

HLPSL

IF
o~ [

Choose Tool option and
press execute

Execute

Save file

View CAS+ ‘

HLPSL

IF
E ~

Choose Tool option and
press execute

Execute
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K bytes EEPROM, 2 AA battery with TinyOS [111] and nesC [112] programming

language)
Table 3.11: Computational Overhead Comparisons
Scheme Computational Overhead on U;, SN;, GW N
U SN, GWN
Xue et al.’s [79] 12Ty 9T Sy 17Ty
Sun et al.’s [108] 6Ty 8T Sy Ty
Shi et al.’s [109] 3T + 5T 2T Sy +3TSH Ty + 4Ty
Choi et al.’s [1] 3T + TTy 2T SN + 4TSy Ty + 4Ty
Lietal’s [08] 2T + 8Ty 4TSy Tar + 9Ty
Zhang et al.’s [58]] 4T + 4Ty 2T Sy + 3T Sy 4Ty + 5Ty
Proposed Protocol 3Ty + 6Ty 2T Sy +3T1TSy Ty +4TH

3.8 Summary

Because of the ongoing development in WSN & IoT advancements, we have watched
a colossal change in perspective in sensor network applications. The confirmation and
security objectives of a sensor network have turned out to be more pivotal and testing.
The vast majority of the user and sensor node authentication plans for WSNs have been
created without considering the prerequisites of coordinating WSNs with developing
advances, for example, [oT.

In this chapter, we have analysed the security features provided by Choi et al.’s
user authentication protocol. We have discovered that the existing protocols have some
security shortcoming, for example, (1) unreliable against stolen smart card attack, (2)
no resilient against node capture attack (3) defenceless against sensor node energy
exhausting attacks. At that point, we have proposed an enhanced user authentication
protocol based on smart card and elliptic curve cryptography to accomplish attractive
security features with viable computational cost. Our convention withstands the
security traps of Choi et al. ’s. Protocol and enhanced the computational execution
too. To demonstrate the ease of use of the proposed protocol, we made complete
security and performance examination and reenacted the proposed thought in a

computerised convention verifier tool, AVISPA.
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Chapter 4

Three Factor User Authentication and
Key Establishment protocol for WSNs
& IoT

“Cryptography has generated number theory, algebraic geometry over finite fields,

algebra, combinatorics and computers.” Vladimir Arnold

This chapter presents an efficient three-factor user authentication and key estab-
lishment protocol for WSNs & IoT based on Fuzzy Extractor and Elliptic-Curve Diffie
Hellman (ECDH) algorithm. It concisely illustrates the problem, security challenges,
security analysis of various existing user authentication protocols and contributions
made thereof. Subsequently, it elaborates the proposed protocol, and then, the security

and computational overhead are analyzed.

4.1 Introduction and Problem Definition

It is worth mentioning that the two-factor user authentication protocol proposed in
Chapter 3|uses ECC technique, and the proposed two-factor authentication techniques
on the basis of user’s identity /Dy, and password PWy, is predominantly weak be-
cause the user desires to keep a low-entropy password that can be efficiently decoded
by applying simple dictionary attacks. To enhance the security characteristics of two-

factor user authentication mechanism that is resistless to password guessing attacks and
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subject to inadequate password update method in WSNs & IoT, biometric-based user
authentication procedure, accompanied with user’s smart card and passwords, have
drawn significant attention.

Three-factor authentication is mostly applied in businesses, medical and govern-
ment related implementations of WSNs & [oT that involves high degrees of security.

In recent times, various user authentication techniques for WSNs & IoT have been
introduced in the literature and it has been recognized that most of the protocols can-
not attain comprehensive security specifications. To enhance the quality of service and
reduce the probability of security attacks, a reliable and valid user authentication sys-
tem is required for WSNs & IoT. Session key establishment among SN; and U; is too
crucial for secure data communication.

In this chapter, we perform the security analysis of A.K.Das’s protocol (specified
in 2015), Choi et al.’s protocol (specified in 2016), including Park et al.’s protocol
(specified in 2016). The security analysis reveals that their user authentication pro-
tocols are resistless to various security attacks like sensor node impersonation, user
impersonation and attacks by legitimate users.

Moving from the cryptanalysis of these existing protocols, we propose a secure
and efficient authenticated session key establishment protocol which facilitates multi-
ple security specialities and overwhelms the drawbacks of existing user authentication
protocols. Our precise and simple security analysis demonstrates that the proposed
protocol resists the numerous security vulnerabilities associated with WSNs & ToT.

The automated validation applying AVISPA and Scyther tool guarantees the inade-
quacy of security attacks in our protocol. The logical verification utilising the Burrows-
Abadi-Needham (BAN) logic validates the accuracy of our proposed protocol. Subse-
quently, the comparative analysis based on computational burden and security charac-
teristics of different existing protocol indicates that the proposed user authentication
method is safe and effective. In the future, we aim to implement the proposed protocol
in the real-world utilization of WSNs & IoT.

Problem Definition: The problem definition of this chapter is as follows:

Design and analysis of secure and efficient multi-factor user authentication and ses-
sion key establishment protocol for resource constraints WSNs& IoT which provides
the major security features (such as mutual authentication, secure session key establish-

ment, confidentiality, integrity, freshness etc. ) and prevents the major security attacks
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(such as stolen smart card, user impersonation, sensor node impersonation, etc.) with

lesser computational overhead.

4.2 Our Contributions

The contributions of this chapter are as follows:

In this chapter, we first address several security concerns associated with verifying
the users of WSNs & IoT.

We present the security analysis of numerous modern protocols of user authenti-
cation for WSNs & 10T. By security analysis, we expose that the current protocols
are defenceless to several attacks like sensor node impersonation, user imperson-

ation and attacks by legitimate users.

We propose a protected and efficient protocol for verifying the users of WSNs and
IoT considering about shared confirmation, session key foundation, information

freshness, and condentiality.

Through casual security examination, we demonstrate that our proposed protocol
opposes the sensor node compromise, stolen smart card, gateway node compro-

mise, man-in-the-middle and replay attacks.

We prove using random oracle model the correctness of various security features

involved in our proposed protocol.

Subsequently, we verify the proposed protocol on popular and robust security ver-
ification tool such as AVISPA and Scyther.

We use BAN logic to determine whether exchanged messages of the proposed

protocol are trustworthy and secure against eavesdropping.

Finally, we present the comparative analysis of our proposed protocol with other

existing protocols on the basis of security and computational overhead.
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4.3 Review and Cryptanalysis of Various Recent Pro-
tocols of User Authentication for WSNs

In this section, we concisely review and present the security analysis of the various
recently proposed user authentication protocols of WSNs. The security analysis per-
formed in this section illustrates that the existing protocols have various security vul-
nerability based on the logical proofs and the assumptions considered in the Section
of this thesis. This section provides an awareness of what needs to be fixed and
how the user authentication protocol should be design to withstand the miscellaneous
attacks incorporated into the WSNs & IoT.

4.3.1 Review of A.K.Das’s Protocol

A.K.Das [81] did the security study of Althobaiti et al.’s [39] protocol and recom-
mended an enhanced protocol concerning user authentication utilising the fuzzy ex-
tractor to resist user impersonation attack, node capture attack, man-in-the-middle at-
tack. A.K.Das [81] suggested a novel procedure (analysing the resource limitations of
the sensor node) for bio-metric based user authentication applying the fuzzy extractor.

Toward evaluating the security characteristics of A.K.Das’s protocol, the user reg-
istration phase of A.K. Das’s protocol is illustrated in the subsequent Step DR1, Step
DR2, Step DR3 and the authentication-key agreement state is reviewed in the Steps
DAL, Step DA2, Step DA3 on the basis of the notations of Table[I] We interpret the

user registration, authentication and key agreement phase of A.K.Das’s protocol in
Tables [d.1] and {f.2] respectively.

Step DR1: The user U; inputs I Dy,, PW), and BIOy, and generates 1024 bit random
number K. Subsequently, U; calculates RPW; = h(IDy, || K|| PW,) and
selects a key ek;. Then, U; transmits (I Dy,, RPW;, ek;) to GW N using secure

communication channel.

Step DR2: After receiving the message (I Dy,, RPW;, ek;), the gateway node GW N
generates 1024 bit key X, evaluates f; = h(IDy, & h(X;)) and stores

(h(),Gen(), Rep(), fi, T) into SCy,. Then, GW N sends (SCy;) to U; using

secure communication channel.
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Table 4.1: User registration phase of A.K.Das’s protocol.

Step 1: For User (U,;)

Step 2: For Gateway (GW N)

The user U; inputs I Dy, Py, and
BIOy,.

Generates 1024 bit random number K.
Subsequently, U; calculates

RPW,; = h(IDy, || K|| PWy,) and

selects a key ek;.

Then, sends (I Dy,, RPW;, ek;) to GW N

ViaSecureChannel

After receiving the message

(I Dy, RPW;, ek;), the gateway node
GW N generates 1024 bit key X,
evaluates f; = h(I Dy, ® h(X,)), and

stores (h(), Gen(), Rep(), f;,T) into
SCy, .

7

Finally, GWN sends (SCy,) to U;

ViaSecureChannel

Then, GW N stores ek; related to I Dy,

Step 3: For User (U,;)

U; evaluates Gen(BIOy,) = (04, 73),

fi = Ji ® I Dy||oi] | K),

ri = h(IDy,||o:) & K,

e; = h(IDy,||RPW;||o;), and

BE; = h(IDy,||o;) @ ek;.

Then, U; replaces f; with f in SCy;.
Finally, U; stores e;, 7;, BE;, r; into SCy,.
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Step DR3: After receiving SCy,, the user U; evaluates Gen(BIOy,) = (o;, 1), fi =
fi ® WDy |l |K), vy = h(IDy[|o) & K, € = h(IDy||RPW]|o:), and
BE; = h(IDy,||o;) @ ek;. Finally, U; replaces f; with f;* in SCy, and stores
ei, Ti, BE;, r; into SCY,

Step DA1: The registered user U; inserts his/her smart card SCy, into the card reader
device and provides the Dy, secret PWy,, bio-metric information BIOy;,.
Then, evaluates 0, = Rep(BIOy,,7;), K' = r; & h(IDy,l||0}), RPW] =
h(I Dy, ||PWA,||K"), € = h(IDy||RPW/||c}). If e, = e;, U; transmits

(I Dy,,req) to GW N via public communication channel. Otherwise, U; aborts

this phase.

Step DA2: After receiving the message (I Dy, req), GW N verifies the message. If
I Dy, is valid, GW N sends a Random challenge R to U; via public communica-
tion channel. Otherwise, GIWW N aborts this phase.

Step DA3: After receiving the Random challenge R, U; evaluates ek; =
BE; @ h(IDy,]||o}). Finds the current time-stamp 7). Then, U; transmits
<Enceki(R, T\,IDg Nj)> to GW N via public communication channel.

Step DA4: GW N evaluates R, T, Dgsy; using decryption operation on the basis
ofkey ek;. If T is fresh and R is valid, GW N computes f; = h(IDy, &
h(Xs)), fi* = h(IDsn,||f{), finds the current time-stamp 75 and computes
Y; = Enck,[IDy,,1Dgsn;, T1,T5, f;*]. Finally, GW N transmits (I Dy,,Y}) to
SN; via public communication channel. Otherwise, GIW N aborts this phase im-

mediately.

Step DAS: SN; retrieves (I Dy,, [ Dsy;, Ty, Ty, f7*) as (I.Dy, IDgNj SV, T f1) us-
ing decryption operation on (I Dy, Y;) on the basis ofkey ;. If 7" is fresh and
I Dy, is valid, SN; finds the current time-stamp 75 and evaluates the session key
SK;; = h(f; ||IDy,||IDsn,||T},Ts). Then, SN; sends h(SK;;), Ts to U; via
public communication channel and stores SK;; in its memory. Otherwise, SN;

aborts this phase immediately. Finally, SN; stores SKj;; in its memory.

Step DAG6: If T; is fresh, the user U; computes f/ = fF @ h(d}||[IDy,||K"), f; =
h(IDsn, || f;), SK}; = h(f"|[IDy||I Dsn, || T1||T5). If h(SK];) = h(SK3;), Us
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establishes the session key SKj; with the sensor node SN;. Otherwise, U; aborts

this phase immediately.

4.3.2 Cryptanalysis of A.K.Das’s Protocol

In this section, we perform the cryptanalysis of the A.K.Dass protocol and found that
A.K.Dass protocol is also vulnerable. The vulnerabilities involve in A.K.Das’s proto-

col are elaborated in the following subsection:

4.3.2.1 Stolen Smart Card Attacks

The adversary A ascertains the value of {7;,e;,r;, BE;, f*,h(.),Gen(.), Rep(.), T}

from stolen SCY, by measuring the power consumption of smart card [14]. Then,

A computes: BE; @ 1; = [h(IDy, || 0:) ® K] @ [h(IDvy, || 03) ® ek;] = K @ ek;.
Afterwards, the adversary A find out the value of K and ek; by implementing one

of the following three mechanism:

1. Derives the value of K and ek; using the frequency analysis of stream cipher
BEZ‘, T and BEZ D r;.

2. Eavesdrops R and E, (R, T, IDsy,) and implements the known plain text attack
to find out the value of ek;. Thereafter, A find out the value of K = ek; ® (K @
ek;).

3. Steals the bio-metric information BIOj, of U; (where d(BIOy,, BIOy ) < T)
and find out the value of o; = Rep(BI O;,[ﬁ 7;). Eavesdrops the value of /Dy,
from public communication channel and then evaluates the value of ek; = BE; ®
R(IDy, || 0:), K = r; ® h(I Dy,
PWy, protected.

;). It is possible, because ek; is not password

Subsequently, A chooses its own identity I D 4, password PW,, biometric infor-
mation B4 and computes:

RPW4 =h(IDa || K || PWa), Gen(Ba) = (04,7a), €4 = h(ID4 || RPWy |
04),7A=h(IDy || 04)® K and BE4 = h(ID4 || 04) @ ek;.

Finally, A replaces the information {7;, e;, 7;, BE;, f*, h(), Gen(.), Rep(.), T} of SCy,
with {74,€4,74, BE4, f*, h(), Gen(.), Rep(.), T} respectively.
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Table 4.2: Login, authentication and key sharing phase of A.K.Das’s protocol.

Step 1: For User (U;)

Step 2: For Gateway (GW N)

The enrolled user U; injects the smart card SC, into card
reader and gives the I Dy, , secret PWy,, BIOy, . Then,
evaluates o, = Rep(BIOy,,7:), K' =r; @ h(IDy,||0o}),
RPW/! = h(IDy, || PWy, ||K"),
¢} = h(IDy, || RPW/|[o?)
if e/ = e; then

U; transmits <]Du1. R req> to GWN

ViaPublicChannel
end

else
|  The user U; terminates this phase

end

After receiving the message <IDul,req>, if 1Dy, is valid
then
GW N sends a Random challenge R to U;
ViaPublicChannel

end

else
|  GWN aborts this phase

end

Step 3: For User (U;)

Step 4: For Gateway (GW N)

After receiving the Random challenge R, U; evaluates
ek; = BE; @ h(IDui ||O’i) Then,

W; transmits { Encer, (R, Ti, IDsn;)) to GWN

ViaPublicChannel

GW N evaluates R, 71, IDSNJ- using ek;.

if T and R are valid then
GW N computes

£7 = h(IDy, ® h(X.)), £* = h(IDgn; || f7) and
ij = ETLCKj [IDui,[DSNj,Tl,TQ,f;*}.
Then, GW N transmits <1Dui s YJ> to SN;

ViaPublicChannel
end

else
|  RejectU;
end

Step 5: For Sensor Node (SN;)

Step 6: For User (U;)

SNj Retrieves (IDy,, IDsn;, T1, T2, fi*)
as (1D}, 1D T{, T4, ).

if T and 1Dy, are valid then
SN; Evaluate the session key

SKij = h(fi”HIDuiHIDSNj||T{’,T3)
SNj sends h(SKij),ng to Us;

ViaPublicChannel
end

else
| Reject U;

end
Store S K

if T3 is valid then
Computes f/ = f & h(a}||[I Dy, ||K"),
" /7
fi =h(IDsn;If;),
SKi; = h(f{'lII Dy, |IIDsn;||T1||T5)
if h(SK:J) = h(SK”) then
‘ U; Stores SK{J,
end

else
| Reject U;
end

end

else
| RejectU;
end
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The login phase of the adversary A is as follows:

e Ainsert SCy, and inputs I D 4, PW 4 and imprints B 4.

e Acomputes 0y = Rep(Ba,74), K =74 @ h(ID4 || 04), RPW, = h(ID4 ||
PW, || K')and €y = h(ID4 | RPW), || ;). Then, it verifies if €/, = e4. It

would be true i.e., both the password and bio-metric validation would be correct.

e Afterwards, U; sends the login message (I D4, req) to GW N via a public chan-
nel. However, the adversary A intercepts the message (I D4, req) and replaces
(ID 4, req) with (I Dy, req).

Authentication and key agreement phase for the adversary A is illustrated as fol-

lows:

e Since /Dy, is valid, therefore GW N generates a random challenge R and send it
to A.

o A select the login sensor node SN; and sends (Eey, (R, 11,1 Dgy;,)) to GWN.

e  After receiving (E, (R, T1,1Dsy;)), GWN decrypt it using ek; and verifies
the validity of 77 and R. Subsequently, GWN computes f* = h(IDy, &
h(Xy)), fi* = h(UDsn, || f7),Y; = Ex,[{Dy,,IDgsn,,T1, T, f*] and finally

sends (I Dy, Y;) to the sensor node SNV;.

o  After receiving (IDy,,Y;), SN; computes SK;; = h(f; || IDy, || IDsn; || T} |
(

T3) and sends h(SK;;),T5to A

e Then, A computes f] = f @ h(o}|[{ Dy,
evaluated K. It is possible because f; has no password protection.

K') using I Dy, stolen bio-metric and

"

e Finally, A computes f; = h(IDgy,]||f/) and the session key SK;; = h(f; ||
IDy, || IDgy, || Ty || T5) shared with SN;.

4.3.3 Review of Choi et al.’s protocol

Choi et al. [61] made the security study of Yoon and Kim’s [60] protocol and intro-
duced an enhanced protocol (estimating the resource restrictions of the sensor node of

WSNs & 10T) of user authentication utilising the fuzzy extractor and biometric data.
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The Choi et al.’s protocol resolves the difficulties of user validation problem, bio-
metric recognition error, the absence of anonymity, session key disclosure by the
GWN, perfect forward secrecy, DoS attack, and a cancellation problem. In this pro-
tocol, the gateway node GW N founds master keys, = and y, and allots h(IDgy;,||y)
to the sensor node SN;. The registration phase of this protocol is summarized in Step
CRI1, Step CR2 and Step CR3. The authentication and session key establishment phase

is reviewed in Table [4.3] on the basis of the notations described in Table [1]

Step CR1: The user U; inputs his/her identity IDy,, biometric information BIOy,
and computes: (0;,7;) = Gen(BIOy,), A; = h(o;).  Then, U; transmits
(I Dy, A;) to GW N via secure communication channel.

Step CR2: After receiving the message (I Dy, A;), the gateway node GW N gen-
erates 1024 bit secret key = and computes My, = h(IDyl|z) & A,
Ny, = h(IDy, & x) & A;,Viy, = h(IDy,l||A;). Then, GWN stores
(I Dy, My, Ny, Vi, h(.)) into smart card SCy,. Finally, GWN sends the

smart card SCy, to the user U;

Step CR3: After receiving the smart card SCY,, the user U; stores 7; into SCy,.

4.3.4 Cryptanalysis of Choi et al.’s protocol

In this module, we perform the cryptanalysis of the Choi et al.’s protocol and found that
Choi et al.’s protocol is also vulnerable. The vulnerabilities involve in this protocol are

elaborated in the following subsection:

4.3.4.1 Attack on the basis of Authorized or Legal User

In their protocol, an authorized or legal user Uy, could be an adversary Uy, because Uy,

can get h(z||y) and then it can obtain the secret credentials of the user U; as follows:

e Uy inputs IDy,, provides the bio-metric information B}, computes o, =
Rep(BYy,74), A = h(cy), Vj = h(IDy||A’y) and finally validates V; = V7,

e If the validation succeeds, U, generates random number 74, and evaluates X, =
rq X P, DA:MAEBA;[,}L<Z'H:I/) :NA@A‘,A
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Table 4.3: Authentication and session key establishment phase of Choi et al. protocol.

Step 1: For User (U;)

Step 2: For Gateway (GW N)

The registered user U; inputs I Dy, , BI O;Li and computes
o, = Rep(Blo’ui,n-), AL = h(a,), V! = h(IDy,||A}),
if V; = V/ then
U; generates random number 7;
Xi=r; x P,D; = M; ® Al, h(z|ly) = N; @ A]
Finds out current time-stamp 7; and
computes k; = h(DZHT»L), C; = Eki ([Dui HXZ),
AID; = IDy, & h(h(xl[y)||T),
Wi = h(h(z|ly)||AID; || X4 ||Cs| | T3)
Then, U; constructs a message
My = (AID;, X;,Cy, T;, W5)

Finally, U; transmits M7 to GW N

ViaPublicChannel

end
else

| Abort this phase.
end

if (T” — T;) < AT then

if W; = h(h(aly)|[ALD;||X]|C;]|T;) then
GW N computes

1D}, = AID; @ h(h(a||y)||T5),

D} = h(ID{/[in), k. = h(D.||T3),
IDﬁiHX{ = Dk;(Ci)

if ID] = IDj then

GW N finds its current time-stamp Ty and
computes kg = h(h(SID;||y)||Ty),
Cg = E'flckg (AID1HX_Z),

Wy = h(h(SID;|[y)|| AID;||Cy||Ty)-

Then, GW N construct the message
My = (AID;,Cq4, Ty, Wy). Finally,
GW N transmits Mz to SN;
ViaPublicChannel

end

else
|  GWN aborts this phase.

end

end

else
|  GWN aborts this phase.

end

end

else
|  GWN abort this phase.

end

Step 3: For Sensor Node (SN;)

Step 4: For User (U;)

if (T"" —Ty) < AT then
i Wy = h(h(SID;|[y)|ALD;|C, || T,) then
SN, computes ky = h(h(SID;||y)||Ty),
AID}||X" = Deck; (Cy),
if AID; = AID] then
Generates random number 75
Ksy =7s x X, Y; = rs x P Computes
sk = h(AID;||Ksyu||Ts) Find the current
time-stamp T’s and computes RM = Query
response, Vs = h(AID]||X[||Y;||RM||Ts),
M3 = (RM,Y;, Vs, Ts). Finally,

SNj transmits M3 to U;

ViaPublicChannel
end

else
|  Abort this phase

end

end

end

if (T"" — Ts) < AT then

if Vo = h(AID;||X;]||Y;||RM||Ts) then
Then U; computes Kyys = 1y X Y;,
sk = h(AID;||Kys||Ts),
Accept PM. Where
sk = h(AID;||r; x rs x P||Ts)
{based on ECDH}

end

else
|  Abort this phase

end

end

else
|  Abort this phase

end
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e A intercepts the message M, = (AID;, X;, C;, T;,W;) of U; and find out: [ Dy, =
AID; & h(h(z||y)||T3).

e Thus, we observe that Choi et al. protocol does not present user anonymity i.e., an
adversary A can evaluate user U;’s identity I Dy,. Although, Choi et al. asserted

that their protocol supports user anonymity.

e Moreover A intercepts the cipher text C; = Ej, (I Dy, ||X;) and derives the plain-
text (I Dy, || X;), accordingly Choi et al. protocol is resistless to known plain-text
attack.

4.3.4.2 User Impersonation

In this case, an adversary A having a stolen smart card SCY, can impersonate a legiti-
mate user U; of WSNs & IoT as follows:

e Aextracts (I Dy, My,, Ny, Vi, h(.), 7;) from the smart card SCy, of the user U;
and computes A7 = N, @ h(z||y), V;* = h(IDy,||A}) and verify the computed V*
with the stored V.

e A generates a random number 74, calculates X4 = ry x P,Dj) = M,; ®
Af.  Find out the current timestamps 74, computes kg = h(D}||Th),
CA = EkA(IDui XA), A]DA = ]Dul D h(h(l’Hy)HTA), WA =

h(h(z|[y)[| ALD ][ X al|Ca, Ta)-

e A sends the message M;' = (AIDy, X4, Cy, Ty, W,) to GW N. Subsequently,
A establishes the session key sk = h(AID4||ra x 75 x P) with SN; using Steps

2—-4 of authentication and session key establishment phase of Choi et al. protocol.

4.3.5 Review of Park et al.’s protocol

Park et al. [63] did the security analysis of Chang et al.’s [4] protocol and proposed a
revised protocol of user authentication using the fuzzy extractor and biometric knowl-
edge to resist off-line password guessing attacks and implement forward secrecy, final

password update phase. In that protocol the gateway node GW N introduces master
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keys, = and y, and provides a key h(I Dgy;||y) to the sensor node SN;. Then, the pro-

tocol supports the registration, login and authentication phase as presented in Tables

4.4 and 4.3

Table 4.4: User registration phase of Park et al.’s protocol.

Step 1: For User (W;) Step 2: For Gateway (GW N)
U; selects the identity /Dy, imprints GW N computes 1024 bit secret key z
bio-metric information B1Oy, and and Computes:
computes: My, = h(z||y||Ai),
(ou,, 7u;) = Gen(BIOy,), Ay, = h(ow,) | Ny, = My, @ Ay,
Vi, = h(I Dy, || As),

U; transmits (I Dy, Ay,) to GWN

ViaSecureChannel

Oui = EnCE(AUi | |upui)
Store (Vi,, Cy;, Nu,, h(.)) into smart card
SCy,.

7

/GWN sends smart card SCy, to U;

Step 3: For User U;
U; Inputs 7y, into the smart card SCy,

4.3.6 Cryptanalysis of Park et al.’s protocol

In this section, we present the cryptanalysis of the Park et al.’s protocol and have ob-
served that Park et al.’s protocol is also unsafe and it possesses the following security

vulnerabilities:

4.3.6.1 Sensor Node Impersonation Attack

According to Park et al., to impersonate a sensor node SN;, an adversary A need
to have the key kgwn = h(h(IDsn;||y)||Tawn). Although, an adversary A can
impersonate the sensor node SN; without having kg n with the help of following

steps:
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Table 4.5: U, s authentication and session key sharing phase of Park et al. protocol.

Step 1: For User (U;)

Step 2: For Gateway (GW N)

U; inserts the smart card SCy, , inputs I Dy, and imprints

BIO;“. Then, computes U;.L,' = Rep(BIO;JZ_ S TU, )

Ay = h(oy), Vi, = h(IDy, || Ay, ),

if Vy, = Vi’ii then

Generate random number 7, , and computes

Xui =Try; X F)7 Mui = Nul D A'Ill,i’

Find out current time-stamp 73, and computes

AIDy, = IDy; @ h(My,||Ty,),

Wy, = h(Mu, [l Dy |1 X | T, )-

Then, U; constructs a message

My = (AIDy,, X, Ca,, T, , Wy, )
Finally, U; transmits M7 to GW N

ViaPublicChannel
end
else
|  Abort this phase.
end

if (T" — Ty,;) < AT then

Ar  Deca(Cu,), My, = h(ellyllAz,),

W{Li = h,(M{li ||ID’u1_ HX{iL [|Ty,) if Wy, = W{il
then

Find the current time-stamp 7w n and computes
kewn = h(h(IDsn, |9 TcwN).

Cown = Encigy, v (AID;|| X3 ), Wewn =
h(h(IDsn; |IY)||AI Dy, ||Cow NI[Taw N).
Then, GW N constructs the message

My = (AIDgwnN,Cawn,Tewn, WewN)
Finally, GW N transmits M> to SN;

PublicChannel ’
end
else
| Abort this phase.
end
end
else
|  Abort this phase.
end

Step 3: For Sensor Node (SN;)

Step 4: For User (U;)

if (T// —Tawn < AT then
Koy = h(h(T D, 19)| Taw )

’ / —
AIDu,i ||Xu1 = Deck’GWN (Cown)
it Wown =
h(h(IDsn; |[|1Y)||AI Dy, [|ICow N || Taw n)
and (AIDy, = AIDj ) then
SN generates random number rg N> computes
KSU = TSNJ' X X{iﬂYui = TSNj x P
and sk = h(AIDui ||KSU||TSNJ- ) Then,
SN finds the current time-stamp T's N> computes
RM = Query response,
Vs, = h(AID |IX}, |V, [|RM|[ T, ),
Ms = (RM, Yy, Vs, Tsn, ) -

Finally, SN transmits M3 to U;

PublicChannel

end

else
| Abort this phase.

end

end

else
| Abort this phase.

end

it (T — Tij) < AT then
if Vsn, = h(AIDy, || X, HYu,;HRMHTSNJ ) then
i computes Ky g = ry,; x Yy,

sk = h(AIDy,||Kusl|Tsn,), accepts RM and
establishes the session key
sk = h(AAIDuZ HT‘ui X TSN; X PHTSNj ) with
SN;.

end

else

| Abort this phase.
end

end

else
| Abort this phase.
end
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4.3 Review and Cryptanalysis of Various Recent Protocols of User
Authentication for WSNs

e The adversary A intercepts the message M,y =
(AL Dy, Xu,, Cy,, T, Way,) , M and My = (Al Down, Cown, Tawn, Woewn) -

e Then, A generates a random number 74, finds current times-
stamp T4 and computes: Ky = ra X Xy, Ya =
ra X P sk = h(AIDy,
and V = h(AIDy,|| Xy,

KaullTa), RM  =Query response
Yal[RM||T).

o Afterwards, A sends M3 = (RM, Y4, Vy, Ty) to U;.

e After receiving M3, U; computes: Vy = h(AIDy,|| X, ||Yal|RM||Ta). If Vyx =
Vi, A computes Ky =y, X Ya, sk = h(AIDy,||Kvual|Th).

Therefore, the adversary A succeeds in impersonating the sensor node SN; and

establishing the session key sk with the user U,;.

4.3.6.2 User Impersonation Attack

In Park et al.’s protocol, a legitimate user U, can be an adversary U, to impersonate the
user U; because Uy can find out the hashed master key h(x||y) and then it can derive

the secret information of user U; as follows:

e  First, the adversary A extract the information (V,,, Ny, Cu,, h(.), Py,) from the

smart card.

e Then, A imprints its biometric information B}, and computes o), = Rep(B;,, Py, )
and A/Uk = h(O';c), MUk = NUk D A/A

e Afterwards, A generates random number 74, selects an identity /Dy, and com-
putes: XA = XUk = Ty, X P, AIDuZ = IDUZ D h(MAHTA) and WA = WUk =
h(MAHIDUZ XA| |TA) Finally, A sends M1 = <A1Du“ XA, OUk, TUk» WUk> to
GWN.

e After receiving M, if (T" — Ty,) < AT, GWN computes Ay ||upy, =
Decy(Cu,), Mpy, = hzllyl|Ay,), 1Dy, = AlDy, @ h(My,|[Ty,), Wy, =
h(Muy, |1 Dy, || Xt [[To,)-

o If (Wy, = Wy,), the GWN finds the current time stamp Ty and computes:

kawn = h(h(IDsn,||9)||Tawn), Cawn = Encrgy (Al Dy, || Xy, ), Wawn =
h(h(IDsn;||y)||AI Dy,

Cewnl||Tewn).
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® Finally, GW N sends M2 = <A]DUk7 WG’WN, CGWN7 TGWN> to SN]

e After receiving My, if (7" — Tewny) < AT and Wewy
h(h(IDsn,||y)||AI Dy, ||Cown||Tawn),  SN;  computes: kow =
BT D, |[9)] [Tewx) and (AIDj, || X4,) = Deciyyn(Can):

o [If (AIDy, = AIDy, ), SN; generates a random number gy, and computes:
Ksy = rsn, x Xy, Y, = rsn; X P, sk = h(AIDy,||Ksul||Tsn;), RM = Query
Response, Vsn, = (Al Dy, || Xv, ||V, || RM || Tsw; )-

e Then, SN; sends M3 = <RM, Yu,, VSNJ.,TSN].> to the adversary A.

e  After receiving M, if (7" — Tgn;) < AT, the adversary A computes: Vgy =
h(A]DUk | |XUk||YUL RM| |TSNj)- If (VSNJ- = VS/'N])’ SN] computes KUS = Ty, X
Yy, and establishes the session key sk = h(AI Dy, ||Kys||Tsn,) with sensor node

SN;. Therefore, Park et al.’s protocol is vulnerable to user impersonation attack.
Similar attack is possible in Moon et al.’s protocol [64] also, since the value of Cy,

in Moon et al.’s protocol can be evaluated using x, y and Ny, .

4.4 Proposed Protocol

In our proposed protocol, we consider that the WSNs & 10T consist of several users
(with the smart card which can be captured or stolen by the adversary A), hundreds of
sensor nodes (A can capture these nodes) and trusted gateway node. Regarding these
entities, we formulate the protocol which consists of four significant components (i)
Set-up before the deployment of WSNs & 10T (ii) Registration of U; by the GW N (iii)
U;’s authentication and session key establishment phase (iv) U;’s credentials update

phase.

4.4.1 Set-Up before the Deployment of WSNs & IoT

In this phase, we choose a high-performance and trusted computing node as a gateway
GW N. The GW N designates a unique identity / Dy, for each sensor node SN; and

loads a unique secret key Kgsn, = h(I Dsy,||Kgwn) into the memory of SN;.

89



4.4 Proposed Protocol

4.4.2 Registration of U; by the GIV N Using Secure Communica-

tion Channel

In this phase, a legitimate user U; sends the hashed secret credential to GW N using

a secure communication channel and the GW N provides a smart card (consisting of

some secret parameter which is known only to the GWN) SCy, to U;. The steps

associated with the proposed user registration phase are described in following Steps
R1, R2, R3 and summarized in Table {.6| (using Steps 1-3).

Table 4.6: User registration phase of proposed protocol.

Step 1: For User (U,;)

Step 2: For Gateway (GW IN)

W; inputs I Dy, PWy, and BI1Oy,
Computes:

Gen(BIOy,) = (oy,, ny,), PBy, =
h(PW,||ow,)

U; transmits (I Dy, PB;) to GWN

ViaSecureChannel

GW N computes 1024 bit secret key =
and Computes:

Ky, = h(IDy,||x) x P,

Ay, = PB; @ h(IDy, @ ),

By, = h(IDy,||PBi||h(I Dy, & x)),

Wi, = h(IDy,||PB;) & Ky,

GW N stores the value of P, Ay, By,,

Wui into SCul
GW N transmits (SCy,) to U;

Step 3: For User (U;)

U; stores T,h(),Gen(), Rep() and the
value of 7; into SCY,.

Step R1: A legitimate user U; selects her identity /Dy, password PWy, and inputs

his/her biometric information B0y, into the generator function Gen() which

generates a secret information o; and a public reproduction parameter 7;. Then,

U; calculates PB; = h(PWy,||o;) using secure hash function i() and sends
I Dy, PB; to the gateway node GW .

Step R2: GW N initiates a secret key x, chooses a generator or base point P of G

with order ¢ and computes: Ky, = h(IDy,||z) x P (where “x” is the scalar

multiplication operator of elliptic curve), Ay, = PB; ® h(I Dy, @ x),
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By, = h(IDy||PBi||h(IDy, & x)),Wy, = h(IDyl||PB;) & Ky, Fi-
nally, the gateway node GW N stores the value of P, Ay, By,, Wy, into the smart
card SCy, and sends SCy, to the user U,.

Step R3: After receiving the SCy, from GW N, the user U; stores function
h(), Gen(), Rep() and the values of T, 7; into SC,.

4.4.3 User Authentication and Session Key Establishment Phase

In this section, we use the reproduction procedure Rep(.) of fuzzy extractor for au-
thentication the user U; with its noisy biometric credential IOy, and we use Elliptic
curve Diffie-Hellman procedure for sharing the common session key S K between user
U; and sensor node SN;. The detailed description of this phase are given in following
Steps Al to A4 and summarized in Table (using Steps 1-4).

Step Al: U, inputs I Dy, PW),, imprints her noisy biometric information B/ O{li and
computes o; = Rep(BIOy,,7;) using reproduction function of fuzzy extrac-
tor as described in Definition Then, U; calculates PB; = h(PWy,
W (IDy, ®x) = Ay, ® PB;, By, = h(IDy,||PB;||l (IDy, & z)).

o),

If the equivalent condition B{Li = DBy, does not fulfill; abort the protocol. Oth-
erwise, U; evaluates Ky, = Wy, ® h'(IDy,||PB;), generates a random number

ry, € Zy. and find out her current time stamp 7y,. Then, the user U; calculates
X,

7

=1y X P, X{ii = 1y, X Ky, (where “x” is the scalar multiplication op-
erator of elliptic curve) and encrypts the message (I Dsy;,||Ty;) considering Xy,
as a symmetric key to find: a = Encx,, [ Dsy,||Ty,]. Finally, U; Construct a
message M3 = (I Dy, Xy, «) and sends M3 to the gateway node GW N.

Step A2: After receiving the message M3, the gateway node GW N compute X{li =
h(IDy,||z) x Xy, and decrypts the cipher text o considering Xy, as a symmetric
key to find: [/ Dgn;||Ty,] = Decx,,|a]. And if the condition 7" — Ty, < AT
does not fulfill; the GW N aborts the protocol. Otherwise, the gateway node
GW N generates a random number gy, € Zy and calculates Ysy, = rgy; X P,
the session key sk = rgn, X Xy, (where “x” is the scalar multiplication
operator of elliptic curve). Then, the gateway node GW N finds its cur-

rent time-stamp Tgwy and calculates: [ = Encxﬁ_[l Dsn, ||Ysn, || Tawn]s
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7 = Enciggy, [IDy,||sk||5||Tew]. Finally, GW N constructs the message
My = (v) and sends M, to the sensor node SN;.

Step A3: After receiving the message My, SN, decrypts the cipher text 5 using sym-
metric key Kggy, to find out: [I.Dy,||sk||B||Tawn] = Decrggn, [7]. If the con-
dition (T - Tewn) < AT fulfills, SN; stores the session key sk and finally
transmits the message M; = [ to U;

Step A4: After receiving the message Mj;, the user U; decrypts the message M; = 3
considering X{; as a symmetric key and find out: [IDgy,||Ysn,||Tewn] =
D Xy []. Once the condition (7" — Tewy) < 2AT fulfills, the user U; estab-
lishes the session key sk = ry, X Ygn,; with SN;. Where ry, X Y, = ran; x Xy,
on the basis of FC'D H problem.

The sequence diagram of the message transmission for the user registration, au-
thentication and key establishment phase is shown in below Figure

4.4.4 User’s Credential Update Phase

If a legitimate user gets authenticated using his/her identity /Dy, password PWy,,
biometric information BIOy, and the smart card SC,, it can update own password

and biometric information using the mechanism described in Table [4.§]

4.5 Security Analysis:

To estimate the security strength of our proposed protocol, we perform the informal

and formal analysis of security features.

4.5.1 Informal Analysis

Our proposed protocol can withstand various known security attacks as illustrated

in the following propositions.

Proposition 1. The proposed protocol is secure against Stolen Smart Card Attack.
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Table 4.7: User authentication and session key establishment phase of the proposed pro-

tocol.

Step 1: For User (U;)

Step 2: For Gateway (GW IN)

W; inputs 1Dy, PWyy, and BIO;li.

Computes o; = Rep(BIOy, ,7:), PB; = h(PWy, ||o7,),

K (IDy, ® ) = Ay, ® PB,,

By, = h(IDy,||PB||W (IDy, & 2)).

if B{Li = By, then

Evaluate Ky, = Wiy, ® b’ (IDy, || PB,).

Generate r(, € Zy.

Find current time stamp 7,

Xy, =, X P,X{li =ry, x Ki,»

a = Encx,, IDsn,||Ty,]

Construct a mlessage M3 = <1Dui » XU, a>
U; transmits M3 to GW N

ViaPublicChannel
end
else
| U, is unauthenticated, abort this phase.
end

GW N computes X{Li = h(IDy,|lz) x Xy,
[IDSNj [1T,] = Decxu/‘ [a],

if T/ — Ty, < AT then

Generates TSN, € Zg,

Calculate Ysn; = rgn; x P,

Session key sk = TSN; X X, s

Find Current time-stamp Tow N,

B = Encx; [IDsn;l|Ysn,lTawn],
v = Encrggy, [Du lIsklIBl Tew N ],

Construct the message My = (7)
GW N transmits My to SN;

ViaPublicChannel
end
else
Replay and energy exhausting attack
possible.Abort this phase.
end

Step 3: For Sensor Node (SN;)

Step 4: For User (U;)

SN; computes
([ Dy, ||skl|Bl[Tew n] = Deckggy, 1],

ifT" — Tawn < AT then
Store the session key sk

Construct the message Ms = ()
SN transmits M to U;

ViaPublicChannel
end
else
Replay and energy exhausting attack possible. Abort this
phase.
end

U; computes [I D, |[Ysn, [ Tawn] = Dx; (6]

i7" — Tawn < 2AT then
Establish the session key sk = 7y, X Yij with SN;.
Where 7q(; X YSNj =rgn; X Xy, on the basis
of ECDH.

end

else
Replay and energy exhausting attack possible.Abort this

phase.
end
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Figure 4.1: Sequence Diagram 2 for Registration, Authentication and Key Establishment

u;

GWN

M1 = <IDU“PBZ = h(PWuluO'Z»

M2 = <P7 AuiaBui7WUi>

M3 = <1Dui, Xu” CY>

Ms = <ﬂ = Encx{li [IDSNj||YSNj||TGWN]>

M, = <w = Enciggy, [ Dy, ||sk]| ,3||TGWN]>

SN;

Key =Ty X YSNj

=rsn; X Xy,
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Table 4.8: User’s credential update phase of proposed protocol.

U; inserts SCy, into the card reader and

Inputs I Dy, PWhy,, BIOy,.

Then, U; computes o; = Rep(BIOy , 7;), {Using fuzzy extractor }
PB; = h(PWa,]|oy),

W(IDy, @ x) = Ay, ® PB;,

B! = h(IDy,||PB;||W (I Dy, ® x)).

if B = B,. then

W, calculates h(IDy, © x) = Ay, ® PB,,

Ky, = W, @ h(IDy,||PB;),

U; inputs new PW,cy., Brew,

Then, U; computes Gen(Bew,) = (Tnew; Tnew;) {Using fuzzy ex-
tractor },

PB!" = h(PWiyew, ||0new; ),

AR = PB" @ h(IDy, @ x),

By = h(IDy,||PBr*||h(I Dy, & 7)),

Wie? = h(I Dy, ||PBy) @ Ky,

Finally, replaces the value of Ay, By, Wh, with A, Bpe®, Wi,
into SCh,

end

else
User U, is unauthenticated. Abort protocol to avoid stolen smart card

attack.
end
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Proof. An adversaryA who have stolen the smart card SCy, can extract the intimate
data such as Ay, By,, Wiy, h(.), Rep(.), Gen(.), 7; from the SCy, using side channel
attacks such as differential and simple power analysis [14]. However, in our proto-
col the most important private information such as oy, x and Ky, are stored in well-
protected form. If A succeed to find out Ay, it can not find out PB; or h(I Dy, & x)
using frequency analysis attack. The private information oy, also can not be extracted
by A because it is hashed after concatenated with PWy,. []

Proposition 2. The proposed protocol is secure against node compromise attack.

Proof. According to our presumption, the sensor node SN; is not fixed with tamper
resistant hardware, therefore an adversary A can capture the sensor node SN; and find
out the value of the key Kgsn,; and session key sk. However, A can not use the same
session key at next session because we made the session key unique using the random
number 1, and 75y, . If A captures the key Kgsy, from SNj, it can establish a session
key with any user who wants to access data from SV, but it can not establish a session
key with any other user associated with non-compromised sensor node because the key

Kgsn, is uniquely given to SN;. U
Proposition 3. The proposed protocol is secure against Man-in-the-middle attack.

Proof. Suppose an adversary A eavesdrops the message M3 during user authentication
and session key establishment phase, generates a random number 74 and the current
time-stamp 7T4. However, A can not evaluate the value of X{Li without knowing the
bio-metric information and smart card credentials of U; in order to decrypt and modify
the value of a.. Likewise, it is computationally infeasible for an adversary A to modify
the value of v and 8 without knowing the key Kgsy, and Xy, respectively. Therefore,
our protocol is secure against the Man-in-the-middle attack. [

Proposition 4. The proposed protocol is secure against replay attack.

Proof. Suppose an adversary A intercepts the message Mj3 =
<] Dy, Xy,,« = Enc Xy, [ Dsn,| ]Tui]> from the public communication channel
established between Step 1 and Step 2 of user authentication and session key establish-
ment phase of our proposed protocol. Sometime later, A resends Mj3 to the gateway
node GW N. At the gateway node GW N, the message M3 will be declared as replayed
because the time-stamp 7y, will not be fresh and the condition 77 — Ty, < AT will
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not be satisfied. Similarly, if the adversary A intercepts and replays the messages My
and M5 from the public communication channels of user authentication and session
key establishment phase, it will be declared (after time-stamp validation) as replayed
messages by the sensor node SN, and the user U, respectively. Therefore, our protocol

is secure against the replay attack. [
Proposition 5. The proposed protocol is resilient against gateway node capture attack.

Proof. In the registration phase of our proposed protocol, the user U; transmits only the
value of PBy, = h(PWy,||oy, ), instead of sending the original biometric information
B10Oy;,, to the gateway node GW N. Where, o; is generated using Fuzzy extractor and
the function A(.) is a secure one-way hash function. Therefore, for an adversary A, it is
not possible to find out the value of user’s password P, and biometric information
BI0Oy, from the captured Gateway node GW N. Then, A can not impersonate the
user U; on the basis of the authentication phase of our proposed protocol. Hence, our

proposed protocol is resilient against gateway node capture attack. O]

4.5.2 Formal Security Analysis

In this section, we use random oracle model to perform the formal security analysis
of our proposed protocol. Then, we use Scyther tool [19] to verify all the security
claims specified in different roles. Afterwards, we automatically validate the safety of
our protocol using AVISPA [7] (version v1.1) tool on the basis of Dolev-Yao intruder
model with OFMC and CL-AtSe back-ends. We do logical validation using BAN logic

to ensure that our protocol works correctly and achieves the specified security features.

4.5.2.1 Formal Security Verification Using Random Oracle Model

The random oracle model (ROM) is a reliable mechanism introduced by Bellare and
Rogaway in [23]] to make it feasible to produce accurate proofs of security for appro-
priate fundamental cryptographic protocols. A random oracle is a hypothetical black
box that responds to every individual query with a specific random response extracted
consistently from its output range. If a query is occurring several times, it responds
the same way every time that query is executed. Based on the random oracle model,

the following Theorem [I] shows that our protocol can resist various security attacks.
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We believe that there exist remarkable random oracles as explained in the following
Definitions.

With the help of random oracle model we demonstrate that for an adversary A it is
not reasonable to obtain the value of legitimate user’s identity /Dy, password PW),,
biometric information BI0y,, and the session key sk. Considering the method of
contradiction, we believe that there exist exceptional random oracles as illustrated in

following Definitions

Definition 4.5.1. Reveall: Given a hash value y = h(s), this oracle unconditionally

outputs the string s.

Definition 4.5.2. Reveal2: Given an encrypted value Ency|s), this oracle uncondition-
ally outputs the string s without knowing the key k.

Definition 4.5.3. Reveal3: Given P € E,(a,b) and the public parameter X = r x P €
E,(a,b), this oracle outputs the private key r.

Theorem 1. If the hash function h(), encryption mechanism Enc, and elliptic curve
Diffie-Hellman problem EC D H follows the random oracle Reveall, Reveal2 and Re-
veal3 respectively; our protocol resists the adversary A for deriving the values of user

U;’s secret parameters PWy,, 0, Ky, and X .

Proof of Theorem. If we assume that, there exist the oracle Reveall, Reveal2, Reveal3
which can derive string s from the hash digest d = h(s), string s from the cipher-text
Ency|s| and private key r from the public parameter X = r x P respectively.

Ph—Enc—ECDH
A

Then, the adversary A can design a procedure X as shown in Al-

gorithm [4.1]
The adversary designs the Algorithm such that the probability of success of

EX P EnemECPH g SyccesshFre-BCPH — | p [EX py~Fre-BCPH = 1] — 1|, The

advantage function for £ X Pﬁ_E”C_E CPH can be represented as:

Advli e BOPH (4 4ty + 1), (qr, + Qr, + 8y)) =
[Adl)}}l(t1> . AdUéJXgJZCPA(tQ) . Ad’l}fElCDH(tg)].

According to Algorithm @, there exist oracle Reveall, Reveal2, Reveal3 capable
of finding the preimage of A(), the plain-text s from the cipher-text Ency[s] and private
key r from the public parameter X = r x P.
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Algorithm 4.1 EX Pﬁ*EncfECD o

1

J

8

9.

Extract {P, Av,, Bu,, Wa,, 7, T, h(), Gen(), Rep()} from SCy, using simple and
differential power analysis attacks [14]. Where

Ay, = PB; @ h(IDy, @ )

By, = h(IDy,||PB;||h(IDy, @ x)),

Wi, = h(IDy,||PB;) & Ky,

Call Reveall oracle on input By, to retrieve the information of
IDy,;, PB;, h(IDy,||x) as (I Dy, ||PBi||h(IDy,||x)") <= Reveall(By,)

Call Reveall oracle on input PB! to retrieve the information of
PWuy,, 05 as (PW),0;) < Reveall(PB;)

Compute h(IDy || PB;)

Compute Ky, = Wy, ® h(IDy,||PB;)

Intercept the message M3 = (I Dy, Xy, @)

10. if (ID}, = IDy,) then

Call Reveal3 oracle on input Xy, to retrieve the private information 7y
as ry, < Reveal3(Xy,),

Compute the established secret Xy =y, x K,

Call Reveal2 oracle on input « to retrieve the information
IDgn;, Ty, as (I Dgy || Tyy,) < Reveal2

if (Ex; [IDgy,||Ty,] = «) then
Accept the derived I Dy, PW{,oiand Xy, as the correct identity, password,

secret biometric data and the established secret information of the user U;

Return 1 (Success)
end

else
| Return O (Failure)

end
end

else
Return O (Failure)

end
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Therefore, the adversary A can get the values of PW)y,,0;, Ky,, Xj,. However,

according to Definitions [[.3.THI.3.4]( defined in Chapter|[I]) we have
Adv" (t)) = Pr[(s,s') «r A:s%# s, h(s) = h(s')],

Advéﬁff”(b) =2Pr[A < Oy; (bo, by = A); 7 <= 0,15y <= Ok(b:) : A(y) =
T -1,

AdvECPH (t3) = Pr{(ry,, P) +r A: Xy, =y, X P]
Where Advi¢PH (t,) < 7, AdUng;CPA(tQ) <7, AdvECPH (t3) < 7.

Therefore, AdvFre=FCPH (1) 1ty +13), (qr, + qry + qrs)) < T

which specifies that Adv"=FmeECPH (4 1 1) + t3), (qr, + qr, + qr,)) is negligi-

ble for any probabilistic polynomial time adversary A. Now, we find that the secure
hash function h(), encryption mechanism Encg|[s] and elliptic curve Diffie-Hellman
problem ECDH defined in section - (in Chapter [I]) contradicts the oracle
Reveall, Reveal2 and Reveal3 respectively considered in Algorithm[d.1] This indicates
that our protocol resists the adversary A for deriving the values of the secret parameters
PWu,, 04, Ky, and X7.. Hence, the theorem is proved. [

Where grg, , qr,, qr, represents the total number of queries made to the Reveall,
Reveal2, Reveal3 oracle respectively.

4.5.2.2 Verification Using Scyther tool
The Scyther tool algorithm provides some novel features, including:

e Guaranteed termination, after which the result is either unbounded correctness,

falsification, or bounded correctness.

e Efficient generation of a finite representation of an infinite set of traces concerning

patterns, also known as a complete characterization.

e  State-of-the-art performance, which has made new types of protocol analysis fea-

sible, such as multi-protocol analysis.
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The proposed protocol is specified in Security Protocol Description Lan-
guage(SPDL). The protocol specification defines sequence of roles of U;, GW N and
SN;. Every role incorporates sequence of events (i.e., send, receive, claim and dec-
larations events). The user authentication protocol specification and the roles of U;,
GWN and SN; are demonstrated in Tables respectively. The verification
result produced using Scyther tool is shown in Figure #.2] The result shows that no

attacks were found on each of the claims specified in our protocol.

Table 4.9: SPDL specification of the proposed ECC & Fuzzy Extractor based protocol.

hashfunction h; /*Secure one way hash function */
const Concat: Function; /*Concatenation Function */
const XOR: Function; /* Bitwise XOR operation */

const Enc: Function; /*Encryption Function®/

const Dec: Function; /*Decryption Function®/

const Gen: Function; /*Generator function of Fuzzy Extractor*/

const Rep: Function; /*Reproduction function of Fuzzy Extractor®/

const EccMul: Function; /*Scalar Point Multiplication Operation of ECC */

/*IDuz, PWuz, BIOi denotes the identity, password and bio-metric information of the user U1 respectively.
Kgsnj represents the secret key allocated between sensor node and gateway node. Tuz, Tgwn represent the
current time-stamp of user, gateway respectively. Rui and Rsnj denotes the random number generated at user
Ui and sensor node SNj respectively. */

protocol Protocol(Ui, GWN, SNj)

{ macro SIGi = Gen(BIOi); /*macro defines abbreviations for particular term */
macro PBi = h(Concat (PWui, SIGi));

macro SIGi’ = Rep(BIOi’, TAUi);

macro PBi” = h(Concat(PWwuz, SIGi’));

macro Kui = EccMul(h(Concat(IDui,x)),P);

macro Aui = XOR(PBi, h(XOR(IDu,x)));

macro Bui = h(Concat(IDuz,PBi,h(XOR(IDuz,x))));

macro Wui = XOR(h(Concat(IDui,PBi)), Kuzi);

macro Xui = EccMul(Rui, P);

macro Xut’ = EccMul(Rui, Kuz);

macro Ysnj = EccMul(Rsnj,P);

macro sk = EccMul(Ru, Ysnj);

macro Alpha = Enc(Xwi’, Concat(IDsnj,Tuz));

macro Alpha’ = Dec(Xwt’, Enc(Xus’, Concat(IDsnj,Tuz)));
macro Beta = Enc(Xui’, Concat(IDsnj,Ysnj,Tgwn));

macro Beta’ = Dec(Enc(Xus’, Concat(IDsnj,Ysnj,Tgwn)));
macro Gamma = Enc(Kgsnj, Concat(IDus,sk,Beta,Tgwn));

macro Gamma’ = Dec(Enc(Kgsnj, Concat(IDui,sk,Beta,Tgwn)));
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Table 4.10: Specification of the user’s role in SPDL.

role Ut

{

var Tsnj,Tgwn: Nonce;

fresh Tui: Nonce; /*Time-stamp Tui is freshly generated */

const IDuz, PWuz, BIOi, BIOi’, PBi, IDsnj, Rut, Rsnj, Kgsnj, Xuz, Xui’, x, Tuz, Tgwn,P,TAUi: Ticket;
send_1(Ui, GWN, IDusi, PBi); /*Ui sends IDui, PBi to GWN */

recv_2(GWN, U1,P,Aui,Bui,Wuzi); /*U7i received P,Aui,Bui,Wui from GWN */
send_3(Ui, GWN, Xuzt, Alpha);

recv_5(SNj, U1, Beta);

match(Beta’, Beta); /*Test the equality of Beta’ and Beta */
claim_U41(U4,Secret,BIOi); /*BIOi should be secret for Uz */
claim_Ud2(U+i,Secret, PWui);

claim_U43(U%,Secret,x);

claim_Ui4(Ui,Secret,Xuzi’);

claim_Ui5(Ui,Secret, Tui);

claim_Ui6(U%,SKR,sk); /*Session key sk should be secret */
claim_U47(U%,Niagree); /*Non-injective agreement */

claim_U478(U1,Nisynch); /*Non-injective synchronization */

}

Table 4.11: Specification of the gateway node’s role in SPDL.

role GWN

{

fresh Tgwn: Nonce;

var Tui: Nonce;

const IDui, PWui, IDsnj, BIOi, P, x, Rui, Tui, BIOi, PWui: Ticket;
recv_1(Ui, GWN, IDuz, IPBi);

send 2(GWN, U1, P Aui, Bui, Wui);

recv_3(Ui, GWN, IDui, IDsnj, Xui, TSui, Alpha);

match (Alpha, Alpha’);

send_4(GWN, SNj, Beta, Gamma, Xui, TGgwn, TUgwn);
claim_GWN1(GWN,Secret, Tgwn);
claim_GWN2(GWN,Secret,x);
claim_GWN3(GWN,Secret, k(GWN,SN;j));
claim_GWN4(GWN,Secret,Kui);
claim_GWNS5(GWN,Secret,Xui’);

}
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Table 4.12: Specification of the sensor’s role in SPDL.

role SNj

{

var Tgwn: Nonce;

fresh Tsnj: Nonce;

const IDuz, IDsnj, x,Rui, Tui, P, BIOi, PWuz, Rsnj: Ticket;
recv_4(GWN, SNj, Beta, Gamma, Xui, TGgwn, TUgwn);
match(Beta, Beta’);

send_5(SNj, Ui, Delta, Gamma, Ysnj, Tsnj, TUgwn);
claim_SNj1(SNj,Secret,Tgwn);

claim_SNj2(SNj, Secret, Rsnj);

claim_SNj3(SNj, Secret, Tsnj);

claim_SNj4(SNj,Secret, k(GWN,SNj));
claim_SNj5(SNj,SKR,h(EccMul(Rsnj,Xu1)));

}

}

Figure 4.2: Security validation result obtained using Scyther tool.
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4.5.3 Verification Using AVISPA Tool

In this section, we first describe the setup methodology and some basic characteris-
tics of AVISPA tool which we apply for the formal security analysis of our proposed
protocol. Afterwards, we describe the implementation of our protocol using High-
Level Protocol Specification Language (HLPSL). Finally, we discuss about the results

obtained.

4.5.3.1 Experimental Setup and the Size of the Entities Involved in WSNs & IoT
for the Simulation of Proposed Protocol Using AVISPA Tool

To simulate the proposed protocol on AVISPA v1.1, we utilize a Security Protocol
ANimator (SPAN) Version 1.6 on a PC framework having ubuntu 16.04 LTS working
framework (64 bit), Intel (R) core (TM) 17-6500U CPU @ 2.50 GHz x4 processor,
and 8 GB RAM. We extract the archive avispa-package-1.1_Linux-1686.tgz, set up the
environment variable AVISPA_PACKAGE and keep the script of the avispa protocol
in the execution path. We implemented our protocol considering minimal number of
entities involved in WSNs & IoT (i.e, one user U;, one sensor node SN, and one gate-
way node GW N) using Dolev-Yao model [110] with a bounded number of sessions,
specified goal, On-the-Fly Model-Checker(OFMC) and Constraint-Logic based Attack
Searcher (CL-AtSe) backend.

4.5.3.2 Basic Features of AVISPA Tool

AVISPA is an extensively acknowledged and strong programming tool for conse-
quently approving (utilizing push-catch system) the security highlights of the conven-
tions utilized in Internet of Things. The engineering of AVISPA tool is appeared in
following Figure4.3]

AVISPA requires HLPSL to define the security protocol in a file with.hlpsl exten-
sion. It carry out a static security analysis to check the executability of the protocol. A
HLPSL2IF translator is used to translate the HLPSL specification into an Intermediate
Formate (IF) specification, which is tool-independent language and compatible for au-
tomated deduction. The IF specifications are provided as an input to one of the four

back-ends. The back-ends are as follows:
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1. Constraint-logic based attack searcher (CL-AtSe)
On-the-fly model-checker (OFMC)
SAT-based model-checker (SATMC)

Sl

Tree automata based on automatic approximation for the analysis of security pro-
tocols (TA4SP).

Figure 4.3: AVISPA Architecture [7]].

High—Level Protocol Specification Language (HLPSL)

l

Translator
HLPSL2IF

|

[ Intermediate Format (IF) ]

] L] L] t
On-the—fly CL-based SAT-based Tree—Automata—based
Model-Checker Attack Searcher Model-Checker Protocol Analyzer
OFMC CL-AtSe SATMC TA4SP
Output

4.5.4 Implementation of the Proposed Protocol Using HLPSL
The HLPSL specification of the protocol consists of the following module:

1. Basic Role: Basic role illustrates the activity of the entities (e.g., User U+, Gate-
way GW N and Sensor node SN j) involve in the protocol.

e  Each role may have some parameters like U;, GW N, SN; of type agent and
Kuil, Kgsnj of type symmetric_key.

e  The parameter RCV and SND denotes the agent’s communication channels

for receiving and sending the information.
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e The parameter (dy) represents the Dolev-Yao intruder model for the channel.

e The function H, Gen, Rep, EccMul, Enc, Dec and XOR are corresponding to
the hash function, fuzzy extractor’s generator, fuzzy extractor’s reproduction,
elliptic curve scalar multiplication, encryption, decryption and logical XOR

operations respectively.

e  We have used the term hash_func which constitutes all the cryptography func-
tions which are not easily invertible, because the random non-invertible arith-

metic operators are not supportable in HLPSL.

e The term “played_by U+:” denotes that the role "User” is played by U’.

The HLPSL specification of roles of U;, GW N and SN; are shown in Tables
4.13H4.15|respectively.

Transitions: The transitions are expressed in States. It involves trigger that fires
at the time of event occurrence. For every States during a transition if a message
accepted on channel RCYV, then transition fires and assigns a new value to the
State.

Composed Roles: It models one or more basic roles to execute together and rep-
resent the sessions involve in the protocol. The operator A represents the parallel

execution of the roles.
The HLPSL specification of proposed protocol’s session is shown in Table {.16]

Environment: It consists of global constant and session composition, where the

adversary may execute some role as a authorized user.

The HLPSL specification of proposed protocol’s environment is shown in Table

417

Security Goal: This module specifies the security protection Goal of the protocol.

Some necessary predicates utilized in this module are as follows:

secret({PWui,BIOi,SIGi’}, subl, Ui): It indicates that the information
{PWui,BIOi,SIGi’} is secretly shared to Ui and it can be recognize with a con-

stant identity subl in goal module.
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witness(Ui, GWN, gateway _user_gu, Tuz,Alpha’): It represents the weak authen-
ticity of Ui by GWN and Ui is the witness for the data {Tui’, Alpha’}. The
identity of this goal is represented as gateway_user_gu in goal module.

request(U17,SN]j, user_sensor_us, Skey’): It represents the strong authenticity of U+

by SN j on Skey with an identity user_sensor_us.

Symbols: Concatenation (.) is used for message composition (e.g., SND
(IDi.PBi’)) and Commas (,) is used in case of multiple arguments of events or
functions (e.g., secret(PWui,BIOi1,SIG1’, subl, U1)).

4.5.5 Description of the Output Format Generated by AVISPA

Tool

The output generated by AVISPA tool describes the final result obtained under various

conditions after the security analysis of the protocol. The output produced by the
AVISPA tool consist of following modules:

Summary: This module specifies the security reliability of the protocol regarding

safe, unsafe or inconclusive.

Details: In this portion, the output specifies the environment and the context under

which the protocol is claimed to be safe, unsafe or inconclusive.

Protocol: It indicates the name of the protocol given as an input for security veri-

fication.
Goal: This module represents the specified security goal of the protocol.

Backend: This module represents one of the four back-ends used for the analysis

of the protocol.

The verification result of AVISPA [7] tool is shown in Table {.19] which represents

that the proposed protocol is safe from various attacks (like man-in-the-middle attack,

replay attack etc.) using Dolev-Yao model [[110] with bounded number of sessions,
specified goal, On-the-Fly Model-Checker(OFMC) and Constraint-Logic based Attack
Searcher (CL-AtSe) backend.
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Table 4.13: Specification of U;’s role in HLPSL.

role user(U7, GWN, SNj: agent,

Xuil, Kgsnj: symmetric_key,

H,Gen, Rep, EccMul, Enc, Dec, XOR: hash_func,

SND, RCV: channel(dy))

played_by U+ def=

local

State: nat,

IDuz, IDsnj, PWuz, BIOi, BIOil, SIGi, SIGil, TAUi, PBi, PBil, P, Kuil, Ruz, Aus,
Bui, Wui, Alpha, Beta, Gamma, Ysnj, Ysnjl, Tuz, Tgwn, Xuz, X, Betal, Kui, Rsnj,
Gammal, Skey, Skey1: text

const subl, sub2, sub3, sub4, sub5, sub6, sub7, sub8§,

gateway_sensor_gs, gateway _user_gu, user_sensor_us: protocol_id

init
State: =0
transition

0. State = 0 A RCV (start) = >
State’: =2 A SIGi’: = Gen(BIOi) A PBi’: = HPWu:.SIGi’)
A secret(PWui,BIOi1,SIGi’, subl, U1)
A SND (IDui.PBi1’)
2. State =2 A RCV (P.Aui’ .Bui’ . Wui’) = >
State’: =5 A Ruz’: = new()
A Tuz’: = new()
A secret(Rui’, sub2, U1)
A SIGil’: = Rep(BIOi1.TAUi) A PBil’: = H(PWu2.SIGil”)
A Kuil’: = XOR(Wuz, HIDu2.PBil))
A Xui’: = EccMul(Ruz’.P)
A Xuil’: = EceMul(Ruz” Kuil”)
A secret(Xuz1’, sub3, Ui, GWN)
A Alpha’: = Enc(IDsnj.Tuz)
A SND(Dwi.Xui’.Alpha’)
A witness(Ui, GWN, gateway_user_gu, Tuz,Alpha’)
6. State =5 A RCV(Betal’) =
State’: =6 A Ysnj1’: = Dec(Betal’) A Skey’: = EccMul(Ruz’.Ysnj1”)
A request(U1,SNj, user_sensor_us, Skey’)
end role
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Table 4.14: Specification of GW N’s role in HLPSL.

role gateway(U1, GWN, SNj: agent,

Xuil, Kgsnj: symmetric_key,

H,Gen, Rep, EccMul, Enc, Dec, XOR: hash_func,

SND, RCV: channel(dy))

played_by GWN def=

local

State: nat,

IDuz, IDsnj, PWuz, BIOi, BIOil, SIGi, SIGil, TAUi, PBi, PBil, P, Kuil, Ruz, Aus,
Bui, Wui, Alpha, Beta, Gamma, Ysnj, Tuz, Tgwn, Xui, X, Betal, Kuz, Rsnj, Gammal,
Skey, Skey1: text

const subl, sub2, sub3, sub4, sub5, sub6, sub7, sub8§,

gateway_sensor_gs, gateway _user_gu, user_sensor_us: protocol_id

init
State: =1
transition

1. State = 1 ARCV (IDui.PBi’)= >
State’: =2 A X’: = new()
A Kui’: = EccMul(H(IDu:.X’).P)
A Aui’: = XOR(PBi’. H(XOR(IDui.X")))
A Buz’: = HIDui.PBi”. XOR(IDu:.X"))
A secret(X’,sub4, GWN)
A Wui’: = XOR(H(IDw:.PBi).Kui’)
A secret(Kuz’, sub5, GWN,U1)
A SND(P.Aui’ . Bui” . Wuz’)
3. State =3 A RCV(IDui.Xui’ . Alpha’)=
State’: =4 A Tgwn’: =new()
Arequest(GWN, U+, gateway _user_gu, Alpha’)
A IDsnj’: = Dec(Alpha’) A Rsnj’: = new()
A Ysnj’: = EccMul(Rsnj’.P)
A Beta’: = Enc(IDsnj’.Ysnj’. Tgwn)
Asecret(Kgsnj, sub6, GWN,SN;j)
AGamma’: = Enc(IDu:.Skey’.Beta’. Tgwn’)
A SND(Gamma’)
A witness(GWN, U1, gateway_user_gu, Tgwn’)
end role

109




4.5 Security Analysis:

Table 4.15: Specification of SN;’s role in HLPSL.

role sensor(U%, GWN, SNj: agent,

Xuil, Kgsnj: symmetric_key,

H,Gen, Rep, EccMul, Enc, Dec, XOR: hash_func,

SND, RCV: channel(dy))

played_by SNj def=

local

State: nat,

IDwz, IDsnj, PWusi, BIOi, BIOil, SIGi, SIGil, TAUi, PBi, PBil, P, Kuil, Rui, Aui, Bui, Wui, Alpha, Beta, Gamma, Ysnj, Tus,
Tgwn, Xui, X, Betal, Kui, Rsnj, Gammal, Skey, Skeyl: text
const subl, sub2, sub3, sub4, sub5, sub6, sub7, sub8,
gateway_sensor_gs, gateway_user-gu, user-_sensor_us: protocol_id

init
State: =4
transition

4. State =4 ARCV (Gamma’) = >
State’: = SA Skeyl’: = Dec(Gamma’.Kgsnj)
A secret(Skey1’, sub7, SNj)
A Betal’: = Dec(Gamma’)
A secret(Skey1’, sub8, SNj)
A SND(Betal’)
end role

Table 4.16: Specification of session of the proposed protocol in HLPSL..

role session(U¢,GWN,SNj:agent,
Xuil, Kgsnj:symmetric_key,
H,Gen, Rep, EccMul, Enc, Dec, XOR: hash_func)
def=
local GWNU4,RU4,GWNSNj,RSNj,GWNGWN,RGWN:channel(dy)
composition
user(U7, GWN, SNj, Xut1,Kgsnj,H,Gen, Rep, EccMul, Enc, Dec, XOR,GWNU%, RU?)
A sensor(Ui, GWN, SNj,Xuz1, Kgsnj, H,Gen, Rep, EccMul, Enc, Dec, XOR,GWNSNj, RSNj)
A gateway(Ui, GWN, SNj, Xuil, Kgsnj,H,Gen, Rep, EccMul, Enc, Dec, XOR, GWNGWN,RGWN)
end role
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Table 4.17: Specification of environment of the proposed protocol in HLPSL.

role environment()

def=

const ui, gwn, snj: agent,

xuil kgsnj.kig: symmetric_key,

h,gen, rep, eccMul, enc, dec, XOR: hash_func,

subl, sub2, sub3, sub4, sub5, sub6, sub7, sub8,

gateway_sensor_gs, gateway_user_gu, user_sensor_us: protocol_id

intruder_knowledge = ui,gwn,snj kig

composition

session(ui,snj,gwn,xuil kig,h,gen, rep, eccMul, enc, dec, xOR)
A session(ui,snj,gwn,kgsnj,kig,h,gen, rep, eccMul, enc, dec, XOR)
A session(ui,snj,gwn,kig,kgsnj,h,gen, rep, eccMul, enc, dec, XOR)

end role

Table 4.18: Specification of goal of the proposed protocol in HLPSL.

goal

secrecy_of subl, sub2, sub3, sub4, sub5, sub6, sub7, sub8
authentication_on gateway_sensor_gs, gateway_user_gu, user_sensor_us
end goal

environment()

4.5.5.1 Logical Verification Using BAN Logic

In this module, we use BAN logic [20] to verify the freshness of time-stamp to avoid
replay attack and we validate the message origin to achieve authenticity.

The notation we use for logical verification is shown in Table ]

B K
Rule 1 Message meaning rule: Z2ay=Poan—QpanPoanvadShe 1t denotes that, if
Ppan|=Qpan|~S

Ppan believes that she shared the key K with Qg4n, and Pg4n sees the mes-

sage { S} encrypted with key K, Ppay believes that Q) pan once said S.

Rule 2 Nonce verification rule: Z2avE#(9).Pran=@pan|~S [t denotes that, if Ppay
PpaN|=QBaN=S

believes .S is fresh and () g4 n once said S, Pp 4y believes (Qpan believes S.

Rule 3 Jurisdiction rule: 24~ |EQBA’}Z§5T BAN ZQBAN=S 1t denotes that, if Pgax be-
lieves that () g 4 v had jurisdiction right to S and believes () g 4y believes S, Pgan

believes S.

In order to achieve better security features, the proposed protocol should achieve
the security Goals as defined in Table 4.20]
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Table 4.19: Security verification result obtained using AVISPA tool.

Using OFMC BACKEND Using CL-AtSe BACKEND
SUMMARY SUMMARY

SAFE SAFE
DETAILS DETAILS

BOUNDED_NUMBER_OF_SESSIONS BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL TYPED_MODEL

/home/cmb-lab-22/Desktop/Proto.if PROTOCOL
GOAL /home/cmb-lab-22/Desktop/Proto.if

as_specified GOAL
BACKEND as_specified

OFMC BACKEND
STATISTICS CL-AtSe

Time: 984 ms STATISTICS

parseTime: 0 ms Analysed: 1956 states

visitedNodes: 456 nodes Reachable: 1956 states

depth: 9 piles Translation: 0.06 s

Computation: 0.01 s
View CASt View CAS+
Taols Tools
HLPSL HLPSL
HLPSL2IF Choose Tool option and HLPSL2IF Choose Tool option and
press execute press execute
IF IF
Execute Execute
OFMC = ATSE ‘ SATMC ‘ TA45P OFMC || ATSE = SATMC ‘ TA45P

Table 4.20: Goals: The goals made to analyze the proposed protocol.

Goal 1 U;| = Ky,

Goal 2 SN;| = Kgsn,

Goal3 GWN|=U,| =Ty,
Goal4 SN;| = GWN| =Tewn

Goal5 U;| = GWN| =Tewn
Goal 6 GWN|=U;| ~ IDgy;,
Goal7 SN;| = GWN| ~ IDy,
Goal 8 U;| = GWN| ~ Yy,
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Message 1 U; — GWN : IDy,, Xu,, (IDs,||Tw,) ,,
u;

Message 2 GWN — SN; : <1Dui||sk:|| (IDsw, |[Ysn, [ Tewn) ., ||TGWN> :
Us

Kasn;

Message 3 SN; — U, : <IDSNJ.||Y5NJ.HTGWN>X,
U

Hypotheses: Some significant assumptions about the initial state are made (as
shown in Table to analyze security features of the proposed protocol.
Now, on the basis of the hypothesis as described in Table and the rules of the BAN
logic, we validate that the proposed protocol can accomplish the intended goals and the

explanations are as follows:

Table 4.21: Hypotheses: The assumptions made to analyze the proposed protocol.

H1: U, | = #Tul H13: Sle = #(TG’WN)
H2: GWN| = #Tawn H14: W= GWN = G,

H3: SN; | = #T5sn, H15: U, « <TGWN>X{L
H4: U;| = GWN = Ky, H16: U;| = #(Town)
H5: ;| = GWN| = Ky, Xy,
H6: SN;| = GWN = Kgsn,, HHT GIVVE= T = G
H18: GWN « <IDSN]~>

H7: SN;| = GWN| = Kggy, X
X{L- Kasn;

HS8: GWN|=1U, = GWN, H19: SN;|=GWN =" SN;,
H9: GWN a(Ty,)y, H20: SN; < {IDu;) gy,
H10: GWN| = #(Ty, Xy,

= #( ”;() H21: U,| = GWN = 1,

GSN;

H1l: SNj|=GWN =’ SN, H 22

: U < YSNj >X{J.-
H12: SN; < (Tgwn) 'L

Kasn;

1. Derivation of user U;’s trusts on the truth of secret information Ky, .
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UZ‘ = Kui

It denotes that, if U; believes that GW N has jurisdiction over Ky, then U; trusts
GW N on the truth of Ky,. Therefore, we achieve Goal 1.

Derivation of sensor node SN;’s trusts on the truth of secret information K¢g N;-

SNJ‘ =GWN = KGSN“SN]'| = GWN| = KGSNj
SN]’ = KGSNj

It denotes that, if sensor node SN, believes that the gateway node GW N has
jurisdiction over K¢y, then SN; trusts GTV N on the truth of K¢sy,. Therefore,

we achieve Goal 2.

Validation of freshness of user’s time-stamp 7y, on the gateway node GWW N (us-

ing message-meaning and nonce verification rule):

!

X
GWN|=1U; = GWN,GWN a(Ti,)

* GWN| =W ~ Ty, " (on the basis ofmessage-

meaning rule)

It denotes that, if GW N believes the secret Xiu is shared with U; and sees <
Ty, > x> then GWN believes U; once said Ty,

| Gf/l(/ Nu| )’E Uil E‘Tm | U (on the basis ofnonce verification

rule)

It denotes that, if G N believes that the time-stamp 7y, is fresh and U; once said
Ty, then GW N believes U, believes T3;,. Therefore, we achieve Goal 3.

Validation of freshness of gateway node’s time-stamp 7y n on the sensor node

SN; (using message-meaning and nonce verification rule):
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Kasn;
SN;|=GWN =" SN;, SN; < (Tewn) k.
° SN = GIWN| ~ Tawn . (Based on message-

meaning rule)

It denotes that, if SN; believes the secret Kgsy; is shared with GIWN and sees
<TewN >Kesy,» then SN; believes GW N once said Tw v

verification rule)

(on the basis ofnonce-

It denotes that, if SN; believes that the time-stamp T is fresh and GW N
once said 1w v, then SN, believes GIW N believes Ty . Therefore, we achieve
Goal 4.

Validation of freshness of gateway node’s time-stamp Ty on user U; (using

message-meaning and nonce verification rule):

X!
W= GWN = GWN,U < (Tawn) g

U, .
£ (on the basis of message-
y uz| EGWN| NTGWN ( ! S g
meaning rule)

It denotes that, if U; believes the secret X{LZ_ is shared with GW' N and sees <

Town > Xp o then U; believes GW N once said Ty n -

Wl = #(Tewn), ;| = GWN| ~ Tewn

(on the basis of nonce-verification

rule)

It denotes that, if U; believes that the time-stamp Ty v is fresh and GW N once

said Tow v, then U; believes GW N believes Ty n. Therefore, we achieve Goal
5.
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Validation of sensor node’s identity / Dgy, on the gateway node GW N

X,
GWN| =1, = GWN,GWN a(IDsy,)

’ GWN| =W ~ IDsy;, “* (on the basis of message-

meaning rule)

It denotes that, if GIW N believes the secret X{L is shared with U; and sees <

IDsy, > Xy, then GW N believes U; once said I Dg ;- Therefore, we achieve
Goal 6.

Validation of user’s identity Dy, on the sensor node SV;:

Kasn

) SN;| = GWN| ~ 1Dy, ~ (on the basis of message-

meaning rule)

It denotes that, if SNV; believes the secret K asn; 1s shared with GW N and sees
< DSN]. > Xy, s then GIWW N believes U; once said [ Dy(,. Therefore, we achieve
Goal 7.

Validation of the public key Ysn, by user U;:

/

X,
Wl = GWN = U, U < Yo, >y

U, . .
° * (on the basis of message-meanin
W = GWN| ~ Yax, ( . 8

rule)

It denotes that, if U; believes the secret Xy is shared with GW N and sees <

YSNJ. > x> then U; believes GW N once said Yy N;- Therefore, we achieve Goal
8.
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4.6 Comparative Analysis based on Security Features and Computational
Overhead

4.6 Comparative Analysis based on Security Features

and Computational Overhead

4.6.1 Relative Security Analysis

Our comparative analysis of security features is based the popular features which need
to be considered and the resistant against well-known attacks. Table 4.22] shows that

our protocol overcomes the major attacks and provides more security.

Table 4.22: Comparison of protocols on the basis ofsecurity features.

Security Feature A.K.Das Choi Park Moon Proposed
[81] etal. [61] | etal. [63] | etal. [64] Protocol
Resist stolen smart card attack No No No No Yes
Resists Replay attack Yes Yes No Yes Yes
Resists Man-in-the-middle attack No No No Yes Yes
Resists user impersonation attack No No No Yes Yes
Resists sensor impersonation attack No No No Yes Yes
Resists insider attack Yes Yes Yes Yes Yes
Offers mutual authentication Yes Yes Yes Yes Yes
Offers biometric data updating Yes Yes Yes Yes Yes
Offers secure password updating No No No Yes Yes
Offers formal security analysis Yes Yes Yes Yes Yes

4.6.2 Relative Performance based on Computational Cost

The execution time as considered in [113} [114], for the different cryptographic op-
eration (performed by user U; and the gateway node GW N with a computer system
having windows 7 operating system, Intel (R) core (TM) 2 Quad CPU Q8300, @2.50
Hz processor, and 2 GB RAM) are listed in following Table We assume that
time for executing a fuzzy extractor is the same as that for executing a hash func-
tion because the fuzzy extractor [18] can be constructed from universal hash functions
or error-correcting codes requiring only lightweight operations.

The computational time and energy consumed by the various cryptographic opera-
tions (performed by MicaZ sensor node SN; with 8-bit ATmegal28L Atmel processor,
4 K bytes ROM, 128 K bytes ROM, 512 K bytes EEPROM, 2 AA battery with TinyOS
[111]] and nesC [[112] programming language) are listed in following Table #.24]
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Overhead

Table 4.23: Execution time on computer system for cryptographic operation.

Notation Operation Time Taken
(in Millisecond)
15 One-way cryptographic hash function 0.5
T, Elliptic curve point multiplication 50.3
Ty Fuzzy extractor used in biometric verification 0.5
Tg Symmetric key encryption/decryption 8.7

The comparison of user authentication protocols on the basis of computational cost
is shown in Table {.25] In the proposed protocol, the registration phase has compu-
tation costs 7}, ~ 0.50 millisecond and 47}, + T, ~ ((4 x 0.50 + 50.3) = 52.30)
millisecond associated with U; and GW N respectively; the authenticated session key
establishment phase has computational costs 37}, ~ 1.50 millisecond, 37 + 1. ~
((1.50 4 50.3) = 51.80) millisecond and 7'Sg ~ 5.05 millisecond associated with U,;,
GW N and SN; respectively. Similarly the computational cost for Das et al. [81]], Choi
et al. [61]], Park et al. [63] and Moon et al.’s [64] protocols are evaluated, represented

and compared in Table

Table 4.24: Execution time and energy consumption on MicaZ sensor node for crypto-

graphic operations.

Function Time (in mzllisecond) | Energy (in u Joule)
Symmetric Encryption and Decryption (AES-128) [115] TSE ~5.05 121.2
Hashing (SHA-1) [103] TSy ~3.63 87.12
Elliptic curve Fixed Point Multiplication (MoTE ECC-160) [116] TSe ~370 8880

The comparative analysis illustrates that the performance time for the sensor node
SN; is very low (because we have moved the computational burden of elliptic curve
point multiplication from sensor node SN; to the gateway node GW N with satisfying
security properties) for the proposed protocol.

The energy consumption of the cryptography operations on the sensor node SV, is

estimated depending on the following relation:
Energy = Voltage x Current x Times

where Voltage = 3.0 Volts and current = 8 Milliampere for the micaZ sensor node

SN; including AA batteries. Accordingly, the energy depletion for Das et al. [81]],
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Overhead

Table 4.25: Comparison of protocols on the basis ofcomputational cost.

protocol Registration Phase Authentication and Session Key
Time (in millisecond) Establishment Phase Time (in mzllisecond)
u; GWN u; GWN SN;
A.K.Das [81] 4Ty, + Tf 2Ty, 6Ty, + Tf 3Tn + 2Tg 2TS, + TSg
~ 2.50 ~ 1.00 +TE ~ 12.20 ~ 18.90 ~ 12.31
Choi et al. Th + Ty 3T, 10Ty, + Ty 107y, + 2TE 67TS, +TSg
61l +Tg + 2Te +2TS.
~ 1.00 ~ 1.50 ~ 114.80 =~ 22.40 ~~ 766.83
Park et al. Ty + Tf 5Ty, 10Ty, + Tf 1173, 4TSy + 2T'Se
1631 ~ 1.00 ~ 2.50 +2Te =~ 106.10 | =~ 6.50 ~ 754.52
Moon et al. Th + Ty 3Ty +Te | 6Th + Ty 6Th +Tg +Te | 4TSy, +TSE
(641 +3Te +27T'S,
~ 1.00 ~ 51.80 =~ 53.80 ~ 62 ~~ 759.57
Proposed Ty ATy + Te 3T}, 3Ty + Te TSg
Protocol ~ 0.50 ~ 52.30 ~ 1.50 ~ 51.80 =~ 5.05

Choi et al. [61], Park et al. [63] and Moon et al.’s [64] protocols are ((8 x 3.0 X
(2T'Sy, + T'SE)) = 295.44),((8 x 3.0 x (67'Sy, + T'Sg + 2T'S.)) = 18,403.92),
((8x3.0x (4TS, +2TS,)) = 18,108.48) and ((8 x3.0x (4T'S,+T'Sg)) = 18,229.68)
respectively. The energy consumption for the proposed protocol is ((8 x 3.0 x T'Sg) =
5.05). The comparative analysis on the basis of energy exploitation is shown in Table
4.26] which represents that the proposed protocol consumes less energy compared to
other existing protocols.

We assume that 7 Dy,, message request req, message response R/ RM, encrypted
message Ency|s], time-stamp Ty, /Tawn/Tsn,, hash function h(.) and the point on
elliptic curve take 160, 32, 32,128, 32, 160 and 160 bits respectively, for the compar-
ative analysis of message communications overhead. In our proposed protocol, over
the authentication and session key establishment phase, the message I Dy, Xy, o re-
quires (160 + 160 + 128 = 448) bits, whereas the messages () and « require
(128 + 128 = 265) bits. As a result, the total communication overhead of our pro-
posed protocol becomes 713 bits on the basis of 3 communicated messages. For
A.K.Das’s [81]] protocol, in the login phase, the message (I Dy, req) requires (160 +
32) = 192 bits, whereas in the authentication and key agreement phase, the messages
R, Ence,(R,T1,1Dgy;), (IDy,,Y;) and (h(SKjj;),T3) require 32,128,288, and 352
bits, respectively. As a result, the total communication overhead of A.K.Das’s protocol

becomes 832 bits. Similarly the communications overhead for Choi et al. [61], Park
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et al. [63] and Moon et al.’s [64] protocols are evaluated, represented and compared
in Table The comparative analysis of Table illustrates that the proposed
protocol has less communication overhead (which saves communication energy and

bandwidth) compared to other existing protocols.

Table 4.26: Comparison of protocols on the basis of energy consumption on sensor node

SN;.
A.K.Das Choi Park Moon Proposed
[81] [61] [63] [64] Protocol
Energy (in i1 Joule) 295.44 | 18,403.92 | 18,108.48 | 18,229.68 121.2

Table 4.27: Comparison of protocols on the basis of communication overhead.

A.K.Das | Choi | Park | Moon | Proposed
[81]] [61] [63] [64] Protocol
Communication 832 1504 | 1696 | 1920 713
Overhead (in bits)
Number of Messages 5 3 3 3 3
Communicated

4.7 Opverall Analysis and Lessons Learned

The reliability and security evaluation of prevalent user authentication protocols of
WSNs & 10T of the literature shows that the conventions are vulnerable to various at-
tacks like sensor node impersonation attack, user impersonation attack and the attacks
on the basis oflegitimate users.

The performance analysis represents that the existing protocols are inefficient con-
sidering the computational cost. Whereas, the comparative security and performance
analysis represents that our proposed protocol is secure against stolen smart card at-
tack, user impersonation attack, sensor node impersonation attack, sensor node capture

attack, replay attack, man-in-the-middle attack.
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4.8 Summary

The proposed authentication protocol contains various security features such as
integrity, confidentiality, mutual authentication, data freshness, three-factor authenti-
cation, password and bio-metric data update. The proposed protocol is effective con-
cerning the computational overhead of the resource-constrained sensor nodes, and it
conserves the communication bandwidth, energy.

As a consequence, the protocol is relevant for purposes of resource-constrained
ubiquitous computing devices. Hence, the proposed protocol can be applied in several
real-world applications consisting of resource confinement sensor devices of WSNs &
IoT where bio-metric based secure user authentication and dynamic session key estab-
lishment are required. The proposed protocol can be utilized for the implementation of
bio-metric based secure trustworthy banking and financial transactions accepting the

smart card, point-of-sale (POS) machines, automated teller machines (ATM).

4.8 Summary

In this chapter, we have addressed the security issues concerned among the user and
sensor nodes of WSNs & 10T and did the security analysis of several existing protocols
of user authentication for WSNs & IoT. We have proposed a valid and secure user
authentication, session key establishment protocol for WSNs and [oT based on the
smart card, fuzzy extractor and ECDH mechanism.

We have presented security proof using the random oracle model and BAN logic
to assure the accuracy of various security specialities involved in the proposed proto-
col. Then, we have performed the security analysis and verification using universally
accepted and robust security tools such as AVISPA and Scyther.

By the well-defined security analysis applying mathematical functions and simula-
tion tools, we have illustrated that the proposed protocol achieves the desirable security
requirements and resists the security attacks found in other related existing protocols
of user authentication for WSNs & I0T. Subsequently, we have performed the compar-
ative analysis of our protocol with other existing protocols on the grounds of security
features and computational cost which justifies that our proposed protocol is reliable,
secure, efficient and fit for WSNs & IoT.
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Chapter 5

LU Decomposition based User
Authentication and Key Establishment
protocol for WSNs & IoT

“Nothing is particularly hard if you divide it into small jobs.” Henry Ford

This chapter presents an efficient user authentication and light-weight session key
establishment protocol for WSNs & IoT based on LU Decomposition. It concisely
illustrates the problem, security challenges and contributions made thereof. Subse-
quently, it elaborates the proposed protocol, and then, the relative security and compu-

tational overhead are analyzed.

5.1 Introduction and Problem Definition

Addressing security-sensitive wireless networks of sensor devices, the authenticity
of the genuine user is the prominent requirement. Because of constrained-resources
in these sensor devices executing conventional cryptographic mechanism is not a
simple task. Therefore, in this chapter, we propose a lightweight mechanism for
authenticating users of a sensor network using fuzzy extractor along with a novel
matrix based session key establishment protocol. Following that, we perform the
security analysis of our proposed protocol applying universally trusted automated

verification tools such as AVISPA and Scyther. Later, we present logical verification
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5.2 Our Contributions

using BAN Logic. Finally, we do the computational analysis and we demonstrate by
comparative analysis the superiority of our protocol with respect to computational
overhead and security features. The necessary notations applied in the design and

analysis of the proposed protocol are represented in Table

Problem Definition: The problem definition of this chapter is as follows:

Design and analysis of secure and efficient user authentication and light-weight
session key establishment protocol for resource constrained WSNs & IoT which can
provide the significant security features (such as mutual authentication, secure session
key establishment, confidentiality, integrity, freshness etc.) and prevent the consid-
erable security attacks (such as stolen smart card, user impersonation, sensor node

impersonation, etc.) with low computational overhead.

5.2 Our Contributions

In this chapter, we propose a novel user authentication protocol based on LU Decom-
position to give the user access to the real-time information by authorizing directly at
the sensor node level. It makes possible for users of WSNs & IoT to communicate se-
curely with the sensor nodes to have responses to their queries. Our proposed protocol
has the following exciting features:

e [t constructs a secure session key between the legitimate user U; and a sensor
node SN; (based on a proposed light weight LU decomposition technique) for
future secure communication (utilizing the established session key.) of the real-

time information inside WSNs & IoT.

e It provides higher security as compared with the other related protocols, since it
supports mutual authentication between the user and the sensor node, withstands
denial-of-service (DOS) attack, smart card breach attack, privileged-insider attack,

and sensor node capture attack.

e It supports dynamic sensor node inclusion after preliminary deployment of sen-
sor nodes in the WSNs & IoT. The proposed protocol does not need to update

information for new sensor nodes inclusion in the user’s smart card.
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5.3 Discussions and Proposal

e It supports user’s credential update locally without the assistance of the gateway

node.

e It provides absolute security against sensor node capture attacks. Therefore, com-
promise of a sensor does not disclose any secret information of other sensor nodes
and it does not help to compromise any other secure data communication between

the legitimate user and the non-compromised sensor nodes in the WSNs & IoT.

e  Subsequently, the formal security verification using Scyther and AVISPA tool rep-
resents that the proposed protocol is robust, safe and it satisfies all the significant

security claims defined for the user authentication mechanism in WSNs & IoT.

e The logical security verification using BAN logic ensures that the exchanged mes-

sages of the proposed protocol are trustworthy and secure against eavesdropping.

e Also, we have compared the security and computational features provided by our
protocol with other existing related protocols. Overall, our proposed protocol has

adequate security and computational performance than other existing protocols.

5.3 Discussions and Proposal

To design a secure and efficient user validation protocol of WSNs & IoT, we use the
concept of fuzzy extractor [18] for authenticating the user and LU decomposition for
establishing the session key between user and sensor node.

In this section, we first describe the concept of fuzzy extractor and efficient way of
using LU decomposition for establishing the session key. Afterwards, we propose the
pre-deployment protocol for user, sensor, gateway and the procedure of registering
the user U; and the mechanism of login, authentication and session key establishment

between U; and SN;. Finally, we describe the user’s credential update mechanism.

5.3.1 LU Decomposition of )M at and secret sharing:

LU decomposition of a matrix Mat is a process of decomposing Mat into a lower
triangular matrix LO and a upper triangular matrix U P such that Mat = LO x UP

and
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5.3 Discussions and Proposal

LOZ']' -

{LOij’ - and UP., =
1]

UP; ifi<j
0, otherwise

0, otherwise

As demonstrated by [117], we assume any two entities £, and F, have {LO,(E,)
(@' row of LO) , UP.(E,) (z column of UP) } and {LO,(E,) (y" row of LO),
UP.(E,) (y*" column of UP) } respectively. If E, shares UP.(E,) with E, and E,
shares U P.(E,) with E,, E, and E, can calculate a common shared key as follows:
E, calculates : LO,(E,) x UP.(E,) = Mat,,

E, calculates : LO,(E,) x UP.(E,) = Mat,,
Since Mat is a symmetric matrix i.e. Mat,, = Mat,,, therefore F, and F, discovers
the same key.

The values of LO;; and U P;; are 0 for 7 < j and ¢ > j respectively and therefore it
has no effect on the final result obtained after multiplication of i** row of LO and ;"
column of U P. As the sensor nodes and smart cards of the users have limited memory
and processing power, hence we propose to store the value of LO;; and U P;; fori > j

and ¢ < j respectively. We can assign these value as follow:

UPy; UP;

For efficient multiplication of these row and column matrix we use the following

approach:

1o LOW(U)g x UP.(SN;)y,, ifi>j
LO,(U;) x UP,(SN;) =
St o LO(Uy)y, x UP.(SN;)g, otherwise
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5.3 Discussions and Proposal

Here, for LO,(U;) and U P.(SN;) the value of i and j represents the i*" user and
j*" sensor node respectively, 7 and j are also equal to the number of elements of row
matrix LO, (U;) and column matrix U FP,(SN;) respectively. LO,(U;), represents the

k" element of LO,.(U;).

1 _oLO. (SN x UP(Uj)y, ifj >
LO,(SN;) x UP,(U;) =
i o LO(SNy) x UP.(U;)y, otherwise

5.3.1.1 Storage Analysis

If len be the number of bits or length of each keying elements of LO or U P, z be the
number of bits to represent n — 1 zero elements. Then, the total memory required to
store keys as per Choi et. al’s protocol [117] is,

F[117] =2 X n2 x len

Total memory required to store keys as per Pathan et.al’s [118] is,
T(rrg) = len x Yy i+ n x (2% 2) = len x ™G 40 x (2 x 2)

Total memory required to store keys in our protocol is,

nx(n+1)
2

Therefore, we can say that I',,,. < F[l g < F[l 7

Lowr =len x 377 11 =len x

5.3.2 Pre-deployment Phase:

Under this section, we believe that the WSNs & IoT consist of users (with the smart
card which can be captured or stolen by the adversary A ), sensor nodes (A can capture
it) and gateway (it is trusted, and A can not compromise it). The GW N first produces
a set p of a large pool of keys and creates a symmetric matrix Mat of size n X n
utilising the set p. The GW N performs the LU decomposition operation on M at to
get LO , UP. Eventually, the GW N securely produces the row matrix LO, (SN,) and
the column matrix U P.(SN;) to the sensor node SN;.
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5.3.3 User Registration Phase:

A legitimate user U; who wants to access the confidential report of WSNs, follows the
procedures as shown in following Table

Table 5.1: User Registration Phase

Step 1: for user U; Step 2: for gateway node GW N
GW N extracts LO,.(U;) and UP.(U;)
U; selects I Dy, PW), and provides from Mat and derives Ay, = IPB; &

BIOy,. Then, generates LO,(Uy),
(0, 7:) = Gen(BIOy,), and assign By, = h(IDy,||IPBi||LO,(U;)),
[PB; = h(IDU;)|| PWag||h(03), Wa, = h(IDy||IPB;) & UP.(U;)

Then, GW N stores Ay, By,, Wy, into
U; transmits (I Dy, [PB;) to GWN. | gcy
SecureChannel GW N transfers SCul to uz

<

SecureChannel

Step3. U; stores Gen(.), Rep(.) and
h(.),;, T into SCy,.

5.3.4 User Authentication and Session Key Establishment Phase:

In order to retrieve data from SN;, U; gets authenticated using SCy,, I Dy, PWy,,
noisy bio-metric information B10y;, and fuzzy extractor function Rep(.). Afterwards,
the GW N verifies the credentials of U; and sends a secure message to SN, for estab-
lishing a secure session with U;. SIV; verifies the message and establishes the key with
U;. Table|5.2|describes the authentication and key sharing mechanism in detail.

The sequence diagram of the message transmission for the user registration, au-

thentication and key establishment phase is shown in the following Figure [5.1]

5.3.5 User’s Credential Update Phase:

We provide a mechanism for the user U; to change his/her password and bio-metric in-

formation before an adversary (who can steal user’s credential without his/her knowl-
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edge ) get an opportunity to use it. The procedure for updating the credential is shown

in Table

Figure 5.1: Sequence Diagram 3 for Registration, Authentication and Key Establishment

(IDy,, IPB;)

Ay, By, Way,

M; = (IDy,, IDsx,,mi, Ty, )

My = (IDy,, IDsn,, ma, m3, UP(U;), Town, Ty, )

Ms = (ma, ms, UP(SN;), Tsy,, Tawx )

Key = h(Ti||(LO(Us)" x UF(SN;)) = h(T||(LO(SN;) x UP.(Uy))

5.4 Security Analysis:

To validate the security feature of our protocol, we first perform the informal analysis
considering major and minor attacks in WSNs. Afterwards, we implement our pro-
tocol using Security Protocol Description Language and evaluate our security claims
using Sycther tool [19] .For automated validation of the protocol using AVISPA tool
[7] , we use High- Level Protocols Specification Language Finally, we do the logical
verification of the protocol using BAN logic [20]].

5.4.1 Informal Security Analysis:

The informal security analysis indicates that our protocol is designed to withstand the

popular security attacks as follows:
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5.4 Security Analysis:

Table 5.2: Authenticated Key Exchange Phase

Step 1: for U;

Step 2: for GW N

U; puts SCy, into card reader and provides
Dy, PWyy,, BIO . Then find out o, = Rep(BIO,,7;),
IPB, = h(IDy,||PWi, k(o). LO(U;) =
Ay, ® IPB,, B{li = h(IDy, |[IPB,||LO(U;)"),
if By, = B{Li then
U; computes UP(U;) = Wy, & h(IDy,||IPB,)
and finds the current time-stamp Tj(,.Then U; evalu-
ates mp = h(IDuiHIDSNj||LOT(U'L)/HT’LL7;), M, =
<1Dui,IDSNj,m1,Tui>
U; transmits (M) to GW N

ViaPublicChannel

end

else
| Reject U;
end

if T/ — Ty, < AT then

GW N Extract

LO»(U;),UP:(U;), LOr(SN;),UP:(SNj) from

M at and computes

’

my = h(IDy, [[IDsn; [|LOx(U)||U Pe(Ui)| Ty, ),

if m1 = m/ then
Find current time-stamp TGy v, and computes
ma = h(LO- (SN[ Dy, IU P || Taw w),
m3 = h(LO(Us)||UPe(SN))||Tw, [ Tewn),
My =
<1Du,-7 IDsn;,m2, m3, UP:(Us), TGWNvTui>

end
else
| Rejects U;
end
GW N sends M3 to SN
ViaPublicChannel
end
else
|  RejectU;

end

Step 3: for SN

Step 4: for U;

if (T” — Ty, <2AT,T” — Tgwn < AT) then

SNj extracts LOy-(SN;) from its memory and computes

mly = h(LOy(SN;)|[1Dy, |IU Po(Uy) [ Taw n)s

if mo = m/, then

Find current time-stamp T's N and compute the

session key

SK = h(Ty,||(LO»(SN;) x UP:(U;)), Then,

calculate

ma = h(I Dy, [[IDsn; [|SK|lms||Tsn; )

Mz = (ma,m3,UP:(SN;), Tsn,, Tawn )
SN; sends M3 to U;

ViaPublicChannel

end

else
|  RejectU;
end

end

else
| RejectU;
end

if (T — Tewn <2AT, T — Tsn; < AT) then

U; computes

my = h(LOy(U;)'[JUP(SN)|| T, [ Taw n),

if m3 = m/ then

Compute the session

keySK' = h(Ty, ||(LOx(U;)" x UP:(SNj))),.

Then, calculates

my = h(IDy, |[IDsn,||SK'||m3||Tsn;,), if

my4 = m/, then
Establish the session key SK’ = SK with
sensor node SN

end

else

| RejectU;
end

end

else
|  Reject U;
end

end

else
| RejectU;
end
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Table 5.3: User’s Credential Update Phase

For User (U;)

U; puts SCyy,; into card reader and provides I Dy, , PWy,, BIOy,,

It produces a; = Rep(BIO;,TZ-),

IPB; = h(IDy,||PWi, | |h(a))),

LO(Uy) = Ay, ® IPB;,

By, = h(IDy, |[IPB||LO(Uy)),

if By, = B;ii then

Computes U Pe(U;)" = Wy, @ h(IDy, HIPB;),

U; provides new password PW{ffw and bio-metric information BIO}“* and computes
(oo, 7',:) = Gen(BIO!*Y)

IPBIe = h(IDy, || PW3e" [h(o7<"))

Afe? = IPB}*" ® LOr(Uy)

B = h(IDy, |LPBY*||LO; (U)

Wiew = h(IDy, |[IPB*) & UP.(U;)

Finally, replace Ay, , By, , Wag,; of SCy,; with Aﬁi“’, Bﬁ:‘“’, Wﬁfw respectively.

end

else
| Reject U;
end

54.1.1 Attack based on stolen smart card:

Our protocol is safe from stolen smart card of legitimate user U; because an adversary
A can not extract the secret credential PWy,, 0;, LO,(U;) etc. without having the

authentic bio-metric credential B Oy, of U,.

5.4.1.2 Replay Attack:

The time-stamps T, Tewn, Tsn, are stored in variable my, mg, my after secure hash-
ing. Therefore an adversary A can not perform the replay attack using message
Ml7 M27 M3'

5.4.1.3 User impersonation attack:

We have prevented the user’s impersonation attack applying fuzzy extractor on the
bio-metric information BIOy, of U;. The adversary A can not impersonate the user U;
without the bio-metric credential B1Oy, of U,.
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5.4.1.4 Sensor node impersonation attack:

We uniquely and securely distribute a key LO,.(SN;) to each sensor node SN, and we
test the message ms and my at user U;. Accordingly, an adversary A cannot do the

sensor impersonation attack.

5.4.1.5 Man-in-the-middle attack(MITM) :

The verification of the message m; on GW N, my on SN;, ms and my4 on U; stops an

adversary A to perform MITM attack.

5.4.2 Security verification using Scyther and AVISPA tool :

We stipulate our protocol applying Security Protocol Description Language (SPDL)
based on the operational interpretation of Scyther tool. Table [5.4] outlines the SPDL
designation of our proposed protocol:

The result of security verification using Scyther tool is shown Figure . The
result indicates that no attacks found on all the claims which we specified for the three
roles U;, GWN, SN;. The result obtained (Figure [5.3] ) using OFMC back-ends of
AVISPA tool indicates that our protocol is safe from Dolev-Yao [110] intruder model.

5.4.2.1 Logical verification using BAN logic

We use BAN logic [20] to verify the freshness of time-stamp to avoid replay attack
and we validate the message origin to achieve authenticity. The notations we use for

logical verification is shown in Table

1. Verification of freshness of Ty, by GW N (using message - meaning and nonce

verification rule):

LO(U;
GWN|=U, 2" GWN,GWNa < T, >10,w,)
GWN|= U, ~ T,

That is, if GWN believe the secret LO,.(U;) is shared with U; and
sees < Ty, > X, then GW N believe (| =) U; once said Ty,
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Table 5.4: The spdl specification of the proposed protocol

hashfunction h;

const XOR : Function;

const MatMul : Function ;

const Gen : Function ;

const Rep : Function;

protocol UserValidation(Ui, GWN, SN;)

{ macro SIGi = Gen(Bi);

macro IPBi = h(IDui, PWui, h(SIGi));

macro SIGi’ = Rep(Bi’, TAUY’);

macro IPBi’ = h(IDui, PWui, h(SIGi’));
macro Aui = XOR(IPBi, LOrUi);

macro Bui = h(IDui, IPBi,LOrUi);

macro Wui = XOR(h(IDui,IPBi), UPcUi);
macro LOrUi” = XOR(Aui, IPBi’);

macro Bui” = h(IDui, IPBi’,LOrUi’);

macro UPcUi” = XOR(Wui,h(IDui,IPBi"));
macro SK = h(Tui,MatMul(LOrSNj,UPcUi));
macro ml = h(IDui,IDsnj,LOrUi’,UPcUi’, Tui);
macro m2 = h(LOrSNj,IDui,UPcUi, Tgwn);
macro m3 = h(LOrUi,Tui,Tgwn);

macro m4 =h(IDui,IDsnj,SK,m3,Tsnj);
macro ml’ = h(IDui,IDsnj,LOrUi,UPcUi, Tui);
macro m2’ = h(LOrSN;j’,IDui,UPcUi, Tgwn);
macro m3’ = h(LOrUi’, Tui,Tgwn);

macro m4’” =h(IDui,IDsnj,SK,m3’,Tsnj);

role Ui

{ var Tgwn, Tsnj : Nonce;

fresh Tui: Nonce;

const IDui, PWui, Bi, Bi’, IDsnj,
TAUi’,LOrUi,UPcUi,UPcSNj,LOrSN;j : Ticket;
send_1(Ui, GWN, IDui, IPBi);

recv_2(GWN, Ui,Aui, Bui, Wui);

match(Bui, Bui’) ;

send_3(Ui, GWN, IDui, IDsnj, m1,Tui);
recv_5(SNj, Ui, m4, m3, UPcSNj, Tsnj, Tgwn);
match(m3, m3’);

match(m4, m4”);

claim_Uil(Ui,Secret,Tui);
claim_Ui2(Ui,Secret,LOrUi);
claim_Ui3(Ui,Secret,UPcUi);
claim_Ui4(Ui,Secret,UPcSNj);
claim_Ui6(Ui,SKR,SK)));

claim_Ui7 (Ui,Niagree);

claim_Ui8 (Ui,Nisynch);

}

¢

role GWN

{

fresh Tgwn: Nonce;

var Tui : Nonce;

const IDui, PWui, IDsnj, Bi,TAUi’,Tui, Bi’, PWui,
LOrUi,LOrSN;j,UPcUi,UPcSN;j: Ticket;
recv_1(Ui, GWN, IDui, IPBi);

send 2(GWN, Ui,Aui, Bui, Wui);

recv_3(Ui, GWN, IDui, IDsnj, m1,Tui);

match (ml1, m1°);

send_4(GWN, SNj, m2, m3, UPcUi, Tgwn, Tui);
claim_GWN1(GWN,Secret, Tgwn);
claim_GWN2(GWN,Secret,LOrUi);
claim_GWN3(GWN,Secret,LOrSNj);
claim_GWN4(GWN,Secret,UPcUi);
claim_GWNS5(GWN,Secret,UPcSNj);

}

role SNj

{

var Tgwn, Tui: Nonce;

fresh Tsnj : Nonce;

const IDui, IDsnj, Tui, Bi ,Bi’,TAUY’,
PWui,LOrSNj,LOrSNj’,UPcUi, LOrUi,UPcSN;j: Ticket;
recv_4(GWN, SNj, m2, m3, UPcUi, Tgwn, Tui);
match(m2, m2’);

send_5(SNj, Ui, m4, m3, UPcSNj, Tsnj, Tgwn);
claim_SNj1(SNj,Secret,Tgwn);
claim_SNj2(SNj, Secret, LOrSNj’);
claim_SNj3(SNj, Secret, Tsnj);
claim_SNj4(SNj,SKR,SK)));

}

}
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Figure 5.2: Result obtained using Scyther tool.

GWN|=U| =Ty,

That is, if GWN believes Ty, is fresh and GWN believes U; once
said T3,, then GW N believe U; believes on Ty,

2. Verification of freshness of Ty n by SN; (using message - meaning and nonce

verification rule):

LO-(SN,
SN;|=GWN = SN, SNja<Tewn ZKasn;

SN]| = GWN| ~ TGWN

That is, if SN; believe the secret LO, (SN;) is shared with GW N and sees
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File

% OFMC
% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER_OF_SESSIONS
PROTOCOL
fhomefcmb-lap-22/Downloads/span/testsuite/results/UserAuthentication.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.20s
visitedNodes: 107 nodes
depth: 6 plieg

View CAS+ View HLPSL

Tools

HLPSL

HLPSL2IF Choose Tool option and

press execute
IF |

Execute
OFMC ATSE | SATMC | TA4SP

Figure 5.3: Result obtained using AVISPA tool.

<TewnN >Kas Ny then SN; believe GW N once said Ty v

SN;| = GWN| =Tewn

That is, if SNN; believes Ty is fresh and SN; believes GW N once said
Tawn, then SN; believes GIWW N believes on Ty v

Verification of freshness of Ty, by U; (using message - meaning and nonce ver-
ification rule):

Uil = 8(Tsw;), Uil = SN;| ~ Tsn,
Uzl = SNJ| = TSN]-
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That is, if U; believes Ty, is fresh and U; believes SN; once said Tsy;,
then U; believe SN; believes on Ty,

Verification of the authenticity of the message m; by GW N (using message -

meaning rule)

LO»(Uy)
GWN|=U;,; = GWN,GWN<a<my >x!
GWN’ = UZ| ~ My

That is, if GW N believes the secret LO,U; is shared with U; and sees
< my >x,,, then GW N believe U, once said m;

Verification of the authenticity of the message my by SV; (using message - mean-

ing rule)

LO-(SNy)
SN]‘ =GWN = SNJ,SN]<1<m2 >KGSN]-

That is, if SN; believes the secret LO, SN; is shared with GWW N and sees
< My >Kggy,» then SN; believe GIWN once said m

Verification of the authenticity of the message m3 by U; (using message - meaning

rule)

LO.(U;)
Ul=GWN = " U, U< <m3>r0,w)

Uil = GWN| ~ my

That is, if U, believes the secret LO,U; is shared with GW N and sees

< mgs >ro,u,, then U; believe GW N once said msg
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5.5 Performance Comparison

Table [5.5] shows the comparison of our proposed protocol based on security features
and it indicates that our protocol is relatively more secure compared to the existing
protocols. . Table[5.6|represents the computational cost comparison, it shows that our
protocol provides better computational cost on all the three entities i.e., U;, GW N and
SN; .

Table 5.5: Comparisons of Protocols based on Security Features

Security | Yooetal. | Sunetal. | Xueetal. | Jiangetal. | Althobaitietal. | Ours
Feature 78] [108] [79] [80] 159]

SFy No Yes No Yes Yes Yes
SEy Yes No No No No Yes
SF3 No No No No No Yes
SFy No No No No Yes Yes
SFs5 No No No No No Yes
SFg Yes Yes No No Yes Yes

Note: SFy,SFa, SF3,SFy, SF5 are the security features. SF resist the attack based on stolen smart
card, S F» indicates the secure password updating, S F’3 represents secure bio-metric information updating,
S Fy indicates non-repudiation, S F5 offers formal security analysis, S Fg represents no privileged-insider
attack

Table 5.6: Comparison of Protocols based on Computational Performance

Protocol Computational Overhead on U;, SN;, GW N
U, SN; GWN
Yoo et al.’s [78] TTH 2TSy 11Ty
Sun et al.’s [[108] 2Ty 2TSy 7Ty
Xue et al.’s [79] 12T 6T Sy 17Ty
Jiang et al.’s [80] 8Ty 5TSy 11Ty
Althobaiti et al.’s 2TBrE + QTEnc/TDec TSpec +TSprac TEnc +Thac
1591 +6Ty +TSy +4Ty
A.K.Das’s [81] 2Trg + TEne + 10TH TSpec+2TSy 2Tgne/Tpec +5TH
Our Proposed 2TrEg + 9Ty + T 2T Sy + TS 5Ty

Note: Ty,TrE,;TEnc; TDec, IBFE, Thnrac, Thr1 indicates the time required to perform secure
hashing, Gen(.)/ Rep(.), encryption, decryption, bio-metric feature extraction and message authenti-
cation code operation, matrix row-column multiplication respectively for User and Gateway Node.
TSH,TSpec, TSnrac, TSy indicates the time required to perform secure hashing, decryption, mes-
sage authentication code operation and matrix row-column multiplication respectively for Sensor Node.
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5.6 Summary

5.6 Summary

In this chapter, we have first discussed the security issues involve in sensor nodes
of WSNs & IoT and proposed a user validation, session key sharing protocol using
smart card, fuzzy extractor, matrix decomposition operation. Afterwards, we have
performed the security analysis and verification using a widely accepted and robust
tools AVISPA and Scyther. To ensure the correctness of the security features involved
in the protocol, we have performed the logical verification using BAN logic. Finally,
we did the comparative analysis of our protocol with other existing protocols based
on security features and computational overhead which indicates that our protocol is

secure and efficient.
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Chapter 6

Chinese Remainder Theorem based
User Authentication and Key
Establishment Protocol for WSNs &
IoT

“Confidentiality is a virtue of the loyal, as loyalty is the virtue of faithfulness” Edwin

Louis Cole

Because of resource and computing constraints in the WSNs & 10T, a secure, rapid
and cost-effective user authentication protocol needs to be designed. Therefore, this
chapter presents an efficient user authentication and key establishment protocol for
WSNs & 10T based on Chinese Remainder Theorem (CRT). It briefly describes the
problem, security challenges and contributions made thereof. Later, it elaborates the

proposed protocol, and then, the security and computational overhead are analyzed.

6.1 Introduction and Problem Definition

Authenticated querying is one of the prominent requirements of Internet of Things
(IoT) or wireless networks of sensor devices to resist unauthorized users from
accessing real time and confidential data. The Chinese Remainder Theorem (CRT)

declares that if one associates the remainders of the Euclidean division of an integer
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n by several integers, then one can determine the remainder of the division of n
by the product of these integers uniquely, under the provision that the divisors are
pairwise coprime. In this chapter, we propose an efficient authenticated key exchange
mechanism using the concepts of Fuzzy Extractor (explained in Section [1.3.5) and
Chinese Remainder Theorem (described in Section [I.3.6). Afterwards, we perform
the security analysis of our protocol using widely accepted automated verification
tools such as AVISPA and Scyther. Then, we perform logical verification using BAN
Logic. Finally, we do the computational analysis, and we demonstrate the comparative
analysis with respect to computational overhead and security features. The necessary

notations used in the subsequent sections of this Chapter are described in Table|T]

Problem Definition: The problem definition of this chapter is as follows:

Design and analysis of secure and efficient multi-factor user authentication and
session key establishment protocol for resource constrained WSNs & IoT which does
not need any obligation of the gateway node during the authentication and key es-
tablishment phase, provides the major security features (such as mutual authentication,
secure session key establishment, confidentiality, integrity, freshness etc.) and prevents
the major security attacks (such as stolen smart card, user impersonation, sensor node

impersonation, etc.) with minor computational overhead.

6.2 Our Contributions

In this chapter, we introduce a novel user authentication protocol based on Chinese
Remainder Theorem (CRT) to implement user access to the real-time data by imme-
diately validating the user at the node level and also getting it feasible for users to
communicate with the nodes to have replied to their queries. Our proposed protocol

has the following attractive features:

e The proposed protocol has the benefit that no time synchronization is needed and
then the sensor can authenticate messages immediately without buffering data
packets and it does not need any obligation of the gateway node during the au-

thentication and session key establishment phase.
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e  We have analysed the security features of our protocol using the widely-accepted
AVISPA and Scyther tool which assures that the protocol is secure, robust and
feasible for the applications of WSNs & IoT.

6.3 Proposed protocol

Our proposed protocol involves multiple phases. The following subsection explains the
pre-deployment phase and Table [6.1] [6.2] [6.3] describe the registration, authenticated
key exchange, user’s credentials update phases respectively.

6.3.1 Pre-Deployment Phase

GW N generates a key 75y, for each sensor node SN; and a key ry, for each user
U;, where rgy; and ry, are relatively prime integers. GW N generates a system of
simultaneous congruence (considering Chinese Remainder Theorem as described in
section[1.3.6) such as :

Xowa = 29" mod ry;, Xog = 29" mod rgy;,

new

XTLG'UJ = I'L e

mod 7;, Xpew = 27 mod 75y,

6.3.2 Registration Phase

To get registered by the GIW N, an authentic user U; chooses his/her identity I D,,
password PW), and biometric information B1O; as a input for the Gen() function of
fuzzy extractor.Then, U; and GW N follows the steps 1,2,3 consecutively as proposed
in Table

6.3.3 Authenticated Key Establishment Phase

For authenticated key establishment, U; provides I Dy,, P, and the noisy biomet-
ric information BIO} as a input to the Rep() function of the fuzzy extractor. Then,
U;, GWN and SN; follows the steps 4,5,6,7,8,9 consecutively as proposed in Table
6.2
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Table 6.1: User Registration Phase

Step 1: for user U; Step 2: for gateway node GW N
U; Selects 1Dy, PWy, and imprints | GW N computes o = I PB; @ ry,,
the biometric information BIO;. Com- | 5 = h(IPB;||ry,),

putes (0;,7;) = Gen(BI1O;) and eval- | v = h(IDy, & IPB;) ® Xoa.
uates I PB; = h(IDy,||PWi||h(cy)). | . GWN sends (o, 3,7) to U

N

Transmits (I Dy, IPB;) to GWN SecureChannel

SecureChannel

Step 3: for user U;
U;  stores  h(),Gen(), Rep(), a
B,7, 7, T into SCy,

Step Al: U, inserts SCY, into the card reader and inputs I Dy, PWy,, BIO;. Then,

evaluates o] = Rep(B[Og, ), IPB] = h( h(al), B =
hIPBi||ry,). If (8" = B), evaluates Xoq = v @ h(IDy, ® IPB;), 29" = X4
mod ry,,my = h(x OldHTu ),ma = h( .). Constructs the
message M, = <[Du ,IDSN X0, 1, M, Tui> . Finally, U, transmits (M)
to GWN.

Step A2: If (T — Ty, < AT), SN; computes z2'¢ = X, mod rsN, My =
h(@d || Ty,). If m) = mq, SN; computes ms = h(IDs;||rsw,||ma||Tsy;),
M, = <]Dui, IDgy,,m3, Ty, Tsn, > Finally, SN, sends M, to GWN.

Step A3: If (I"” — Tsy, < AT), GWN computes mj; = h( ),
my = h(IDsn,||rsn;|[m5||Tsn,). If my = my and my = m3, GWN
computes my = h(IDy,|[IDsn, || Xnew|| 27T || Tsn, || Tawn), Ms =
(Xnews ma, Tawn) - Finally, GW N sends M3 to SN;.

Step A4: After receiving message Ms, SN; computes 27’ = X,., mod TSN,
my = h(IDy||I Ds, || Xnew |27 [T || Ton, || Tawn)- If m) = ma, SN;
evaluates K = h(Ty, mew) my = h(K), constructs a message M, =
<Xnew, ma, ms, Ton, TGWN> . Finally, SN; sends M, to U,.

Step AS: If (17 — Tewn < AT), U; evaluates 27 = X, mod rgn,,my” =
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h(IDUiHIDSNj||Xnew||x?ew|’Tui||TSNj||TGWN)- If (m4” = m4), U, computes
K' = h(Ty,||Tsn,||z7"), ms = h(K') . If (my = ms), U; establishes the
session key K’ with SN;. Otherwise, reject U,.

Step A6: The user U; makes X g = X,,ep and stores v = h(IDy, ® IPB;) ® (Xoa =
Xpew) into SCyy,

The sequence diagram of the message transmission for the user registration, au-

thentication and key establishment phase is shown in the following Figure

6.3.4 User’s Credential Update Phase

For user U;, credential update is required to ensure that an adversary A can not acquire
or snoop the user’s secret credentials like password P11, and biometric information

BIO,. To update the credential, U; follows the step as proposed in Table 6.3

6.4 Security Analysis

To verify the security features present in our protocol, we first perform the informal
analysis considering major and minor attacks in WSNs. Afterward, we implement
our protocol using Security Protocol Description Language and evaluate our security
claims using Sycther tool[19] .For automated validation of the protocol using AVISPA
tool [7] , we use High- Level Protocols Specification Language Finally, we do the

logical verification of the protocol using BAN logic [20].

6.4.1 Informal Security Analysis

The informal security analysis indicates that our protocol is designed to withstand the

popular security attacks as follows:

e Exhausting Constrained Resources To avoid false message flooding (which ex-
hausts the resources of WSNs), we eliminate the illegitimate users at the ini-
tial level (i.e. at sensor node itself) of message transmission.For a sensor node

SN;, the energy required for computation is less compared to data transmission
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Table 6.2: Authenticated Key Exchange Phase

Step 4: for U;

Step 5: for SN

U; inserts SCy, into the card reader and inputs
IDy,, PWy,, BIO;. Then evaluates o} = Rep(BIO},;),
IPB; = h(IDy, |[PWy,||h(e})), B" = h(IPB|ry,)
if 5 = (3 then

Evaluates X ;g = v ® h(IDy, ® IPB;),

e = Xopg mod i ,my = h(z{!||Ty,),

ma = h(IDy, [[IDsn;,||ry ||Th, ). Construct the mes-

sage My = <1Dui,1DSNJ7ond7m1,m2,Tui>

U; transmits (M) to GW N
ViaPublicChannel

end

else
|  RejectU;
end

if 7" — Ty, < AT then
. / /
Find x;?ld = Xo1g mod rgp; mj = h(:p‘i’ld [1T;)
if m} = m; then
Computes m3 = h(IDsn;||rsn;lIm2||Tsw;),
My = <1Dui71DSvam37Tui7TSNJ>

end
else
|  Reject U,
end
SN; sends Mz to GWN
ViaPublicChannel
end
else
|  Reject U,

end

Step 6: for GW N

Step 7: for SN

if 7”7 — TSNj < AT then
Computes mf, = h(I Dy, [[IDsn; ||y, 1T, )
my = h(IDsn;|Irsn; |Im5||Tsn;)
if m}, = ma and m}; = m3 then
Compute m4 = h(I Dy, ||IDij [ Xnewl|
|| Ty, | Tsn; [ Tew N )
M3 = (X'new , Mg, TGWN)
GW N sends M3 to SN

ViaPublicChannel
end
else
| RejectU;
end
end
else
| Reject U;
end

Find 27" = Xpew mod TSN; mﬁ; =
h(IDy, |IDsN; | Xnew |27 1Ty, [ Ts v, [ Taw N)

if m/ = my then
Evaluates K = h(Th, |[Tsn;, ||z7¢"), ms = h(K),
Construct a message
My = (Xnew, ma,ms, Tsn,;, TGWN)
SN; sends My to U;

ViaPublicChannel

end

else
|  RejectU;

end

Step 8: for U;

Step 9: for U;

if 7”7 — TGWN S AT then

Evaluates z¢% =

4 Xnew mod TSNj,m4” =
R(IDy, [ IDsN; || Xnew |27 | T, [ Ts v [ Taw N )
if m4” = my4 then
Computes K’ = h(Ty,||Tsn,;|[z7°"), ms =
h(K")
if m{ = ms then

|  Establish the session key K’ with SN

end

else
|  Reject U;
end

end

end

Make X1g = Xnew and
Store v = h(IDuL (&) [PBl) &) (Xol(i = Xne’w) into SCuL
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Figure 6.1: Sequence Diagram 4 for Registration, Authentication and Key Establishment

u;

SN;

GWN
(IDy,, IPB;)
(o, 8,7)
My = (IDy,, IDsy,, Xoia;m1,ma, Ty, ) -
My = (IDy,, IDsy,, ms, Ti,, Ts, )
Ms = (Xpew, ma, Tawn)
My = (Xpew, ma, ms, Tsn,, TGWN)
Key = h(Ta, |[Tsn, ||27") = h(T, || Tsn,||7)
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Table 6.3: User’s Credential Update Phase

User (U;)

U; puts SCy, into card reader and provides I Dy,, PWy,, B10;,

It produces o; = Rep(BIO;, 7;),

IPB; = h(IDy||PWy||h(07)), 7y, = @ IPB;, §° = h(IPB;||ry,),
if 5 = 3 then

Computes X/,; = v @ h(IDy,||IPB)),

U; provides new password PW“” and bio-metric information

BIO!™™.
(o7, ;) = Gen(BIOP®™), IPBP = h(I Dy, || PWe| | h(o7"))
anew — ]’PBlnew EB Tui Bnew — h([PBZnewHTui> ,.Ynew —

h(I Dy, |[IPB*") & Xy
Replace «, 3,y of SCy, with o, g7 ~"“" respectively.
end

else
| Reject U;

end

(the energy required in 2090 clock cycles of computation is equivalent to the en-
ergy required for transmitting 1-bit data [119] ). We verify the correctness of

my = h(z$"||Ty,) at sensor node, where ¢4 =

mod rsy;, the correct value of m,
ensures the user belongs to the authorized group. Energy required in transceiving
and receiving 1-bit data (at the data rate of 12.4 Kb/s) are 59.2 p Joule , 28.6
Joule respectively [119] . Furthermore, we assume NV, n are the size and density
(total number of nodes within the circular area with radius equal to the communi-
cation range of sensor node) of WSNs. If an illegitimate user 4 is not eliminated
or filtered at initial level, 4 can consume total energy equal to £ by sending a mes-
sage M| = <IDui, IDgn,, hash_value/signature, Tui> of size S bytes.Where I/

can be evaluated as follows :
E = N(S x (59.2 + 28.6n)),u Joule.

But in our protocol we eliminate 4 at the initial level which saves the total energy
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of (K — Ej,)u Joule . Where Ej, is the energy required in computing and verifying
the hash value m; = h(x%¢||Ty,). The energy required by SHA-1 hash function
is 5.9u Joule/byte [119] . Hence, our protocol withstand the energy exhausting

attacks.

e Stolen Smart Card Attack To defend the attacks based on stolen SCy,, we keep
the secret credentials of U; in SCy, protected with fuzzy extractor mechanism.
An adversary 4 can extract the value of «, 3, from stolen SCy, using power
analysis attacks. But it is hard find out the value of secret credentials such as :
ry,, 0;, PWh, for an adversary 4 without knowing the bio-metric information and

password of the user U;. Therefore, our protocol resist the stolen SCy, attacks.

e Man-in-the-middle attack To avoid the Man-in-the-middle attack, we ensure mu-
tual authentication among the U;, SN;, GW N by verifying the secret parameters
such as my, my, ms, my. The parameters my, msy, ms, my also ensures the message

integrity.
e Replay Attack

Verification of timestamps Ty, Tsn;, Tewn along with their hashed values pro-

tects the replay attacks.
e Impersonation Attack

The verification of legitimate bio-metric information B1O; (using fuzzy extractor)
and password PWy, at the time of user authentication ensures that an adversary 4

can not impersonate the user U,.

6.4.2 Security verification using Scyther and AVISPA tool :

We specify our protocol using Security Protocol Description Language (spdl) based on
the operational semantics of Scyther tool. Table[6.4]represents the spdl specification of
our protocol. The result of security verification using Scyther tool is shown Figure
. The result indicates that no attacks found on all the claims which we specified for the
three roles U;, GW N, SN;.

The result obtained (Figure[6.3]) using OFMC back-ends of AVISPA tool indicates

that our protocol is safe from Dolev-Yao [110] intruder model.

146



6.4 Security Analysis

Table 6.4: The spdl specification of the proposed protocol

hashfunction h;

const XOR : Function;

const Modulo: Function ;

const Gen : Function ;

const Rep : Function;

protocol Protocol(Ui, GWN, SNj)

{ macro SIGi = Gen(Bi);

macro IPBi = h(IDui, PWui, h(SIGi));
macro SIGi’ = Rep(Bi’, TAUi);

macro IPBi’ = h(IDui, PWui, h(SIGi’));
macro Alpha = XOR( IPBi,Rui );
macro Beta = h(IPBi, Rui );

macro Gamma = XOR(h(IDui,IPBi), Xold );
macro xiold = Modulo(Xold,Rui’);
macro xiold” = Modulo(Xold,Rsnj);
macro xinew = Modulo(Xnew,Rsnj);
macro xinew’ = Modulo(Xnew,Rui’);
macro m1 = h(xiold, Tui);

macro m2 = h(IDui, IDsnj,Rui’,Tui);
macro m3 = h(IDsnj, Rsnj, m2,Tui, Tsnj);
macro m4 = h(IDui,IDsnj,Xnew,
xinew,Tui, Tsnj,Tgwn);

macro m5 = h(h(Tui,Tsnj,xinew));
macro ml” = h(xiold’, Tui);

macro m2’ = h(IDui, IDsnj,Rui,Tui);
macro m3’ = h(IDsnj, Rsnj, m2’,Tui, Tsnj);
macro m4’ = h(IDui,IDsnj,Xnew,
xinew’,Tui, Tsnj, Tgwn);

macro m5’ = h(h(Tui,Tsnj,xinew));
role Ui

{ var Tsnj ,Tgwn : Nonce;

fresh Tui: Nonce;

const IDui, PWui, Bi, Bi’, IDsnj, Xold, xiold,xiold’,
Xnew,xinew’,xinew , Rui, Rui’,Rsnj, TAUi: Ticket;

send_1(Ui, GWN, IDui, IPBi);

recv_2(GWN, Ui,Alpha,Beta,Gamma);
send_3(Ui, SNj, IDui, IDsnj, Xold,m1,m2,Tui);
recv_6(SNj, Ui, Xnew,m4,m5,Tsnj,Tgwn);
match(m4, m4’);

match(m5, m5’);

claim_Uil(Ui,Secret,Bi);
claim_Ui2(Ui,Secret,PWui);
claim_Ui3(Ui,Secret,Rui’);
claim_Ui4(Ui,Secret,xiold);
claim_Ui5(Ui,Secret,xinew’);
claim_Ui6(Ui,SKR,h(Tui, Tsnj,xinew));
claim_Ui7(Ui,Niagree);
claim_Ui78(Ui,Nisynch);

}

role GWN

{ fresh Tgwn: Nonce;

var Tui,Tsnj : Nonce;

const IDui, PWui, Bi, Bi’, IDsnj, Xold, Xnew,Rui,
Rui’,Rsnj, TAUI: Ticket;

recv_1(Ui, GWN, IDui, IPBi);
send_2(GWN, Ui, Alpha, Beta, Gamma);
recv_4(SNj, GWN, IDui,IDsnj,m3,Tui, Tsnj);
match (m2’, m2);

match (m3’, m3);

send_S(GWN, SNj, Xnew, m4, Tgwn);
claim_GWN1(GWN,Secret,xinew);
claim_GWN2(GWN,Secret,Rsnj);
claim_GWN3(GWN,Secret,Rui’);

}

role SNj

{

1}
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Figure 6.2: Result obtained using Scyther tool.

2% OFMC
2% Version of 2006/02/13
SUMMARY
SAFE
DETAILS
BOUNDED_MUMBER_OF_SESSIONS
PROTOCOL
Jhomefcmb-lap-22/Downloads/spanftestsuite/results/proto5.if
GOAL
as_specified
BACKEND
oFmMd
COMMENMNTS
STATISTICS
parseTime: 0.00s
searchTime: 6.07s
visitedNodes: 2454 nodes
depth: 9 plies

Figure 6.3: Result obtained using AVISPA tool.
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6.4.3 Logical verification using BAN logic

In this subsection, we use BAN logic [20] to verify the freshness of time-stamp to

avoid replay attack, and we validate the message origin to achieve authenticity. The

notations we use for logical verification is shown in Table

1.

Verification of freshness of Ty, , Tsn; , Tew v (using message - meaning and nonce

verification rule of BAN logic):

GWN|=U; = GWN,GWNa < Ty, >,

That is, if GWN believes the secret r, is shared with U; and sees

<Ty, > X, then GW N believe U; once said Ty,

GWN|=W| =Ty,
That is, if GW N believes Ty, is fresh and GWW N believes U; once said Ty,

then GW N believe U; believes on Ty,

GWN| = SN, = GWN,GWNa < Toy, >ray,

GWN| = SNj| ~ Ty,
That is, if GWN believes the secret rgy, is shared with SN; and sees
<Tsn; >rg Ny then GW N believe SN; once said Ty,

GWN| = ﬁ(TSNJ)7GWN| = SN]| ~ TSN]-

GWN| = Sle = TSNj
That is, if GIW N believes Ty, is fresh and GW N believes SN; once said
Tsn;, then GW N believe SN; believes on Tsy;

Wl = $(Tsw,), W] = SN;| ~ Tan,
ul‘ = SN]’ = TSNj

That is, if U; believes Ty, is fresh and U; believes SN; once said Tsy;,

then U; believe SN; believes on Tsy,
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2. Verification of the authenticity of the message my by GW N (using message -

meaning rule)

GWN| =W = GWN,Uia < my >p,
GWN| =U;| ~ ma

That is, if GWN believes the secret 7y, is shared with U; and sees
< mgy >, ,then GWN believe U; once said my

6.5 Performance Comparison

Table [6.5] shows the comparison based on security features which indicates that our
protocol is relatively secure compared to the existing protocol. Table [0.6|represent the
computational cost comparison, it shows that our protocol is suitable for secure WSNs
and IoT.

Table 6.5: Comparisons of Security Features

Security | Sunetal. | Xue et al. | Jiang et al. | Althobaiti et al. | Our protocol
Feature | [108]] [79] [80] [59]

SE| Yes No Yes Yes Yes

SFy No No No No Yes

SF; No No No No Yes

SFEy No No No Yes Yes

SFy No No No No Yes

SFg Yes No No Yes Yes

Note: SFy,SFy, SF;, SFy, SFy are the security features. SF) resist the attack
based on stolen smart card, S F; indicates the secure password updating, S F repre-
sents secure bio-metric information updating, S'F) indicates non-repudiation, SFj

offers formal security analysis, S F represents no privileged-insider attack
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Table 6.6: Computational Cost Comparison

Protocols Computational Overhead on U;, SN;, GW N
U, SN; GWN
Yoo et al.’s [78] TTH 2TSy 11Ty
Sun et al.’s [108] 2Ty 2TSy TTH
Xue et al.’s [79] 12Ty 6TSy 17Ty
Jiang et al’s [80] | 8 Ty 5TSy 11Ty
Shi et al.’s [109] 3Ty +5Ty 2TSy +3TSy Th +4 Ty
Choi et al.’s [[1]] 3T +7TyH 2TSpy+4 TSy Ty +4Ty
A.K.Das’s [81] 2Trg + Tenc +10Ty | TSpec +2TSu | 2Tenc/TpEc + 5TH
Proposed Tre + 8Ty +Tyvo 5TSy +2TSvo | 3Ty

Note: Ty, Tre, TEnc,TpEC, TBFE, Tnrac, Tar, Thro indicates the time required to perform se-
cure hashing, Gen(.)/ Rep(.), encryption, decryption, bio-metric feature extraction and message au-
thentication code, scalar-point multiplication, mod operation respectively for User and Gateway Node.
TS, TSprc,TSmac, TS, TSy o indicates the time required to perform secure hashing, decryp-
tion, message authentication code, scalar-point multiplication, mod operation respectively for Sensor Node.

6.6 Summary

In this chapter, we have first discussed the security issues involved in sensor nodes
of WSNs & IoT and identified vulnerabilities involve in existing authentication pro-
tocols. Based on the security requirement of WSNs & IoT, we have proposed an effi-
cient authenticated key exchange mechanism using the concepts of the Fuzzy Extractor
and Chinese Remainder Theorem. After that, we performed the security analysis of
our protocol using widely accepted automated verification tools such as AVISPA and
Scyther. Then, we performed logical verification using BAN Logic. Finally, we did
the computational analysis, and we demonstrated the comparative analysis in respect
of computational overhead and security features which indicate that our protocol is

secure and effective.
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Chapter 7

Bloom Filter based User
Authentication and Key Establishment
Protocol for WSNs & IoT

“I am not convinced that lack of encryption is the primary problem. The problem with
the Internet is that it is meant for communications among non-friends.” Whitfield
Diffie

This chapter presents an efficient user authentication and key establishment proto-
col for WSNs & IoT based on Bloom Filter. It concisely demonstrates the problem,
the motivation behind the research work, security challenges and contributions made
thereof. Afterwards, it elaborates the proposed protocol, and then, the relative security

and computational overhead are analysed.

7.1 Introduction and Problem Definition

As the number of sensor nodes in some WSNs & IoT is large, multihop communi-
cation is preferred. Moreover, we need to eliminate unauthorized querying message
transmission into the network so that it can withstand various security attacks in WSNs
& IoT.

As the sensor nodes SN, buffer all the messages obtained in one time interval, an
adversary A can flood the entire WSNs & IoT randomly. All it has to do is to claim
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that the flooding messages belong to the current time interval which should be buffered
for authentication until the next time interval. Since wireless message transmission is
very expensive in WSNs & [oT, and WSNs & IoT are extremely energy constrained,
the ability to flood the WSNs & IoT randomly could seed destructive Denial of
Service (DoS) attack. Furthermore, this category of energy-exhaustion DoS attacks
become more destructive in multiuser framework as the adversary A now can have
additional target points and hence new possibility to produce bogus messages without
being recognized. Obviously, all these attacks are because of delayed authentication
of the user’s messages. Hence, in this chapter we aim to design a protocol which
does not require any involvement of the gateway node during the authentication, key
establishment phase and eliminate unauthorized querying message transmission at the
initial level (i.e., at the sensor node itself). The basic notations used in the following

sections of this Chapter are described in Table|[I]

Problem Definition: The problem definition of this chapter is as follows:

Design and analysis of secure and efficient multi-factor user authentication and
session key establishment protocol for resource constrained WSNs & IoT eliminates
unauthorized querying message transmission at the initial level (i.e., at the sensor node
itself) to avoid bogus message flooding from the sensor nodes to the gateway node
(which exhausts the resources of WSNs & IoT), provides the major security features
(such as mutual authentication, secure session key establishment, confidentiality, in-
tegrity, freshness etc.) and prevents the major security attacks (such as stolen smart
card, user impersonation, sensor node impersonation, etc.) with minor computational

overhead.

7.2 Our Contributions

In this chapter, we propose a novel user authentication protocol based on bloom filter
to provide user access to the important real-time data by authorizing him/her directly at
sensor node level and also making it possible for users to communicate with the sensor
nodes in order to have quick responses to their queries. Our protocol has the following

attractive properties:
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The novelty of our proposed protocol is, it eliminates unauthorized querying mes-
sage transmission at the initial level (i.e., at the sensor node itself) to avoid bogus
message flooding from the sensor nodes to the gateway node (which exhausts the

resources of WSNis).

It resists various security attacks. The resilience level against node compromise

attack of our protocol is much higher than other existing protocols.

It requires effective communication, computation, and storage overheads as com-

pared to other existing protocols.

It does not require any involvement of the gateway node during the authentication

and key establishment phase.

Higher security along with lower communication, computation and storage over-

heads make our protocol much suitable for practical applications of WSNs & IoT.

It provides better security as compared with other related protocols, since it sup-
ports mutual authentication between the user U; and the sensor node SV, resists
denial-of-service attack, privileged-insider attack, smart card breach attack and

sensor node capture attack.

It supports dynamic node addition after initial deployment of nodes in the network.
The proposed protocol does not require to update information for new nodes addi-

tion in the user’s smart card.
It supports changing the user’s password locally without the help of the GW N.

It provides unconditional security against node capture attacks. That is, compro-
mise of a sensor node SV, does not reveal any secret information of other sensor
nodes SN and it does not lead to compromise any other secure communication

between the user U; and the non-compromised nodes SNy, in the network.

It establishes a secret session key between the user and sensor node for future
secret communication of the real-time data inside WSNs & IoT between them

based on the established session key.

We have analyzed the security of our proposed protocol using the formal and in-

formal methods based on the random oracle model and AVISPA tool. The formal
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security under the random oracle models reveals that our protocol is secure. Fur-
thermore, we have simulated our protocol for the formal security validation using
the widely-accepted AVISPA tool. We have implemented other protocol in the
HLPSL language and then compared our protocol for formal security verification
using AVISPA OFMC model checker with other existing protocols.

e We have performed the computational analysis of the proposed protocol which
shows that our protocol is suitable for resource constrained sensor nodes like
TelosB and MicaZ. The relative security and performance analysis results indi-
cate that our protocol is more secure, efficient and robust in comparison to other

existing protocol.

e In addition, we have compared the functionality provided by our protocol with
other protocols. Overall, our proposed protocol has better performance than other

existing protocols.

7.3 Proposed Protocol

Our proposed protocol is suitable for the WSNs and IoT in which the hop counts be-
tween the source sensor node and the gateway node is large and therefore requires high
communication cost to transmit a data packet from the sensor of origin node to the
gateway node. For the sensor nodes of WSNs and WSNs based IoT; the communica-
tion cost is always higher than the computational cost. Therefore, we have proposed a
protocol which validates the users with efficient computation at sensor node itself and
eliminates unauthorized querying data flooding from the sensor nodes to the gateway
node to resist sensor node’s resource exhausting attack. Our proposed protocol consists

of following three essential phases:

7.3.1 Pre-Deployment Phase:

In this phase, the gateway node GW N generates and distributes some secret, public
parameters to the user U; and the sensor node SN; (before deployment of SN;) through
a secure communication channel. The following steps P1, P2 and P3 (based on Bloom

Filter as define in section[I.3.6)) are used to implement this phase.
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Step P1: In this phase, the GIW N chooses a generator point P of order q over E(F},)
and generates a set of private, public key pairs as (ry,, ry, X P), (ru,, ru, X P),
.. (ruy,ru, X P). Where my, € Z7,Vi € [1,al.

Step P2: The GWN constructs a vector V' = wvg,v1,...,v3_1 using a set of hash
functions H = {hy,hy...h,}. Where the size of vector V is equal to 3, the
cardinality of the set H is equal to v and

1, Vie[l,vy,te(l,a],h(ry, x P)=1
v =
0, otherwise
Step P3: Afterwards, The GW N loads the vector V, the set H and the key pair

(rsn;, Ksn;, = rsn, x P) into the memory of SN;.

7.3.2 User Registration Phase:

In this phase, U; selects its identity Iy, password PWy,, bio-metric information
BI0y;, and follows the procedure as described in step R1, R2, R3 and summarized in
Table 711

Step R1: In this step, the user U; chooses a unique identity /Dy, selects a secret
password PWy, and imprints his/her bio-metric information B0y, into a smart
card reader. Then, U; takes a generator function Gen() of fuzzy extractor and
computes a pair of the secret and public parameter: (0;,7;) = Gen(BIOy,),
Finally, U; evaluates I PB; = h(IDy,||PW,||o;) based on a secure one-way
hash function () and sends (I Dy, [ PB;) to the trusted gateway node GIW N

using a secure communication channel.

Step R2: After receiving (I Dy, I PB;), the gateway node GW N selects the private
and public key pair ry,, 7, X P corresponding to the user U;. Then, GW N com-
putes Ky, = ry, X P and evaluates the summation H Ky, = hy(Ky, )+he(Ky, )+
-++ 4+ hy(Ky,) using set H of hash functions. Afterwards, GWN computes
Ay, = IPB; & Ky, By, = h(IDy,||IPBi||Ky,), Wy, = h(IDy,||IPB;) &
h(IDy,||H Ky, ), and transmits the message (h(), Ay,, By, Way,) to the user U;

using a secure communication channel.
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Step R3: After receiving the message (h(), Av,, Bu,, Wi,) from GW N, the user U;

stores h(.), Gen(.), Rep(.), T, P, Ay,

By, Wh,, 7; into the smart card SCy,

Table 7.1: Summary of User Registration Phase

Step 1:For User (U;)

Step 2:For the gateway node GIWW N

W; inputs I Dy, PWy, and BIOy,

and computes: (0, 7;) = Gen(BIOy,),
{Using fuzzy extractor} then U; computes
IPB; = h(IDy,||PWi,||o:)

U, transmits (I Dy, [ PB;) to GW N

ViaSecureChannel

GW N computes Ky, =y, X P,

HEy, = hy(Ky,) + hao(Ky,) .. ho (K,
Ay, = IPB; & Ky,

By, = h(IDy,||IPBi|| Ky,),

Wiy, = h(IDw|[LPB;)® h(I D, || H Kay, ),
GW N transmits (h(), Ay,, Bu,, Wa,) to U,

ViaSecureChannel

Step 3:For User (U,)

U,; stores
h()? GGTL(.), Rep()v (‘Ta P7 Auiv Buia Wuiy T;
into SCul

The Pre-Deployment and Registration Phase are described in following Figure

7.3.3 Authenticated Key Exchange Phase:

In this phase, we use the reproduction procedure Rep(.) of fuzzy extractor for authen-

tication the user U; with its noisy bio-metric data B0y, and the vector V' of bloom

filter [8] for validating the user U;. We use Elliptic curve Diffie Hellman procedure for

exchanging the session key. The procedures of this phase are described in step Al, A2,

A3 and summarized in Table

Step Al: In this step, the user U; inserts the smart card SCy, into the card reader.

Subsequently, U; enters his/her unique identity /Dy, the secret password PWy,,
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Figure 7.1: Pre-Deployment and Registration Phase

and the noisy bio-metric information B10;y,, with an error tolerance limit T such
that dis(BIOy,, BIOy,) < T. Then, the U; computes the secret parameter
0; = Rep(BIOy,, ;) using the reproduction function Rep() of the fuzzy extrac-
tor. Afterwards, U; evaluates I PB; = h(IDy,||PWh,||o;), Ky, = IPB; & Ay,
and By, h(IDy,||IPB;||Ky,) using the secure hash function h(). To en-

sure the correctness of the secret credential (identity, password, bio-metric in-

formation and the secret parameter provided by the GW N) of the user U;,
SCy, verifies the condition By, By,. 1If the condition is not satisfied,
it terminates the protocol. Otherwise, SCy, Computes h(IDy,||HKy,)
Wy, @ h(IDy,||IPB;) and finds the current time-stamp Ty(,.Then, it computes
my = h(IDw,||I Dsn, || Ko, ||h(I Dy, || H Ky, )
the message M, = <1Dui, IDsn;, Ky, m1, Tui> and transmits (M) to the sen-
sor node SN

|, ). Subsequently, U; constructs

Step A2: In this step, after receiving M/, the sensor node SN, first examines the sat-

isfactory condition of the time-stamp 7" — Ty, < AT in order to withstand the
security attacks such as replay, energy exhausting attacks. If this condition is

not satisfied, it terminates the protocol and declares the possibilities of security
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attacks. Otherwise, SN; verifies the condition v; = 1,V] € [1,~] such that
hi(Ky,) = i to ensure the validity of the user using the concepts of bloom fil-
ter. If this condition is not satisfied, S/V; terminates the protocol invalidating the
user U;. Otherwise, SN; computes h(IDy,||HKy,) = h(IDy,|| Y] hi(Ey,))
and m} = h(IDy||IDsn,||Ky,||h(IDy,||HKy,)'||Ty,) Then, in order to

reduce the false acceptance rate of user validation, the sensor node veri-

fies the condition m} = m;. If this condition is not satisfied, the sen-
sor node SN; terminates the protocol invalidating the user U;. Otherwise,
SN; finds the current time-stamp Ty, and computes the session Key =
h(T, || Tsn, || (rsn; x Kuy,)) (Based on ECDH procedure). Then SN; com-
putes my = h(IDy,||IDsn,||Ksn,||h(IDy,||HKy,)'||Tsn,) and subsequently
constructs the message M, = <IDui, ]DSNj,KSNi,mQ,TSN].>. Finally, SN;

transmits M, to U;

Step A3: In this step, after receiving Ms, the user U; first examines the satisfactory
condition of the time-stamp 77 — Tsy, < AT in order to resist the secu-
rity attacks such as replay and energy exhausting attacks. If the condition is
not satisfied, the protocol is terminated with the declaration of possible secu-
rity attacks. Otherwise, U; Computes mi;, = h(IDy,||IDsn,||Ksn,||h(I Dy,
|| H Kuy,)
the condition m), = ma. If this condition is not satisfied, the protocol is termi-

Ts, || (ru, x Ksn,))

|Ts N; ). Then, to ensure the validity of the sensor node S'N. ;> U; verifies

nated. Otherwise, U; establishes the session Key = h(1y,
with SN; (Based on EC' D H procedure).

The sequence diagram of the message transmission for the user registration, au-

thentication and key establishment phase is shown in following Figure /.2

7.4 Performance and Security Analysis:

For a binary vector V' of size (3, the probability that a certain bit is not set to one by any

of the v number of hash functions is:
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Table 7.2: Authenticated Key Exchange Phase

Step 4: For User (U;)

Step 5: For the sensor node (SN;)

U; provides I.Dy,, PWyy,, BIO&i and Computes
o; = Rep(BIO{ii , 7i){ Using fuzzy extractor },
IPB; = h(IDy,||PWy,|lo),
Kui =IPB; ¢ Aui, B7/i7 = h(IDui HIPBZHKUI)
if B{Li = By, then
U; Computes
h(IDy,||HKy,) = Wy, ® h(IDy,||[IPB;) and
finds the current time-stamp 77, . Then computes m; =
WD, |[1D s, || K, |IR(I Dy, | H K, I T, ).
Subsequently, U; construct the message
M = <]Dui,IDSNj,Kui,m1,Tui>

U; transmits (M) to SN;

ViaPublicChannel
end

U; is inauthentic. Stolen smart card attack possible.

Abort the protocol.
end

if 7/ — Ty, < AT, then

if v; = 1,VI € [1,~] such that hy(Ky;) = i then
Computes h(I Dy, ||HKy,)' =
h(IDy, |1 32, ha(K,)).

m) =
h(I Dy, [[IDsn; || K, [[h(I Dy, || H Ky, )'
2y
end
else
| U is not validated at SN;. Rejects U;.
end

if m{ = m; then

Finds the current time-stamp T's v, ,

SN; computes the session

Key = h(Ty, |[Tsn, [|(rsn; x Ky,)) (Based on
ECDH problem).

Then SNN; computes ma =

h(IDy, [ IDsN; [|Ksn; | |h(I Dy, || H Ky, )
ITsn, ).

Subsequently SN; constructs the message

My = <1Du1 IDsnN;, Ksn;,ma, TSNj>

end

else
|  U; is not validated at SN;. Rejects U;.

end
SN transmits Mo to U;

ViaPublicChannel

end

else
Replay, bogus message flooding and energy exhausting

attack possible. Rejects U; and aborts the protocol.
end

Step 6:For User (U;)

i7" —Tsn, < AT then
U; Computes
miy = h(IDy, |IDsn; || Ksny ||h(IDy,
[[HEu,) I Tsn;)
if m}, = my then
Establish the session
Key = h(Tul HTSNj (T‘ui X KSN] )) with SN]
(Based on EC'D H problem)
end

else
|  SNj is not validated by U;. Aborts the protocol.

end

end

else
|  Replay and energy exhausting attack possible. Reject U;

end
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Figure 7.2: Sequence Diagram 5 for Registration, Authentication and Key Establishment

u;

GWN

(IDy,, IPB;)

<h()7 Auﬂ Buw WUz)

My = (IDy,, I Dsy,, Ku,,mi, Ty, )

SN;

M, = (IDy,, IDsx,, Ksn,,ma, Ts, ) -

Key = h<TUL

TSNJ'H(TUi X KSNj))

= h(TuiHTSNj”(TSNj X Kuz))
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And after representing o numbers of users, the probability of the given bit is not

(1-5)"

Therefore, the probability of the bit set to one is:

1_(1_;)”‘)‘

If all the ~ positions of the vector V' computed by each hash function of the set H

set to zero 1s:

sets to one, the user belongs to the set V. Hence, the probability of a user not belonging

to the set V' is given by:

Jpositive = (1 —(1- ;)70‘)& = (1 — 6_7;)7 (1)

Therefore, we have

yln (1_6’7[3&)
fpositive =e€ (2)

Equation (2) indicates that the probability of false positive fp,stive decreases as the

size of vector V increases and increases as the number of users « increases.

To minimize the value of f,ysitive, take the derivatives of ’yln(l — e?> with

respect to v and find out:

d(yln(l — e?)> ” -1z
= —in(1-¢7%) +750‘1i;ﬁ (3)
To get the optimal value of v, make the derivatives (Equation (3)) equal to zero and
finds out Yoptimar = gln2. [&]]
The following graph represents the probability of false positive f,ositive With

respect to the number of users « and the size of the bloom filter 5.
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7.4.1 Security Analysis

The formal and informal security analysis of our proposed protocol specifies the fea-

tures involved to deal with possible attacks.

7.4.1.1 Formal security analysis using Random Oracle Model

The random oracle model (ROM) is a robust tool proposed by Bellare and Rogaway
[21]] in 1993 to make it possible to execute meticulous proofs of security for particular
fundamental cryptographic protocols.

A random oracle is a theoretical black box that responds to every individual query
with an accurate random response chosen uniformly from its output domain. If a query
is occurring several times, it responds the same way every time that query is performed.

Based on random oracle model, the following Theorem 2 shows that our protocol

can resist various security attacks.

Theorem 2. If h() follows the random oracle Reveall, our protocol resists the adver-

sary A for deriving the value of secret parameters PW,, o;, Ky, h(I Dy, || H Ky,)
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Proof. If we assume that, there exists a Reveal oracle which can derive string s from
the hash digest d = h(s). Then, the adversary A can design a procedure £X Pg A
as shown in Algorithm |7.1|such that probability of success of EX Pf , is Succy; 4 =
|P.[EXP1F , =1] —1].

Algorithm 7.1 EX P/,

1.

00 N N Lt AW

Extract { Ay, Bu,, Wa,, 73, T, h(), Gen(), Rep() } from SCY, using power analysis
attacks [[14]. Where

. Ay, =1IPB; @ Ky,

. By, = MI Dy, ||[IPB;||Ky,),
. Wi, = h(I Dy,
. Use Reveal oracle on By, to get I Dy, [PBj, Ky,
. Use Reveal oracle on / PB; to get PW/, o,

. Eavesdrop the message M,

. if (I Dy, = IDy,) then

HEKy,),

IPB)® h(IDy,

Use o; to find Ky, = Ay, © h(I Dy, ||PWY ||o}) and compute h(H Ky,)" = Wy, ©
(I Dy, [[(1 Dy, || PWy [|o7))
if (Ky, = IPB; © Ay,) and h(H Ky,) = Wy, ® h(I Dy, || PB;) then
Accept Ky and h(IDy,||HKy,)" as the correct secret parameters of the user
U
Return 1
end

else
| Return O

end
end

else
Return 1

end

According to Algorithm there exists a Reveal oracle capable of find-

ing the preimage of h(). Therefore, the adversary A can get the values of
PW,, 04, Ky, h(I Dy, ||H Ky, ). However, according to Definition we get

Advl (1) = Pr[(s,8') <—r A :s# s, h(s) = h(s')]
and Adv”; (t,) < 7, for any sufficiently small 7 > 0. If we consider Adv"(t,) as the
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advantage function of the procedure £.X P§7 4> our protocol is secure for Advﬁ(tl) <.
Now, we find that h() contradicts the Reveal oracle considered in Algorithm (7.1} This
indicates that our protocol resists the adversary A for deriving the values of secret
parameters PWy,, o;, Ky, h(I Dy, ||H Ky, ). Hence, the theorem is proved.

]

7.4.1.2 Informal security analysis

In this section, we show that our proposed protocol resists various security attacks

based on following proposition:
Proposition 1. The proposed protocol is secure against stolen smart card attack.

Proof. An adversary A can extract the value of Ay, = IPB; & Ky,, By, =
h(IDy,||IPB;||Ky,), Wy, = h(IDy,||IPB;) @ h(IDy,||HKy,) from stolen SCy,
[14]. But A can not find out the value of secret parameters Ky, h(I Dy, || H Ky, ) with-
out having BIOy,, PWy,.Because the secret credentials of the user U; are protected
with user’s inherence (BIOy,) possession (SCY,) , knowledge (PW,). O

Proposition 2. The proposed protocol is secure against replay attack.

Proof. The verification of time-stamps 7y, Ts,, the hashed value of secret credential

and the messages i.e., mq, my ensures that our protocol resists replay attack. O]
Proposition 3. The proposed protocol is secure against man-in-the middle attack.

Proof. The integrity feature provided by the message mq, mo ensures non-feasibility of
man-in-the middle attack. An adversary A can not alter the message m;, ms, because

of preimage resistant feature of the hash function used. [
Proposition 4. The proposed protocol is secure against energy exhausting attack.

Proof. To avoid bogus message flooding (which exhausts the resources of WSNs),
we eliminate the illegitimate users at the initial level (i.e., at sensor node itself) of
message transmission. For a sensor node SN;, the energy needed for computation
is less compared to data transmission (the energy required in 2090 clock cycles of

computation is equivalent to the energy required for transmitting 1-bit data ). We verify
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the correctness of v; = 1,VI € [1,7] such that h;(Ky,) = 7 at sensor node SN; and
the correct value of m; ensures that the user belongs to the authorized group. Energy
required in transmitting and receiving 1-bit data (at the data rate of 12.4 Kb/s) are 59.2
w Joule , 28.6 p Joule respectively [119] . Furthermore, we assume that NV, n are
the size and density (total number of nodes within the circular area with radius equal
to the communication range of sensor node) of WSNs. If an illegitimate user A is
not eliminated or filtered at initial level, A can consume total energy equal to £ by
sending a message M| = <IDui, IDgn,, Ky, mi, Tui> of size S bytes.Where E can

be evaluated as follows :
E= N(S X (59.2 + 28.6n))u Joule.

But in our protocol, we eliminate A at the initial level which saves the total energy of
(E — Ep)u Joule. Where E, is the energy required in computing and verifying the
value of v; and m,. The hash function SHA-1 requires the energy of 5.9 Joule/byte to
verify the value of v;. Hence, our proposed protocol withstands the energy exhausting
attacks. [

Proposition 5. The proposed protocol avoids impersonation attack and forgery attack.

Proof. Verifying h(IDy,||HEKy,) = h(IDy,|| > (Ky,)), VI € [1,] ensures the
integrity and authenticity which in turn avoids impersonation attacks, forgery attack,
etc. []

7.5 Performance Comparison

Table shows the comparison based on security features, and it indicates that our
protocol is relatively secure in comparison to other existing protocols. Table[7.4|repre-
sents the computational cost comparison, it shows that our protocol provides efficient
computational cost for all the three entities i.e., U;, GW N and SN; .

To evaluate the computational performance, we use SHA-1 hash function and
ECDH key exchange mechanism on MicaZ sensor node (processor 8-bit ATmegal28L
Atmel, ROM 4K bytes, ROM 128K bytes, 512K bytes EEPROM and 2AA battery)
with TinyOS [111] operating system and nesC [112] programming language . We
verify the security features of our proposed protocol using widely accepted AVISPA
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Table 7.3: Comparisons of Security Features

Security Xueetal. | Jiangetal. | Althobaiti | A.K.Das | Choietal. | Proposed
Feature 179] 180] et al. [59] [81] le1] Protocol
SFy No Yes Yes No No Yes
SFy No No No Yes Yes Yes
SF3 No No No Yes Yes Yes
SFy No No Yes Yes Yes Yes
SFs No No No Yes No Yes
SFg No No Yes Yes Yes Yes
SF7 Yes Yes Yes Yes Yes Yes
SFg Yes Yes No Yes Yes Yes

Note: SFy,SFy,SF3,SFy, SF5 are the security features. SF}

resist the attack based on stolen smart

card, S F> indicates the secure password updating, S F’3 represents secure bio-metric information updating,

S Fy indicates non-repudiation, S Fs offers formal security analysis, S Fg represents no privileged-insider

attack, S resist password guessing attack, SFg provides key agreement between U; and SN .

Table 7.4: Computational Cost Comparison

Protocol Computational Overhead on U;, SN;, GW N
U, SN; GWN

Xue et al.’s [79] 12Ty 6 1TSSy 17Ty

Jiang et al.’s [80] 8Ty 5TSy 11Ty

Althobaiti et al.’s 2TBrE +2 TENC/ TSpec + Tenc +

1591

TDEC +6TH

TSA{AC +TSH

Tvac +4TH

A.K.Das’s [81]

2TrE +

TSDEC’ +2TSH

2Tenc/TpEC

Tenc +10 Ty +5Ty
Choi et.al.’s [61] 3TFE+2T1W + ZTSDEC + TS]M 2 TENC/TDEC
TENC +12 TH +6TSH + 16TH
Proposed Protocol | 8 Ty + T'hs (y+3)TSy +TSp T

Note: Ty, TrE, TEnc, TDEC, TBFE, T\ AC, T indicates the time required to perform secure hash-

ing, Gen(.)/ Rep(.), encryption, decryption, bio-metric feature extraction, message authentication code,

point multiplication on elliptic curve operations, respectively for User and Gateway Node. TSy, T'Spec

,T'Sn ac, TSy indicates the time required to perform secure hashing, decryption, message authentica-

tion code, point multiplication on elliptic curve operations, respectively for Sensor Node.
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Table 7.5: Security Verification Result of AVISPA tool

SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER _OF_SESSIONS
PROTOCOL
/home/cmb-lab-22/Desktop/UserAuthentication.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.27s
visitedNodes: 106 nodes
depth: 8 piles

‘ Save file ‘ View CAS+

Choose Tool option and
press execute

Execute
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(Automated Validation of Internet Security Protocols and Applications) tool. The ver-
ification result of AVISPA [7] tool is shown in Fig. which represents that our
protocol is safe from various attacks (like man-in-the middle attack, replay attack etc.)
using Dolev-Yao model [110] with the bounded number of sessions, specified goal and
On-the-Fly Model-Checker(OFMC) backend.

7.6 Summary

In this chapter, we have presented the security issues involved in sensor nodes of WSNss
& IoT and some basic concepts of a user authentication, session key establishment pro-
tocol, fuzzy extractor and bloom filter. We have proposed a Bloom filter based secure
and efficient authenticated key exchange protocol. We have performed the security
analysis and verification using a widely accepted and robust tool AVISPA. To ensure
the correctness of the security features involved in the protocol, we have performed
the formal security verification using random oracle model. Finally, we have presented
the comparative analysis of our proposed protocol with other existing protocols based
on security features and computational overhead which indicates that our protocol is

secure and efficient.
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Chapter 8

Symmetric Hash Function based User
Authentication and Key Establishment
Protocol for WSNs & IoT

“Cryptography is the essential building block of independence for organizations on
the Internet, just like armies are the essential building blocks of states, because

otherwise one state just takes over another.” Julian Assange

This chapter presents an efficient user authentication and key establishment pro-
tocol for WSNs & IoT based on Symmetric Hash Function. It concisely explains the
problem, security challenges and contributions made thereof. Consequently, it elabo-
rates the proposed protocol, and then, the relative security and computational overhead

are analysed.

8.1 Introduction and Problem Definition

WSNs & IoT have gained popularity in recent years in real-time applications ranging
from critical applications like battlefield surveillance and border monitoring, health
care applications like remote medical diagnosis, smart homes to add intelligence to
the home equipment for better comfort and security, etc. As the sensor nodes operate

in unattended environment and communicate using wireless medium, it is essential to
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protect the sensed information and ensure secure communication to transmit the infor-
mation to the gateway nodes for further processing. An adversary in a wireless medium
not only has the capability to eavesdrop but also can intercept and modify the legiti-
mate data traffic. Hence, security becomes primary concern in WSNs & IoT and many
of the security protocols do not simply work given the resource constrained nature of
sensor nodes in terms of computing capabilities and storage resources. Therefore, in
this chapter, we propose a protocol for authenticating the users without pre-alignment
between the test and the registered minutia points of the fingerprint which is suitable
for multi-hop WSNs & 10T resource constrained nature of sensor nodes in terms of
computing capabilities and storage resources.

In this chapter, we propose symmetric hash function and bloom filter based secure
authenticated key exchange (AKE) protocol for WSNs. The proposed protocol is
appropriate for authentication of the users without pre-alignment between the test
and the registered minutia points of the fingerprint for multi-hop WSNs & 1oT. The
proposed protocol eliminates unauthorized query information circulation at the initial
level (i.e., at the sensor node itself) to prevent bogus information flooding from the
sensor nodes to the gateway node. We show that the proposed protocol resists the
resource exhaustion attacks associated with WSNs & IoT of large hop count (i.e.,
a large number of intermediary sensor nodes through which information must pass
between source sensor node and the trusted gateway node). We present both the formal
and informal security analysis of the proposed protocol using AVISPA tool and basic
cryptography concepts. The analysis of computational overhead demonstrates that our
proposed protocol is preferable for resource-constrained sensor motes like MicaZ. The
security analysis and performance evaluation reveal that the proposed protocol is more

secure, effective and resilient in comparison to other existing protocols.

Problem Definition: The problem definition of this chapter is as follows: Design
and analysis of secure and efficient multi-factor user authentication and session key es-
tablishment protocol for resource constrained WSNs & IoT is appropriate for authen-
ticating the users without pre-alignment between the test and the registered minutia
points of the fingerprint for multi-hop WSNs & 0T, provides the major security fea-
tures (such as mutual authentication, secure session key establishment, confidentiality,

integrity, freshness etc.) and prevents the major security attacks (such as stolen smart
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card, user impersonation, sensor node impersonation, etc.) with minor computational

overhead.

8.2 Our Contributions

In this chapter, we introduce a novel user authentication protocol based on symmetric
hash function to implement user access to the real-time data by authorizing the user
immediately at the sensor node level and also making it feasible for users to commu-
nicate with the nodes to have replied to their queries. Our protocol has the following

attractive features:

e The proposed protocol is appropriate for authenticating the users without pre-
alignment between the test and the registered minutia points of the fingerprint
for multi-hop WSNs & IoT.

e It is secure against different attacks. The resilience of our proposed protocol

against node compromise attack is much higher than other existing protocols.

e It requires less communication, computation, and storage overheads as compared

to other existing protocols.

e It does not require any involvement of the gateway node during the authentication

and key establishment phase as well as dynamic sensor node addition phase.

e  Higher security along with lower communication, computation and storage over-

heads make our protocol much suitable for practical applications of WSNs & IoT.

e It eliminates unauthorized query information circulation at the initial level (i.e.,
at the sensor node itself) to prevent bogus information flooding from the sensor

nodes to the gateway node.

e Itresists the resource exhaustion attacks associated with WSNs & IoT of large hop
count (i.e., a large number of intermediary sensor nodes through which informa-

tion must pass between source sensor node and the trusted gateway node).

e It provides better security as compared with other related protocols, since it sup-

ports mutual authentication between the user and the sensor nodes, resists denial-
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of-service attack, privileged-insider attack, stolen smart card attack and node cap-

ture attack.

e It supports dynamic node addition after initial deployment of sensor nodes in the
WSNs & IoT. The proposed protocol does not require to update information for

new nodes addition in the user’s U; smart card SCy,.

e It supports updating the user’s credentials locally without the help of the gateway

node.

e It provides unconditional security against node capture attacks. That is, compro-
mise of a sensor node does not reveal any secret information of other sensor nodes
and it does not lead to compromise of any other secure communication between

the user and the non-compromised nodes in the network.

e It establishes a secret session key between the user U; and a sensor node SN; for
future encrypted communication of the real-time information inside WSNs & [oT

between them using the established session key.

e The formal and informal security analysis of the proposed protocol using AVISPA
tool and basic cryptography concepts ensures that our protocol is safe from se-
curity attacks and it has major security features for user authentication for the
applications of WSNs & IoT.

e The analysis of computational overhead demonstrates that our proposed protocol

is preferable for resource-constrained sensor motes like MicaZ.

e The security analysis and performance evaluation reveal that the proposed protocol

is more secure, effective and resilient in comparison to other existing protocols.

8.3 Proposed Protocol

The proposed protocol of this chapter is convenient for the multi-hop WSNs & IoT
possessing large hop count which requests high communication overhead to transmit a
message from the source sensor node SN; to the gateway node GIW N. For WSNs &
IoT the communication cost is constantly higher than the computational cost. There-

fore, we have proposed a protocol which approves or authenticate the users without
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pre-alignment between the test and the enrolled minutia points of the fingerprint at
sensor node itself. The proposed protocol disposes of (utilizing bloom filter) unap-
proved information flooding from the sensor nodes to the gateway node. Our proposed

protocol comprises of following three vital phases:

8.3.1 Pre-deployment Phase:

e In this phase, the gateway node GW N takes a generator or base point P
of order ¢ over E(F),) and produces a set of private, public key elements as
((Ru,, Ry, x P),(Ry,, Ry, X P),...(Ry,, Ry, x P)). Where Ry, € Z;,Vi €
1, a.

e The GWN produces a vector B = byb; ...by_; using a set of hash function
H = {hy,hs...hg}. Where the size of vector B is equal to V/, the cardinality of
the set H is equal to 5 and

1, Yie[l,5],t€[l,al,h(Ry, x P) =1
b; =
0, otherwise
e Then, the gateway node GW N stores the vector B, the set  and the key pair

(Rsn;, Ksn; = Rsn, x P) into the memory of sensor node SN;.

8.3.2 User registration based on Symmetric Hash Function:

In this phase, the user U, extracts the n minutia points {c;;, c2j, ..., ¢,;} from his/her
4 localized set of minutia points of fingerprint BIOy, (bio-metric information) and

evaluates the m symmetric hash function [[16] as follows:

h1j<61j,C2j, ....,an) = Cyy + Coj + ...+ Cnj
_ 2 2 2
hgj(Clj,ng, ....,an) = Clj + CZj + ...+ an
— LN m m
hmj(cljchja ....,an) = Clj + C2j + ...+ an
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If m < n, it is difficult for an adversary A to find out the minutia point ¢;; from given
hash values. Therefore, the user U; chooses m < n and finds out the aggregate hash

function as follows:

hSUMj(Clj7 02]', vy an) —
= hlj(Cljchja '...,an) + h?j(clj702j’ ....,an) + ot hmj(clj’ C25; "”’an)

= (e + i+ o+ )+ (e + g+ o+ G+ + (G + o+ C)

_ c1;(1 — c’f}) co;(1 — cg;) - Cnj(1 — CZ;)
1_clj 1—02]‘ 1—an
Therefore,
"ocii(1— )
hSUMj(Clj;Cij -~-'7an) = Z %
i=1 — Gij

If the total number of localized minutia sets is k, the user U, finds out the set of
aggregate hash function as follows:
Hsyn = {hSU]VII(Clla C215 +-ey Cn1)7 hSUM2(0127 €22, .1y Cn2>7 ey hSUMk(Clk> Coky +vny an)}
The user U; selects its identity /Dy, password PWy,, bio-metric information

BI0y;, and follows the procedure of step 1,2 and 3 as summarized in Table @

8.3.3 Authenticated Key Exchange Phase:

In this phase, we use the symmetric hash function for authenticating the user U; with
its noisy bio-metric data BI0y,. We use the vector B of bloom filter [8] for validating
the user U;. and Elliptic curve Diffie Hellman procedure for exchanging the session
key. The following steps Al, A2 and A3 describes the Authenticated Key Exchange
Phase. Table [8.2|(Step 4,5 and 6) summaries our proposed authenticated key exchange

phase in details.

Step A1: U; insets the smart card SCy, into card reader and provides
IDy,, PWy,, BIOy,.  Then, computes [P, = h(IDy||PWy,||RNy,)
Ky, = IP; ® Ay,, Dy, = h(IDy,||IP||Ky,), Hsum = GHsum © Ky, =
hsuan (€11, €1, ey Cn1)® K, @ Ky, hsumz(ciz, a2, ., Cpa) ® Ky, @ Ky, - - -
hstnrk(Ciky Coy oevey Cai) ® Ky, ® Ky, Wa, = h(I Dy, || 1 P) @ h(I Dy, || Hy,). Af-
terwards, U; Extract the minutia points ¢;; from the fingerprint BIOy, such that

/

¢;; = reij + t, where the parameter r and ¢ represents the accidental rotational

175



8.3 Proposed Protocol

Table 8.1: User Registration Phase

Step 1:for User (U;)

Step 2:for the gateway node GW N

U; inputs I Dy, , PWyy,, BIOy, and generates a 1024 bit
random number RNy, and computes
IP; = h(IDy, ||PWhy, [|RNw,), Hsum-

U; transmits <1Dui, IP;, Hsy M> to GW N

ViaSecureCommunicationChannel

° GW N computes Ky, = Ry, X P,

1. Kui = Rui X P
2. Hy, = ha(Ky,) + ha(Ky,) - .- hg(Ky,)
3. Aui ZIPi@Kui

4. GHsym = Hsum @ Ky,

= hsumi(eir,ca1,. .-, cn1)
®Ky,;, hsunma(ciz,c22,...,¢cn2) ®
Ky, shsumr(cik, Caks - - Cnk) © Ky,

5. Dy, = h(I Dy, ||IP;|| Ky, ),
6. Wy, = h(IDy,[[1P;) © h(I Dy, || Huy,),
7. Dy, = h(IDy,||IP;|| Kyy,),
8. Wi, = h(IDv,||[1P;) ® h(IDy,||Hy;),
. GW N selects the parameter r and ¢ which represents the

accidental rotational and translation shift of minutia
points under registration and authentication phase.

. Then GW N defines a minimum matching score T
(threshold) between two sets of hash values .

Transmits <h()1 A, Du,, W, GHsu w7 t, 7> toU;

ViaSecureCommunicationChannel

Step 3: for U;

U; stores h(.), P, Ay, , Dy, , Wu,, GHsum, 7, t, T into
SCy,

i
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and translation shift of minutia points under registration and authentication

phase.
’ _ / / / ’
Then, U;  computes  Hgypy, = {Psynn(Ciyy Eoys oy 1),
!/ / / / / / / /
Nounra(Clas Cags s Ca)s o - Wsvnan(Cls Cops -+-es Crge) - Where
) (1— )M . .
Psuagi(Chys Cojy ooy Crj) = 2iy (TC”J“I)_((TCZ_(;_%J“) ). Finds the matching score

S = Hsum N {Hgyy £ €} Where {Hgyy & €} = {Rgyp (g, oo ) £
€N (Clay Choy ooy o) £ € oo Ny Sy Cops -5 Chp) £ €} and € rep-
resents the minimum error. If (Dy, = Dy,) and (S > T), then U; Computes
h(IDy,||Hy,) = Wu, & h(IDy,||IF;) and finds the current time-stamp 7y;,.
Then, computes m; = h(IDy,||[IDgn,||h(IDy,||Hy,)||Ky,||Ty,). Subse-
quently, U; construct the message M; = <[ Dy, IDsn,, Ky, ma, Tui> . Finally,
U, transmits (M) to SN

Step A2: After receiving the message My, SN; confirms if (1" — Ty, < AT),), then, if
(b; = 1,VI € [1, B] such that h;(Ky,) = 7), then SN, computes h(I Dy, ||Hy,)" =
h(IDy, || S0 hi(Ky,)), m)y = h(IDy, IDgn, [|h(I Dy, || Hy, ) || K, || Thy, )-

If (m} = my), SN; finds its current time-stamp Ts, and computes the session
Key = h((Rsn, x Kuy,)||Ty,||Tsn,;) (Based on EC'DH key exchange).

Then SN; computes my = h(I Dy, || Dsn;, ||h(I Dy, || Hy,) || Ksn, || Tsn;)-
Subsequently SN; evaluates the message M, =
(IDy,, IDsw,, Ksx,,ma, Tsy, ). Finally, SN; transmits M, to Us.

Step A3: If (17 — Tsn, < AT), U; computes mj =
h(I Dy, ||IDgn, ||h(I Dy, || Hy,)| | Ksn, || Tsn,). If (mh = mg), then, U; es-
tablish the session Key = h((Ry, X Ksn;,)||Ty,||Tsn,) with SN; (Based on
ECDH key exchange). Otherwise, the protocol rejects U,;.

The sequence diagram of the message transmission for the user registration, au-

thentication and key establishment phase is shown in following Figure [8.1]

8.4 Performance and Security Analysis:

For the binary vector B of size V, the probability that a definite bit is not set to 1 by

B
any of the 5 number of hash functions is (1 — ‘1/> . After representing o numbers of
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Figure 8.1: Sequence Diagram 6 for Registration, Authentication and Key Establishment

U,

<[DU¢7]Pi7HSUM>

GWN

(h(), Ay, Du,, W, GHsua, 1,8, 7)

M, = (IDy,, IDsn,, Ky, m1, Ti,)

SN,

My = (IDy,, IDsy,, Ksx,,ma, Tsn, )

Key = h<<Ruz X KSNj)HTui

Tsn;)

= h<<RSNj X Kui)

|Tui

Tsn;)
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Table 8.2: U;’s authentication and Key Exchange Phase

Step 4: for User (1;)

Step 5: for the sensor node (SN ;)

1f(D

end
else

end

U; insets the smart card SCu into card reader and provides

IDy,, PWy,, BIO/, . Then, compules

[ *h(IDu HPWu [[RN,;)

2. Ky, =1P; ® Ay, Dy, = h(IDy, [T P;|[Ky,),

3. Hsum = GHsum & Ky, =
hsumi(eir, e21; -5 en1)® K, &
Ky, hsuma(eiz, c22, -0 cn2) & Ky EBKu
hsumk(Cik, €2k - Cnk) ® Ky, @ Kuly

4. Why, = h(IDy, [I1P;) @ h(IDy, |1 Hy,),

U, Extract the minutia points c;j from the fingerprint BIO& _ such that

c;j = rc;j + t, where the parameter r and ¢ represents the accidental

rotational and translation shift of minutia points under registration and au-
thentication phase.

’
Then, U; computcs HSUM = {hSUMl(Cll’Czl’ . A,cnll),
Ry a2 (€2 s Cpads -+ sy ari (Clps Cags s Cp )
7 ’ ’ ’
Where hSUMj<Clj’C2j7""’an) =
Zn (rejj+t)(A—(rei;+t)"™)
i=1 1—(re;j+t)
Find the mat::hing score S = Hgypar N {Hg‘UAl + €}. ,
Whete {Hgypy + ¢} = {hSUJVII(Cll’CQI’ coeaCpp) E
€ hSUMQ( 12 Char -5 Ch) €& - hSUJ\lk<Clk’

c2k, ol 1.1;) T €} and € represents the minimum error.

= Dy, ) and (S > T) then
U. Compules h(IDy, ||Hay,) Wi, @ h(IDy,||I1P;)
and finds the current llme stamp Tu Then computes m1
R(IDy, 11D s N |1h(I Dy, [ Hy, )HKu T;)-

Subsequently, Ui constmct the message M1 =
<1Dui 2 IDsN ;s Ky ma, Ty, >
U; transmits (M1 ) to SN;

ViaPublicCommunicationChannel

U, is inauthentic.Stolen smart card attack possible. Abort the protocol.

After receiving the message M1, SNj confirms

if T — Ty, < AT, then
ifb; = 1,V € [1, 8] such that hy (Kq;) = i then
SN; h(IDy, || Hy,)'

RIS b ().

computes

if(m/1 = m1 ) then
SN finds its current time-stamp TSNi s
SN, computes the session Key h((RSNj
U, )| \Tui | |Tij ) (Based on EC D H key exchange).
Then SN; computes

m2

Subsequently SN;  evaluates the

<IDui71DSNj » KN, ma2, TSNj>

message Mo

end
else

end
SN transmits M2 to U;

mi = h(IDy, |[1Ds N IM(I Dy, || Ha,)' || K, 11T, )
end
else
| Reject U ; and abort this phase.
end

X

h(IDy, |1 Dsn; [1h(I Dy, || H,) [ Ksn, [ Ts N )-

| U, is not authorized at SN ;. SN ; rejects U; and abort this phase.

ViaPublicCommunicationChannel

end

else
Replay, denial of service, bogus message flooding and resource exhaustion
attacks possible. SN rejects U; and aborts this phase.

end

Step 6: for U,

itT” — Tij < AT then
U; Computes m’2 = h(IDI[iHIDSNj Hh(IDuiHHui)HKSNj HTSNj)ifm'2 = mg then

end
else

end

‘ Establish the session Key = h((Ry,

end
else

| SN is not validated by U ; .Aborts the protocol.
end

Replay and energy exhausting attack possible. Abort this key exchange phase.

X KSNj )HTui HTSNj ) with SN; (Based on EC D H key exchange)
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Ba
users, the probability of the given bit is not set to zero is (1 — ‘1/) . Therefore, the

Ba
probability of the bitsetto 1is 1 — (1 — % . If all the /3 positions of the vector B
computed by each hash function of the set /I sets to 1, the user belongs to the set 5.

Therefore, the probability of a user not belonging to the set B is stated as follows:

fi= (1 - (1- ‘1/)50‘)@ = (1 — e‘ﬁ\7>ﬁ.

Hence, we have

This represents that the probability of false positive f, decreased as the size of

vector V increases and f, increases as the number of users « increases.

To minimize the value of f,, take the derivatives of Bln(l — e[i?> with respect
to 5 and find out:

Ba
d(ﬁln(l—eV)> o _Ba
= ln(l — G_BV) + 570‘46 Yﬁa

s

l—e V
To get the optimal value of (,make the derivatives equal to zero and find out

_ Vv
Boptimal - Eln2

Therefore, the minimum probability of false positive is :

v
(Fin2)a

(%an)ln (1—6 v

v
o

fr=e ) = (0.6185)

8.4.1 Security Analysis

The formal and informal validation, security analysis of our proposed AKE mechanism
based on basic cryptographic techniques and AVISPA tool indicates that the proposed
mechanism provides important security features and resists various well-known secu-

rity attacks.
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8.4.1.1 Informal security analysis

Proposition 1. The proposed protocol is resilient to stolen smart card attack.

Proof. If An adversary A extracts the value of Ay, = I[P & Ky, Dy =
h(IDy,||IP||Ky,), Wy, = h(IDy,||IP;) & h(IDy,||Hy,) from stolen SCy, using
simple or differential power analysis techniques [[14]], A can not ascertain the value

of secret parameters such as Ky, h(I Dy,

Hy,). Because the secret credentials Ay,
Dy, Wy, of the user U; is protected with user’s inherence (B10y,) and knowledge
(PWhy,). O

Proposition 2. The proposed protocol is resilient to the man-in-the middle attack.

Proof. Assume that A intercepts the message M7, M, during the user authentication
and key exchange phase.

Suppose A generates its own current time-stamp 7. But, A does not know
the value of h(IDy;||Hy,) and also the set of hash function H. Without knowing
h(IDy,||Hy,), it is computationally unfeasible for A to modify the message M, Mo.
Therefore, it is clear that our protocol resists the man-in-the-middle attack.

[]

Proposition 3. The proposed protocol is resilient to replay attack.

Proof. Assume A taps the message M, M, through the authentication and key ex-
change phase and replays this information again after some interval to the gateway
node GW N. But, this replayed information will be recognized as a replay one due to
validation of the time-stamp Ty, T'sn, by SN;,U; respectively.

[

Proposition 4. The proposed protocol is resilient to user impersonation attacks and

forgery attack.

Proof. To imitate a user a user U;, the adversary A should know the value Hy, for gen-
erating the message M; = <[Dui, IDgn,, Ky;, m1, Tui>- Although, the value of Hy,
can not be decided (based on the intercepted message M) by the adversary A without
the password PWy,, bio-metric information 51Oy, smart card SCy, and the set of
hash function H. The verification of h(IDy,||Hy,) = h(IDy,|| X} o hi(Ky,)), VI €
[1, 8] at the sensor node SN; achieves the integrity and authenticity which supports to

counter the user impersonation attacks and reproduction or forgery attack. ]
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8.4 Performance and Security Analysis:

Proposition 5. The proposed protocol is resilient to energy exhausting attack.

Proof. To withstand the exhausting energy attack or false message flooding (which can
drain the resources of WSNs & IoT), we reject the unacceptable users (the adversary
A) at the fundamental level (i.e. at SN, sensor node itself) of message communication.
For a sensor node SV}, the energy needed for computation is less related to message
transmission. Consequently, we verify the correctness of b; = 1,V € [1, 5] such that
hi(Ky,) = i such that h;(Ky,) = i at sensor node SN;.

The correct use of m, assures the user applies to the authorized group. Energy
expected in receiving and transmitting 1-bit data (at the data rate of 12.4 Kb/s) are
28.6 p Joule, 28.6 p Joule respectively [119] . Moreover, we consider S, D are the
size and density (total number of nodes in the circular area with a radius equal to the
communication range of the sensor node) of WSNs & IoT. If an wrong user A is not
dropped at primary level, A can incorporate total energy equal to E},,; by transmitting
a message M| = <1Du“ IDgy;, Kui,ml,Tui> of size L bytes.Where F},, can be
estimated as follows :

Eiotal = S(L x (59.2 4+ 28.6D)>u Joule.

However, in the proposed protocol we dismiss the adversary A at the elementary level
which conserves the total energy of (Ej. — Ep)p Joule. Where E), is the energy
needed in computing and checking the condition of b; and m;. Therefore, our protocol

resists the exhausting energy attacks. ]

8.4.1.2 Formal security analysis

The verifying result of security traits of our proposed protocol applying AVISPA (Au-
tomated Validation of Internet Security Protocols and Applications) [7] tool is demon-
strated in Fig. This result describes that our proposed protocol counters several
attacks (like impersonation attack, replay attack, man-in-the-middle attack etc.) util-
ising Dolev-Yao model [110] including a bounded number of sessions, On-the-Fly
Model-Checker(OFMC) backend and stipulated goals.
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8.4 Performance and Security Analysis:

Table 8.3: Security Verification Output by AVISPA tool

SUMMARY
SAFE
DETAILS
BOUNDED_NUMBER _OF_SESSIONS
PROTOCOL
/home/cmb-lab-22/Desktop/Secure Authentication.if
GOAL
as_specified
BACKEND
OFMC
COMMENTS
STATISTICS
parseTime: 0.00s
searchTime: 0.37s
visitedNodes: 108 nodes
depth: 9 piles

‘ Save file ‘ View CAS+

Choose Tool option and
press execute

Execute
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8.5 Comparison of Security Features and Computational Overhead

8.5 Comparison of Security Features and Computa-

tional Overhead

Based on the important security points of WSNs & 10T, Table describes that our

proposed protocol is pretty secure related to other existing AKE protocols. We execute

ECDH key exchange and SHA-1 secure hash function on MicaZ sensor node (proces-
sor 8-bit ATmegal28L Atmel, RAM 4 KB, ROM 128 KB, 512 KB EEPROM and 2
AA battery) with TinyOS [111]] component-based working framework and nesC [112]

event-driven programming language. The time (in milliseconds) and energy (in Joule)

estimated by these cryptographic operations is shown in Table [8.5] Table [8.6] depicts

the computational overhead comparison and confirms that our proposed protocol is

suited for the sensor node SN;.

Table 8.4: Comparisons of Security Features

Security Feature Althobaiti | A.K.Das | Choi Proposed
etal. [59] | [81] etal. [61] | Proposed
Resist stolen smart card attack | Yes No No Yes
secure password update No Yes Yes Yes
Secure bio-metric update No Yes Yes Yes
Non-repudiation Yes Yes Yes Yes
Formal security analysis No Yes No Yes
No privileged-insider attack Yes Yes Yes Yes

Table 8.5: Time and Energy consumed by MicaZ sensor node

Procedure Time (in millisecond) | Energy (in x Joule)
AES-128 Encryption T'SEnc/pec = 5.05 121.2

and Decryption

SHA-1 TSy ~ 3.63 87.12

Message authentication code TSarae ~ 4.82 115.68

Elliptic Curve Point Multiplication | 7'S); ~ 370 8880
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8.6 Summary

Table 8.6: Comparison of Protocols based on Computational Performance

protocol Computational Overhead | Time Energy
on SN; (in millisecond) | (in x Joule)

Althobaiti et al.’s | T'Spec + T'Snrae + 1Sy | 13.5 324

[59]

A.K.Das’s [81] TSpe. +2 TSy 12.31 295.44

Choi et.al’s [61]] | 27 Spec + TSy + 6T'Sy | 401.88 9645.12

Proposed (B+3)TSyg+TSy 3.63 0 87.12 5

Protocol + 380.89 +9141.36
Note: T'Sy, T'Spee, T'Snrae and T'S)y; represent the time required to execute secure

hashing, message encryption/decryption, message authentication code and point

multiplication operation on elliptic curve respectively on sensor node SV;.

8.6 Summary

In this chapter, we have illustrated the importance of authenticated key exchange mech-
anism for the real-world applicability of WSNs & IoT. Next, we have addressed secu-
rity issues associated with the sensor nodes of WSNs & IoT and some fundamen-
tal ideas of user authentication, session key establishment procedure, symmetric hash
function and bloom filter. Then, we have proposed a symmetric hash function and
a bloom filter based reliable and cost-effective authenticated key exchange method.
We have applied the symmetric hash function for defending user’s fingerprint minutia
from being compromised by the adversary and authenticating the user without a pre-
alignment among the test and the registered fingerprint templates. We have applied
the bloom filter to stop unauthorized querying information transmission at the begin-
ning level (i.e., at the sensor node itself) to avoid false data flooding from the sensor
nodes to the gateway node. We have done the security analysis and verification utilis-
ing a broadly trusted and robust tool AVISPA. Finally, we have shown the comparative
study of our proposed protocol with other existing protocols based on security traits
and computational costs which imply that the proposed protocol is reliable, secure and

efficient.
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Chapter 9

Conclusions and Future Work

“Problems worthy of attack / Prove their worth by hitting back.” Piet Hein

This chapter concludes the significant contributions of the thesis, and it also high-
lights some future research trends in the area of user authentication and key estab-
lishment for WSNs & IoT. In this thesis, we have discussed the importance, security
issues, challenges, motivation, objectives, literature survey, performance analysis and
proposed protocols of user authentication and key establishment for real-time applica-
tions of WSNs & IoT.

A user who wants to avail the services of a WSNs & IoT must get authenticated by
the WSNs & 1oT. The gateway nodes, present in the WSN & IoT, collect the real-time
information from sensor nodes and store it in their memory which the legitimate users
can query. However, since the GW N collect the data from sensor nodes in regular
intervals, the data present at the GW N may not be the real-time data and such data
can mainly be use for statistical purpose or analytics. Hence, it is also required for the
users to communicate with the sensor nodes directly to collect the real-time informa-
tion. To communicate with the sensor nodes directly, the user needs to authenticate
against the gateway nodes as well as the sensor nodes to ensure secure communica-
tion. Given the resource-constrained nature of sensor nodes, it is essential to design
efficient, reliable and light-weight user authentication and key establishment protocols
with no compromise on security.

Well-defined security analysis (described in Chapter 2,3 and 4) of existing user au-

thentication protocols of the literature proves that the protocols are exposed to several
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attacks like sensor node impersonation, user impersonation, stolen smart card, replay,
man-in-the-middle, sensor energy and resources exhausting, gateway node bypassing
and the attacks based on legitimate users. The performance analysis demonstrates that
the existing protocols are inadequate considering the computational overhead.
Therefore, considering the major security requirements, various security attacks,
topology, resource constraint, challenges and applications of WSNs & 10T, we have
proposed total six secure and efficient user authentication and key establishment pro-

tocols.

1. The first proposed protocol based on smart card and ECC is efficient for two-
factor user authentication. In this protocol, we have design secure time-stamp to
avoid replay and energy exhausting attack. Choi et al. ’s protocol (proposed in
2014) stores a confidential parameter which can help in finding the users pass-
word. Since we are not saving any confidential parameter into the sensor node
which can assist in finding the users password, therefore, our protocol is resilient
against node capture attacks. Choi et al. ’s protocol stores a unique confiden-
tial parameter in the different smart cards which can help in frequency analysis
attack to find the user’s password. Since we are not saving any unique confiden-
tial parameter into the different smart cards, therefore, our proposed protocol is
resilient against stolen smart card attack. Our proposed protocol withstood the
security pitfalls of Choi et al.’s protocol and improved the computational perfor-
mance also. Since we are using a unique long-term secret key for each sensor
node, therefore, sensor impersonation attack is not possible. Our proposed proto-
col yields mutual authentication and session key establishment which can help in

resisting man-in-the-middle and user impersonation attacks.

2. The second protocol based on fuzzy extractor and ECDH is suitable for efficient
multi-factor user authentication. In this protocol, the execution time for the sen-
sor node is very less compared to other existing protocol because we shifted the
overload of the performance of elliptic curve point multiplication from the sensor

node to the gateway node with improved security features.

3. The third protocol based on LU Decomposition is suitable for light-weight session

key establishment between the user and the sensor node. In this protocol, we have
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improved the security and computational performance for the key establishment

using LU Decomposition with lesser memory storage requirement.

4.  The fourth protocol based on Chinese Remainder Theorem is ideal for quickly

authenticating the user without the help of the gateway node.

5. The fifth protocol based on Bloom Filter is used for the WSNs & IoT of large
hop count (i.e., the large number of intermediate sensor nodes through which
data must pass between source sensor node and gateway node). The novelty of
this protocol is, it eliminates unauthorized querying message transmission at the
initial level (i.e., at the sensor node itself) to avoid bogus message flooding from

the sensor nodes to the gateway node (which exhausts the resources of WSNs).

6. The sixth protocol based on Symmetric Hash Functions is significant for authenti-
cating the users without pre-alignment between the test and the registered minutia

points of the fingerprint for multi-hop WSNs & IoT.

Our proposed protocols are secure against stolen smart card attack, user imper-
sonation attack, sensor node impersonation attack, sensor node capture attack, replay
attack, man-in-the-middle attack. The proposed authentication protocols provide var-
ious security features such as a robust session key establishment, mutual authentica-
tion, multi-factor authentication, efficient password and biometric data update, creden-
tials’ confidentiality, information freshness, message integrity. The proposed protocols
are effective concerning the computational overhead of the resource-constrained sen-
sor nodes, and they conserve communication bandwidth, energy. Consequently, the
protocols are suitable for management of resource-constrained ubiquitous computing
devices. Accordingly, the proposed protocols can be applied in several real-world ap-
plications consisting of resource constraint sensor devices of WSNs & IoT wherever
bio-metric based secure user authentication and efficient session key establishment is
needed. The proposed protocols can be applied for the implementation of bio-metric
based secure authentic banking and financial transactions using the smart card at auto-
mated teller machines (ATM) and mobile point-of-sale (POS) devices.

We have given security proof using the random oracle model and BAN logic to
assure the correctness of various security traits suggested in the proposed protocols.

Then, we have done the security analysis and verification applying popular and robust
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tools such as AVISPA and Scyther. Through the precise security analysis utilizing
mathematical functions and simulation tools, we have confirmed that the proposed
protocols fulfill the acceptable security specifications and resist the security attacks
observed in existing protocols of user authentication and key establishment for WSNs
& IoT. Finally, we have performed the comparative analysis of our protocols with other
existing protocols based upon security properties and computational cost which prove
that our proposed protocols are efficient, secure and significant for WSNs & IoT.

In future, we would like to recommend Artificial Neural Network, Hyper-Elliptic
Curve Cryptography, Optimized Bloom Filter, Blockchain based authenticated key ex-
change protocols which would be ideal for WSNs, IoT and IoT based Cloud Services.
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