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Abstract

It is very common these days for any user of the internet to type a hostname like
uohyd.ac.in into a web browser like google to retrieve relevant information about
the domain from the world wide web. The translation of human readable host-
names such as uohyd.ac.in into Internet protocol addresses like 183.82.173.128
is done with the help of Domain Name System (DNS). The Domain Name System
has a hierarchical distributed database structure and does not include any security
as it was designed to be a public database. Almost in every interaction we have
with the internet like Email, Web services etc. we make use of DNS and therefore
there is a strong demand for securing the communication within the DNS system.
DNSSEC is a security protocol designed to authenticate and protect the integrity
of DNS through the use of public key-based digital signatures. Even though the
security protocols are designed and implemented with utmost care, it is proved
that many of the security protocols which have been in use for many years have
logical flaws hidden inside. In this thesis the first issue we address is with regard
to providing a formal framework based on SVO logic for representing and reason-
ing about DNSSEC so as to validate it against any logical flaws. Formal Analysis
of DNSSEC was carried out by verifying origin authentication and data integrity
with the help of message passing examples. By making use of the inference rules
as well as the axioms of SVO logic we were able to successfully derive the proof
for data origin authentication and data integrity of the DNSSEC protocol. The
second issue is related to the validation of DNSSEC protocol wherein we had to
translate the specification in SVO logic into a machine understandable format
and this was made possible through the AVISPA tool and HLPSL converter. The
simulation results ensured that the DNSSEC protocol is safe. The third issue is
related to the performance enhancement in DNSSEC where the challenge was not
only in designing a provable protocol but also to get one that works with time
limits. We had to adopt an agent-oriented approach to solve this issue and pro-
posed a temporal planning model through which an improvement in the DNSSEC

performance in terms of construction of chain of trust was achieved.
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Chapter 1

Introduction

In this age of Internet, it is well known that, every system that is connected
via a computer network is assigned with a unique address called the Internet
Protocol(IP) Address, to identify and access different systems. These addresses
are numerical labels assigned to each device connected to a computer network and
makes use of the Internet Protocol (IP) for communication. Humans make use
of these networked systems and find it easy to locate different websites by typing
in different domain names rather than the numerical labels. The domain name
system (DNS) [67, 66, 68] maps the domain names that people have used to locate
a website to the IP address of the computer that is used to locate a website. For
example, if someone types uohyd.ac.in into a web browser like google, a server
behind the scenes will map that name to the IP address 206.19.49.149.

The DNS has a distributed database structure and does not include any secu-
rity as it was designed to be a public database. This has lead to security vulnerabil-
ities wherein the DNS process of looking a site up on the internet for the user could
be hijacked and the user could be send to the hijacker’s own deceptive web site for
account and password collection. In other words an attacker can fool a cache into
accepting false DNS data. It is also the case that various man-in-the-middle kind
of attacks are possible. To overcome these vulnerabilities a technology called DNS
Security Extensions (DNSSEC) was introduced that add security to the Domain
Name System (DNS) protocol by enabling DNS responses to be validated. With



DNSSEC, the DNS protocol is much less susceptible to certain types of attacks,
particularly DNS spoofing attacks. The main design motive behind DNSSEC is
not to end the various kinds of attacks but to make the attacks detectable by the
end-user. This in a way saves users from doing online transactions on the wrong
server even if a secured connection is used and the address in the browser looks
correct. DNSSEC provides security to DNS system by adding four new resource
records (RRs) and constructing a chain of trust. DNSSEC protocol provides two
types of security services, namely, data integrity and data authentication. Data
integrity ensures that the received data is the same as that of the sent one. Data
authentication, on the other hand, ensures the genuineness of a sender server.

The challenge is not only in designing a provable protocol but also to get one
that works in a desired time limit. In order to construct a chain of trust among
servers lying between network edge server and a domain server, a client of an
edge server sends a request to its immediate parent server and in return the latter
sends a similar request to its parent until the request reaches the domain root-
server where the communicating client-server genuineness can be established. This
process establishes a chain of trust among the servers lying between the communi-
cating clients. Unless this chain of trust is established the issues of authentication
and data integrity cannot be resolved. Data received through an unauthenticated
communication is discarded. The process of establishing a chain of trust is fully
dependent on the DNSSEC protocol.

Like any other protocol, the efficiency of DNSSEC is due to its specification and
concreteness. A protocol is a concrete one when its functionalities are provable.
In the literature it is often referred to as proving the correctness of a protocol.
To achieve the correctness of a protocol, formal analysis of the protocol needs
to be carried out. This is the first issue this thesis addresses. In this thesis we
provide a formal analysis of DNSSEC in the background of Modal Logic which
to the best of our knowledge have not been attempted before. Before making a
software protocol operational, it is extremely important to verify its specification.

In the case of a protocol with a formal specification, its functionalities need to be



proved to ensure a desired goal (protocol functionality) is reachable from the given
ground truth (logic based specification) of the protocol. In this case, DNSSEC’s
authenticity as well as data integrity are to be proved from its formal specifica-
tion. Logic based verification mechanism verifies the given security protocols at
a high level of abstraction, though in general attacks on security protocols are
nonintuitive and subtle in nature. In order to validate the security functionalities
of a given security protocol at low-level of abstraction, we need to take the help
of automatic validation tools. Keeping this need in view, the second issue ad-
dressed in this thesis is about the automatic validation of DNSSEC protocol. In
this thesis we make use of the AVISPA tool for validating the DNSSEC protocol.
The third issue to be addressed of a protocol is its timeliness. Particularly in the
case of an authentication protocol like DNSSEC, timeliness is the demanding one
because it is not desirable for a user needing Internet services to wait too long
for authentication. To this end we adopt an agent-oriented approach to solve this
issue and propose a temporal planning model through which an improvement in
the DNSSEC performance in terms of construction of chain of trust is achieved.
In a nutshell, the three issues addressed in this thesis with regard to DNSSEC

protocol are:
1. Formal analysis of DNSSEC protocol using SVO logic framework.
2. Automatic validation of DNSSEC protocol using the AVISPA tool.
3. Performance enhancement of DNSSEC using temporal BDI agent model.

On identification of the above three issues, in the next section we present the

research challenges this thesis has taken up.

1.1 Research Challenges

Designing authentication protocols like DNSSEC is always a challenging task be-
cause these protocols are often error prone. The best example of such a flawed

protocol is the Needham-Schroeder public key protocol [69] . In this simple public

3



key protocol a flaw was found after seventeen years of its publication by Lowe
using model checker FDR (Failures Divergences Refinement) [53]. Another logical
flaw was discovered in the renegotiation feature of the widely used TLS (Trans-
port Layer Security) protocol, thirteen years after the first version of the protocol
was published. Several type-confusion attacks against the Group Domain of In-
terpretation Protocol [57] were identified by using NRL protocol analyzer. In a
similar manner, there are number of instances in the literature where logical flaws
in security protocols were discovered only after the protocol was in use for many
years.

In the previous section we have identified three research issues related to
DNSSEC protocol. The first issue was related to the formal analysis of the
DNSSEC protocol. Formal analysis for security protocols is mainly done to unveil
the logical flaws and/or to prove correctness of a given protocol. The challenges
involved in formal analysis of a security protocol includes that of comprehending
a security protocol thoroughly in terms of initial conditions, assumptions, con-
straints, messages exchanged etc. since these factors play a vital role in deriving
the goals of a protocol and proving the correctness of a protocol. Misunderstand-
ing some concept /part of a protocol will definitely lead to wrong conclusions which
in turn could result in either proving a correct protocol wrong or a wrong proto-
col correct. There are many instances in the literature where incorrect protocols
are proved formally correct and vice versa. This happens mainly due to wrong
interpretation or lack of thorough understanding of a protocol.

The second issue we mentioned was related to the development of an automated
tool for validation of the DNSSEC protocol. Basically, the security protocols are
very complex in nature. Most of the time manual validation of such protocols
clearly outpaces human capacity. This is because the vulnerabilities are not di-
rectly related to cryptographic techniques implemented by the security protocols.
Some of the vulnerabilities are related to bad interactions among multiple par-
allel sessions of the same protocol and are very subtle in nature. For instance,

an intruder can make use of a protocol agent as an oracle to obtain some crucial



information which the intruder could not generate on its own. The intruder will
make use of the information thus obtained to forge new messages and gets it in-
jected into other parallel sessions. To identify these type of attacks we need the
assistance of automation tools through which we can test the protocol with more
number of parallel sessions and other constraints. Research challenge in this case is
writing the protocol specification in a language supported by the tool without any
errors which in turn also needs a thorough understanding of the protocol. Another
challenge is selecting the most appropriate tool that matches our requirements and
should be the best among the existing ones, which can handle the protocol under
consideration.

The third issue we mentioned in the previous section is with regard to im-
proving the performance of the DNSSEC protocol. DNSSEC protocol protects
the DNS system by verifying the authentication and integrity of DNS responses.
DNSSEC protocol is able to achieve this authentication and integrity by imposing
some overhead on the present DNS system. What these overheads mean from the
clients perspective is that of acquiring additional information to authenticate the
received data. In order to get additional information, the client has to send more
number of queries and receive response from servers as well as perform additional
operations like storing, comparing etc. The overhead from servers perspective is in
the maintenance of additional information regarding all of its immediate descen-
dant servers which are responsible for sub-domains (zones). The overhead from
networks point of view is in the handling of additional traffic due to extra requests/
responses that are sent/ received by clients and servers. Research challenge in this
third issue has to do with the minimisation of the overhead wherever it is possible
so that the overall performance of the system can be improved. Research challenge
in specific is in the reduction of the number of chain of trust constructions as far
as possible or else reducing the time to construct the chain of trust in all possible
ways. Another challenge is to ensure that the authentication process takes place

in a timed manner.



1.2 Proposed Solutions

The first problem that we addressed in this thesis is that of formally analysing
the DNSSEC protocol. Formal analysis can be interpreted as the usage of "math-
ematical techniques” to ensure that the design or implementation of the security
protocol confirms to the specified security goals. Mathematical techniques or for-
mal methods that are used to verify security protocols are broadly classified into
three categories: The first one is based on Model checking methods whereas the
second one is based on the method of Theorem provers, and the third one is based
on methods that make use of Logical inference [24]. Methods based on model
checking explore all states and transitions in the model by using smart and do-
main specific techniques. Methods based on theorem provers search at a higher
level of abstraction for chains of logic that constitute compelling proof that a
particular property always holds. Methods based on logical inference uses for-
mal version of mathematical reasoning to reason about the model in hand and is
usually driven by the users understanding of the intricacies involved in the model.

In this thesis we adopted the technique based on logical inference to specify
and verify the DNSSEC protocol. In this logical inference technique we can make
use of different logics like BAN logics to derive the goals of the given security
protocol. BAN logic [24] is an ancestor of other logics like AT [3], GNY [45] and
SVO [79]. In this thesis we propose to use the SVO logic [79] for formal reasoning
and verification of the DNSSEC protocol. SVO logic was designed to capture the
features and extensions of four variants of logics, namely BAN, GNY, AT, VO, in a
single unified framework. SVO logic was designed in such a way that, it is simple
to use and more expressive than any of the logics from which it is derived; more
details are discussed in section 2.7. Logics like SVO are particularly suitable for
protocol verification because they are comparatively simple and effective.

In order to reason about an authentication protocol like DNSSEC using SVO
logic we need to follow five step process. In the first step, we write initial conditions
of the protocol, which includes the beliefs held by the principals and the possession

of keys or any other prior assumptions the principals might be holding. In the



second step we write the messages that are exchanged between principals which
include the received messages, that is, the messages are that not lost in transit. In
the third step we assert that the messages that are received by the principals are
comprehended (eg. decryption of received message by using a key that is known
already). In the fourth step we write the inferred messages by principals with the
received messages and the knowledge that principals initially have. In the fifth
step we use axioms and premises to derive the goals of the protocol. If we succeed
in deriving the specified goals of the protocol then we can say that the protocol is
working correctly according to the specification, else we can have suspicion about
the protocol’s correctness.

One has to be very careful while writing the initial conditions i.e., formalization
of the protocol messages. Mistakes committed while formalizing the protocol
messages and initial conditions render the verification process worthless. Detailed
solution of formal analysis of DNSSEC protocol is discussed in chapter 3. As the
complexity of a security protocol grows, it becomes a very difficult and tedious task
to verify the correctness manually. To cope up with the complexity and ensuring
of security functions of a given protocol, automatic validation tools [19, 32] are
necessary. Automated validation tools for security protocols also play vital role in
analyzing the working procedure of a protocol, specifically in parallel sessions and
finding subtle errors.

In this thesis we propose to use the AVSPA tool to verify the DNSSEC security
protocol. Automated Validation of Internet Security Protocols and Applications
(AVISPA) [9, 80] is an automatic validation tool used to verify the correctness
of security properties of Internet security protocols. AVISPA uses a High Level
Protocol Specification Language (HLPSL) [28, 11] in which the protocol to be
verified is specified. HLPSL is a very expressive and intuitive language used to
formalise any authentication protocols so that the AVISPA tool can be used for
verifying the correctness. More details are discussed in section 4.3. HLPSL is
basically a role based language, which means that each participant in a security

protocol is represented as one role in HLPSL specification. In general, HLPSL



specification of a protocol consists of one or more basic role definitions, followed
by the definition of composite role. In a composite role, one or more basic roles are
combined together so that they can be executed together, usually, in parallel. Af-
ter composite role, an environment role is defined by instantiating the composition
role to create one or more sessions. Finally, we specify the security parameters as
goals that we want to verify by the back end tools. AVISPA currently supports
four backend tools to validate the protocol. They are On-the-fly Model-Checker
(OFMC) [16], SAT-based Model-Checker (SATMC) [8], Constraint-Logic-based
Attack Searcher (CL-AtSe) [83] and Tree Automata based on Automatic Approx-
imations for the Analysis of Security Protocols(TA4SP) [20]. Further details are
discussed in Section 4.1.

The AVISPA tool accepts input specification in HLPSL and translates HLPSL
specifications into Intermediate Format (IF). IF is an intermediate and indepen-
dent form of a given specification, which can be later used by back-end tools for
analysis. The IF format of a protocol is executed over finite number of times or
entirely if no loop exist. Finally, the execution may end-up with either by an
identification of an attack on a given protocol or the protocol is proved as safe
over a given number of sessions.We have represented the DNSSEC protocol in
HLPSL and ensured the correctness of both the security parameters, i.e., data
integrity and data origin authentication. The specification and validation details
of DNSSEC protocol are explained in the later Chapters.

We are aware that the authentication, specifically in networking, is temporal.
It means that the session keys, One time passwords (OTPs) etc. which are used
for authentication are valid only for a limited period of time. In order to utilise
the authentication information more effectively and improve the performance of
DNSSEC protocol, in this thesis we have proposed DNSSEC with temporal BDI.
In a BDI system [35, 72], Beliefs are basically facts about the environment in which
a system exists, Desires are the goals the system want to achieve and Intentions
are the goals which are currently under consideration. Preparation of a plan to

achieve the goal is the important task in BDI system. Method of plan generation



depends on the problem to be solved. In general a plan is a sequence of actions to
be executed for achieving the goal. In order to find plans for the problems that deal
with time, temporal planning technique is used. In real time problems, planning
with time is very important as it means that performing a poor action within a
specified time is preferable to performing a planned action which is too late. The
planner has to generate a plan that is optimal and satisfies user constraints.

Our aim in this thesis is to extend the basic BDI architecture [21] and the
classical planning life cycle to incorporate temporal planning. After proposing and
analysing temporal planing in BDI system, we have utilised this technique for
DNSSEC protocol to improve the performance. DNSSEC protocol uses temporal
planning method to establish chain of trust. It is obvious and apparent that
many requests and responses are generated and transmitted over a network during
construction of chain of trust. In order to avoid unnecessary construction of chain
of trusts, authentication data obtained during construction of chain of trust are
saved as beliefs in BDI system for a valid time period. Authentication data saved
in BDI system can be used by the client of DNSSEC protocol to answer the
relevant queries without reconstruction of the chain of trust and thereby improve
the performance of DNSSEC protocol as well as reducing Internet traffic. This
will also reduce the response time of the DNS query. The details regarding the
usage of BDI-based temporal planning to improve the performance of the DNSSEC

protocol are discussed in Chapter 5.

1.3 Thesis Contributions

As mentioned in the previous section, In this thesis we provide reasoning about
the security mechanisms involved in the DNSSEC protocol. DNSSEC protocol
uses chain of trust technique to ensure data integrity and origin authentication
of received data. In order to ensure that the process of chain of trust is formally
correct, SVO logic based specification and verification method is proposed. The

results related to this work has been published in the form of a conference pa-



per titled Reasoning about DNSSEC in the Fifth Multidisciplinary International
Conference on Artificial Intelligence (MIWAI), 2011.

In order to validate the DNSSEC protocol at a low level of abstraction in-terms
of parallel sessions and other constraints we demonstrate how the AVISPA (Au-
tomatic Verification of Internet Security Protocols and Applications) tool can be
used. AVISPA tool is an automatic verification tool for internet security protocols.
In the process of validation, first we have represented the DNSSEC protocol using
HLPSL (High Level Protocol Specification Language) language. AVISPA trans-
lates the HLPSL specification into IF (Intermediate Form) format. The IF form
is then analyzed by using various model checkers like SATMC, OFMC, CL-Atse,
TAA4SL to ensure security parameters. The results related to this work has been
accepted at the International Conference on Computing Analytics and Networking
(ICCAN) - 2017 with the title Automated Validation of DNSSEC .

The standard BDI architecture is extended to incorporate temporal planning.
Generating a plan for a given problem is one of the important procedures in BDI
system. Certain problems need only the plan, whereas other problems need a plan
which can complete the task in a given time. When time plays an important role
we need to go for techniques that can account for temporal planning in order to
generate a plan. We propose a temporal planning framework for the standard BDI
architecture. The results of this work is published as Incorporating Temporal
Planning Within a BDI Architecture at the 5th Indian International Confer-
ence on Artificial Intelligence (IICAI 2011).

The proposed temporal planning BDI model is extended to apply in the case
of the DNSSEC protocol so as to improve the performance of the authentication
mechanism in DNSSEC. Temporal planning technique is further used to establish
the chain of trust in DNSSEC. BDI-based architecture is used to save authenti-
cation information for a valid amount of time so that when a request comes the
information related to the request is first checked with the saved authentication
information. The results related to this work has been accepted at the 14th Interna-

tional Conference on Distributed Computing and Internet Technology (ICDCIT-
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2018 with the tile BDI-based Performance Enhancement in DNSSEC).

1.4 Thesis Organization

Apart from the first chapter which has an introductory tone this thesis has five
more chapters. Chapter 2 outlines the foundational concepts as well as related
work on which this thesis is built. We start chapter 2 with an introduction to the
DNS Infrastructure wherein we talk about concepts related to domain name space,
resource records, name servers and resolvers. We also give a brief description of
the DNS workflow and various kinds of attacks that can happen on DNS and
thereafter we give a brief introduction to the DNSSEC protocol. The importance
of formal methods is discussed in detail and the use of several variants of modal
logics used for specification and verification of security protocols is also explained.
Chapter 2 ends with the exploration of various validation tools available in the
literature that can be used for validating security protocols. In chapter 3 we
proposed a formal framework based on Modal logic called SVO logic that can be
used to specify and verify the DNSSEC protocol. We proposed an extension of
DNSSEC wherein two new axioms were added to the original SVO logic and by
making use of the inference rules as well as axioms of SVO logic we were able
to successfully derive proof for data origin authentication and data integrity of
DNSSEC protocol. To the best of our knowledge we were the first ones to propose
a logic based framework for analysing the DNSSEC protocol.

Contributions related to the development of validation tools for analysing the
logical specifications of DNSSEC as developed in chapter 3 was carried out in
chapter 4. We demonstrated how the DNSSEC protocol specification in Alice -
Bob (A - B) notation can be verified using the AVISPA tool. Chapter 5 is a lengthy
chapter in which we have two parts and in which we make two important contribu-
tions. The first part tries to address the analysis and verification of DNSSEC from
a Multi-Agent perspective. In this part we extend a particular agent architecture

called the BDI so as to incorporate temporal planning with explicit time-limits.
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To this end we develop a temporal BDI architecture and demonstrate with the
help of examples how temporal plan can be generated within a BDI architecture.
In the second part we use this temporal BDI model for performance enhancement

of the DNSSEC protocol. We conclude the thesis with chapter 6.
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Chapter 2

Preliminaries, Foundational

Concepts and Related Work

In this chapter we initially start with a discussion about the modern Domain
Name System (DNS) wherein we talk about its current architecture as well as the
reasons for having such a framework. Thereafter we outline the need for having
a formal approach for analysing DNS and carry out a survey of the different
logical frameworks proposed in the literature for reasoning about authentication
protocols. We also outline in detail the validation tools available that could be
used for the formal verification of authentication protocols.

The main system used to translate human readable hostnames such as wuo-
hyd.ac.in to Internet protocol addresses like 183.82.173.128 is known as the Do-
main Name System (DNS). The DNS has a distributed hierarchical database struc-
ture and is the key behind every transaction on the internet as it is the primary
system responsible for host-name translations. Modern Internet has its roots in
ARPA Internet which was the first packet switched network in the world and was
able to connect quite a few research centers in the United States during the seven-
ties and eighties. As expected, managing a large network of many hosts becomes
a challenge over a period of time as it becomes extremely difficult to identify the
resource to which a user would like to connect to. Initially IP addresses helped

in identifying the resources and later on host-names were created wherein a map-
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ping was done between host-name and IP addresses which in turn was stored in
a hosts file. The Network Information Center became a centralised repository
for maintaining the complete hosts file list for the entire ARPA internet and
as expected the centralised model became unmanageable. Though a distributed
DNS having a tree hierarchy was proposed in 1983 to replace the centralised model
the original DNS received a redesign in 1987 to become the base DNS being used
today. The redesigned DNS was able to scale to the rapid growth of the Internet
though it maintained the same concepts as the old one. Several variants of the
Domain name System were proposed later on but overall it is still the same base

system that performs the hostname to IP address translation.

2.1 DNS Infrastructure

In this section we explain the DNS architecture which includes the resource records,

name servers and resolvers as well as the workflow of DNS.

2.1.1 The Domain name space and resource records

The domain name space [67] [66] basically describes how the resources (which
includes all the devices that are connected to the Internet) are connected logically.
In the domain name space, resources are connected in a hierarchical and logical
tree structure. The domain name space was designed in such a way that it should
be easy for scalability and for name-address resolution. Name of a domain is the
list of labels on the path from a node to the root node of the tree. Resource
information associated with a specific name is composed of separate Resource

Records (RRs). Format of RR is as shown in Figure 2.1.

Name TTL Class Type Data length Data

Figure 2.1: DNS Resource Record format
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Name: indicates the name of a domain to which the record belongs to.
TTL: time to live indicates how long this record can be kept by the resolver in the
cache memory for reuse.
Class: indicates which group the record belongs to.
Type: indicates the type of data the record holds. Different record types are as
shown in the Table 2.1.
Data length: length of the data that is held in the record.

Data: the actual data carried by the record.

Type Description

A Internet Address

CNAME | Canonical Name (nickname pointer)
HINFO | Host Information

MX Mail Exchanger

NS Name Server

PTR Pointer

SOA Start Of Authority

Table 2.1: Types of Resource Records

2.1.2 Name servers

The name servers are programs designed to hold the information about domain
tree’s structure. The server receives a query from the client and sends the response
back. The typical format of the DNS query and the responses are as follows. The
header of the query and response packets are similar, except that the RESPONSE
bit is set in response packet, which indicates that it is a response. The Authorita-
tive Answer (AA) bit is set if it comes from the actual server to which the domain
belongs to. If the response comes from a different server which had cached the
data, then AA bit will not be set. The question sections of both the query and
the response are the same. The answer section of response indicates the required
data for the given query. Authority section is used to send the reference of an
authority server for a given query. Additional section is used to send extra and

relevant information for a given query.
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Header
OPCODE=SQUERY
Question QNAME=DCIS.UOHYD.ERNET.IN., QCLASS=IN,

QTYPE=A

Answer
<empty>
Authority <empty>
Additional <empty>

Figure 2.2: DNS Query format
Header

OPCODE=SQUERY, RESPONSE, AA

Question | QNAME=DCIS.UOHYD.ERNET.IN., QCLASS=IN,
QTYPE=A

Answer DCIS.UOHYD.ERNET.IN. 86400 IN A 10.5.0.63

Authority <empty>

Additional <empty>

Figure 2.3: DNS Response format

2.1.3 Resolvers

The resolvers are programs that contacts to name servers to retrieve information on

behalf of the client requests. The resolvers are implemented using a set of library
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routines (e.g. libc) gethostbyname(char *name); gethostbyaddr(char *addr, int

len, type); For example nslookup is an interactive resolver.

2.1.4 Work flow of DNS

A system that uses a distributed database deals with queries in either of the two
ways: recursive or iterative manner. In recursive approach, first server pursues the
query for the client with other servers until the query get resolved whereas in the
iterative approach the server refers the client to another server and lets the client
to pursue the query. Iterative servers can only answer information they know or
have cached. Recursive name servers know how to ask others for information.
Generally, local name servers are configured as recursive servers and top level

name servers are configured as iterative servers [67, 66].

2 .| (in) Domain
Name server
3
4
1 »| Local DNS 4 » Root Name
Browser Resolver |, Server  {+— server
8
A
U {com) Domain
> Name server
6

Figure 2.4: DNS query resolution in Recursive manner

Here we will illustrate the query resolving procedure with an example. We
assume that the client at uohyd under ernet domain is sending a query to find an
IP address of a system D under com domain. Please refer to Figure 3.1 for the

visualisation.

1. Resolver at wohyd sends a query to local DNS server (at ernet domain):

what is the IP address of www.D.com?
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. Local DNS server looks in its cache for IP address of www.D.com. If it is
found, then it returns the same to the resolver. If it is not found in cache
memory, then it forwards the query that has come from resolver to its parent

domain name server (in our case it is in domain).

. The name server at (.in) domain checks its database. If the answer to the
query is found, then it returns the answer, else, it returns the referral (in

our case it is root domain) to the local name server.
. Local DNS server sends a query to the root domain name server.

. The name server at root checks its database and returns the referral (in our

case, it is com domain) to the local name server.
. Local DNS server sends a query to com domain name server.

. The name server at com domain checks its database and returns the IP
address of D.com if it is found, else, it returns 'no such name is found under

com domain’ to local name server.

. Local DNS server forwards the response back to the resolver.

3 »| (in) Domain
Name server
4
5
v | L
1, Local DNS Root Name
Browser | | Resolver Server server
F ) 2 I
6
g (com) Domain
.| Name server
7 L

Figure 2.5: DNS query resolution in Iterative manner
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. Resolver sends a query to local DNS server (at ernet: what is the IP address

of www.D.com?)

. Local DNS server looks in its cache for IP address of www.D.com, if it is
found, then it returns the same to the resolver. If it is not found in cache
memory, then it returns the referral (in our case it is in domain) to the

resolver.
. The resolver sends a query to the in domain name server.

. The name server at (.in) domain checks its database. If answer to the query
is found, then it returns the answer, else, it returns the referral (in our case

it is root domain) to the resolver.
. The resolver sends a query to the root domain name server.

. The name server at root checks its database and returns the referral (in our

case it is com domain) to the resolver.
. The resolver sends a query to the com domain name server.

. The name server at com domain checks its database and returns the IP
address of D.com if it is found, else, ’it returns no such name is found under

com domain’ to the resolver.

After understanding the working procedure of DNS system, we now explore dif-

ferent types of attacks on the DNS system.

2.2 Attacks on DNS

At the time when DNS was invented, the need for the security of the system was

not thought of. But as Internet evolved and many critical services were deployed,

the security of the DNS system has become more important. Given below are

some of the most prominent attacks that has taken place on the DNS system [7].

19



2.2.1 Attacks on DNS Protocols

1. DNS cache poisoning: maliciously modifying the data stored at DNS servers,
aiming at either redirecting the traffic to a malicious website with the in-
tention to lure the sensitive data such as pin numbers, passwords, etc or to

initiate Denial Of Service (DOS) attack.

2. DNS spoofing attacks: creation of IP packets with a forged source IP address

aiming at creating DOS attack, unauthorised access, etc.

3. Man In The Middle (MITM) attack: where a malicious intruder imperson-
ates one or both parties to gain the access to the information that the two

parties were exchanging.

4. Phishing attacks: aiming to redirect a website’s traffic to another bogus
website. Normally the hackers make use of Distributed Denial of Service

(DDoS) as a prime tool to suspend Internet services for the legitimate users.

2.2.2 Attacks on DNS in Real time Scenario

Some of the major attacks on the DNS system in real time scenario are given
below. The first three attacks happened on root DNS servers and the other attacks

happened on normal DNS servers.

1. November 30, 2015 and December 1, 2015, many root name servers received
approximately upto 5 million query requests per second, for a single anony-

mous domain name.

2. February 6, 2007, an attack due to which minimum two of the root servers
got affected severely while the other two experienced heavy traffic for 24

hours.

3. October 21, 2002, an attack on all 13 DNS root servers by sending huge
number of ICMP (Internet Control Message Protocol) packets using boot net
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had occurred. The consequence of this attack was that for approximately

one hour there was no Internet connectivity.

4. October 21, 2016, the Dyn cyber attack which is a kind of multiple Denial-
Of-Service attack due to which huge number of legitimate users from Europe

and North America could not access the Internet platforms and services.

5. September 20, 2016, when the record for the largest DDoS attack was broken.
This attack was on Akamai, topping the charts at 665 Gbps. This DDoS

attack is the largest attack that has ever been witnessed till date.

2.3 DNSSEC

DNSSEC was designed in the mid 1990’s mainly because of the dangers of DNS
cache poisoning [18] and was meant to authenticate and protect the integrity of
DNS through the use of public key-based digital signatures. The current version
of DNSSec came out in 2005 after the initial trial versions [40, 41] and it has
been shown that it is able to defeat cache poisoning attacks as the authenticity
and integrity of the responses can be cryptographically verified. Unless and until
the underlying cryptography is broken the responses cannot be forged and the
resolvers cache would remain uncorrupted as the resolvers will only forward or
cache authentic responses.

As mentioned earlier DNS has a hierarchical structure and DNSSEC [74, 30,
46, 51, 43, 17] leverages this dot separated hierarchy so as to delegate trust from
a parent to the child entity. To consider an example, the public key (DNSKEY)
for google.com is signed by .com and the DNSKEY for .com is signed by the root
servers. The public key of the root server is to be distributed to each resolver with
the help of a DNS resolver software. Hierarchical trust delegation within a zone is
also allowed in DNSSEC in which a zone can have many signing keys (DNSKEY
records) like Zone Signing Keys (ZSK) as well as Key Signing Keys (KSK). A strict
hierarchical trust model is followed by DNSSEC with multiple rooted trees as can
be evidenced from the fact that a parent entity holding a DS Record (explained in
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the next chapter) can sign in many KSKs and this can lead to signing in of many
ZSKs which in turn can lead to the signing in of many records. It is a strict policy
in DNSSEC that across distinct domains trust cannot be delegated. It is possible
that the same name may be owned by an entity under different top level domain
wherein one name points to the other with a cross domain name as in google.com
and google.ca. In order to provide secure communications DNSSEC provides two
characteristic features like integrity and authentication. The use of cryptographic
signatures for each resource record provides integrity whereas construction of chain
of trust from a third party parent we believe in and the belief that the process with
which the third party verifies that the DNS updates are from the correct entity
provides authentication. We explain in detail about the functioning of DNSSEC
in the next chapter. In the next Section we describe integrity and authentication

based on their types as well as the different methods available to verify them.

2.4 Integrity

Integrity of data can be defined as an assurance that the received data is the same
as that is sent (i.e., contains no modification, insertion, deletion, or replay) and
in a way assures the trustworthiness of the data. Trustworthiness of data can
be also adjudged by data origin authentication which means that whatever the
sender is sending should be received by the receiver without any changes and the
receiver must verify the genuiness of the originator of the data received. Thus

data integrity has several dimensions as discussed below.

2.4.1 Types of Data Integrity

Data integrity can be classified into two types they are — Physical data integrity,
Logical data integrity.

1. Physical Data integrity: Physical data integrity deals with storing, re-
trieving and protecting data from internal and external events. The internal

events may include electro mechanical faults, design flaws, material fatigue,
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corrosion etc. The external events may include power failures, natural disas-
ters, wars and terrorism, and also other kind of special environmental haz-
ards like ionizing radiation, extreme temperatures, pressures etc. Physical
data integrity often make use of techniques like checksum, parity encoding,
error detection, Random Array of Inexpensive Disk (RAID) etc. to check
physical data integrity.

2. Logical Data integrity: Logical data integrity is related to the correct-
ness or rationality of data in a given context. It also includes concepts like
referential integrity and entity integrity in a relational database. Logical
data integrity problems may include software bugs, design flaws and human
errors. Common methods employed to ensure logical integrity include —

checking the constraints, foreign key constraints, program assertions etc.

2.4.2 Causes of Integrity Violations

Violations of integrity may occur due to hardware or software malicious activities,

malfunctions or inadvertent user errors.

e Hardware and Software Errors
Data sent across the network or stored on storage device, may get modified/
corrupted because of hardware or software malfunctioning. Proper protocols
like IPsec, Transport Layer Security(TLS), DNSSEC etc., must be designed

to protect data from unauthorized modifications.

e Malicious Intrusions
Trustworthy data management in a computer system is a very vital chal-
lenge that hardware and software designers face today. In order to avoid
intrusions particularly, to the critical and vital data sources, sophisticated
authentication mechanisms must be implemented and also proper access

control mechanisms must be implemented.

e Inadvertent User Errors

Errors committed by the user at application level may sometimes become
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the causes for data integrity violation. An accidental deletion of a file from
a database may result in DBMS not functioning in the desire manner as well
as leads to data corruption. In general, violations of implicit assumptions
of the applications by the user actions are the root cause for data integrity

violations.

2.4.3 Methods to Verify Data Integrity

The following techniques use cryptographic hash functions and encryption tech-

niques to achieve data integrity.

1. Message Authentication Code (MAC)
Message Authentication Code (MAC), also known as a keyed hash function
is one of the cryptographic technique to achieve data integrity. MACs can
be used to ensure integrity of the data exchanged between two parties that
share a secret key. This function takes a key and data as input and produces
hash value, which is known as MAC value as output. Sender appends the
MAC value to the data and sent to the receiver. The receiver computes
new MAC value with the received data and compares it with the received
MAC value. If both are matched then the receiver can conclude that data
did not get modified during transit and thereby data integrity is achieved.
An attacker who changes the data cannot modify the hash value without

knowing the value of the secret key.

Message Authentication Code (MAC) can also be generated by using hash
functions and encryption techniques. In this method it is assumed that
two communicating entities who want to ensure data integrity during data
exchange are sharing secret keys (either symmetric keys or asymmetric keys).
When data confidentiality is not required, then only the output of hash
function (message digest) is encrypted with symmetric key which is shared
by both communicating entities. The encrypted message digest is called

MAC. The MAC is appended to the message and transmitted to the other
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side. The other side MAC value is first decrypted and compared with the
newly generated hash value from the received message. If both the values
are matched, then it is ensured that the data is not modified in transit and

data integrity is achieved.

. Digital Signature

This method uses public key cryptography. The sender encrypts the output
of the hash function with the private key of the sender, which we call it
as Digital Signature (DS). This signature is appended to the message. The
receiver decrypts the signature using public key of the sender and compares
with newly generated hash value from the received message. If both values
are matched, then it is ensured that the data is not modified in-between and

thus data integrity is achieved.

. Shared Secret Value

This method does not use encryption techniques and uses only hash functions
to achieve data integrity. In this technique, the sender will append the secret
value to the message and applies the hash function function to generate
the message digest. This message digest is appended to the message and
transmitted to the receiver. The receiver appends the secret value to the
received message and applies the hash function. If the received hash value
and generated hash value is matched, then it ensures that the message is not

modified in-between and data integrity is achieved.

2.5 Authentication

Authentication is a security mechanism that provides an assurance that the com-

municating entity is the one that it claims to be. This in a way means automatic

verification of the identity of a person or a system or an entity who tries to access

the system or resource. The main purpose of authentication is to provide con-

fidence that an entity is not performing either a masquerade or an unauthorized

replay of a previous connection. It also confirms that the data has originated only

25



from the intended source and thus can lead to message Authentication or data

origin authentication and non repudiation.

2.5.1 Types of Authentication

Peer Entity Authentication is one type of authentication mechanism used to pro-
vide confidence in the identity of the entities which are logically connected for
communication. Data-Origin Authentication provides assurance that the source

of the received data is the same as it is claimed.

2.5.2 Factors used in Authentication

In order to authenticate or to assure the identity of an entity we use any one of

the three or combination of two or more of the following factors.

1. Knowledge factors: Based on user’s knowledge like passwords, Personal Iden-

tification Number (PIN), security questions etc.

2. Ownership factors: Based on user’s possession like ID card, cell phone hold-

ing a message or a software token, wrist band etc.

3. Inherence factors: Based on what the user is or does like signature, face,

voice, fingerprint, DNA sequence, retinal pattern etc.

2.5.2.1 Types of Authentication based on Number of Factors used

This classification is based on the number of factors used to verify the identity of

an entity.

1. Single-factor authentication: As the name implies, only one type of
factor out of the three is used to verify the claimed identity. This kind of
authentication is applied only in limited applications where possibility of
security attacks is less and also the consequences of security breach does not
have much impact on the resources that is accessed. It is the weakest level

of authentication. This kind of authentication is not suggested for finance
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related tasks. Usually they require a higher level of security. Eg: Logging

into personal systems.

2. Two-factor authentication (2FA): Two-factor authentication is a tech-
nique used to confirm the identity of an user by making use of two compo-
nents belonging to two different factors. For example if we need to withdraw
money from the ATM machine user should possess a valid bank card as well

as know the correct PIN.

3. Multi-factor authentication (MFA): It is similar to 2FA, but it can
combine more than 2 authentication factors to extend the level of security.

Multiple authentication factors are used to achieve high level of security.

4. Strong authentication: In order to achieve strong authentication, the
individual elements that are chosen as factors must be mutually independent
(that means, no relation between factors so that even if one factor gets
compromised other one will be safe) and at least one must be non-reusable
and non-replicable (except for inherence factor) with respect to usage or
time. For instance, consider the use of one-time-password which is only
valid during a short period of time. Since 2013, strong authentication has
been in use within the European Union and the SEPA payment zone for
remote payment transactions. Strong authentication is particularly used
where access to an account must be linked to an actual person, corporation
or trust. The Reserve Bank of India (RBI) has also followed the European
Central Bank (ECB) lead and mandated strong authentication for online

transactions.

2.5.3 Methods to Verify Authentication

1. Message Authentication Code (MAC) and Digital Signature has
been already explained in the Section 2.4.3 which is related to methods to

verify data integrity.
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2. Authenticated Encryption (AE) or Authenticated Encryption with
Associated Data (AEAD):
AE is one type of encryption technique which can be used to provide con-
fidentiality, integrity, and authentication of the data simultaneously. Ap-
proaches to Authenticated Encryption are as follows: (1) Encrypt-then-MAC
(EtM): In this technique first the plain-text is encrypted and thereafter the
MAC value is computed on the resulting cipher-text. The cipher-text and
its corresponding MAC are sent together. This technique is applied in the
Internet Protocol Security (IPSec). (2) Encrypt-and-MAC (E & M): In this
technique, first a MAC value is computed on the plain-text, then the plain-
text alone is encrypted to generate cipher-text. Now the MAC value and
the cipher-text are sent together. This technique is applied in Secure Shell
(SSH) (3) MAC-then-Encrypt (MtE): In this technique first a MAC value is
computed on the plain-text and then the cipher-text is produced based on

a combination of both plaint-ext and MAC value. This technique is used in

Transport Layer Security (TLS/SSL).

In the next section we outline the importance of formal methods for analysing

security protocols and give an overview of the different existing methods.

2.6 Formal Methods for Security Protocols

Formal methods have been applied to cryptographic protocols to analyze the dis-
tribution of keys between communicating principals. Distribution of keys could
be done either by making use of a key server or generation of keys by themselves.
Although the problem looks simple, when it comes to reality it is not so, an this is
because of the hostile intruder, who can always disturb the system. Whenever any
cryptographic protocol is designed, the intruder who can intercept, replay, delay,
delete or modify the messages and also sometimes maintains league with some
dishonest principals, should be taken into consideration. In present day computer

networks, Internet services plays a vital role. In order to provide critical service
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like financial transactions in a smooth and fair manner, it is mandatory to use
robust cryptographic protocols. The job of cryptographic protocols is becoming
complex because apart from providing the intended services, they also should have
some mechanism to deal with the intruders, who may attempt to learn secrets or
impersonate honest principals, perform denial of service attacks, traffic analysis
etc. Therefore for any cryptographic protocol it is a big challenge to achieve its
goals in the face of hostile intruders. Basically the attacks that the intruders per-
form are nonintuitive in nature and therefore it is very difficult to capture them.
Security protocols are inherently very complex and generally implement one or
more cryptographic techniques to ensure that the various specified security goals
such as confidentiality, authenticity, integrity, availability, anonymity, fairness, etc.
are maintained. Even though the security protocols are designed and implemented
with utmost care, there are a large number of instances in which it is proved that
many of the security protocols which have been in use for many years have logical
flaws hidden inside. For instance, though the Needham-Schroeder protocol [69]
looks like a very simple protocol to analyse, a logical flaw [54] found in it only
after 17 years of it use. The above mentioned protocol clearly shows how much
hard it is to analyze and discover security threats even with a simple protocol. It
is also proved that the secrecy preservations are co-NP-complete for a bounded
number of sessions [75], and decidable for an unbounded number of sessions under

some additional restrictions [4, 19, 78].

2.6.1 Classification of Formal Methods
Formal methods are broadly classified into three types.

1. Methods Based on State Machines or Attack Construction Method
In this method, the participants of a protocol are modeled as communicat-
ing state machines [29]. It is assumed that the messages exchanged by the
participants are passed through the intruder, who is capable of modifyy-
ing, destroying, delaying or doing nothing. In attack-construction methods

vulnerabilities are discovered by using algebraic properties of protocol’s algo-
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rithms. Most of the attack-construction techniques explore the state space
to discover a path to an insecure state. These methods are applied for en-
suring authentication, correctness and other security properties. The main
drawback of these methods is that they have to analyse very large number

of possible events before concluding the remarks.

. Methods Based on Modal Logic or Inference Construction Method
In this method the messages exchanged in a distributed system are repre-
sented as a set of beliefs or knowledge in the framework of Modal logic.
Inference rules are applied to derive beliefs from other beliefs and /or knowl-
edge. In this method protocol analysis start with an initial set of beliefs
that are assumed to be true. Each new message that is received is consid-
ered as a new set of beliefs. Finally the inference rules are applied to derive
the security parameters of a given security protocol from the set of initial
and gained/updated/revised beliefs. If the goals of the security protocol are
derived successfully, then we can conclude that the protocol is correct, oth-
erwise the protocol could be suspected with security flaws. The most widely
used modal logics to verify the security protocols are BAN logic [24] , GNY
logic [45], Higher Order Logic (HOL) and Sv0 logic [79],

. Methods Based on Algebras to Reason About Knowledge or Proof
Construction Method

Proof-construction methods first model the computations that are performed
by the protocol and then the security properties are defined as theorems.
Automated theorem provers are used to verify these theorems and thereby
prove properties of the model. Once the security properties are specified as
theorems, four theorem proving techniques are used to verify the security
properties of a given security protocol. (i) Proof by construction or
direct proof: This method is the simplest and easiest one for proving a
given theorem. This method is a two step process as shown below. For

example to show p — ¢, we start with the assumption that P is true and

30



now use P to show that Q" must be true when P is true. (ii) Proof by
contradiction: This method works based on the fact that any proposition
must be either true or false, but not both simultaneously. To prove the
statement, we start with assumption either true or false and we arrive at
contradiction to the assumption, which shows that the statement is true
and false simultaneously, which violate basic rule, hence the proof. For
example, by assuming both P and 7T Q are simultaneously true and deriving
a contradiction we can show that P — Q. (iii) Proof by induction: Proof
by induction method uses recursion to show an infinite number of facts in
a finite amount of space. In this method, the proof is shown in three steps.
In the first step it is shown that a propositional formula P(x) is true for
some base case. In the second step, assume that P(n) is true for some n,
and show that this implies that P(n + 1) is true. In the third step, show
by the principle of induction that the propositional formula P(x) is true for
all n greater than or equal to the base case. (iv)Proof by contraposition:
Proof by contraposition method is based on the fact that we know that the
implication P — Q is equivalent to 1 @ — 71 P. The second proposition
is called the contrapositive of the first proposition. By saying that the two
propositions are equivalent, we mean that if one can prove P — Q) then they
have also proved T @Q — T P, and vice versa. Proof by contraposition is a
more effective approach when a direct proof method becomes complex and

tricky:.

In the next section we discuss in detail the different modal logics used for the

formal specification and verification of security protocols.

2.7 Modal Logics to Verify Security Protocols

Modal logic extends classical logics like propositional logic and predicate logic to in-

clude modalities such that these modalities when prefixed to a declarative sentence

can be understood to modify the way in which it is true. For instance, with the
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help of modalities one should be able to say that a statement /proposition could be
necessarily/possibly true or true in the future/past or is known/believed
to be true or it is true after performing a certain computational operation
etc. This kind of representation and reasoning is not possible using proposi-
tional /predicate logic. There are different types of modalities. Modality used
to express different kinds of truth are called alethic modalities, the modalities used
to express time are called temporal modalities, the modalities used to express obli-
gations are called deontic modalities, the modalities used to express knowledge are
called epistemic modalities and the modalities used to express belief are called
dozxastic modalities. The modalities used to analyse security protocols are epis-
temic and dozastic. Modal logic makes use of two operators denoted by O and
<& interchangeably to represent and reason about the different types of modalities
as mentioned above. We can represent the two operators as follows: If ¢ is a
proposition then

Differently from negation or implication, this operator is not intended to be truth-
functional, i.e., its meaning does not depend only on the truth-values of the sub-
formulae. The intended meaning of Oy is to qualify the truth value of ¢: If ¢
is true then, Oy specifies that ¢ is not only true but necessarily true, i.e., is
true independently from the scenario (or state, world, etc.). It is also possible
to use modal logics to interpret a formula like Oy as ¢ is known by the agent a,
@ is part of the knowledge of a, and ¢ is believed by the agent a etc. It is also
possible to express properties which cahracterizes a modal operator by means of a
set of axioms as follows: Suppose for example consider the modal operator O, then
Oy — ¢ can express the fact that everything that is necessarily true is also true
and aslo that what is known by the agent a must be true. In the next subsections

various modal logics like BAN, GNY, AT and SVO are discussed.
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2.7.1 Burrows Abadi Needham (BAN) Logic

BAN logic [24], was developed by Burrows, Abadi and Needham and was the first
modal logic used to reason about security protocols. BAN is based on a set of
beliefs held by two honest/truthful principals/parties. It works under the princi-
ple that if two honest principals correctly execute a protocol then the beliefs that
result out of that protocol execution can itself be used to analyse the authentica-
tion/security protocol. For example suppose that we want to prove that Alice
believes in a key that was received from the server as a good key to communicate
with Bob for the current session. Then the approach followed by BAN to derive
the goals of a given protocol is as follows: Firstly, the messages in the protocol
specification are idealised into logical formulae, i.e., if Alice receives a session key
from the server in the form of an encrypted message, then the key may be replaced
by a formula which in turn means that the key is good. Now, based on Alice’s
capabilities to decipher the key and other assumptions that may hold, it might
lead to the conclusion that Alice is believing the key that it received from the

server and also that it is a good key to communicate with Bob.

2.7.1.1 BAN Notation

In order to keep simple and more intuitive the original BAN notations are replaced
with almost plain English formulas. The language of BAN consists of the following

expressions:
e P believes X : Principal P knows and acts as if X is true.

e P received X : Principal P has received a message that contains data X.

P said X: Principal P has sent a message containing X at some prior point,

and P believed X and knows that he/ she was sending X at that time.

P controls X : Principal P has jurisdiction on X.

fresh(X) : X has not been sent in any message prior to the current protocol

rumn.
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P &y Q : Principals P and @ believed that k is a good key to communicate
with each other and also trusted that k£ will never be discovered by any

principals other than P, ) and any principal trusted by P or Q.

e PK(P,k) : k is a public key of principal P and corresponding private key k~*

will never be discovered by any principal other than P.

e {X}, : X is encrypted with k£ from principal P.

2.7.1.2 BAN Rules

The following BAN logic rules are used in deriving the conclusions during analysis
of protocols. Among all message meaning and nonce verification rules are the

central rules of BAN logic.

1. Message Meaning

P believes P <2+ Q A P received {X}k
P believes @) said X

If principal P receives X encrypted with £ and if P believes k is a good key
for talking with principal @), then P believes ) once said X.

e Public key version of message meaning

P believes PK(Q, k) N P received {X }j—1
P believes () said X

If principal P receives X encrypted with private key £~ of principal @
and if P believes k is the public key of @), then P believes () once said
X.

2. Nonce Verification

P believes fresh(X) A P believes @ said X
P believes @ belicves X

This rule allows promotion from the past to the present. In order to do

so one condition that should be satisfied that is, X should not contain any
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encrypted text.
If principal P believes that X is fresh and P believes that principal @) said
X once then P believes that @) believes X.

. Jurisdiction

P believes Q) controls X N P belicves Q) believes X
P believes X

If principal P believes principal () controls value X and P believes () believes

X then P believes X.

. Belief Conjuncatenation

P believes X N P believes Y
P believes (X,Y)

P believes @ believes (X,Y) P believes @ said (X,Y)
P believes @ believes X P believes ) said X

The above rules are related to concatenations of messages/conjunctions of
formulas. Concatenations of messages and conjunctions of formulas are not
distinguished in the above rules both are represented as (X, Y). If principal
P believes X and P believes Y then P believes concatenation/ conjunction
of X and Y. If principal P believes principal @) believes concatenation/ con-
junction of X and Y then P believes @) believes X. If principal P believes
principal @ said concatenation/ conjunction of X and Y then P believes @

said X.

. Freshness Conjuncatenation

P believes fresh(X)
P believes fresh(X,Y)

If principal P believes X is fresh, then P believes any message containing X

is also fresh.
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6. Receiving Rules: Seeing is Receiving

P believes P <X Q A P received {X}x P received (X,Y)
P received X P received X

A principal receiving a message also receives submessages he can uncover.
BAN logic does not distinguish from what a principal possesses from what
he/ she has received in some message. If principal P believes k is a good key
to communicate with principal () and P received the message X encrypted
with key k then we can say P has received X. If principal P receives con-
catenation/ conjunction of X and Y then we can say that P has received

X.

2.7.1.3 Analysis of Protocol using BAN Logic

Given the above rules there are four steps to be followed to analyze a protocol using
BAN logic: 1) Idealization of a given protocol 2) Stating the initial assumptions
3) Annotating the protocol: For each message transmission P — @Q : M” in the
protocol, assert Q received M 4) Applying BAN rules on the assumptions and
assertions to derive beliefs held by other principals (In other words using the logic
to derive the beliefs held by the protocol principals). We illustrate the analysis of
a protocol using BAN logic by taking a simple protocol like the Wide-mouthed-frog
protocol. The prime requirement in the analysis of any protocol using formal logics
is thorough the understanding of the protocol in terms of its working procedures,
assumptions etc.

Wide-mouthed-frog Protocol

It is a very simple protocol consisting of two principals (A, B) and a server (S).
It transfers a key from A to B via S in only two messages by using synchronized

clocks, and by allowing A to select the session key.

Message 1 A — S : A, {Ta,B,Kap}k,s
Message 2 S — B :{Ts, A, Kap}k,q
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The pictorial representation of the Wide mouthed frog protocol is shown in Fig-

ure 2.6.

1: A, {Ty, B, Kyp} Kus 2:{Ts, A, Kup} Kps

Figure 2.6: Wide mouthed frog protocol

Wide mouthed frog protocol analysis using BAN logic is as follows:

Step 1: Protocol idealization is as shown below.

Message 1 A — S :{Tu, (A &5 B,
Message 2 S — B :{Ts, A believes (A £a5 B)}Ykps

The main intuition behind the idealisation step is not only to have an under-
standing of the working of the protocol but also to announce the beliefs that the
principal would be having at the time of sending the messages. It is very clear
from the idealisation given above for message 1 wherein B, K g is replaced with
(A PAEL: B) (A’s beleif about K 4p5) to indicate that Kap is a good key for com-
munication between A and B. In the same manner second message attaches S’s
belief about K 4p. The formula (A £z B) in message 1 and 2 also indicates A
and S believes K 4p.

Step 2: Initial assumptions about the protocol are as shown below.

A believes A &3 8 B belicves B £23 5
S believes A £4% 8 S believes B £23 3
S believes fresh(Tx) B believes fresh(Ts)
B believes A controls A+~ B

B believes(S controls(A believes A LN B))
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The most suspicious assumptions are that A knows the session key K 4p in advance,
and B trusts A in the generation of session key (B believes A controls A PRI B).

Step 3: Following are the assertions that can be made using step 1.

S received A, {Ta, B, Kap}k,q
B received {Ts, A, Kap} kps

Step 4: The analysis is almost trivial.
Since the protocol execution starts with A by generating the key K 4p and there-
after sends it to server(S), A has jurisdiction over its freshness and intended use.

Therefore we can write:

A believes A & B

S receives the first message from A and interprets it, therefore we can write:

S believes A believes A M B

S then sends the message to B, where it receives and interprets. From the rules of

message meaning, nonce verification, and jurisdiction, we can obtain the following

beliefs:

B believes A M B
B believes A belives A £45 B

The most dubious assumption in this protocol is that B trusts A to generate and
control good keys that can be used to protect the communication between A and
B. Normally simple principals are not allowed to generate and control the session
keys because they could simply reveal the keys to third party. For this reason
jurisdiction over generation of session keys would be given to only trusted servers.
Therefore in order to use this protocol practically principal A has to be tread as
trusted source instead of simple principal participating in protocol execution. The

process of protocol analysis using BAN logic is shown in Figure 2.7.
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Figure 2.7: Protocol analysis with BAN logic

BAN logic was able to successfully find flaws in some of the well known pro-
tocols like Needham-Schroeder protocol, Andrew secure RPC handshake protocol
and CCITT X.509 protocol. BAN logic also uncovered redundancy in Needham-
Schroeder protocol, Otway-Rees protocol, Kerberos, Yahaloom protocol, Andrew
RPC handshake protocol and CCITT X.509 protocol. In 1990, Nessett demon-
strated a significant flaw in BAN logic [70]. In order to show imperfections in BAN
logic Wessels [88] applied it to verify Station to Station protocol and concluded
that BAN logic cannot handle multi-role attack. Other limitations of BAN logic
are, it heavily depends on the initial assumptions and protocol idealization. The
idealisation is difficult to prove correct, but in BAN logic idealization is one of
the most critical step in analysing the protocol. BAN logic cannot handle man-in-
the-middle attack and explicit arithmetic in protocols. BAN logic also does not

differentiate between a principal seeing a message from understanding it.

2.7.2 Gong Needham Yahalom (GNY) Logic

GNY logic [45] was developed by Gong, Needham, and Yahalom with the intention
of more scope than it’s well known predecessor called BAN logic. The main aim

behind the development of GNY logic is to overcome the limitations of BAN logic,
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to keep the analysis procedure simple, at the same time provides an option to the
user to specify the required assumptions explicitly and deriving the conclusions.
In order to improve the consistency in analysis and to introduce new capability of
reasoning at more than one level, GNY logic takes new approach where content
and meaning of messages are treated separately. GNY logic makes the distinction
between possessing a message and believing a message. In GNY logic, it is possible
to express the ability of principals to anticipate the near future messages that they
are going to receive, this property is known as recognizability. GNY logic could
distinguish certain messages that are not replays of a receiver’s own previous
messages in a given session. The main drawback of GNY logic is it is very complex
and it has more than 40 inference rules that are to be consider at each step compare

to other logics.

2.7.3 Abadi Tuttle (AT) Logic

AT logic [3] was proposed by Abadi and Tuttle. AT logic reformulates BAN logic
and provides a new model theoretic semantics. It introduces new notions like ”P
actually possess the key K” denoted as "P has K” and ”P has sent X” in the
present denoted as ”P says X”, to provide more direct definitions to dispense with
an implicit assumption of honesty. AT logic improves syntax and inference rules
of BAN logic by doing some modifications. In the first modification, AT logic
treated arbitrary expressions and formulas differently by defining the language of
messages. Second, it rewrote the inference rules as axioms by providing all the
propositional connectives such as negation, disjunction and implication. Third,
all concepts are defined independently and formulated as axioms by simplifying
inference rules and leaves with only modusponens and necessitation rules. This
allows an analyzer to assess the truth of assumptions rigorously. AT logic pro-
vides a detailed computation model and is very expressive. AT logic provides a
formal syntax and semantics and unlike BAN, GNY, VO; AT logic is more close to
traditional modal logic. The disadvantages of AT logic is that it assumes perfect

encryption and it does not address idealization step of the BAN logic.
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2.7.4 Van Oorschot (VO) Logic

VO logic [85] was developed by Van Oorschot. The main objective of VO logic is to
extend BAN family of logics in a manner that allows authenticated key agreement
protocols to be analyzed, and in a better way to examine the goals and beliefs in
the protocols. In order to fulfil the objective it refined the BAN logic construct
”shares the good crypto key”. It also defined a new key for confirmation primitive
and new postulates for reasoning about ”jointly established” keys. By making use
of the extensions it was able to analyze a new set of protocols and allowed for a
closer analysis of the goals and beliefs of the new set of protocols. Disadvantage

of VO logic is that the time and message ordering is not addressed.

2.7.5 SyVerson-van Oorschot (SVO) Logic

SVO logic [79], was developed by Syverson and van Oorschot. The main goal
behind the development of SVO logic is to combine the best features available in
the four logics namely, BAN, GNY, AT, and vO into a single logic. Apart from
that, the SVO logic provides its own model-theoretic semantics with respect to
which the logic is sound. We can use SvO logic to express and/or specify any
security protocol with minimum effort. The SVO logic can be used to provide
reasoning about a security protocol. The designers have taken utmost care to
keep it’s usage simple and at the same time with more expressiveness. In the
next Chapter we make use of the SVO logic for formal reasoning about DNSSEC

protocol.

2.8 Automation Tools to Validate Security Pro-
tocols

The first work that was done in the area of automatic tools for validating security
protocols is by Dolev and Yao [38] and later by Dolev et al. [39]. They developed a

set of polynomial-time algorithms for deciding the security of a restricted class of
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protocols. But the problem with this model is that even a slight relaxation of the
restrictions on the protocols would make the security problem undecidable. The
later work concentrated on developing tools to analyze all types of security pro-
tocols in general. Almost all the tools are based on the Dolev-Yao model or some
variant. These tools include Interrogator [65], AVISPA [9] [80], Naval Research
Laboratory (NRL) Protocol Analyzer [58], and the LongleyRigby tool [52]. Most
of these tools were successful in finding flaws in protocols which were undetected
by human analysts. In the following subsections we discuss various automation

tools in the literature to validate security protocols.

2.8.1 NRL Protocol Analyzer

NRL protocol analyzer [58] models the protocol as a set of state machines which
can interact with each other. It then tries to prove the protocol’s security by spec-
ifying insecure states and attempts to prove them unreachable. In order to prove
unreachability of insecure states, the NRL protocol analyser performs exhaustive
search backwards from the state or it uses proof techniques for reasoning about
the state machine models. It uses automatic invariant generation to limit a poten-
tially infinite search space in combination with exploration of the remaining space
to generate attacks on insecure protocols. This provides security proofs for secure
ones, even in the face of a potentially unlimited number of protocol executions or
an unlimited number of intruder actions. To handle unbounded state space, the
NRL protocol analyzer uses narrowing for the words those obey reduction rules. It
also uses induction to prove that infinite sets of states are unreachable. Therefore
NRL protocol analyzer can be used to prove security properties of cryptographic
protocols and also locate security flaws. NRL protocol analyzer has been success-
fully applied to find previously unknown flaws in the Simmons selective broadcast
protocol [26] and Burns-Mitchell resource sharing protocol [2] and some hidden
assumptions in the Neuman-Stubblebine reauthentication protocol [25] and the

Aziz-Diffie wireless communication protocol [1].
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2.8.2 Failure Divergence’s Refinement (FDR) Checker

FDR [73] is a model-checking tool that was built based on the theory of concur-
rency and it uses the Communicating Sequential Processes (CSP) to model the
security protocol. FDR primarily checks the state machine’s determinism in order
to verify security properties. Its method of establishing whether a property holds
is to test for the refinement of the transition system capturing the property by
the candidate machine. Therefore technically FDR is a refinement checker even
though it is described as a model checker. FDR converts two CSP process ex-
pressions into Labelled Transition Systems (LTSs), and then determines whether
one of the processes is a refinement of the other within some specified semantic
model (traces, failures, failures/divergence and some other alternatives). It has
been proven that modelling in CSP is tedious and error prone. Expertise as well
as lot of time is required to produce a CSP description of a protocol. In order to
make things simpler, Lowe built Casper (A Compiler for the Analysis of Security
Protocols) [55] which is a modelling tool and that can generate a CSP code of a
protocol from a lower level of abstraction it. FDR can then be used to check this
auto-generated CSP code.

The advantage of Casper is that it allows the protocol designer to specify
the properties of the protocol using the Alice-bob notation which in a way helps
in drastically reducing the reduces the complexity of verification. When used
with Casper, FDR is able to generate attacking runs that can comprehend any
prospective security flaws. The main aim of using FDR in the case of protocol
authentication is to discover whether there is any specific attack within a protocol
run especially in scenarios wherein an intruder is trying to masquerade as another
one. If an attack is found the protocol is subjected to analysis to find the potential
flaw. After removing the potential flaw FDR is further used to verify that there
are no more attacks and this is done by running the protocol on a small scale
system. Though it has been proven that FDR can be rather fast on small systems
its effectiveness on large scale systems is yet to be explored. FDR has some

user-specified limitations as to the number of objects that can be considered and
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therefore failure to find an attack is also restricted within those limits. G. Lowe
demonstrated successfully the man-in-the-middle attack in Needham-Schroeder
protocol [69], after 17 years of its publication, which really inspired many people

to start working in the direction of authentication of security protocols..

2.8.3 Longley-Rigby Tool

Longley and Rigby [52] developed a rule based system to find subtle flaws in a
given protocol. It constructs a tree in which each node represents a data item and
child nodes represent data items that are required for representation of the data at
parent node. The root node represents data that is required by the intruder. Here
the goal is to verify the possibility of reaching the root node by discovering the
knowledge at each leafs. This tool has been applied to hierarchical key manage-
ment schemes successfully to disclose subtle and previously unknown flaws. The
distinguish feature of Longley Rigby tool is it allows human intervention. Once
the tool comes to conclusion that a word cannot be determined by the intruder,
then the user can intervene to verify the possibility. If the word is judged to
be accessible, then that word can be inserted into the database and the search

operation is continued.

2.8.4 ProVerif

ProVerif [19] tool was developed by Bruno Blanchet. It uses Pro-log rules to rep-
resent facts and rules and an efficient algorithm to determine whether a fact can
be proved from these rules or not. It also provides cryptographic primitives like
digital signatures, hash functions, symmetric & asymmetric cryptography, signa-
ture proof of knowledge and bit-commitment. The tool is having the ability to
evaluate properties like reachability, equivalence and correspondence assertions.
These characteristics are specifically useful to analyze security protocols that are
designed to ensure secrecy and authentication. Emerging properties such as pri-
vacy, traceability and verifiability can also be taken into consideration. The tool

is capable of analyzing given protocols under unbounded number of sessions and
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message space. It can also reconstruct an attack when a property of a given se-
curity protocol cannot be proved. This feature will be very much helpful to the
analyst/ developer of the protocol to carryout the modifications/ corrections such
that an attack can be nullified.

ProVerif takes a model of cryptographic protocol and security properties which
needs to be verified as input. The security properties are modelled as derivability
queries. It translates the input into a set of Horn classes, which are later analysed
by resolution algorithm. The tool relies on the fact that the translation into Horn
clauses is an approximation. This approximation is sound, meaning that, if an at-
tack exists in the cryptographic protocol, then it also exists in the approximation.
It is incomplete, because if an attack is found in the approximation, it does not
guarantee that it also exists in the cryptographic protocol. It uses unification, to
avoid the problem of state space explosion. The advantage of this tool is that it

requires minimum number of resources to analyse many protocols including that

of Skeme.

2.8.5 Scyther Tool

Scyther tool [33] was designed based on pattern refinement algorithm to provide
precise representations for sets of traces. Scyther tool characterize the protocols,
yielding a nite representation of all possible protocol behaviors. This feature helps
it in analysis of various types of attacks, different behaviors and also to verify cor-
rectness of a protocol for an unbounded number of sessions. It provides an option
to perform multi-protocol analysis. Scyther tool is incorporated with number of
new features to provide best performance results. At any cost Scyther guarantees
termination of protocol under unbounded number of sessions and also produces
the output in the form of proof tree by making use of backend.

Unlike other unbounded verification tools, Scyther tool provide some useful infor-
mation even in the absence of attack and no possibility of unbounded correctness.
When the above one is the case then results must be interpreted in similar to

bounded verification tools. Scyther also provides GUI (Graphical User Interface)
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to analyze different classes of protocol behaviors or attacks. Using Scyther tool
one can perform multi protocol analysis in which parallel composition of tow (sub)
protocols can be analyzed [31]. This type of facility was not there with other tools
because of state space exploration problem. Multi protocol analysis has become
feasible with Scyther tool because of its state-of-art performance improvement in

analysis.

2.8.6 AVISPA Tool

AVIPA [9, 80] provides a formal language to specify the security properties of
authentication protocols. The language provided by AVISPA is expressive and
modular in nature and is known by the name HLPSL (High-Level Protocol Spec-
ification Language). With the help of HLPSL, complex security properties can be
expressed which includes defining various cryptographic primitives as well as their
algebraic properties. It also helps in modelling different intruder models as well
as in the specification of different control flow patterns. At the back-end AVISPA
makes use of a variety of state-of-the-art model checkers that helps in the auto-
matic verification of security protocols. All these properties makes AVSPA well
suited for specifying modern industrial-scale protocols. Having outlined a number
of tools that could be used for validating security protocols, as mentioned above,
we have come to the conclusion of using the AVISPA tool to validate DNSSEC
security parameters i.e data origin authentications and data integrity. Table 2.2
shows the various prominent automatic tools that are used to validate security
protocols. The tools are classified based on the representation of the protocol and

the method followed to analyse it.
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Model Checking Theorem Proving
Symbolic NRL 1 Scyther Isabelle/ HOL !
FDR | ProVerif |
AVSPA | AVISPA |
' (TA4SPA) |
Cryptographic ' Crypto Verif | BPW (in Isbelle HOL) {
Unbounded | | Game based security |
1 Proof (in Coq) |

Table 2.2: Categorization of Tools for cryptographic protocol analysis

2.9 Performance Enhancement Methods

for DNSSEC Protocol

DNSSEC protocol protects DNS system, by veritying data origin authentication
and data integrity of DNS responses. If such functionalities are to be provided
certainly there will be overhead in the present DNS system. The overhead from
client’s perspective is that client needs additional information to verify authen-
tication and integrity. In order to get additional information client has to send
more number of queries and receive responses from servers and also it has to per-
form additional operations like storing, comparing etc. From server’s perspective,
each server has to maintain additional information regarding all of its immediate
descendant servers, which are responsible for sub-domains (zones). Each server
should also maintain extra information regarding the systems under its own ju-
risdiction. From network point of view it has to handle additional traffic (extra
requests/ responses that are sent) that gets added to the network. In the following
subsections we discuss some of the methods proposed in the literature to improve

the performance of DNSSEC protocol.

2.9.1 DHT-based Architectures

Deployment of DNSSEC for large Internet Service Provider (ISP) will have pro-
found impact on performance. It seems that at least 5 times more nodes are

required if one wishes to migrate the DNS resolving platforms for the existing
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architecture. There is a proposal for an alternative architecture wherein the DNS
traffic can be split between the nodes. To achieve this rather than using the IP
addresses of the queries the splitting of nodes is done according to FQDN; i.e.,
Fully Qualified Domain Names. This will result in the usage of 30% less nodes
in such architecture. One drawback of such an architecture is that the nodes of
the platform will not be having a uniform distribution of the resources. Moreover,
there is always a reluctance from the operational teams to do any modification
with the current load balancing infrastructure. Investigations are going on to find
out how to do resource optimization on an ISP operational DNSSEC resolving
platform. To this end, some work has been carried out over a Distributed Hash
Table (DHT) protocol [63] to demonstrate the effectiveness of pro-active caching.
The reduction in the number of nodes achieved is claimed to be 3.5 times with

this kind of approach.

2.9.2 PREFETCHing

The design of DNS resolving platforms are meant for quick and light resolutions
over the internet. It has been demonstrated through experiments [62] that at
least 4 times more CPU time is required with DNSSEC resolutions as compared
to that of DNS. This is due to the larger payload and signature checks that the
DNSSEC has to carry out as compared to that of DNS. PEEFETCHx [64]
is an alternative architecture that helps to solve the issue related to resolving
platforms increasing their size during DNSSEC migration. The PREFETCH x
architecture, designed to: 1) Reduce the number of nodes (i.e. CPU or resources).
2) Provide management facilities for Operation, Administration and Management
(OAM) such as overcoming nodes fail-over or addition of a node. 3) Deliver limited
impact on the core network with a straight forward design to ease its deployment.
Currently, according to the IP addresses, the traffic is split between the nodes by
the existing resolving platforms like I Pxpr. PREFETCHYx requires less nodes
as compared to I Pxpr because it makes use of the Zipf function which in turn

uses a layered sharing mechanism between the nodes. Zipf is FQDN’s popularity
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distribution and requires 4 times less nodes as it uses a cache and cache sharing
mechanism. The network infrastructure is not affected by PREFETCHy and
therefore it can be deployed with ease. As it is possible to define 'X’, i.e., the
number of prefetched FQDNs, it is possible to make PREFETCHx suitable for
different types of traffic and thus makes it highly scalable.

2.9.3 Optimizing Negative Caching

Negative Caching for DNSSEC-Oblivious resolvers (NCDO) [86] was proposed to
improve DNSSEC protocol performance indirectly by preventing Denial of Service
(DoS)/ Distributed Denial of Service (DDoS) attacks. Attackers send queries to
the servers with names who’s information is not available so frequently to create a
kind of DOS attack. Full Resolvers can prevent such attacks by caching negative
results and then preventing of forwarding the negative queries to the authoritative
servers. NCDO method utilizes (Next Secure) NSEC/ NSEC3 resource records to
gather non-existence name information and store it in cache memory, so that the
negative queries can be answered locally. By improving negative cache hit rate,
response time can be significantly improved in most cases. NCDO is light-weighted
as compared to DNSSEC because it strips away some operations such as key
management, zone signing and record authentication. Trace-driven simulations
show the effectiveness of NCDO in promoting negative cache hit rate. Table 2.3
shows the characteristic and performance comparison among DNS, NCDO and

DNSSEC.

NSEC/ | Signing & | Deployment | Cache Response| Cache con- | Security
NSEC3 | authenti- | &  opera- | hit rate | time sistency level
cation tion cost
DNS No No Low Low Moderate| Low Low
NCDO Yes No Moderate High Fast High Low
DNSSEC | Yes Yes High Low Slow Low High

Table 2.3: Characteristic and Performance Comparison among DNS, NCDO and
DNSSEC
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2.9.4 Negotiating DNSSEC Algorithms

In order to ensure security and efficiency from cryptographic protocols, there
should be some provision within the protocols, that permits principals to negotiate
the use of the best cryptographic algorithms. This process is usually referred to
as cipher-suite negotiation, and it plays a vital role in most prominent protocols
such as Transport Layer Security (TLS), Internet Protocol security (IPSec) and so
on. However, such negotiation process is missing, particularly in some protocols
which are designed for the distribution of cryptographically-signed objects, such
as DNSSEC. There could be many reasons for not giving the importance to the
negotiation process, but there will be an impact on performance of such proto-
cols. Here a new Negotiating DNSSEC Algorithm [47] was proposed to improve
the security and performance of DNSSEC protocol. This method is also com-
patible with intermediate proxies and legacy proxies. It is shown that significant
improvement would result in performance and security, if more domains support
multiple algorithms. And it is also mentioned that the same idea can also be ap-
plied to Wireless Sensor Networks (WSN) systems to achieve secure and efficient

distribution of signed data.

2.9.5 An Advanced Client Based DNSSEC Validation

DNSSEC is designed to protect DNS system, however DNSSEC has not yet been
deployed in complete name space of DNS system. This is because DNSSEC pro-
tocol imposed heavy workload and high administrative cost on full resolvers and
servers respectively. Additionally, DNSSEC also did not concern about the secu-
rity between DNS full resolver and client. Therefore there is a strong requirement
of a complete solution to solve the issues mentioned above. The proposed solution
that is An Advanced Client based DNSSEC Validation [50] provides a new vali-
dation mechanism with acceptable workload on DNS full resolver and client. It
also extended the DNSSEC security mechanism between client and full resolver.

According to the results of preliminary evaluations it is confirmed that it is pos-
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sible to reduce the workload of DNS full resolver by transferring the DNSSEC

validation process to clients with acceptable extra workload.

2.10 Summary

In this Chapter we gave an overview of the foundational concepts and related
work on which this thesis is built. We started with a discussion on the Domain
Name System and explained in detail the working principles of DNS. We gave
a brief overview of DNSSEC and moved on to describe about the importance of
formal methods in the specification and verification of authentication protocols.
We discussed on Modal logics like BAN, GNY, AT, VO, SVO etc. that are used for
reasoning about security protocols. The necessity of automation tools with respect
to validation of security protocols is discussed. Various performance enhancement
techniques like Advanced Client Based DNSSEC Validation, Negotiating DNSSEC
Algorithms, DHT-based Architectures etc, with respect to DNSSEC protocol are

discussed.
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Chapter 3

Formal Analysis of DNSSEC

Protocol

It is well known that security protocols are widely used to provide security services
in different distributed systems. Flaws in the design of these protocols could have
negative consequences over the systems they are supposed to protect. There is
a strong requirement for specification and verification of these protocols before
using them. Logic-based Specification and Verification is one of the widely used
formal techniques in the domain of security protocols and many modal logic based
systems like BAN, GNY and SVO have been out into use. The main objective of
applying formal methods to verify security protocols is to detect the logical flaws
if any in their design. In this Chapter the research problem that is addressed is
related to formal reasoning of DNSSEC (Domain Name System Security Exten-
sions) protocol, which was intended to provide security to DNS (Domain Name
System) protocol. !

As human beings, we remember names much better than numbers. But to
access any system that is connected to the Internet, we should know the Internet
protocol (IP) address of the corresponding system. To overcome the difficulty

of remembering all IP addresses, the Internet Engineering Task Force (IETF)

LA part of this chapter is published as Reasoning about DNSSEC, Kollapalli Ramesh Babu,
Vineet Padmanabhan, and Wilson Naik Bhukya, in Sombattheera et al. [2], MIWATI 2011: pp.
75 - 86. [DBLP indexed]
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provided an Internet service called DNS [67, 66, 68]. As mentioned previously in
Chapter 2 the DNS service provides the mapping of a given domain name to its
corresponding IP address and vice versa. Name servers and resolvers form two
major components of a DNS system wherein name servers take care of returning
the information about domains whenever it is queried by DNS resolvers. To service
DNS requests from applications queries could be send to more than one name
servers by DNS resolvers. Resource records are interpreted as correct as long as
a name server is considered to be authoritative for a particular domain. Caching
of resource records is done by resolvers so as to reduce server load as well as to
improve availability. Cached records are not considered to be authoritative as they
might contain incorrect information and there is no way to distinguish this from
a user point of view. The common practise is that queries from the applications
are send to stub resolvers which are in the form of library functions and these
functions forward requests to standalone recursive resolvers. In order to answer
any request these standalone resolvers perform multiple name server queries using
cached responses. Internet Service Providers also use DNS servers with recursive,
caching resolvers for their customers. The steps involved in a typical DNS look-up

can be given as follows [30]:

1. A local stub server is invoked by a web browser which in turn will send a

request to a local DNS server (a recursive, caching DNS resolver).

2. An IPv4 address for www.wikepedia.org is checked by the DNS server in its
cache. A missing entry in the cache will prompt the DNS server to request
a randomly chosen rot server for the lookup. The DNS servers have the IP

addresses of the standard root servers builtin.

3. The name (IPv4 address) of the authoritative name server for the .org do-
main will be communicated by the root server in the form of a NS record.
The root server will also append the IPv4 address record for the .org top

level domain server.

4. A lookup for www.wikipedia.org is requested by the recursive DNS resolver
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from the .org authoritative name server (as specified in the returned record

by the root server).

5. The authoritative name server record for wikipedia.org will be send by the
.org name server and will also append the IPv4 address record for the wike-

pedia.org authoritative name server.

6. The authoritative name server will be asked to look up for www.wikipedia.org

by the recursive DNS resolver.

7. An authoritative answer for www.wikepedia.org is send by the name server

of wikepedia.org

8. After adding the authoritative answer send by the name server to its cache,
the DNS server returns a non-authoritative answer, i.e., the IPv4 address to

the stub resolver.

3.1 Domain Name System Security Extensions

(DNSSEC) Protocol

DNS system does not prevent attackers from modifying or injecting DNS messages.
A typical attack, referred to as DNS spoofing [7], allows an attacker to manipulate
DNS answers on their way to the users. If an attacker makes changes in the DNS
tables of a single server, those changes will propagate across the Internet. Similarly
any [P address can be taken over by an attacker who mounts a man-in-the-middle
attack. It is possible for attackers to make machines connect to malicious hosts but
at the same time can also completely secure the DNS data. To stop these attacks
on DNS system, it is necessary to add security to the existing DNS System. To do
this, Domain Name System Security Extensions (DNSSEC) [5, 6, 10] was designed.
Securing DNS means providing data origin authentication (i.e., ensuring the data is
received from a party from which it was sent) and data integrity (i.e., ensuring the

data is same as that it was sent and not modified in between) to the DNS system.
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Confidentiality is not required, since the information stored in the DNS database is
supposedly public so that anyone in the Internet can see the DNS replies. In order
to ensure origin authentication and integrity of data, all answers from DNSSEC
enabled DNS servers are digitally signed. By checking the signature, a DNS client
is able to check whether the information was originated from a legitimate server
and whether the data is identical to the data on DNS server. To achieve security
in Domain Name System, DNSSEC adds four records namely DNS Public Key
(DNSKEY), Resource Record Signature (RRSIG), Delegation Signer (DS), and
Next Secure (NSEC) [49] to the existing DNS System. These are explained as

follows;

1. DNSKEY: DNSSEC uses public key cryptography to sign and authenticate
DNS Resource Record sets (RRsets). The public keys are stored in DNSKEY
resource records [49] and are used in the DNSSEC authentication process.
An example DNSKEY record:
test.com. 86400 IN DNSKEY 256 3 5 ( public key value in base64 form )

2. RRSIG: The digital signatures of DNS replies are stored in RRSIG record.
RRSIG value [49] is created by encrypting the hash value of the DNS reply
with private key of the zone.

An example RRSIG record:
test.com. 86400 IN RRSIG A 5 3 86400 20090507235959 ( 20090501000000
41148 test.com. encrypted hash of the RRset )

3. DS: Contains the hash value [49] of a child zone’s DNSKEY which is needed
in authenticating client zone DNSKEY.
An example DS record:
test.com. 86400 IN DS 46894 5 1 ( encrypted public key value in base64

form )

4. NSEC: The NSEC RR [49] points to the next valid name in the zone file
and is used to provide proof of non-existence of any name within a zone.

The last NSEC in a zone will point back to the zone root or apex.
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An example NSEC record:
test.com. 86400 IN NSEC nsl.test.com. ( A NS SOA MX NSEC )

The DNS server in a zone creates public key and private key pair and publishes the
public key in the zone [5]. The private key is kept in secrecy. Private key is used to
create signature, and the public key is used to verify the signature. There will be a
single private key that signs a zone’s data but there may be keys for each of several
different digital signature algorithms. If a security aware resolver learns a zones
public key, it can authenticate that zone’s signed data. Security-aware resolvers
authenticate zone information by forming an authentication chain from a newly
learned public key back to a previously known authentication public key, which
in turn must have been learned and verified previously. An alternating sequence
of DNS public key (DNSKEY) RRsets and Delegation Signer (DS) RRsets forms
a chain of trust [5]. A DNSKEY RR is used to verify the signature covering a DS
RR and allows the DS RR to be authenticated. The DS RR contains a hash of
another DNSKEY RR and this new DNSKEY RR is authenticated by matching
the hash in the DS RR. This process is continued until the chain finally ends with
a DNSKEY RR whose corresponding private key signs the desired DNS data.
For instance, consider the URL "www.dcis.uohyd.ernet.in.". Here the root
DNSKEY RRset can be used to authenticate the DS RRset for the "in" domain.
The "in" domain DS RRset contains a hash that matches some "ernet" domain
DNSKEY and the "ernet" domain DS RRset contains a hash that matches some
"uohyd" domain DNSKEY. This DNSKEY’s corresponding private key signs the
"dcis" DNSKEY RRset. Private key counterparts of the "dcis" DNSKEY RRset

signs data records such as "www.dcis.uohyd.ernet.in.".

3.1.1 DNSSEC Work Flow

DNSSEC protocol works in client - server scenario. When the client sends a
request to the DNS Server, additional data is added by the DNS server to the
protocol responses of the DNS and thereby provides extra information. This extra

information (RRSIG, DNSKEY) allows the client to authenticate the RRset data
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response?. The hash value of the data can be generated by the client by taking

the RRset response and making use of the algorithm referenced in the RRSIG
record. The DNSKEY public key can be used to encrypt the RRSIG value which
in turn will help in decrypting the hash value in the RRSIG record. This operation
will enable the client to check whether the hash value of the RRset data and the
decrypted RRSIG hash value matches or not. Usually a DNSSEC response will
be having an additional section that provides the DNSKEY. The client needs to
validate the DNSKEY within a limited time period failing which he/she also needs
to validate the DNSKEY value. By doing this it is implied that the RRSIG record
on the DNSKEY value is verified and the procedure to be followed for doing this
is the same as that which is used for RRset validation.

It should be kept in mind that the validation of a domain zone key implies that
there is a chain of trust construction back to a trust anchor point. The domain
key needs to be a trust anchor and if it is not the case then the client needs to
query the parent zone. This is needed to get the DS record of the child zone
and by querying the parent zone, DNSKEY RR, RRSIG(DS) RR, and DS RR
is returned. The DNSKEY of the parent zone is used to validate the DS RR.
The parent zone public key must also be validated. This process of validating the
resource records in an iterative manner leads to the chain of trust construction
which should eventually lead to a trust anchor. Validation of DNS response can
be considered to be successful at that point of time. Figure 3.1 explains how the
authentication chain will be established using DS RRset and DNSKEY RRset.
Consider that the host dcis in uohyd domain has made a DNS Request for D. com
whose RRset is available in com domain, then the name resolution process involves

the following steps.

2RRset = It is a collection of RRs in a DNS ZONE that share a common name, class and
type.
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Figure 3.1: A sample scenario of DNS

: dcis — uohyd (DN SReq., D.com.)
: uwohyd — ernet :(DNSReq., D.com.)
: ernet — in (DN SReq., D.com.)
:in — root :(DNSReq., D.com.)

: root — com (DN SReq., D.com.)

: com — root (RRsetp com., RRSIGp com., DNSKEY o)
> root — in (RRsetp com., RRSIG D com., DNSKEY com)

s in — ernet (RRsetp com., RRSIGp com., DNSKEY o)

98



M;.: ernet — uwohyd :(RRsetp com., RRSIGp com., DNSKEY om)

M;.: uohyd — dcis :(RRsetp.com., RRSIG(RRsetp.com.);, DNSKEY o)

where M ., stands for Message sent from client to server, M. stands for Message
sent from server to client and (DN SReq., D.com.) stands for DNS Request for
D.com domain. After receiving the DNS Response form uohyd server, dcis host
will try to construct chain of trust between the source of response and trust of

anchor as follows.
M.s: dcis — uohyd :(DSReq.,com.)
M.s: uohyd — ernet :(DSReq.,com.)
M,s: ernet — in :(DSReq.,com.)
M,s: in — root :(DSReq.,com.)
M;.: root — in (D Scom, RRSIG(DSeom), DNSKEY, o0t)
Mie: in — ernet {(DSeom, RRSIG(DScom), DNSKEY,o01)
M;.: ernet — wohyd (DSeom, RRSIG(DScom), DNSKEY,o01)
M,.: uwohyd — dcis (D Seom, RRSIG(DSeom), DNSKEY,00:)

where (DSReq.,com.) stands for Delegation Signer Request for com domain.

Now, origin authentication and integrity of data is checked as follows.

3.1.2 Origin Authentication and Data Integrity

Authentication will be achieved by establishing authentication chain between the
zones with the help of DS RRset and DNSKEY RRsets. For instance, in our
example "dcis" already knows the authentication public key(DNSKEY) of root.
To make newly learned DNSKEY authentic, it needs to establish an authentication
chain back to known DNSKEY i.e. root’s DNSKEY. The steps given below show

how this chain of trust helps in verifying the Origin of the response.
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1. Verifying Sender DNSKEY (i.e. DNSKEY .0,)

(8) DNSKEY,ou{RRSIG(DS,om)} == hash(DSeom)

(b) DSeom == hash(DNSKEYon)

Initially, the sender’s (i.e., .com’s) DNSKEY has to be verified (1). In order
to do this, the hash value of the DS record of .com should match the de-
crypted value of RRSIG of DS,,,, as shown in (a). Finally, the hash value
of the DNSKEY of .com is compared with DS,,,, record as given in (b). In
the next step, we have to verify the DNSKEY of parent zone of .com which

is Root as given below.

2. Verifying Parent Zone DNSKEY (i.e. DNSKEY,,t): The DNSKEY of root
zone is believed by every one. Therefore, it is not required to be verified and

from this we can get authentication chain to the root node.

Data Integrity will be achieved if the following condition is true

hash(RRsetp com) == { RRSIGp com }DNSKEY o,

i.e., first, the hash value is computed for the received RRset. Secondly, RRSIG
value is decrypted using DNSKEY and finally both the values are compared. If
both values are equal, then it implies that the received data is correct. If not, we

can arrive at the conclusion that it was modified inbetween.

3.2 Formal Representation of DNSSEC Protocol

The representation of a protocol using Alice Bob (A - B) notation as described
in Chapter 2 will help us in the better understanding of the protocol operations
and analysis as well. Table 3.1 shows the constructs used in representation of the

DNSSEC protocol.
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3.2.1 Constructs used in DNSSEC protocol representation

Term Description
DNS request «— DNS_request holds either FQDN or 1P
Fully Qualified Domain Name | address.
(FQDN) | IP_address

RRSet S +— RRSet_S holds either IP address or

IP_address | FQDN FQDN.

RRSIG[RRSet.S] +— RRSIG[RRSet_S] holds hash value of

hash(RRSet_S) PK[S,K]-1 RRSet_S encrypted with private key of
server (S).

DS_S «— hash(PK]|S, K]) DS_S holds hash value of the public key
of server (S).

RRSIG[DS_S| «— RRSIG[DS_S] holds hash value of DS_S

hash(DS_S) py (g -1 encrypted with private key of root (R).

DNSKEY_S <— PKIS, K| DNSKEY _S holds the public key (K) of
server (S).

DNSKEY R <— PK|R, K] DNSKEY R holds the public key (K)

of root (R).
PKIS, K] K is a public key of server (S).
PKIR, K] K is a public key of root (R).

Table 3.1: Constructs used in DNSSEC protocol representation

3.2.2 DNSSEC Protocol in (A - B) Notation

In this notation C stands for client, S for server and R for Receiver.

1. C -> S: DNS_request

2. S -> C: RRSet_S, RRSIG[RRSet_S], DNSKEY_S

3. C "verify" if H(RRSet_S) = {RRSIG[RRSet_S]}DNSKEY_S then
continue with step 4.
else discard RRSet_S and exit.

4. C -> R: DS_request
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5. R -> C: DS_S, RRSIG[DS_S], DNSKEY_R
6. C "verify" if H(DS_S) = {RRSIG[DS_S]}DNSKEY_R then
continue with step 7.
else discard DS_S and exit
7. C "verify" if H(DNSKEY_S) = (DS_S) then
accept RRSet_S.

else discard RRSet_S and exit.

3.3 SVO Logic for DNSSEC Protocol

Modal Logic is an umbrella term for a class of logics extending classical propo-
sitional logic with modal operators that qualify the expressions in their scope.
Accordingly, if we consider the standard modal operators of necessity (O) and
possibility (<), and a propositional letter p, we can use p to express that the
proposition represented by p is true, —p to specify that the proposition represented
by p is false (or that the opposite/negation of p is true), Op to indicate the the
proposition represented by p is necessary, and <p, meaning that the proposition
represented by p is possible. A plethora of interpretations for the modal operators
have been proposed to cover different concepts of necessity/possibility. For exam-
ple, under an epistemic interpretation, O and < can be understood, respectively
as knowledge and belief. Often different interpretations require to specify axioms
and rules to model the behaviours and relationships among the modal operators.
Several modal logics have been proposed in the field of security and access control
to model various underlying security and access control protocols. Modal logic
based tools allow us to describe the beliefs of parties in the protocol and to study

the evolution of these beliefs as a consequence of communication. For example

e if you have sent Bob a number that you have never used for this purpose
before, and if you subsequently receive from Bob something that depends on
knowing that number, then you should believe that Bob’s message originated

recently (at least after yours)
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e if you believe that only you and Bob know K, then you should believe that

anything you receive protected with K comes originally from Bob

e if you believe that K is Bob’s public key, then you should believe that any
signed message that you can successfully verify with K comes originally from

Bob

As discussed in Section 2.7 of Chapter 2 there are some advantages and at the same
time some disadvantages in modal logics like BAN, AT and GNY. To overcome
the disadvantages and maintaining advantages of BAN, AT and GNY logics, the
SVO [79] logic was developed. SVO logic unifies the functionalities of BAN, AT
and GNY logics. SVO logic adds some more functionalities to make it a preferable
choice so as to apply it to analyze security protocols. The details of inference rules,
and the axioms for reasoning about DNSSEC are discussed below. The inference
rules are indexed by F'1...Fn and axioms by Al ... Am, where n, m € I are in-
tegers. The language of SVO is developed for dealing with abstract protocols and
therefore message sending is composed of expressions in the language and is able
to cover public keys, functions and message comprehensibility. A set of primitive
terms T" consisting of sets of constant symbols are available for representing prin-
cipals, shared keys, public keys, private keys etc. Though formulae and messages
are segregated by having two formal languages, any reference to SVO is applicable
to both whereas truth/falsity is attributed only to formulae. Formulae can also
be attributed with a principal’s belief and both messages and formulae are built

from 7. The language of messages has the following interpretation
e X is a message if X € T

o F(Xy,...,X,)isamessageif X;,..., X, are messages and F' is any function.
F{X}, as well as F[X]; is also allowed to represent encryptions as well as

signed messages.

e ¢ is a message if ¢ is a formula
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The language of formulae is interpretd as follows:

o P <& Q, Pky(P,k), Pko(P, k) and Pks(P, k) are formulae when P and Q

are principals and k is a key.
SV(X,K,Y) is a formula when X and Y are messages and k is a key.

P sees X, P received X, P says X, P said X and fresh(X) are formulae

when X is a message and P is a principal.

= (not-p) and ¢ A (¢ and ) are formulae if ¢ and v are formulae. The

otehr connectives can be defined in a similar manner.

P believes ¢ and P controls ¢ are formulae when ¢ is a formula and P is

a principal.

3.3.1 SVO Inference Rules

F1:

F2:

Modus Ponens: From ¢ and (¢ — ) infer ¢
The modus ponens has two premises, one is a conditional claim (¢ — )
and the other one is the antecedent (¢) of the condition. If both premises

are true, then it can be inferred that the consequent (7)) is also true.

Necessitation: - ¢ infer = P believes ¢

The I' F ¢ means that ¢ is derivable from the set of formulae I' and set
of axioms. F ¢ means that ¢ is a theorem that can be derivable from
axioms alone. The Necessitation rule tells if ¢ is a theorem then it can be
inferred that P believes ¢. The symbol - is called turnstile, assertion sign

or assertion symbol. It is read as, yields, proves or entails.

3.3.2 SVO Axioms for Reasoning about DNSSEC

Al:

Distributive Axiom

P believes ¢ N P believes (o — 1) — P believes 1.
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A2:

A3:

A4:

Ab:

AG:

AT:

The axiom states that a principal P believes all that logically follows from

it’s beliefs are true.

Truth Axiom
P believes ¢ — ¢
The axiom states that the beliefs held by principal P is true.

Positive Introspection
P believes ¢ — P believes(P believes ¢)

The axiom states that a principal P can tell what it believes.

Negative Introspection
(P believes p) — P believes(—P believes @)

The axiom states that the principal P cannot tell what it does not believe.
Received Axiom

(a) P received (X1,...,X,) — P received X, fori=1,...,n.
The Principal P can concatenate the messages Xy, ..., X, if individual

messages X1, ..., X, are received.

(b) (P received {X}g+ N P sees K~) — P received X
In case of symmetric cryptography, K+ = K~ = K. In case of asym-
metric cryptography, K™ is a public key and K~ is the associated
private key.

Source Association

(PK,(Q,K) N received X NSV (X, K,Y)) - Q saidY

The keys and signatures are used to identify sender of the message. (PK,(Q, K))

represents the fact that K is the public signature verification key for the prin-
cipal Q. Similarly, SV(X,K,Y) represents that, given a signed message X,
by applying key K to it will verify the message Y which was signed with
private key K.

Seeing Axiom

65



AR:

A9:

(a) P received X — P sees X
(b) (P seesX1 A...AP sees X,) = (P sees F(X1,...,X,))

The Principal P can see all the things that it receives. It can also see the

messages that can be computed from the received messages.
Freshness Axiom

(a) (fresh(X;) — fresh(X1,...,X,)
(b) (fresh(X1,...,X,) — fresh(F(X1,...,X,))
fresh(X), means, that X has not been sent in any message prior to the

current protocol run. The principal believes that the concatenated message

is fresh if one of its message is fresh. The function F of the message is also

fresh.
Saying Axiom

(a) P said(Xy,...,X,) — P saidX; NP has X;, fori=1,... ,n.

(b) P says (Xi,...,Xp) — (P said (Xi,...,X,) AP says X;), for i =

1,...,n.

P said X, means, P has sent a message containing X at some prior point,

and P believed X and understood that it was sending X at that time.

P says X, means, X is a message P said recently. P must have said X since

the beginning of current epoch.

P has X, means, X is a message P can see. This may indicate: X initially
available to P, X received by P, X freshly generated by P , and X can be

constructed by P from the above.

If a concatenated message is said by a Principle, then it can be comprehended
that principal also said individuals of that message. A Principal who recently
says a concatenated message can be treated as a concatenated message said

by the same principal and also individual message.
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A10: Jurisdiction and Nonce verification Axiom

All:

(a) (P controls ¢ A P says ¢) — ¢
(b) (fresh(X) A P said X) — P says X
Part (a) of axiom 10 says that ¢ is under the absolute control of the Principal

and part (b) distinguishes a message from having been said (sometime) to

having been said during the current interval of time.
Possession Axiom

(a) P received X — P has X
(b) P has(X1,....,X,) = P hasX;

(¢) (P has Xy A ...\ P has X,,) = P has F(Xy,...,X,,)

The principal P received X, means, P is having X.

The principal P is having a set of messages X1, ..., X,, means P is having

individual messages.

The principal P is having individual messages Xi, ..., X,, and function 'F’

then P is also having result of F(X7,..., X,,).

3.3.3 Extended SVO logic for Reasoning about DNSSEC

We have extended SVO logic by adding two new axioms for reasoning about

DNSSEC protocol.

A12: Authentication Axiom:

(P believes DNSKEY _root A P believes Equal(DS_S,
{RRSIG[DS_S|} pnsicey roor) I\ P believes Equal(DS_S,
hash(DNSKEY _S)) — P believes DNSKEY _S

This axiom is used to authenticate the public key of server(S). The DNSKEY
record holds the public key, DS record holds hash value of the public key,

RRSIG record holds the hash value of a record signed with private key of
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server. Equal function checks the equality of two given parameters.

The axiom states that principal P should believe public key of root and
principal P should believe that DS_S record which was sent by root did not
get altered and principal P should believe that hash value of DNSKEY S is
equal to DS_S value then principal P believes the DNSKEY _S.

A13: Integrity Axiom:
(P believes DNSKEY S AN P believes Equal(hash(RRSet_S),
{RRSIG|RRSet S} pnskpy s) — P believes RRSet_S
The axiom states that the principal P should believe the public key of server
and principal P should believe that if the data (RRSet_S) sent by the server
did not get altered then principal P should believe data (RRSet_S) sent by

server.

3.4 Formal Analysis of DNSSEC

The importance of Modal logic and their wide usage in evaluating the security
protocols were discussed in section 2.7 and it was shown that Modal logic systems
like BAN, AT, GNY and SVO are widely used in reasoning about security proto-
cols. These modal logic systems analyze protocols by deriving beliefs that honest
principals hold. Here we are using SVO logic as outlined in 3.3 for reasoning about

DNSSEC (Domain Name System Security Extensions) protocol.

3.4.1 SVO Logic Procedure to Analyze Protocol

In order to analyze a protocol in SVO logic the following steps are followed:
1. Write assumptions about initial state.
2. Annotate the protocol.
3. Assert comprehensions of received messages.
4. Assert interpretations of comprehended messages.
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5. Use the logic to derive beliefs held by protocol principals.

In the first step we write initial conditions of the protocol, which includes the
beliefs held by the principals, the possession of keys or any other prior assumptions
the principals might be holding. It should be kept in mind that in DNSSEC the
client establishes authentication chain back to the previously known DNSKEY.
As noted earlier, since DNS is having a hierarchical structure wherein the trace

goes back to the root key the initial assumption is that everyone believes the root

zones DNSKEY. i.e.
AQ —client believes DNSKUFEY,,,; which can be rewritten as
A1 —client believes PK(Root, DNSKEY,o0t)

i.e., client believes the public key of the root which is DNSKEY,.,;. Premises P1
to P5 as given below also falls into the category of initial assumptions. In the
second step we write the messages that are exchanged between principals which
includes the received messages, that is those messages that are not lost in transit.
Premises P6 and P7 as given below represents the annotation. In the third step we
assert that the messages that are received by the principals are comprehended (eg.
decryption of received message by using a key that is known already) as shown
in premises P8 and P9. In the fourth step we write the inferred messages by
principals with the received messages and the knowledge that principals initially

have as outlined below;

client received (DN SK EYsenger) N\ client believes fresh(DSsender) N
({Hash(DNSKEYsender)} =
DSsender) — client believes fresh (DNSKEYsender)

client received X N client received SIG(X)A
client believesfresh(DNSKEYsenger) N ({SIG(X)} DNSKEYorger =
Hash(X)) — client believes X

In the fifth step we use axioms and premises to derive the goals of the protocol.
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3.4.2 Protocol Analysis

The following are the Set of premises derived from the operation of a protocol.

P1

P2:

P3:

P4

P5:

Pe:

P7:

P8:

Po:

C believes fresh(PK(R,K))
R believes fresh(PK(R,K))

S believes fresh(PK(S,K))
The above premises are derived based on the initial assumptions of the pro-
tocol. Client(C) believes public key K of Root(R). Similarly Root(R) and

Server(S) believes their own public keys.
C believes R controls (fresh(PK(R,K))

C believes S controls (fresh(PK(S,k))
The above premises says that C believes R and S have control over freshness

of the their public keys.

C received {S,C, RRSet, SV(SIG(RRSet), PK,(S, K), RRSet),
PEK(S, K)}

C received {R, C, DSs, SV (SIG(DSs), PK,(R, K), DSs), PK (R, K)}

C believes C received {5, C, RRSet, SV (SIG(RRSet), PK,(S, K),
RRSet), PK(S,K)}

C believes C received {R,C, DS, SV(SIG(DSs), PK,(R, K), DSs),
PK(R,K)}

The above premises says that Client(C) believes that it received Resource Record

Set(RRSet), signature verification of RRSet and public key K required to verify

the signature of the message received from server(S). It also believes that it re-

ceived Delegation Signer (DSg) record, corresponding signature verification record

SIG(DSs) and the public key K required to verify the signature of the message

received from Root(R).

70



3.4.2.1 Objective 1: Verifying Origin Authentication

To say DNSSEC achieves Origin Authentication we need to prove the rule given

below

client believes DNSKEY4enger i.€. "dcis"beliecves DNSKFEY,,,,

i.e if client believes in sender zones DNSKEY then it will believe the public key
signature made by the sender using private key which can be verified using cor-
responding public key i.e. zone DNSKEY. To prove the above one we start with
initial assumptions of the DNSSEC protocol. According to DNSSEC protocol to
provide origin authentication it is assumed that all the nodes (systems) in domain
name space believes the root node’s public key by default. When this assumption

is applied to our example then it can be formally written as given below
11 —dcis believe DNSKEY o0

To verify “com” zone’s DNSKEY, "dcis" sends a request to root i.e. com zone’s
parent for DS record set and "dcis" receives DS record set from root, which can

be written as

dcis received(DSeom, RRSIG(DSeom), DNSKEY,o01)

using Ab.(a), we can derive the following assertions.
O1 —dcis received DS,
02 —dcis received RRSIG(DS.om)

03 —dcis received DNSKEY, 0

When "dcis" receives this DS Record Set, it compares it with

{RRSIG(DS)}pNSKEY,.,,

If the data has been received without any modifications in between, then
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05 7DScom = {RRSIG(DScom>}DNSKEYmot
And if the Above condition is satisfied then dcis believes DS,,,, is fresh

06 —dcis believes fresh(DSom)

O7 —dcis received DNSKEY o,
From O7,A7(b)

08 —dcis sees hash(DNSKEY o)

09— DS,om = hash(DNSK EY.om)

And if the above condition is satisfied, then dcis believes DNSK EY,,,, From
09,06,A1 we can get

010 — dcis believes DNSKFEY,,,,

First, we have listed all the received data from both the root node and the com
node. In order to authenticate the data received from com node, first we check
whether the received data is altered during transit or not. Once it is confirmed
that the received data was not altered, then we compute the hash value of the
public key (DNSKEY) of com node. Then we compare this hash value with the
hash value stored in Delegation Sign record (DS record), which has come from root
node. If these two hash values match, then we believe the public key (DNSKEY)
of com node. Since we believe the root whatever data sent by root node is also

believed and therefore the objective of data origin authentication is proved.

3.4.2.2 Objective 2: Verifying Data Integrity

When "dcis" sends a request to uohyd for D.com. name resolution, and receives
DNS reply which contains the naming resolution RRset, Digital Signature RRSIG
and DNSKEY of com zone. Then it is proved that (In Origin Authentication
Check)

dcis believes DNSKFEY,,,, which can be rewritten as
N1 —dcis believes PK(com,DNSKEY .o, )
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N2 —dcis received (RRsetp. com., RRSIGp.com., DNSKEYeom)
By applying A5.(a) to N2, we can get the following assertions.

N3 —dcis received RRSETp com

N4 —dcis received DNSKEY oo,

Nb —dcis received RRSIGp com
If DNSKEY of received zone is fresh then

N6 —Fresh(DNSKEY .o1)

In order to verify integrity, dcis compares calculated RRSET’s hash value with

{RRS[GD.COm}DNSKEYcom

If the data is received without any alterations, then

N7 —hash(RRSETp com) = { RRSIGp.com f DNSK EYeom
From N2,N3, N6, N7 and Al, we can get

N8 — dcis believes RRSETp .o,

In section 3.4.2.1, it is already proved that dcis believes DNSKEY .o, now we
use this fact to prove the second objective of data integrity. First we list the
data that is received from the com node, then we compute the hash value of the
received data (i.e RRSETp com) and compare with the hash value decrypted from
RRSIGp com record using public key (DNSKEY,,,) of com node. Once these
two hash values are matched then we can say that the data received from the
com node was not modified in transit and hence the data integrity objective is

proved.
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3.5 Summary

Logic based frameworks are widely used in the specification and verification of
security protocols. In this chapter we proposed a formal framework for analysing
the DNSSEC protocol. We gave an in-depth analysis of DNSSEC to start with
and used SVO logic for formally representing DNSSEC and also specifying the
nuances involved in DNSSEC. Thereafter we proposed an extension of DNSSEC
wherein two new axioms were added to the original SVO logic. Formal Analysis
of DNSSEC in the new set up was carried out by verifying origin authentication
and Data integrity with the help of message passing examples. By making use of
inference rules as well as axioms of SVO logic we were able to successfully derive

proof for Data origin authentication and Data integrity of DNSSEC protocol.
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Chapter 4

Validating DNSSEC protocol

The usage of Internet and network based services have become very common these
days. Some of the services are very critical and require robust security to avoid
intolerable consequences. As we all know, to provide such services, a robust cryp-
tographic security protocol must be used. The designing of such a secure protocol
is always a challenging task. The complexity of security protocols is increasing day
by day, due to their functionalities and type of services that they provide to pro-
tect the resources from unauthorised access. As the complexity grows, it becomes
a very difficult and tedious task to validate its correctness manually. Therefore
we need some automatic mechanism to validate the correctness of a given security
protocol. The research problem that we address in this chapter is related to the

validation of the security protocol DNSSEC using the automated verification tool

called AVISPA”!

4.1 Security Protocol Verification Tool: AVISPA

Automated Validation of Internet Security Protocols and Applications (AVISPA)
[9] [80] is an automatic formal validation tool used to validate correctness of secu-

rity properties of Internet security protocols. AVISPA tool is aimed at, countering

LA part of this chapter has been accepted as Automated validation of DNSSEC in the Inter-
national Conference on Computing Analytics and Networking (ICCAN 2017), 15-16 December
2017, Odhisa.
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two types of attacks - one is the Man-in-the-middle attack and the other one is re-
play attack. AVISPA uses a High Level Protocol Specification Language (HLPSL)
to write a protocol specification. HLPSL [28, 11] is a very expressive and intuitive
language to model any security protocol. The architecture of AVISPA tool is as

shown in Figure 4.1.

High Level Protocol Specification Language (HLPSL)

Y

Translator
HLPSL2IF

i

Intermediate Format (IF)

Y Y Y Y
Automata
On-the-Fly- |[ CL-based || SAT-based |[5cc
Model-Checker %ttack Searcher|Model-Checker Bas::ail;o;?col
QFMC CL-AtSe SATMC TA4SF’
Output

Figure 4.1: Architecture of AVISPA Tool

The AVISPA tool accepts input specification in HLPSL and translates HLPSL
specifications into an Intermediate Format (IF). IF is an intermediate step where
the rules are re-written such that it will be more comfortable/ convenient for
further processing it by back-end analyzers. The IF format of a protocol gets
executed completely if no loop exist, otherwise it gets executed for a finite number

of times. Finally, the execution may end-up with either by an identification of an
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attack on a given protocol or showing a proof that the protocol is safe within a
finite number of sessions. AVISPA currently provides supports for four back-end

analyzers. We give below a short description of each of the analysers.

4.1.1 On-the-Fly Model-Checker (OFMC)

The two major ideas that OFMC [16] uses to analyze security protocols are lazy
and demand-driven searches. The infinite state space associated with a protocol
is modeled using lazy data-types. Lazy data-type builds data without verifying
the arguments. OFMC make use of this feature to specify and compute very large
amount of data that generates arbitrarily. OFMC uses lazy evaluation technique
to make search and heuristics independent from the model to which it is applied.
It also applies the same technique to build infinite tree in a demand-driven fashion.

OFMC applies lazy intruder technique combined with lazy infinite space ap-
proach to reduce the search space by explicitly eliminating the intruder messages.
OFMC makes use of infinite tree data-type supported by lazy programming lan-
guage to implement infinite-state approach [15, 14]. This results into a finite and
computable model using which OFMC can generate arbitrary prefixes of the tree
on the fly. To search an infinite tree OFMC applies iterative deepening technique.
Whenever an attack is found by OFMC then it returns in the form of attack-trace,
which is a sequence of messages that are exchanged and leading to an attack-state.
OFMC uses an optimization technique called lazy intruder to reduce the search
tree significantly without eliminating any attacks. Whenever the receiver receives
message in which some part is irrelevant, then the receiver will not further analyze
the value of a particular message part. The lazy intruder exploits the above point
to postpone the decision during search.

The lazy intruder is an optimization technique that significantly reduces the
search tree without excluding any attacks. The lazy intruder technique exploits
the fact that the actual value of some parts of a message is often not relevant for
the receiver. Therefore, when the message or part of the message is not analysed

by the receiver, then it gets replaced with a variable and the decision about it gets
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postponed during search. OFMC uses general search reduction technique called
constraint differentiation technique for reducing search time. Many efficient search

heuristic techniques are implemented by OFMC to reduce the search space.

4.1.2 SAT-based Model-Checker (SATMC)

SATMC [8] starts analyzing the problem by considering the bounded number of
scenarios with a finite number of sessions. SATMC considers Dolev-Yao model for
exchange of messages between principals, where the presence of intruder is also
considered into account. SATMC first reduces the problem of 'checking whether a
protocol is vulnerable to attacks within bounded number of scenarios’ into satisfi-
ability of a propositional formula, using sophisticated encoding techniques devel-
oped for planning. SATMC applies SAT solver to solve the propositional formula.
The encoding techniques specifically used by SATMC are linear encoding and
graph-plan based encoding. SATMC is the best choice to analyze web-browser
based protocols, which normally send and receive messages over secure channels
like Secure Socket Layer (SSL)/ Transport Layer Security (TLS). SATMC can also
be used to validate complex temporal characteristics like fair exchange in a given

protocol.

4.1.3 Constraint-Logic-based Attack Searcher (CL-AtSe)

CL-AtSe [83] takes input of a protocol specification in IF format, produced by the
AVISPA compiler. CL-AtSe first applies rewriting technique on a given protocol
specification to construct state transition diagram for a given protocol. Later it
applies constraint solving technique to determine all reachable states for each par-
ticipant in a given protocol and also decides the possibility of attack with respect
to the Dolev-Yao intruder model. CL-AtSe was designed mainly to achieve mod-
ularity and performance. The modularity feature of CL-AtSe helps in extending
and applying it for analyzing different classes of protocols. The performance fea-
ture in Ct-AtSe helps in obtaining the results quickly, specifically when protocol

is analyzed with large number of sessions. The CL-Atse uses generic knowledge
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deduction rules from casrul [27] but with optimizations and extensions to analyze
protocols. In order to minimize the search space CL-AtSe applies lazy intruder
technique without eliminating any attack at the same time without adding new
attacks. CL-AtSe integrates an optimized version of the Baader & Schulz unifica-
tion algorithm [12], with modules for xor, exponentiation, and associative pairing.
To improve the performance, CL-AtSe takes the advantage of optimization tech-
niques like re-writing of input specification, simplification etc. CL-AtSe tries to
combine as many steps as possible or allow them to execute as soon or as late,
as possible. By doing so it can simplify the protocol in terms of the number of
steps that are allowed to execute. The steps marked as soon are allowed to run
immediately after it’s parent step.

These marks will apply very restrictive constraints on interleaving step, which
inturn greatly reduce CL-AtSe computing time. However, CL-AtSe can take such
decisions, if it can build a proof automatically regarding the insecurity of a pro-
tocol. CL-Atse builds various protocol-dependent objects like a set of unforgeable
terms like atoms, keys, etc. that the intruder cannot create. CL-Atse first tests
the elements in a given step, then checks for the possibility of either merging or
marking the step. Protocol optimization aim is to rewrite few parts of the proto-
col in order to improve the searching of an attack. The idea behind this one is to
collect all possible origins from which ciphertexts can be send by intruder. Once
exhaustive list of origins is built then, CL-Atse can make use of this list for future

analysis.

4.1.4 Tree Automata based on Automatic Approximations

for the Analysis of Security Protocols (TA4SP)

In order to validate the given security protocol, TA4SP [20], follows an approxima-
tion technique. TA4SP uses regular tree languages and rewriting to approximate
the intruder knowledge. The term rewriting system represents not only the in-
truder abilities to analyse or compose the messages, but also the protocol steps.

The main idea behind TA4SP is an extension of an approximation method based
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on tree automata. The approximation function used in TA4SP contains symbolic
transitions (where the right hand side or the left hand side of a transition may
contain variables). It is then possible to compute under-approximations, over-
approximations and to switch automatically from the first to the second during
the process. TA4SP may exhibit a flaw in a given security protocol by under-
approximation or safe over any number of sessions by over-approximation. The
AVISPA tool suits well to validate the properties of a security protocols with
bounded number of sessions. The back-end analyzers exhibits security breaches if
any exists in terms-of sequence of events that leads to violation of security goal.

In next section, we discuss DNSSEC protocol specification in general notation.

4.2 An Overview of DNSSEC Specification Pro-
cess

Before writing the actual DNSSEC protocol specification using HLPSL language
'to validate with the AVISPA tool’, it is always suggested to represent the protocol
using Alice - Bob (A - B) notation. The representation of a protocol using (A - B)
will help us in getting clarity and better understanding of the protocol in terms
of representation messages exchanged between principals. The DNSSEC protocol
representation using (A - B) notion is as shown below.

Alice - Bob (A - B) Notation

1. C -> S: DNS_req
2. 8 -> C: DNS_res, RRSIG, DNSKEY(S)

w

. C "verify" if H(DNS_res) == {RRSIG}_DNSKY then
go to Step 4.
else discard DNS_res and exit.

4. C > R: DS_req

5. R -> C: DS_res, RRSIG, DNSKEY(R)

6. C "verify" if H(DS_res) == {RRSIG}_DNSKEY then

go to step 7.
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else discard DS_res and exit
7. C "verify" if H(DNSKEY(S)) == (DS_res) then
accept DNS_res.

else discard DNS_res and exit.

In the above representation, we have used the following notation - Client(C),
Server(S), Root(R). In step 1, client sends DNS request(DNS,.,) to the server.
In step 2, after receiving DNS request from the client, (here we are not showing
the receiving of the message, which we are assuming it as implicit, because server
will send a response only after receiving a request from client), server sends DNS
response (DN S,.s) signature of the response (RRSIG) and the public key of the
server (DNSKEY) to client. In step 3, after receiving these three (DN S,.s, RRSIG,
and DNSKEY(S)) information, client verifies the integrity of DN.S,.(i.e checking
whether the DNS response gets modified during transit or not). Here, the integrity
checking is carried out by computing hash value for DN S,..; and is compared with
the decrypted RRSIG value using public key of server (DNSKEY(S)). If both of
these match, then client believes that the DN S,..; did not get modified in transit
and therefore the client accepts the DN S, s and continues with step 4. On the
other hand if the DN S,.., gets modified in transit, the client discards the DN S,..,
and exits the process.

In step 4, client sends the DS request (DS,¢,) to root server. In step 5, after
receiving DS,., from client, server at root sends DS response (DS,.s), signature
of the response (RRSIG), and public key (DNSKEY) of root server to client. In
step 6, after receiving these three (DS,.s, RRSIG, and DNSKEY(R)) information,
client verifies the integrity of DS,.;. Here the integrity checking is carried out by
computing the hash value for DS,.; and compared with decrypted RRSIG value
using public key (DNSKEY (R)). If both of them match then client believes that
the DS, did not get modified in transit and therefore the client accepts the
DNS,.s and continues to step 7. If this is not the case, the D.S, . gets modified in
transit and therefore the client discards the DS,., and exits the process. In step

7, we verify the public key sent by the server (DNSKEY(S)) and the hash value
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of the public key of server(DS,.s) sent by the root. If both of them match, then
client accepts the DN S,.., sent by the server else client discards the DN S,..s and
exits the process. In steps 3 & 6 we verified the data integrity property and in
step 7 we verified data origin authentication property of DNSSEC protocol. Before
writing DNSSEC specification in HLPSL language, the general structure of HLPSL
specification as well as the basic building blocks and predefined functions needs

to be discussed.

4.3 AVISPA and HLPSL

In order to validate any security protocol using AVISPA tool, we need to write
the specification of that protocol using the High Level Protocol Specification Lan-
guage (HLPSL). HLPSL is a simple and very convenient high level language to
specify any security protocol for verification using automatic tools like AVISPA.
Therefore in this section we discuss the major constructs of HLPSL that help
in representing a protocol using HLPSL language as well as understanding any
HLPSL specification. First we start with the overall structure of HLPSL specifi-

cation.

Structure of a HLPSL specification.

BasicRole_de finition+
CompositionRole_de finition?
EnvironmentRole_de finition?

Goal_declaration?

HLPSL is basically a role based language, which means each participant in a
security protocol is represented as one role in HLPSL specification, including the
environment in which the protocol is going to execute. In general, any HLPSL
specification of a protocol consists of one or more basic role definitions, followed
by the definition of composite role where we combine one or more basic roles

together so that they get executed together, usually in parallel. Environment role
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is defined wherein we instantiate composition role to create one or more sessions.
Finally, we specify security parameters as goals that we want to validate by the
tool. The basic roles are played by agents, and the format of the basic role is as

shown below.

Basic role structure

role role_name(list of parameters)
played_by name_of player def =
local variables declaration section.
it section.
transitions declaration section.

end role

The basic role definition consists of list of parameters, local variables, init section
and transition section. The role definition starts from key word def and ends with
keywords end role. List of parameters are used to send and receive messages from
one role to another. Local variable section declares local variables that are used
within the role. Init section is used to initialize the variables. Transition section
is used to specify the actions like sending, receiving, encrypting, decrypting of

messages, etc that are performed by the agent of a role.

Transition structure

Label 7" Predicates " — —| > 7 Actions % spontaneous action
| Label ”.” Events” =|>" Reactions % immediate reaction
Label ::= const_ident | nat_ident

The transitions in a basic role are of two types: one is spontaneous actions, that
gets executed when the state predicates on the left-hand side are satisfied, and the
other one is immediate reactions, that gets executed immediately whenever the
non-stutter events (that is events based on the change of some variables values)

on the left-hand side are satisfied. The transaction format is as shown below.
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Composition role structure

"role” role_name(list of parameters)
7 def — 7
local variables declaration section.
it section.
composition declaration section.

7 end?? 7 ,',,Ol€77

The composition role definition consists of list of parameters, local variables, init
section and composition section. The role definition starts from key word def
and ends with keywords end role. List of parameters are used to communicate
messages from one role to another. Local variables section is used to declare
local variables that are used within the role. Init section is used to initialize the
variables. Composition section is used to combine one or more basic roles so that

they can execute in parallel.

Environment role structure

"role” environment()
"def = "const declaration section.
intruder knowledge declaration section.
compositon section.

7 end” 7 T,Oleﬂ

The environment role is a starting point of the execution of a program. The role
definition starts from the key word def and ends with keywords end role. The
environment role consists of a constant declaration section, intruder knowledge
declaration section and composition section. In constant declaration section we
declare the constants of agent type, key type, protocol id type, etc. Knowledge of
an intruder is composed of assigned variables, constants and also the knowledge
given to all the instances of basic and composition roles. In the environment

section, we instantiate one or more composition role which was declared earlier.
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The goals of a security protocol can be declared as any of the following type.

1. Some information can be declared as secret so that privacy is maintained.

2. Agents can declare strong authentication requirement on some information.

3. Agents can declare weak authentication requirement on some information.

To declare the above goals HLPSL provides predefined macros. secret(E,id,S):
information F is declared as secret and it is shared by a set of agents represented as
S; secret information F is identified in goal section as id. witness(A,B,id,E):
agent A authenticates (weak) information F, that was sent to agent B; in goal
section this can be identified as id. request(B,A,id,E): agent B requests a
check for strong authentication on the value E by agent A; in goal section this
can be identified as id. wrequest(B,A,id,E): it is similar to that of a request,
but this is used for a weak authentication property.

HLPSL supports some basic building blocks which will help the protocol spec-
ifiers to quickly write the specification of the protocol in HLPSL for verification.
Basic types available for specifying protocols can be described as follows: agent,
channel, boolean, integer, text, message, public_key, symmetric_key etc.. Aggregate
types: tuples, sets, lists.. Variables can be assigned with fresh values (using new()).
Functions : HLPSL supports functions like cryptographic hash functions, encryp-
tion and decryption. E.g. H(z), x-Ka, z_inv(ka) etc.. AVISPA uses Dolev-Yao

(DY) channels where the presence of intruder is also considered.

4.4 Validating DNSSEC using AVISPA

As it has been discussed earlier that each participant in the protocol is represented
as one role in AVISPA, here we define one role for client, one role for server and
one role for root. After defining the basic roles, we defined the composition role
to combine the client, server and root together so as to execute in a parallel
fashion. After that we define the environment role to start the session between
the roles combined in composition role and also to start the execution of the

program. Finally, we define the goals of the protocol that we want to validate
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using AVISPA tool.
Simulation of DNSSEC Protocol
Role of Client

role client( C, S, R : agent,
% C, S, R are of type agent, play the roles of client,
server and root respectively.
Kc, Kr, Ks : public_key,
% Kc, Kr, Ks are the public keys of client, root,
server respectively.
DNS_req, DNS_res,
DS_req, DS_res : text,
% DNS_req, DNS_res are DNS request and DNS response
% respectively. DS_req, DS_res are DS request and DS
% response respectively.
SND, RCV : channel(dy))
% SND, RCV are send and receive channels of type
Dolev Yao respectively.
played_by C def=
local
State : nat,
H : hash_func,
Ns, Nr : text,
R1, R2 : text,
RRSIG1, RRSIG : text,
DNSKeyMap : (agent.public_key) set
init
State:=0 /\ DNSKeyMap:={(C.Kc),(R.Kr)}
transition
%» Client sends a DNS request to server

1. State = 0 /\ RCV(start) =|>
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b
b
b
b
b

State’:=1 /\ SND(S.DNS_req)
% After receiving the DNS response, client computes the
% hash value for the received response and compares with
% the received hash value, if both are matched then Client
% sends DS request to the root, here we are assuming that,
% root is the parent of server.
2. State = 1 /\ RCV(C.DNS_res) /\ RCV(C.Ks)
/\ RCV(C.{H(DNS_res)}_inv(Ks))
=|> State’:=2 /\ SND(R.DS_req)
/\ request(C,S,c_s_ks,inv(Ks))
Client receives DS resopnse from root, client computes
the hash value for the received response and compares
with the received hash value, if both are matched then
client accepts the DNS response received from server

otherwise it rejects.

3. State = 2 /\ RCV(C.DS_res) /\ RCV(C.Kr)
/\ RCV(C.{H(DS_res)}_inv(Kr))

=|> State’:=3 /\ request(C,R,c_r_kr,inv(Kr))

end role

Role of Server

role server( C, S, R : agent,

Kr, Ks : public_key,
DNS_req, DNS_res : text,
SND, RCV : channel(dy))
played_by S def=

local

State : nat,
H : hash_func,
RRSIG : text,
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Ns : text,
DNSKeyMap : (agent.public_key) set,
DSKeyMap : (agent.text) set,

DomNamIPMap : (text.text) set

init

State:=0 /\ DNSKeyMap:={(S.Ks),(R.Kr)}
transition

% Server receives the DNS request from client

% and sends the DNS respone as well as the

% signature of the response to the client

1. State = 0 /\ RCV(S.DNS_req) =|> State’:=1

/\ SND(C.DNS_res) /\ SND(C.{H(DNS_res)}_inv(Ks))
/\ SND(C.Ks) /\ witness(S,C,c_s_ks,inv(Ks))

end role

Role of Root Server

role root( C, R : agent,
Kr : public_key,
DS_req, DS_res : text,
SND, RCV : channel(dy))
played_by R def=
local
State : nat,
RRSIG1 : text,
DomainName : text,
IPAddress : text,
Nr : text,
H : hash_func,
DNSKeyMap : (agent.public_key) set,

DSKeyMap : (agent.text) set,
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DomNamIPMap : (text.text) set

init
State:=0 /\ DNSKeyMap:= {(R.Kr)}
transition
% Root receives the DS request from client and sends the
% DS respone as well as the signature of the response to
% the client
1. State = 0 /\ RCV(R.DS_req) =|> State’:=1 /\ SND(C.DS_res)
/\ SND(C.{H(DS_res)}_inv(Kr)) /\ SND(C.Kr)
/\ witness(R,C,c_r_kr,inv(Kr))

end role

Composition Role

role session( C, S, R : agent,

Kc, Ks, Kr : public_key)

def=
local
CS,CR,SS,SR,RS,RR : channel(dy),
DNs_req, DNS_res,
DS_req, DS_res,
RRSIG : text
composition

client( C, S, R, Kc, Kr, Ks, DNs_req, DNS_res, DS_req,
DS_res, CS, CR) /\

server( C, S, R, Kr, Ks, DNs_req, DNS_res, SS, SR) /\

root( C, R, Kr, DS_req, DS_res, RS, RR)

end role

Role of Environment

%% Main role
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role environment ()
def=
const
c, s, r : agent,
kc, kr, ks : public_key,
h : hash_func,
c_s_ks,

c_r_kr : protocol_id

intruder_knowledge = { ¢, s, r, h, kc, kr, ks }
composition
session(c, s, r, kc, ks, kr) /\ session(c, s, r, kc, ks, kr)

end role

Goal section

goal

authentication_on c_r_kr
authentication_on c_s_ks
end goal

environment ()

4.5 Results

The following results are obtained after the DNSSEC protocol specification is
validated using AVISPA tool. Here we are displaying the results obtained from
two back-end verifiers OFMC and CL-AtSe. First we display the results related
to a single session among the client, server and the root with the intruder and
without the intruder. Next we display the results related to two sessions executing

in parallell.
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4.5.1 Results with On-the-fly Model-Checker (OFMC) as
back-end
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Figure 4.2: OFMC Summary for DNSSEC Protocol with one session

Figure 4.2 shows execution summary of OFMC. It is clear from Figure 4.2 that,
the given specification is SAFE (it means no attack is possible under specified con-
straints) and specified goals are fulfilled. We can also see the execution statistics

like parse time, search time, no of nodes visited and depth.
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Figure 4.3: OFMC simulation for DNSSEC Protocol with one session

Figure 4.3 shows the interactions among the client, the server and the root
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server. First, client sends DNS request to server and then server sends a response.
In order to authenticate the response, client sends DS request to the root server.
Root server sends the DS response and client can make use of this response to
authenticate the DNS response from the server. Figure 4.4 is similar to Figure
4.3, except communication between the client and the server as well as the client
and the root server will pass through the intruder. Result shows that even in the
presence of intruder, communication is not getting disturbed as the results got are

the same.

Figure 4.4: OFMC simulation for DNSSEC Protocol

intruder

Figure 4.5: OFMC Summary for DNSSEC Protocol with two
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Figure 4.5 shows summary of execution of a DNSSEC protocol with two ses-

sions. It is clear from Figure 4.5 that, the given specification is SAFE (it means

no attack is possible under specified constraints) and specified goals are fulfilled.

We can also see the execution statistics like parse time, search time, number of

nodes visited and depth.
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Figure 4.6: OFMC simulation for DNSSEC Protocol with two sessions

Figure 4.6 shows the interactions among client, server and root server. It is the

same as that of Figure 4.3, but with two parallel sessions. Figure 4.7 is similar to

that of Figure 4.6 except for the fact that the intruder is taken into consideration.
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4.5.2 Results using Constraint-Logic-based Attack Searcher
(CL-AtSe) as a back-end
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Figure 4.8: CL-AtSe Summary for DNSSEC Protocol with one session

Figure 4.8 shows execution summary of CL-TtSe. It is clear from Figure 4.8 that,
the given specification is SAFE (it means no attack is possible under specified con-
straints) and specified goals are fulfilled. We can also see the execution statistics

like parse time, search time, no of nodes visited and depth.
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Figure 4.9: CL-AtSe simulation for DNSSEC Protocol with One session

Figure 4.9 shows interactions among client, server and root server. First, client

sends DNS request to server, then the server sends response. In order to authen-
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ticate the response, client sends DS request to root server. Root server sends DS

response and client makes use of this response to authenticate DNS response from

server.
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Figure 4.10: CL-AtSe simulation for DNSSEC Protocol with one session including
intruder

Figure 4.10 is the same as Figure 4.9, except that communication between
client and server as well as client and root server will pass through the intruder. It
shows that even in the presence of intruder, communication did not get disturbed

as the results got are the same.

76 SPAN'L6 - Protocol Verfcation: Dnssec3ipst ==

File

SUMMARY
SAFE

DETALS
BOUNDED_NUMBER_OF_SESSIONS
TYPED_MODEL

PROTOCOL
C:\progra~1\SPANtestsuitelresults\Dnss ec3.if

GOAL
As Speciied
BACKEND
CL-ASe

STATISTICS

Analysed : 2178 states
Reachable : 1364 states
Translation: 0.01 seconds

| Computation: 0.01 seconds

Savefile | ViewCAS+ |ViewHLpgL| Protocol | Intruder | Attack
simulation simulation simulation
Tools Options.
HLPSL ™ Simplify

HLPSL2IF Choose Tool eption and I™ Untyped model
press execute
OFMC | ATSE | SATMC

Figure 4.11: CL-AtSe Summary for DNSSEC Protocol with two sessions

Execute I~ Verbose mode

TA4SP

Search Algorithm

95



Figure 4.11 shows summary of execution for DNSSEC protocol with two ses-
sions. It is clear from Figure 4.11 that, the given specification is SAFE (it means
no attack is possible under specified constraints) and specified goals are fulfilled.
Also shown is the execution statistics like parse time, search time, no of nodes

visited and depth.

T SPANTE  Pretocel St D ==
Trace Fes Modes  Vara wsc

< Previous step. ™ Untype cchwlv( servjv vwg cc\lenl servgv W“é =
T TR e s e T |
SDNS s DS eq
Stop2
SDNS s oS req
Stopa
cons s oS e
Stepd
RDS. ndce DS_req
e Steps
coss 05 es
Stept
CDNS_r L DNS_res
top?
RDS s 05 eq
Stopt
=l 1o coss e 05 res

Past events
~[fcent. 3)> (sever. 4 S ONS req

(client, 7) > (server, 8) - S DNS_req

(server, 4) > (client, 3): C.DNS_res

(client, 3) > (fo0t. 5 ROS_req

(ro0t. ) > (cient. 3) - CDS_res

(server, 8) > (client, 7): CDNS_res

client, 7)> (foot. 9) - ROS_req

(root, ) > (cient. ) - COS_res

o

Figure 4.12: CL-AtSe simulation for DNSSEC Protocol with two sessions

Figure 4.12 shows iterations between client, server and root server. It is same
as Figure 4.9, but with two parallel sessions. Figure 4.13 is similar to Figure 4.12,

except that the intruder is taken into consideration.
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Figure 4.13: CL-AtSe simulation for DNSSEC Protocol with two sessions including
intruder
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4.6 Summary

In this chapter we demonstrated how the AVISPA tool can be used to validate the
DNSSEC protocol. We have represented DNSSEC protocol in HLPSL which is
later translated into I[F Form by HLPSLIF converter. The IF form of the protocol
is, then analyzed using four backend analyzers called OFMC, SATMC, CL-AtSe
and TA4SP to check the correctness of the given protocol. The simulation results
ensured that the DNSSEC protocol is safe which means that no attacks are possible
on specified goals. We have also displayed the results pertaining to single as well
as multiple sessions, with different backend analysers. Finally we concluded that
the DNSSEC protocol is successfully validated as no attacks found against it’s

authentication and integrity goals.
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Chapter 5

Analysing DNSSEC as a Planning
problem in Multi-Agent Systems

In the previous two chapters we discussed about the formal analysis and verifi-
cation of DNSSEC in the background of SVO logic and provided validation of
DNSSEC using the AVISPA tool. In this chapter we deviate a bit and try to
address the analysis and verification of DNSSEC from a planning problem per-
spective in a Multi Agent System environment.

A planning problem in Artificial Intelligence (AI) is a representation in
some formal language which includes the following three steps: a) description
of the initial state of the world/environment b) description of the goal state to
be achieved and c) description of the possible actions that can be performed. In
this setup, a possible solution to a problem in a planning domain would be a
plan consisting of a sequence of actions which when executed would satisfy the
initial descriptions of the environment and achieves the goal. When it comes
to security protocols, a planning problem can be visualised in the background

of multi-agent systems (MAS) [90] wherein the agents exchange messages and are

IParts of this chapter has been published/accepted as
1. Incorporating temporal planning within a BDI architecture, 5th Indian International Confer-
ence on Artificial Intelligence (IICAI 2011) pages, 1618 - 1636.
2. BDI based performance enhancement in DNSSEC, Accepted in the 14th International con-
ference on Distributed Computing and Internet technology (ICDCIT 2018), 11th-13th January
2018.
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subject to attacks by the intruders. Though these agents can cooperate, coordinate
and negotiate to achieve their goals, as far as secure communication in MAS is
concerned, the problem still remains as to whether a message sent by an agent
is reliably received by other agents and whether the message received is regarded
as reliable in the view of receivers. As pointed out in [71], the problem generally

depends on the trust that agents would put in the security mechanisms of a system

Several modal logics such as belief logics and logics of knowledge [84] have been
proposed in the literature for the specification and verification of different aspects
of multi agent systems including that of security and trust. One of the key aspects
that should be taken care of while designing security protocols using logic for agent
based system is with respect to modelling and reasoning about time. Modelling
time explicitly is important especially for security protocols using timestamps be-
cause one can add checks on the expiration dates of the certificates. In the case
of DNSSEC there is an explicit start time and end time for its signatures. It is
extremely important to set the validating resolver’s internal clock to the correct
time because if wrong time is set then the resolver can interpret valid signatures
as expired and vice-versa. Many works have been proposed in the literature for
analysing authentication protocols in Agent-Based Systems wherein an explicit
notion of time is introduced using variants of temporal logic [56].

Our approach in this Chapter is not to provide an agent based formalism based
on temporal logic for analysing the DNSSEC protocol. We would like to devise
a declarative specification of the world wherein the proof of the existence of a
goal state can be linked to a plan by visualising the plan as a sequence of steps
to achieve the goal. The planning problem then becomes the problem of finding
a time t such that the goal g holds wherein the goal could be a conjunction of
formulae along with a specific set of actions. On the other hand, if it is not
possible to find a model for a goal state then one can prove that there is no plan
that achieves the goal. In a way our approach is similar to using logic programs

to formalise protocols. In order to achieve this end we have chosen the Beleif,
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Desire, Intention (BDI) framework as our underlying agent model. Initially we
demonstrate how to incorporate the temporal aspect into the BDI architecture.
Thereafter, in the next Chapter we show how a variant of such a model can be

used in a security protocol like DNSSEC.

5.1 Introduction to BDI

BDI (Belief, Desire, Intention) is a software model designed for programming in-
telligent agents and is based on the theory of practical reasoning put forward by
Michael E. Bratman [22] in 1987. According to Bratman the concepts of Beliefs,
Desires and Intentions should be represented and reasoned in a way such that it
can lead to an explanation for our actions. Beliefs form the dataset of things that
we are aware of as far as the environment is concerned whereas desires and inten-
tions are pro-attitutudes that can lead to actions. Bratman considers intention
as slightly different from desires as he terms intention as conduct-controlling-pro-
attitude having an element of commitment attached to it. Bratman also talks in
depth in his book of the role of plans in human practical reasoning wherein he
describes about the temporal persistence in plans as well as the formation of future
plans being depended on prior committed plans. Any system/software that can
be characterised using these notions of Belief, Desire, Intention and Plans had the
acronym Intelligent Agents and these concepts were used in a very loose sense
to solve problems in the domain of agent programming.

Many logical models were proposed to define and reason about BDI agents
which led to the development of different axiomatisations like BDICTL [35, 72],
LORA [90], BOID [23] etc. Along with the logical models there are also numer-
ous implementation of the BDI model like AgentSpeak-L, JAM, JACK, JASON,
JADEX, SPARK, 3APL, 2APL, GOAL, CogniTao, Living Systems Process Suite
etc. The success of the BDI [44] software model can be attributed to its ability
for imparting reasoning in resource bounded agents which have limited memory

and computing power as well as its application in dynamic environments. This
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ability stems from the fact that the BDI paradigm provides a mechanism that
differentiates plan selection (choosing what to do) from plan execution (doing it)
i.e., a balance is maintained on the time spent on deliberating about plans and
executing those plans.

One of the most important activity involved in the BDI software model is
the generation of a plan for a given objective i.e., finding a sequence of actions
which can fulfil the given objectives or intentions. In most of the BDI agent
systems this has been implemented as a plan-library, where a predefined set of
plans is incorporated for every possible goal. Once plan-library is implemented
then the planning problem can be reduced to a mapping whereby an agent can
select appropriate plans from the plan-library for a given goal. A crucial aspect
that has not been given much importance in the BDI planning domain is with
respect to the creation of plans in the first place. Is there any justification for
creating a plan as such so that it can be incorporated in the plan library. Usually
this part is left to the system designer/programmer. Secondly temporal persistence
of a plan in the sense of explicit reference to time, is not explored. In the BDI
model usually plans have a hierarchical nature in which one plan may consist
of a number of steps. It is argued that the overall plan remains in effect while
the subsidiary plans are being executed and this in a way captures the temporal

persistence. In this Chapter we make two important contributions.

e We extend the basic BDI architecture so as to include an action-base with

temporal durations.

e Extend the existing classical planning cycle in BDI with temporal planning

using our proposed GeneratePlan method.

We extend the basic BDI architecture and the classical planning life cycle, to in-
corporate temporal planning. The extended BDI architecture provides a provision
of generating a plan for a given goal, when a classical planning cycle fails to do

SO.
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5.2 BDI Architecture

As mentioned in the previous section the BDI architecture [21] is based on the
paradigm of belief-desire-intention that represent the informational, motivational
and decision-making ability of an agent. The constructs of belief, desire and
intention can be interpreted as follows: Beliefs represent the facts about a given
world at a given time, Desires represent goals or some desired end states and
Intentions represent an agent’s commitment to its desires (goals) and to the
plans that will lead to achieve those goals.
Sensor

input )’
brf

generate
options

filter

— — Control flow

) E.

- = -— Data flow

actions

‘ action
output

Figure 5.1: BDI Architecture.

In the BDI architecture shown in Figure 5.1, the agent first receives data from
the sensors about its environment. After processing the data collected from the
sensors, the agent stores the data as beliefs or facts in a storage called belief-base.
In other cases, agent’s beliefs may be based on internal inferences or derivations

based on the existing beliefs. For example, for a given data of birthday, we may
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infer the age as per date. The belief-base is considered as an informative compo-
nent of the system. The beliefs stored in the belief-base are true only at a given
point of time or for a given period of time. The beliefs in a belief-base get up-
dated by a function called belief revision function (brf) which takes a perceptual
input or current beliefs as input and then derives a new set of beliefs as output.
The option generation function takes current beliefs and current intentions as the
input and determines the options available to the agent. That means option gen-
eration function updates the desires in desire-base based on current beliefs and
intentions. Option generation function ensures that the goals (which are stored
as desires in the desire-base) are concrete and consistent. For example, we can’t
store stay at home and go to movie as desires simultaneously, because these two
goals are mutually exclusive. The desire base stores the information of the goals
to be achieved, as well as properties and costs associated with each goal. The
desire-base is considered as motivational state of the system. The filter function
(filter) acts as a deliberation function and determines the agent’s intentions on the
basis of its current beliefs, desires, and already formed intentions. A set of inten-
tions that are stored in the intention-base represent the committed goals that are
in focus. In order to implement the committed goals, the action selection function
selects and sequences a set of actions which can also be seen as the preparation of

a plan. Finally, the agent executes the plan to achieve the current intentions.

5.3 Classical Planning Cycle

The planning problem in a BDI system can be broadly classified into two types: 1)
domain independent planning [36] (also called classical planning [34]/first princi-
ples planning) and 2) domain dependent plannin [77]. In classical planning, actions
and planning problem specifications are used to generate a plan and thereafter the
plan is applied to the initial state of the system and modifications are made such
that finally the goal state is eached. Domain dependent planning takes domain

control knowledge as additional input to specify the those actions that should be
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considered and the order in which they should be used at different states of a plan-
ning process. The plan generation is faster in domain dependent planning than
domain independent planning but the control knowledge used in domain depen-
dent planning may also restrict the space of possible plans. Here we demonstrate
one simple problem to show how a classical plan is generated as shown in Table 5.1.
The language called STRIPS (Stanford Research Institute Problem Solver) is used

to represent the planning problem.

Problem: Replace the flat tyre (punctured tyre) with spare tyre.
Initially The flat tyre is at axle and spare tyre is at truck.
Solution:

Initial state: At(flat tyre, axle), At(spare, truck)
Goal state: At(flat tyre, truck), At(spare, axle)
Actions: Remove(flat tyre, axle), Remove(spare, truck),
Fix(spare, axle), Fix(flat tyre, truck)

Plan:

1. Remove(flat tyre, axle)

precondition: At(flat tyre, axle)

effect: = At(flat tyre, axle)

2. Remove(spare, truck)

precondition: At(spare, truck)

effect: — At(spare, truck)

3. Fix(spare, axle)

precondition:— At(spare, truck)

effect: At(spare, axle)

4. Fix(flat tyre, truck)

precondition:— At(flat tyre, axle)

effect: At(flat tyre, truck)

Table 5.1: An example of classical planning

The characteristics a problem should possess in order to consider it as a clas-
sical planning problem are as follows: First, we should be able to represent the
problem using finite number of states, actions and events. Second, it must be fully
observable, that means, at any point of time we should be in a position to find
the current state for a given input. Third, it must be a deterministic system, that
means, for each action there should be only one outcome (next state). Fourth,

it must be static, that is, no changes are allowed during execution. Fifth, the

104



goal states must be clearly specified. Sixth, a plan generated to solve the given
problem must be a linearly ordered sequence of actions. Seventh, it is assumed of
implicit time, that is, all events occur instantaneously.

The actions in the above plan get executed only when the preconditions of
that action get satisfied. The effect in the action represents the result obtained
after completion of the action. The plan can be generated by using partial order

planning or graph planning or SAT planning methods.

5.4 Temporal Planning

The plan generation component within the BDI system plays a vital role. In gen-
eral, planning problems within the BDI system determines the sequence of actions
to be performed to achieve the given goal. When it comes to temporal planning,
time parameter will also come into picture. That means, achieving the given goal
within a specific time is crucial. One other technical hurdle that the temporal
state space planners need to overcome is that each action could start at any point
wherein an infinite number of time points are given. Most temporal planners try
to overcome this hurdle by restricting the starting times of action to a small set
of decision epochs. Concurrency is another important characteristic of temporal
planning. The temporal planner should be able to provide a mechanism to cope
up with the concurrent actions that can occur at a given point of time or duration
of time. Based on the kind of support provided to handle concurrency, the tem-
poral planning languages are categorized into temporally simple and temporally
expressive languages. If a temporal language L can be used to encode the given
problem with the required concurrency, then we can consider it as a temporally
expressive language; otherwise L is considered as temporally simple. Temporally
simple languages are essentially equivalent to STRIPS in expressiveness. Large
class of temporal planners (eg: SAPA, SG plan) are complete only for the tem-
porally simple languages. A complete state space temporal planning algorithm

TEMPO, takes the advantage of heuristics to achieve high performance.
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When we look at temporal planning from an authentication perspective, it is
very clear that authentication in communication system is temporal. It means
that the authentication is valid only for a given session or for a specified time
period. Once the session or specified time period expires, the authentication be-
comes invalid. Now it is the duty of the communicating entities to establish the
authentication again, to continue further. Therefore, from an authentication point
of view the temporal planning refers to the time period over which the authen-
tication is valid. In this chapter, we use temporal planning for preparation of a

plan so as to reach the destination within a given duration of time.

5.5 Generation of Temporal Plan within BDI

The generation of a plan is an important component in BDI architecture and previ-
ous works show how Propositional [61, 60], HTN (Hierarchical Task Network) [77]
as well as Hybrid (Classical+ HTN) [34] style planning can be integrated into BDI.
BDI system offers flexibility to change the plan or to replan according to changes
in the environment to achieve the goal. But it is upto the environment and other
constraints to decide whether to generate a new plan or to continue with the exist-
ing plan. Temporal planning comes into the picture when goal achievement alone
is not sufficient but achieving it within a specified time is also taken care of. Incor-
porating temporal planning within a BDI framework is a new scenario which needs
to be explored. To incorporate temporal planning within a BDI framework firstly
the basic BDI architecture needs to be extended to include a temporal action-base
wherein each action is annotated with the time it takes to complete that action.
The intuition is that in order to execute a plan by an agent in a given environment
there should be a corresponding sequence of set of basic actions that the agent
could perform. It goes without saying that the definition of an agent in [21] as well
as the agent model in [87] indirectly refers to having such a set of basic actions.
Secondly, we extend the existing classical planning cycle in BDI by incorporating

the new temporal action-base so as to achieve temporal planning. Hence, our
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proposed architecture consists of a Belief-Base, Goal-Base, Intention-Base,

Plan-Library and Action-Base as shown in Figure 5.2.
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Figure 5.2: Modified BDI Architecture.

In order to generate temporal plan, we have developed four algorithms. In
Temporal Planning Algorithm 5.1, first we tried to find the plans for a given
goal by making use of plan-library and these plans are called relevant-plans. If
relevant-plans are found, then the relevant-plans are processed with belief-base to
generate applicable-plans. These applicable-plans are processed with action-base
to get Extended-applicable-plans. The time taken is computed for each extended
applicable-plan to achieve the given goal. Finally we select Extended-applicable-
plans as final plans whose plan-time is less than the given goal-time. If relevant-
plans are not found or the Extended-applicable-plans with plan-time less than the
goal-time are not found, then we call Generate Plan(1) Algorithm 5.2 to generate

the plan.
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Algorithm 5.1 Temporal Planning

Require: B = belief-base (Current State of Environment)

PL = plan-library (Predefined Plans)
G = Goal State including time
AD = Actions with Duration

Ensure: Plan found or no solution
1: relevantPlans < unify(PL,G)

2: if relevantPlans is empty list then

3: plan + GeneratePlan(PL, B, AD,G)

4: if planTime < goalTime then

5: intention(plan)

6: else

7 plan not found

8: end if

9: else

10: applicablePlans <+ unify(relevantPlans, B)

11: extendedApplicablePlans <+ substituteGroundTerms
(applicablePlans,AD)

12: plans < calculate(eztendedApplicablePlans)

13: Sort the list based on the time of a plan and remove plans which have time greater than the goal-time

14: if list is empty then

15: plan + GeneratePlan(PL, B, AD,G)

16: if planTime < goalTime then

17: intention(plan)

18: else

19: plan not found

20: end if

21: else

22: intention(list)

23: end if

24: end if

In Generate Plan(1) Algorithm (Algorithm 5.2) we generate target-list (set of

initial states) by matching the given goal with belief-base. After generating target-

list, we call Generate Plan(2) Algorithm (Algorithm 5.3) for each target(initial

state) to generate the plan. Finally it returns the plan-list to Algorithm 5.1.

Algorithm 5.2 Generate Plan(1)

Require: belief-base, action-base, plan-library and goal

SRR AN T o v

targetList < getTarget(goal)
for all i in targetList do
taget < targetListl[i]
plan < emptylist
plan < GeneratePlan(2)(goal)
finalPlanList.append(plan)
end for
return finalPlanList

In Generate Plan(2) Algorithm (Algorithm 5.3), first we generate action-list

by matching goal with the action-base, then action-list is processed with plan-

library to generate plan-list. For each plan a sub-goal is found by processing with
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plan-library. It calls Minimum Cost Path Algorithm 5.4 to find the sub plan,
with minimum cost from sub-goal to target/initial state. Minimum Cost Path
Algorithm 5.4 is called recursively to find the sub plan cost and gets terminated
based on the following 3 conditions: (1) If the goal is equal to the initial state,
return 0 (2) If the goal is empty list, then there is no path to initial state, return
false and (3) If another sub-goal is found. The cost of the applicable action is
obtained by matching with the action-base. If more than one plan is found, then

return the plan with minimum cost. Else, return empty list. In Minimum Cost

Algorithm 5.3 Generate Plan(2)

Require: goal

Ensure: plan or empty list

1: actionList <+ selectActions(goal)

2: for all i in actionList do

3 planList.append(unifyPossibleActions(actionList[i]))
4: end for

5: for all i in planList do

6 action <— getAction(planList[i],goal)

7 if action # emptyList then

8 applicable. ActionList.append(action)

9: end if

10: end for

11: for all i in planList do

12: temp < emptyList

13: t < minCostPath(getNewGoal(planList [i], goal),templ)
14: if t = 0 then

15: t < True

16: else if t = False then

17: continue

18: else

19: minValue.append(float(t)+ gettime(applicableActionListli]))
20: templ.append (applicableActionList[i])

21: temp.append (templ)

22: end if

23: end for

24: if len(minValue) > 1 then

25: min < foat(minimumCost(minViaue,indez))

26: finalPath.append (temp[0])
27: else if len(minValue) = 1 then
28: min < float(minValue[0])
29: finalPath.append (temp[0])
30: else

31: finalPath.append (emptyList)
32: end if

Path Algorithm (Algorithm 5.4), first we check whether the given goal and initial
state are same; if both are same, then it returns 0, meaning that no plan and no
time required to reach goal from initial state. If goal is empty, then it returns
empty list, it means, no plan is required. If goal and initial state are different and
goal list is not empty, then plan-list is generated by processing given action list with

plan-library. After that it tries to find the sub-goal for each plan in the plan-list
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and it recursively itself to find the sub plan, from sub-goal to target/initial state
with minimum cost and it gets terminated based on the following 3 conditions.
1. If the goal is equal to the initial state, return 0.

2. If the goal is empty list, then there is no path to initial state, return false.

3. If another sub-goal is found.

The cost of the applicable action is obtained by matching with the action-base.
If more than one plan is found, then return the plan with minimum cost. Else,

return empty list.

Algorithm 5.4 Minimum Cost Path

Require: goal and path

Ensure: value or False

1: if target = goal then

2: return 0

3: else if g = emptyList then

4: return ||

5: else

6: actionList < selectActions(goal)

7 for all i in actionList do

8: planList.append(unifyPossibleActions(actionList[i]))

9: end for

10: for all i in planList do

11: action < getAction(planList [i], goal)
12: if action # emptyList then

13: applicable. ActionList.append (action)
14: end if

15: end for
16: for all i in planList do

17: temp <— emptyList

18: t + minCostPath(getNewGoal(planList [i], goal),templ)
19: if ¢t = 0 then

20: t < True

21: else if (¢t = emptyList) or (¢t = False) then

22: return False

23: else

24: minValue.append(float(t) + gettime(applicableActionListli]))
25: templ.append(applicableActionList[i])

26: temp.append(templ)

27: end if

28:  end for
29: if len(minValue) > 1 then

30: min + float(minimumCost(min Viaue,indez))
31: path.append(temp|0])

32:  else if len(minValue) = 1 then

33: min < float(minValue[0])

34: path.append (temp[0])

35: else

36: return False

37: end if

38: end if

The flow diagram of Temporal planning within BDI system, which is a combi-

nation of all the four algorithms is as shown in the Figure 5.3
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Figure 5.3: A Flow Diagram for Modified BDI Architecture.

5.6 Temporal Planning with BDI - A case study

In order to study and evaluate Temporal Planning within BDI, we consider the
following problem which is a modified version of the problem given in [37]. A group
of students need to go from Gachibowli to Bangalore (two cities in India). There
is a car rental company, which has two cars i.e., carl and car2. Carl can go to
the railway station or the airport and car2 can go to Bangalore or to the airport.
So there is a possibility of taking a train from the railway station to Bangalore or
a flight from the airport to reach Bangalore. These options can be categorized as
follows: (1) rent a car and drive from Gachibowli to Bangalore directly (2) rent
a car from Gachibowli to Shamshabad ( name of the airport) and then go by flight
from Shamshabad to Bangalore. FEach vehicle takes some time to reach particular
place. User wants to reach the destination by imposing time constraints i.e., the

total time to reach the destination be not more than threshold time(such as to be

111



in Bangalore within two hours).

The travel problem considered above contains a specified goal (reaching to
Bangalore) and a constraint (within two hours or 120 minutes). In order to find
a solution that is good with respect to time, we need to track time of (sub)
goals. The planner has to generate a plan that is optimal and satisfies the user
constraints. In real world problems, planning with time is very important wherein
performing poor action within time is preferable than performing planned action
which is too late. Normally solving a problem by human beings under extreme
pressure downsize the quality of solution and also solving the problem on time.
Whereas in classical planning, the quality of a plan is based on the length of the
plan in temporal planning, the user is more interested in improving the temporal

quality of a plan.

1. at(gachibowli)
2. at(carl, gachibowli)
3. at(car2, gachibowli)

Table 5.2: Belief-base

1. Drive(carl, gachibowli, secunderabad) Time = 210
2. Drive(carl, gachibowli, shamshabad)  Time = 60
3. Drive(car2, gachibowli, shamshabad)  Time = 90
4. Drive(car2, gachibowli, bangalore) Time = 420
5. Fly(shamshabad, bangalore) Time = 90
6. Train(secunderabad, bangalore) Time = 150

Table 5.3: Action-base

We can formulate the facts or knowledge of the problem given above in the
form of a belief-base as shown in Table 5.2 and is usually referred to as belief
literals. In our current scenario we can also have as belief literals not at(carl,
Bangalore), not at(car2, Bangalore), etc. From the problem statement we can
also formulate the set of actions that can be applied in the environment in the
form of Action-Base as shown in Table 5.3. It can be seen from the action-base
that each action is attached with a temporal duration. For instance, Drive(Carl,

Gachibowli, Secunderabad) Time=210 means that the action Drive takes 3.5 hours
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to reach Secunderabad from Gachibowli. Goal is a state of the system which the
agent wants to bring about which for our problem is at (Bangalore). In a similar
manner one can interpret the other actions. Plan-Library contains the predefined
plans as shown in Table 5.4. The plans in the plan-Library consists of a head and
a body. The head of a plan consists of a triggering event and a context. The
triggering event denotes the purpose of the plan. The context in the head of a
plan is a conjunction of belief literals.

The context needs to be satisfied if the plan is to be executed and it should
also be the case that the context is a logical consequence of the agent’s current

set, of beliefs.

1. Drive( X, Y,Z) : at(Y),at( X, Y )+« +at(Z),
—at(Y ), -at (X, Y ), +at( X,Z))

2. (Train( X, Y ) cat( X )+ +at(Y),-at( X))

3. (Fly( X, Y) oat( X )« +at(Y),-at( X))

Table 5.4: Plan-library

If we consider the plans in Table 5.4, then the expression on the left side of the
arrow is considered as the head of the plan and that on the right side is considered
as the body of the plan. The expression to the right side of the colon in the head of
a plan is considered as the contert. The plan body may consist of +, -, !, 7 which
represents addition of the belief or goal, deletion of belief or goal, achievement goal
and test goal respectively. For instance when the following plan (Plan 1 in Table

5.4) is executed.

(Drive(X,Y,Z) : at(Y),at(X,Y) +— (5.1)
+at(Z), —at(Y), —at(X,Y), +at(X, Z)) |

it should result in the agent believing the following (1) he/she is at particular city
Z (2) he/she is no longer in the city Y (3) the car is no longer at Y and (4) the

car is at Z. For instance in our case the BNF [35] of a Trigger is given as

Trigger ::= Belief | Goal | Action
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which includes an action apart from belief and goal as in the original version.

Unless stated explicitly the triggering events always have a (+) attached to them.

5.6.1 Solution

The solution to the given problem is determined by making use of the four
algorithms explained in the previous section and Belief-base, Action-base,
Plan-library. In Algorithm 5.1, first the given goal ’at (bangalore)’, is matched
with the heads (context part) of plans in the Plan-library. This is done by match-
ing predicate name (in this case at) and number of parameters of goal (one in
this case) irrespective of the type of parameters i.e., whether the parameter is a
ground term or a variable. The plans which are found are called relevant-plans
(Line 1 of Algorithm 5.1). If the relevant-plan-list is an empty list, then we try to
find a plan by using GeneratePlan?. GeneratePlan returns a plan with an optimal
time which may be less than the user specified time. The plan time is checked
with the user time (goal-time) and if its time is less than the goal-time, then we
put that plan in the intention stack for execution. Otherwise, return null i.e., plan
not found (Line 2-8 of Algorithm 5.1).

Once the relevant-plans are found, check whether these plans satisfy the con-
text (preconditions) or not, because relevant-plans may have variables in the pre-
condition. This is done by unifying relevant-plans with the belief-base through
the substitution of belief literals in place of variables (Line 10 of Algorithm 1). To
illustrate this procedure with an example, consider that the belief-base contains
the following beliefs 1. at (gachibowli), 2. at (carl, gachibowli), 3. at (car2, gachi-
bowli) and 4. at (car3, gachibowli) and suppose we have a single relevant-plan

like

at(Bangalore): at(X), at(Z,X) <— Drive(Z,X,P),Fly(P,Bangalore)

which can be interpreted as If someone drives Z from X to P and flies from P to

2We explain the working of the GeneratePlan later.
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bangalore then he/she is at bangalore provided he/she was at X and Z was at X.
For the example given above, the variable X takes X/gachibowli and Z takes
Z/carl, car2, car3. After substitution we get the following plans.

1. at(Bangalore): at(gachibowli), at(carl, gachibowli) <— Drive (carl, gachi-
bowli, P), Fly(P, Bangalore)

2. at(Bangalore): at(gachibowli), at(car2, gachibowli) <— Drive (car2, gachi-
bowli, P), Fly(P, Bangalore)

3. at(Bangalore): at(gachibowli), at(car3, gachibowli) <— Drive (car3, gachi-
bowli, P), Fly(P, Bangalore)

The plans given above satisfy the context (because at(gachibowli),
at(carl,gachibowli)) and at(car2,gachibowli) are all logical consequences of the
belief-base) and therefore these plans are called applicable-plans. In the appli-
cable plans, there may be variables in the plan body. Substitute these variables
with the possible ground terms by unifying action and applicable-plans(Line
11 of Algorithm 5.1). To make things clear, suppose that the action is given as
in Table 5.3. Consider the above set of actions and plans as given before we can
see that plans have variable P’ in their plan body. Hence possible values are
P/shamshabad. After substituting values for P. in applicable-plans we get the fol-
lowing plans.

1. at(Bangalore): at(gachibowli), at(carl, gachibowli) <— Drive (carl, gachi-
bowli, shamshabad), Fly(shamshabad, Bangalore)
2. at(Bangalore): at(gachibowli), at(car2, gachibowli) <— Drive (car2, gachi-
bowli, shamshabad), Fly(shamshabad, Bangalore)
3. at(Bangalore): at(gachibowli), at(car3, gachibowli) <— Drive (car3, gachi-
bowli, shamshabad), Fly(shamshabad, Bangalore)

These plans are called Extended-applicable-plans. Extended-applicable-
plans may include plans that are not necessary. So, remove the unwanted plans
by checking for consistency between the actions in the plan and the action-base.
For instance, in the third plan given above, the action Drive (car3, gachibowli,

shamshabad) , Fly(shamshabad, Bangalore) is unwanted because such an ac-
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tion is absent in the action-base of Table 5.3. and therefore we end up with the
following plans in our plan-base;

1. at(Bangalore): at(gachibowli), at(carl, gachibowli) <— Drive (carl, gachi-
bowli, shamshabad), Fly(shamshabad, Bangalore)

2. at(Bangalore): at(gachibowli), at(car2, gachibowli) <— Drive (car2, gachi-
bowli, shamshabad), Fly(shamshabad, Bangalore)

After removing the unwanted plans, calculate the time for all the remaining
plans. This can be done by selecting an item in the plan body which may either
be a sub-goal or an action. If the item is a sub-goal, then we need to find plans
and process the plan body until the selected item is an action. If item is an action,
then search in the action-base for time. Calculate the time for all the plans and
sort them. The plans that have less than or equal time to the goal-time are put in
the intention for execution. The time taken for planl and plan2 are 3 hours 2 and
a half hours respectively. If the user goal-time is > 4 hours, then planl and plan2
are selected. If goal-time is < 3 hours, then only one plan i.e., plan2 is selected.
If user specified time is 2.5 hours, then no plan is selected an in that case it will
find a plan using GeneratePlan, that is Algorithm 2.

Before applying Algorithms 2,3, and 4 to the problem to find solution, let us
first understand the functions used in those algorithms. Algorithm 5.2 takes all
the input and set the initial state (target-list) using the getTarget function (Linel
of algorithm 2). This is done by matching the goal with the belief-base. For
this to happen the goal predicate as well as the number of its parameters should
be the same as that of a belief in the belief-base. For example, if the goal is to
be at(bangalore), then targetList contains at(gachibowli), the first belief in the
belief-base of Table 5.2. (the predicate at of at(bangalore) matches with that of
at(gachibowli) and the number of parameters is also the same which in this case
is one). If belief-base contains another item like at(ranchi), then targetList will
have at(gachibowli), at(ranchi). Algorithm 2 provides a high level description of
our BDI plan generation method. Internally it uses Algorithm 3 to generate all

paths (each path is a plan) from goal to the target/s in the targetList (Line 5 of
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Algorithm 2) and this is done at two different levels (a) when the list of relevant-
plans is empty (Line 3 of algorithm 1) or (b) when there is no plan in the list
of extendedApplicablePlans that matches with the user specified time (Line 15 of
algorithm 1).

The main idea behind Algorithm 3 is that it takes a goal and returns an
optimal plan/path if it finds one, otherwise it returns, saying ’plan cannot be
obtained’. We start by explaining the different functions used in the algorithm.
The select Actions function (Line 1 of Algorithm 3) takes goal as its parameter and
searches in the action-base (Table 5.3.) for actions that have the same parameter
name as that of the goal parameter. For example, if goal is at(bangalore), then the
corresponding actions with bangalore as a parameter are returned which, in this
case will be (1) Drive(car2, gachibowli, bangalore) (2) Fly(shamshabad, bangalore)
and (3) Train(secunderabad, bangalore). UnifyPossibleActions function (Line 3
of Algorithm 3) takes action as parameter. This function first tries to match an
action from the actionList (Line 1-2 of Algorithm 3) with a plan in the plan-library
of Table 5.4. This is done by matching action name and number of parameters
with the head of the plan. Secondly, it unifies the plan and action by instantiating
the variables appearing in the plan. For example, if action = Fly (shamshabad,

bangalore) then unifyPossibleActions returns the following plan

Fly(shamshabad, bangalore) : at(shamshabad) <— (52)
5.2
+at(bangalore), at(shamshabad)

after unification with the 3rd plan (y(X, Y) : at(X) «— +at(Y), -at(X)) of Table
5.4.

The getAction function (Line 6 of Algorithm 3) takes goal and plan as pa-
rameters and checks whether this plan has goal in the plan body as a positive
literal. If goal is present in the plan body, then it returns the action/s that led to
this goal, otherwise, returns empty list (Lines 6-8 of Algorithm 3). For example,
in the plan given in (2), at(bangalore) appears as a positive literal and therefore

the action Fly(shamshabad, bangalore) is returned. getNewGoal is a function to
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generate new-goal. It takes a goal and a plan as inputs and the goal is matched
with the positive literals in the plan body. If there is no match, that means, there
is no new-goal. Otherwise, select a literal from the context of the plan having
same-goal name and same number of parameters and also that does not hold af-
ter execution. This becomes the new-goal. For example, if goal is at(bangalore)
and plan is Fly(shamshabad, bangalore): at(shamshabad) «— -at(bangalore),
-at(shamshabad), then new-goal is at(shamshabad).

minCostPath (Algorithm 4) is a recursive function that returns the (sub) plan
path cost if it finds one, otherwise, returns false. It takes a goal and a variable
(called, path) as its inputs. The variable is used for storing the plan path. Termi-
nation condition of this function depends on (a) whether the goal is equal to the
initial state in which case the function returns 0 (b) whether the goal is empty
list in which case there is no path to reach the initial state and hence the func-
tion returns false (c) whether there are other states from which the initial state
is reachable. The function is applied recursively until the target or a dead state
(no states which achieve this state) is reached. The getTime takes an action as
parameter from a list of applicableActionList and the action name is checked in
the action-base. If there is a match, then the corresponding time for that action
is returned otherwise return null (Lines 19-21 of Algorithm 3). For example, if
Fly(shamshabad, bangalore) is a parameter for getTime, then the action name
Fly (shamshabad, bangalore) is searched in the action-base of Table 5.3 and 90 is
returned. minimumCost function returns the minimum cost value of the (sub)plan
and index value in the list by taking list of plan cost and variable to store index
value.

Now we explain how plan is generated when there are no relevant-plans gener-
ated by Algorithm 1. When a goal (at(bangalore) 3) is given, initially it is sepa-
rated into two parts, (a) goal which is (at(bangalore)) and (b) goal-time which is
(3). The goal is matched with plan-library Table 5.4. Since there are no matching
(relevant) plans, we try to build a plan using Algorithms 5.2,5.3 and 5.4. The
question of matching the goal initially with the belief-base (Table 5.2) does not
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arise because the goal in our case is the selected-event in the traditional BDI ar-
chitecture[2]. In our work the starting point is the selected event which becomes
the initial goal.

Since there are no matching plans, we have empty list of relevant-plans. In order
to generate a plan we first make use of the getTarget function of Algorithm 5.2, so
as to find the initial state (target). This is needed because given a goal state we are
trying to build paths/plans that reach this goal state. We cannot go on building
a plan from a goal state unless and until we know the initial state which tells us
that we have to stop building the plan or that we have reached the target/initial
state.> Therefore, to find the initial state get Target function searches in the belief-
base for a belief which have same-goal name and same number of parameters as
that of the goal. So in our problem, target = at(gachibowli) is set. Since we have
only a single item in the target-list and an emptylist is assigned to plan (Lines
2-4 of Algorithm 5.2), we go on to Line 5 of Algorithm 5.2 which internally calls
Algorithm 5.3 and which in turn gets executed by taking goal (at(bangalore)) as
parameter. If there are multiple targets, then we will call Algorithm 3 for each
such target.

The selectActions function as defined in the previous section (Line 1 of Algo-
rithm 5.3) selects the following three actions Drive (car2, gachibowli, bangalore),
Fly(shamshabad, bangalore) and Train(secunderabad, bangalore). These
actions are unified with the plans in the plan-library using the unifyPossibleAc-
tions function (Lines 2-3 of Algorithm 5.3) and the output is appended in planList.
The planList consists of the following plans.

(P1) Drive(car2, gachibowli, bangalore) : at(gachibowli),
at(car?, gachibowli) «— +at(bangalore), at(gachibowli),
at(car?, gachibowli), +at(car2, bangalore)

(P2) Fly(shamshabad, bangalore) : at(shamshabad) +—
+ at(bangalore), at(shamshabad)

(P3) Train(secunderabad, bangalore) : at(secunderabad) «—

3This approach is similar to the way the graph plan is searched backward for a plan[1].
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+ at(bangalore), at(secunderabad)

It should be noted that we are selecting actions without thinking whether it will
reach the goal or not. For example, if the action Drive(car2, bangalore, gachibowli)
is present in the action-base then it will also be picked as we are only checking
action name and number of parameters. Now by performing this action, we will
never be able to reach bangalore. For this reason, actions are unified with the
corresponding plans in the plan-library. After unification we check all the plans
in the planList to see whether the goal (at(bangalore)) is present in the plan body
as a positive literal (The getAction function is used here). If a plan satisfies this
constraint, then append the action which led to this goal to applicableActionList,
otherwise discard the plan (Lines 5-10 of Algorithm 5.3).

In our example, all plans (P1, P2 and P3) in the planList have (at(bangalore))
as a positive literal and therefore all the actions that lead to the goal (at(bangalore))
are added to applicableActionlist. In this case the applicableActionlist consists
of (a) Drive(car2, gachibowli, bangalore) (b) fly(shamshabad, bangalore) and
(c)Train(secunderabad, bangalore). At this time, we are not selecting any one
action which has less time but process all applicable-plans because there might be
a possibility of getting an optimal plan by selecting an action which takes more
time initially. The next step (Lines 11-13 of Algorithm 5.3) is to get inputs for
the getNewgoal function. getNewgoal function takes each Plan in the planList,
the current-goal and a variable (templ) as inputs. It then returns a new-goal as
a value to the minCost algorithm.

Let us see how this is done. Suppose that the getNewgoal function selects the
rst plan (P1) in the applicableActionlist, the current-goal and a variable called

templ which is given as follows,

getNewGoal(P1, at(bangalore), templ)

Then we get at(gachibowli) as the new-goal because by the definition of the get-

Newgoal function given in the previous section it takes a goal and a plan as inputs
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and the goal is matched with the positive literals in the plan body. Here we have
at(bangalore) as the goal and at(bangalore) appears as a positive literal in the
body of P1. So there is a match. Then we should select a literal from the context
of P1 having same-goal name (which here is at) and same number of parameters
(which here is one) and also that does not hold after execution (which here is

-at(gachibowli). So finally, we get the values of minCostPath as

= minCostP ath(at(gachibowli), temp1)

Now apply Algorithm 5.4. This algorithm takes two parameters (1) new-goal which
here is (at(gachibowli)) and (2) a new variable to store path. In this case, it returns
0 because the new-goal which is at(gachibowli) is equal to the target (Lines 1-2 of
Algorithm 5.4)%. Next, the time taken to reach bangalore using P1 is calculated as
the sum of the values returned by minCost and the function gettime (Line 19 of
Algorithm 5.3). Therefore, the total time of the plan is 0 + getTime(Drive(car2,
gachibowli, bangalore)) = 0 + 420 = 420 and this value is appended to minValue.
The path (Drive(car2, gachibowli, bangalore) and time (420) is stored in temp1
and appended to the empty list temp (Lines 20-21 of Algorithm 5.3). There are two
more plans in the planList which we need to process so as to get the best possible
plan to reach the goal at(bangalore). Plan2 (P2) is selected and we repeat the

same procedure as above to get values for getNewGoal and minCostPath.

getNewGoal(P2, at(bangalore), templ)

We get at(shamshabad) as the new-goal because it has the same name (at) as well
as the same number of parameters (one) as the current-goal (which is at(bangalore)
and does not hold after execution of P2 (i.e., it appears as -at(shamshabad) in P2).

From this, we get values for minCostPath as

t = minCostPath(at(shamshabad), templ)

4Remember that we set target as at(gachibowli) initially.
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minCostPath checks whether the new-goal (at(shamshabad)) is equal to target or
empty list. It is neither empty nor equal to target and therefore Algorithm 5.4
will select all the actions related to this new-goal (Lines 1-6 of Algorithm 5.4).
There are two possible actions to reach the new-goal (1) Drive (carl, gachibowli,
shamshabad) and (2) Drive(car2, gachibowli, shamshabad). Select the actions
and apply the unification procedure as explained earlier (Lines 7-15 of Algorithm

5.4)%. We get the following plans to be appended in the planList.

(P1") Drive(carl, gachibowli, shamshabad) : at(gachibowli),
at(carl, gachibowli) «— +at(shamshabad), at(gachibowli),
at(carl, gachibowli), +at(carl, shamshabad)

(P1") Drive(car2, gachibowli, shamshabad) : at(gachibowli),
at(car?, gachibowli) <— +at(shamshabad), at(gachibowli),
at(car?, gachibowli), +at(car?2, shamshabad)

Both plans P1” and P1” have at(shamshabad) (which is the current-goal) as posi-
tive literals in the plan body and therefore all actions that lead to at(shamshabad))
are added to applicableActionlist. In this case, the actions are (a)Drive( carl,
gachibowli, shamshabad) and (b) Drive( car2, gachibowli, shamshabad). Next,
we check for the parameters of the getNewGoal function for both the plans and

this is given as

getNewGoal( Pl', at(shamshabad), temp1)
getNewGoal( P1”, at(shamshabad), temp1)

We get at(gachibowli) as the new-goal because it has the same name (at) as well as
the same number of parameters (one) as the current-goal (which is at(shamshabad))
and which does not hold after execution of P1’ and P1” (see definition of getNew-

Goal). Hence the value for minCost for both the plans is

t = minCostPath(at(gachibowli), templ)

5Tt should be noted that while processing P2 we need to work within Algorithm 5.4 so as to
derive further possible actions, applicable-plans etc. whereas for P1 most processing was done
within Algorithm 5.3. This explains the almost common structure for both algorithms
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The output value of mincostPath (Algorithm 5.4) is 0 because the new-goal
at(gachibowli) is equal to the target (Lines 19-23 of Algorithm 5.4) in both cases.
Now, the time taken to reach shamshabad using P1’ is calculated as the sum
of the values returned by minCost cost and actionTime(Drive(carl, gachibowli,
shamshabad)) which is 0 + 60 =60 (Line 24 of Algorithm 5.4). This value is
added to the minValue list and path added to temp (Lines 24-26 of Algorithm
5.4). Similarly the output value of mincostPath for P1” is 0 and the time taken
to reach shamshabad using this plan is calculated as sum of the values returned
by minCost cost and actionTime(Drive(car2, gachibowli, shamshabad)) which is
0 + 90 = 90. In the next step, Algorithm 5.4 checks whether the length of min-
Value is greater than 1 or equal to 1 or is an empty list. In this case, minValue
has two values (60 and 90) and therefore the length is greater than one. Hence,
min is assigned the smaller value (i.e., 60) and the corresponding path (in this
case Drive(carl, gachibowli, shamshabad)) is appended to the path variable path
(Lines 29-31 of Algorithm 5.4). This value and path is returned to Algorithm 5.3
to calculate the total time taken to reach bangalore. Remember that we have only
calculated the best possible time to reach shamshabad from gachibowli (which
is 60) and the corresponding action ( Drive(carl, gachibowli, shamshabad)) that
achieves this. We still have to calculate the time taken from shamshabad to ban-
galore and the corresponding path in order to calculate the time from gachibowli
to bangalore.

Time taken to reach bangalore from gachibowli is sum of the minCost value
returned by Algorithm 5.4 (which is 60) and gettime (applicableActionList][i])
which is (y(shamshabad, bangalore)) and for which the value is 90. So the total
time taken is 60 4+ 90 = 150. This value is added to minValue and path is appended
to the temp list (Lines 19-21 of Algorithm 5.3). Here, one should note that in
our applicableActionlist which was created initially from the original set of plans
(P1, P2 and P3), we had only three actions namely (a) Drive(car2, gachibowli,
bangalore) (b) y(shamshabad, bangalore) and (c) Train(secunderabad, bangalore).

Of these three, only the second action is applicable in the current scenario. In the
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next step, Algorithm 5.3 checks whether the length of minValue is greater than
1 or equal to 1 or is an empty list. In this case, minValue has two values (420
and 150) because 420 is the value min has stored from previous processing of
P1. Therefore, the length is greater than one and min is assigned the smaller
value (i.e., 150) and the corresponding path (in this case Drive(carl, gachibowli,
shamshabad)) is appended to the path variable path (Lines 24-26 of Algorithm
5.3).

Now we select the third and final plan P3 which is

Train(secunderabad, bangalore) : at(secunderabad) <—

+ at(bangalore), at(secunderabad)

We repeat the same procedure as above to get values for getNewGoal and min-

CostPath as follows

getNewGoal(P3, at(bangalore), templ)

We get at(secunderabad) as the new-goal and the values for minCostPath as

= minCostPath(at(secunderabad), templ)

Apply Algorithm 5.4, taking secunderabd as the new-goal and a variable as param-
eters. As mentioned, minCost algorithm is a recursive algorithm and it terminates
only if the goal is equal to target or null. Otherwise it selects actions to reach
the new-goal and process all actions until it reaches target or null. In this case,
at(secunderabad) is not equal to target and therefore algorithm 4 will select all
the actions related to this new-goal. There is one action which can reach new-goal
and that is Drive(carl, gachibowli, secunderabad). After unification (Lines 7-15
of Algorithm 5.4) get the following plan

(P1") Drive(carl, gachibowli, secunderabd) : at(gachibowli),
at(carl, gachibowli) «— +at(secunderabd), at(gachibowli),

at(carl, gachibowli), +at(carl, secunderabd)
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to be appended in the planList. The plan P1” have at(secunderabad) (which is the
current-goal) as a positive literal in the plan body and therefore all actions that
lead to at(secunderabad) are added to applicableActionlist. In this case, there is
only one action i.e., Drive( carl, gachibowli, secunderabad). Next, we check for

the parameters of the getNewGoal function for the plan and this is given as

getNewGoal(P1", at(secunderabd), templ)

We get at(gachibowli) as the new-goal because it has the same name (at) as well as
the same number of parameters (one) as the current-goal (which is at(secunderabad))
and which does not hold after execution of P1” (again see definition of getNew-

Goal). Hence the value for minCost for both the plans is

t = minCostPath(at(gachibowli), templ)

Apply mincostPath algorithm taking a variable and at(gachibowli) as new-goal
and the returned value will be 0 as the new-goal is equal to the target (Lines 19-
23 of Algorithms 5.4). Now the time taken to reach secunderabad from gachibowli
using P” is calculated as the sum of the values returned by minCost and action-
Time (Drive(carl, gachibowli, secunderabad)) which is 0 + 210 = 210 (Line 24 of
Algorithm 5.4). This value is added to the minValue list and path added to temp
(Lines 24-26 of Algorithm 5.4). In the next step, Algorithm 5.4 checks whether
the length of minValue is greater than 1 or equal to 1 or is empty list. In this case,
minValue has only one value and therefore min is assigned the value 210. This
value along with the path is passed back to algorithm 5.3 to calculate the total
time taken to reach bangalore. Time taken to reach bangalore from gachibowli
is sum of the minCost value and actionTime which is equal to 210 + getTime
(Train(secunderabad, bangalore)) = 210 4 150 = 360 (Line 13 of Algorithm 5.3).
This value is added to minValue and paths to temp list of Algorithm 5.3.

Now in the next step, Algorithm 3 checks whether the length of minValue is

greater than 1 or equal to 1 or is an empty list. In this case, min list has two values
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(150 and 360) where 150 is the previous value from processing P2 and therefore
the length is greater than one. Hence, min is assigned the smaller value (i.e., 150)
and the corresponding paths (in this case Drive(carl, gachibowli, shamshabad),
Fly(shamshabad, bangalore)) is appended to nalPath. In this way, we generate a
plan and the path/plan along with time is passed to Algorithm 5.1 (either at Line
3 or Line 15). While generating the plan we are not taking into consideration of
the time given by the user. We simply generate and return the optimal plan path
and then the plan time is checked with the user given goal-time. If the plan time
is less than or equal to the goal-time, then the plan is put in the intention stack
for execution. If that is not the case, then 'plan not found’ is returned. Figure
5.4 is complete solution of the travel problem. The numeric values adjacent to
the action name represent the time required to complete that action. The root
node is the goal node and leaf node is the initial state. Levels 1, 3 and 5 denote
the propositions true at that time/level and levels 2 and 4 denote the actions.
In Fig 5.4, ban, sc, sh, and gb mean bangalore, secunderabad, shamshabad and

gachibowli respectively.

at(ban), 150

[Train(sc,ban) 150 | [ Drive(car2, gb, ban) 420 | Fly(sh, ban) 90

at(sc) () at(sh)

|Drive{car1, gh, sc) 210] |Drive{car1, gb, sh) 60| [Drive{carz, gh, sh) 90]

at(gb), at(car2,gb), at(carl,gb) at(gb), at(car2,gb), at(carl,gb) at(gb), at(car2,gb), at(carl,gb)

Figure 5.4: Complete solution of the travel problem
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5.7 DNSSEC with Temporal BDI

As mentioned earlier the DNSSEC protocol was designed to provide security to the
DNS system and to perform this task DNSSEC protocol uses a technique called
chain of trust. In the chain of trust construction, the DNSSEC protocol actually
ensures the identity/credentials of each node that comes across in the chain, with
its parent node. Finally, when it reaches to the point of trust (i.e. the root node)
the process is stopped.

In this Section , we extend the concept of temporal planning in BDI as dis-
cussed in the previous section to that of DNSSEC. We try to analyse the DNSSEC
protocol in the background of a BDI model so as to reason about the construction
of chain of trust and thereby utilize the authentication results effectively. The
DNSSEC protocol tries to build a chain of trust from the domain under consider-
ation to the point of trust, also called, anchor point (in our case it is root node).
The actual task carried during the construction of chain of trust is verification
of the credentials of child nodes with its respective parent node. If we observe
closely the process of chain of trust construction, it is very clear that it generates
additional requests/queries to ensure the authentication and integrity.

Obviously this process will also take additional amount of time to construct
chain of trust. The performance of DNSSEC protocol can be improved, if we can
save the successful chain of trusts into cache memory of local server for a valid
time period. The idea is similar to that of saving of an IP address into cache
memory in present DNS system scenario. In our case, we save the chain of trust of
nodes in terms of belief-axioms into the belief-base. Next time, before one starts
constructing the chain of trust for a particular node, we first check the belief-base
to see whether it contains the belief-axiom for a given node. If the belief-base
contains the belief-axiom for the given node, then we will not construct a new
chain of trust as we directly believe in that node. Otherwise, we have to construct
a new chain of trust from the given node to the root node before starting to
believe it. If we can effectively utilize the previous results that were obtained

while constructing the chain of trust, probably upto some extent we can save the
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time as well as avoid the generation of additional requests to construct chain of
trust, which in turn would reduce the internet traffic. Therefore, the effective
utilization of results obtained from previous queries would definitely improve the
performance of the DNSSEC protocol. The research problem addressed in this
chapter is that of effective utilization of results related to chain of trust so as to

avoid the number of constructions related to chain of trust.

5.8 Performance Enhancement Method for
DNSSEC with Temporal BDI

In order to make use of the BDI model in the analysis of DNSEC-like protocol first
we have to understand the protocol and then develop belief-base, action-base and
the plan-library corresponding to it. Once we get the belief-base, action-base, and
plan-library, then we can apply appropriate algorithms to achieve our goal. The

steps followed to analyze DNS and DNSSEC within BDI can be given as follows:

1. The IP address for a given domain name is checked in the belief-base and if

it is found then go to step 3.

2. The DNS query resolution procedure is called to find the IP address for
a given domain name. If the IP is detected successfully, then continue,

otherwise stop the process and exit.

3. If belief-base does not contain the belief-axiom for a given IP address, then
call the DNNSSEC procedure to construct the chain of trust before believing
the given IP address. Otherwise, simply declare that the given IP address

can be believed.

4. If the construction of chain of trust was successful, then add the belief-
axiom corresponding to the given IP address and also add the belief-axioms
corresponding to all the nodes that come across in the chain of trust into

the belief-base.
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The fourth step in the above procedure is crucial in our analysis because it im-
proves the the overall performance of the system by avoiding the reconstruction
of the chain of trust for the domains to which it has already constructed.

From Figure 5.5 it is very clear that the DNS query resolution is a top-down
process, that is, the client node starts sending request to the server root node and
then comes down one level at a time until it gets the required response. It is also
clear from Figure 5.5 that the chain of trust construction of the DNSSEC protocol
is a bottom-up process. It means that the client node starts sending request to
the parent of the node from which it got the response, then to the parent of the

parent node and this process continues until the root node is reached.

ABCD DS - Requests
DNS - Requests

.—> Zone

—b Authentication Chain

Figure 5.5: DNSSEC Within BDI
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5.9 Performance Study with Example

Let us assume that there is a system called D under com domain which wants to find
an IP address of scis under wohyd domain and also construct the chain of trust
between the server from which it has received an IP address of scis to the root
node, before believing and using the IP address of scis. The problem given above
can be visualized as shown in Figure 5.5. In chapter 3, we have already discussed
and shown how the domain name is resolved to obtain the IP address. Here also
the same procedure in-terms of BDI architecture is followed. For a given problem

we can construct the following belief-base and action-base to proceed further.

| 1. believe(root) |

Table 5.5: Belief-base of DNSSEC.

send_DNS _request(sent_message, src_address, dst_address)
receive_DNS _request (received _message, dst_address, src_address)
send_DNS _response(sent_message, src_address, dst_address)
receive_DNS _response(received_message, dst_address, src_address)
send_DS_request(sent_message, src_address, dst_address)
receive_DS_request(received_message, dst_address, src_address)
send_DS response(sent_message, src_address, dst_address)
receive_DS_response(received _message, dst_address, src_address)

XN DT WD

Table 5.6: Action-base of DNSSEC.

In order to keep the solution simple, we are not including the detailed for-
mats of queries and responses that the actual DNS and DNSSEC systems use.
The interpretation of the expressions in the belief-base and the action-base are
as follows: To show that the system D believes in the root node of the DNS
name space (which is a DNS tree as shown in figure 5.5) we use the expres-
sion believe(root) in the belief-base. The sending expression send-DNS-req(smsg,
sre, dst) in the action-base can be interpreted as the source node (src) sends

a message (smsg) to the destination node (dst). In a similar manner, we
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can also interpret other sending expressions send-DNS-res (smsg, src, dst), send-
DS-req(smsg, src, dst) and send-DS-res(smsg, sre, dst). The receiving expression
recv-DNS-req(rmsg, dst, src) in action-base can be interpreted as the source
node(src) received a message (rmsg) from the destination node (dst),
and similarly we can also understand the expressions recv-DNS-res(rmsg, dst, src),

recv-DS-req(rmsg, dst, src) and recv-DS-res(rmsg, dst, src).

5.9.1 DNS Request Resolution and Verification Process

In the Name-Address resolution process, first the system D sends a DNS-request
to the server at com domain. The server at "com” domain checks its database
and if the requested IP address exists, then it sends that IP address. Otherwise
it sends the reference address (that is root in our case) as the DNS-response to
system D. Now system D checks the DNS-response whether it contains the required
IP address or the reference address. If it contains the reference address, then it
generates a new DNS-request and sends to the given reference address, else it takes
the IP address and stops the process. This process is continued till it receives the
required IP address. The part-A of client Algorithm 5.5 and part-A of server
Algorithm 5.6 does this task (i.e.DNS request resolution). The client and server
algorithms are designed in such a way that they resolve the given DNS query and
constructs the chain of trust effectively. Here the client algorithm makes use of the
previous results so that it can complete the given task in an efficient manner. The
plan or sequence of send and receive actions that the BDI system generates, while
resolving the DNS-request www.scis.uohyd.ac.in., is generated from the system D
which is under com domain, as shown in Figure 5.5.

Once the system D completes the DNS request resolution task successfully,
then it starts the construction of chain of trust to verify whether the received
IP address is correct or not in-terms of integrity and authentication. To verify
the data integrity and data origin, authentication system D tries to construct the
chain of trust between wohyd and root node as shown in the Figure 5.5. First

system D sends a DS-request to the ernet domain, which is the parent of wohyd
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Algorithm 5.5 DNSSEC enabled DNS-Client with BDI

Require: belief base, action base, and FQDN (Fully Qualified Domain Name)
Ensure: IP address, chain of trust

1:

15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38:

K oK oK ok ok oK kK kK Kok K part—A K K K K K oK ok ok K Kk ok K kKKK KKKk K

if is_IP_address_exist(FQDN, belief base) then

return IP_address

2
3: end if

4: sent_message < FQDN
5:
6
7
8
9

src_address < sender

. dst_address < parent()

. send_DNS_request(sent_message, src_address, dst_address)

. recetve_DNS_response(received_message, dst_address, src_address)
. if is_received_referral(received_message) then

10:
11:
12:
13:
14:

dst_address < retrieve_referral(received_message)
goto step 7
else
IP_address < retrieve_IP_address(received_message)
end if
R i B
if is_source_exist(dst_address, belief-base) then
update_belief base(IP_address)
Accept and return IP_address
else
sent_message <— dst_address
dst_address < parent(dst_address)
send_DS_request(sent_message, src_address, dst_address)
receive_DS_response(received_message, dst_address, src_address)
if received_message = yes € dst_address # root_address then
append_to_list(believed_source_list, dst_address)
goto step 19
else
if received_message = yes € dst_address = root_address then
chain of trust construction successful
update_belief base(IP_address)
update_belief base(belicved_source_list)
Accept and return IP_address
else
chain of trust construction failed
Reject received IP_address
clear_source_believed_list(belicved_source_list)
end if
end if
end if
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domain. The server at ernet domain checks its database, and if it finds wohyd
as a child, then it returns yes, otherwise no as the DS-response to the system D.
Now system D checks the DS-response and if it contains yes, then it generates
new DS-request and sends it to the parent of ernet. If the DS-response contains
no, then it stops the process immediately and discards the IP address obtained in
DNS resolution process. This process is continued till the root node is reached.
Once the root node is reached, the process is stopped because the root node is
believed by the system D (Part-B of client-Algorithm 5.5 and part-B of server-
Algorithm 5.6 does this task (i.e. chain of trust construction)). In Figure 5.5 we
have represented the above plan as [1, 2, 3, 4, 5, 6]. In order to keep the diagram
simple, we have combined four actions in the above plan into a single action while
representing in the figure. Number 1 in the Figure 5.5 represents 1 to 4 actions of

Table 5.7. Others can be interpreted in a similar similar way.

Algorithm 5.6 DNSSEC enabled DNS-Server with BDI

Require: domain name, belief base, action base

Ensure: IP address, referral, child registration
RRKAK KA KAIKEE g [ FRAFKAS KA AR KA SRR K

1: receive_DNS_response(received_message, dst_address, src_address)

2: if is_in_child_list(received_message) then

3:  sent_message <+ retrieve_IP_address(received_message)

4: else

5:  sent.message « retrieve_referral(received_message)

6: end if

7: send_DNS_response(sent_message, src_address, dst_address)
KRREKKAIKEIKER g B RRREFRE KA KEAKEAIRAR

8: receive_DS_request(received_message, dst_address, src_address)

9: if is_child_registered(received_message) then

10: sent_message < yes

11: else

12: sent_message <— no

13: end if

14: send_DS_response(sent_message, src_address, dst_address)
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send_DNS _request(scis, D, com)
receive_ DNS _request(scis, D, com)
send_DNS _response(root, com, D)
receive_DNS _response(root, com, D)
send_DNS _request(scis, D, root)
receive_DNS _response(scis, D, root)
send_DNS _response(in, root, D)
receive_DNS_response(in, root, D)
send_DNS _request(scis, D, in)

. receive_DNS _request (scis, D, in)

. send_DNS _response(ac, in, D)

. receive_DNS response(ac, in, D)

. send_DNS _request(scis, D, ac)

. receive_DNS _request(scis, D, ac)

. send_DNS _response(ernet, ac, D)

. receive_DNS _response(ernet, ac, D)

. send_DNS _request(scis, D, ernet)

. receive_DNS request(scis, D, ernet)

. send_DNS _response(uohyd, ernet, D)
. receive_DNS _response(uohyd, ernet, D)
. send_DNS _request(scis, D, uohyd)

. receive_DNS _request(scis, D, uohyd)

. send_DNS response(IPadd, uohyd, D)
. receive_DNS _response(IPadd, uohyd, D)

XN DO W

DO DN DN DD = = = = e e = O
WN OO0 Ttk W~ O

[\
=~

Table 5.7: Plan generated by BDI to resolve DNS query

5.9.2 Belief Base Updation Process

As the plan shown in Table 5.7 gets executed, the belief-base gets updated as
follows: Initially, the belief-base contains belicve(root), because by default every

node believes the root node.

| 1. believe(root)

[ 1. believe(root) 2. parent(com, root)

Table 5.8: Initial belief-base Table 5.9: Belief-base after step 1 to 4

After execution of steps 1 to 4, system D comes to know that root is the parent
of com domain. The axiom parent(com, root) can be interpreted as parent of com

domain is root. Similarly after execution of steps 5 to 8, system D comes to know
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that root is the parent of in domain.

1. believe(root)
1. believe(root) 2. parent(com, root)
2. parent(com, root) 3. parent(in, root)
3. parent(in, root) 4. parent(ac, in)
Table 5.10: Belief-base after step 5 to 8 Table 5.11: Belief-base after
step 9 to 12

Execution of steps 9 to 12 will make the system D come to know that in is
the parent of ac domain. In a similar manner execution of steps 13 to 16, makes

the system D realise that ac is the parent of ernet domain.

1. believe(root)
1. believe(root) 2. parent(com, root)
2. parent(com, root) 3. parent(in, root)
3. parent(in, root) 4. parent(ac, in)
4. parent(ac, in) 5. parent(ernet, ac)
5. parent(ernet, ac) 6. parent(uohyd, ernet)

Table 5.12: Belief-base after step 13 to

16 Table 5.13: Belief-base after

step 17 to 20

After execution of steps 21 to 24, system D comes to know that uohyd knows

the IP address of scis.

believe(root)
parent(com, root)
parent(in, root)
parent(ac, in)

parent(ernet, ac)
parent(uohyd, ernet)
IP address(scis, ”xx.xx.xx.xx")

.\‘.@9".*“9"!\3.*‘

Table 5.14: Belief-base after step 21 to 24

5.9.3 Plan Generation Process to Construct Chain of Trust

One of the plans generated by part-B of client Algorithm 5.5 and part-B of server

Algorithm 5.6 to construct the ’chain of trust’, from the uwohyd domain to the root
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domain is as given below:

send_DS_request(uohyd, D, ernet)
receive_DS_request(uohyd, D, ernet)
send_DS _response(yes, ernet, D)
receive_DS _response(yes, ernet, D)
send_DS_request(ernet, D, ac)
receive_DS _request(ernet, D, ac)
send_DS _response(yes, ac, D)
receive_DS _response(yes, ac, D)

9. send_DS _request(ac, D, in)

10. receive_DS_request(ac, D, in)

11. send_DS_response(yes, in, D)

12. receive_DS _response(yes, in, D)
13. send_DS_request(in, D, root)

14. receive_DS_request(in, D, root)
15. send_DS _response(yes, root, D)
16. receive_DS_response(yes, root, D)

XN DO W

Table 5.15: Plan generated by BDI to construct chain of trust

We can also see this plan in Figure 5.5, which was represented as [A, B, C,
D]. Once again to keep the diagram simple we have combined the four actions in
the above plan into a single action while representing it in the form of a diagram.
The four actions [1 to 4] of Table 5.15 has been coalesced into a single action A
in Figure 5.5 and the othe part of the figure can also be interpreted in a similar

way. As the plan shown above gets executed, the belief-base gets updated as in

Table 5.16.

believe(root)
parent(com, root)
parent(in, root)
parent(ac, in)
parent(ernet, ac)
parent(uohyd, ernet)
believe IP address(scis)
believe(in)

9. believe(ac)

10. believe (ernet)

11. believe(uohyd)

XN DO W

Table 5.16: Belief-base after execution of chain of trust plan
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As we can easily observe from the Table 5.16, the four expressions believe(in),
believe(ernet) believe(ac) and believe(uohyd) get appended into the belief-base
after successful construction of chain of trust. We can keep the beliefs in the
belief-base for a specified time period. If we get a DNS request within a short
time, for any system which is under in domain or ac domain or ernet domain
or uohyd domain, then we need not repeat the whole process of the chain of
trust construction to believe the response. Avoiding unnecessary chain of trust
constructions will definitely improve the performance of DNSSEC protocol. This

will also reduce the response time and Internet traffic.

5.10 Reasoning about DNSSEC with temporal
BDI in (Alice - Bob) notation

—_

.C—>85:DNS req
.S—>C:DNSres, RRSIGIDNS res|, DNSKEY|S|
. Cverify” if HIDNS_res) == {RRSIG[DNS res|}pnskyis) then
CLR < —cacheLookup(DNSKEY[S]) goto step4.
else discard DN S res and exit.
.Cverify” if CLR ="yes then
Accept DNS res & exit
.C—>R:DSreq
. R—>C:DSres,RRSIG[DS res|, DNSKEY |R]
. Cverify” if H(DS-res) == {RRSIG[DS res|}pnskey[r) then goto step 8.

w N

e~

[

~N

else discard DS _res and exit
. Cverify” if HHDNSKEY]S]) == (DS_res) then
accept DN S _res, write DNSKEY[S] into cache and exit.

oo

else discard DN S _res and exit.
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5.10.1 The Reasoning Process

e To achieve Origin Authentication we should derive the following rule at the

client side C believes DNSKEY|[S]

e To achieve Integrity we should derive the following rule at the client side C

believes RRSet[DNS req]

e A client believing zone’s DNSKEY as public key for its zone can be repre-

sented as C believes DNMEY ZONE OR C believes DNSKEY

e A client comparing the calculated hash value of the response (DNS_res /
DS_res) and encrypted RRSIG with DNSKEY can be represented as
Equal(hash(response), { RRSIG[responsel} pyskry)

e Initial assumptions

Al: C believes DNSKEY|[R]

e Protocol Annotation
A2: C received DNS_res, RRSIGIDNS res|, DNSKEY[S]
A3: C received DS _res, RRSIG|DS _res|, DNSKEY [R]

e Protocol comprehended messages
A4: C sees DNS res, RRSIG[DNS _res|, DNSKFEY[S]
A5: C sees DS_res, RRSIG[DS res|, DNSKEY |R]

e Protocol interpreted messages
A6: C sees hash(DN S _res)
AT: C sees hash(DS res)
A8: C sees {RRSIG[DS res|}pnskEy(R)
A9: C sees {RRSIG[DNS res|}pnskey|s)
A10: C sees hash(DNSKEY/[R])
Al11: C sees hash(DNSKEY/S])

e Deriving protocol goals

Origin Authentication
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A12: IsInCache(DNSKEY[S])

A13: C believes DNSKEY[S]

From A7 and A8

Al4: Equal(hash(DSres), {RRSIG[DS res|}pnskey(r])
From Al and Al4

A15: C believes DS _res

From A1l and A15

A16: hash(DNSKEY([S]) = DS_res

From A15 and A16

A17: C believes DNSKEYS]

A18: writeIntoCache(DNSKEY[S])

Data integrity

From A6 and A9

A19: Equal(hash(DNS_res), {RRSIG[DNS res|}pnskey(s))
From A17 and A19

A17: C believes DNS res

5.11 Results

The following results are obtained using DNSViz and DNS speed test tools. DNSViz
is a tool suite for analysis and visualization of Domain Name System (DNS) behav-
ior, including its security extensions (DNSSEC). Using this tool one can visualize
the status of a DNS zone. It was designed as a resource for understanding and
troubleshooting deployment of the DNS Security Extensions (DNSSEC). It pro-
vides a visual analysis of the DNSSEC authentication chain for a domain name
and its resolution path in the DNS namespace, and it lists configuration errors
detected by the tool. The DNS Hosting Speed Tool is used to find the response
time of authoritative DNS servers for a domain or host. Using this tool we can also
find the response time of Top Level Domain (TLD), and Root DNS servers. The

tool provides the information, using which the user can identify the reason and/
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or location that causes for DNS hosting performance delays that occurs during
resolving of a domain. The tool is also useful for evaluating the DNS performance

of service providers and general troubleshooting performance of a domain.

DNS | DNSSEC
WWW.nic.in 85 496
www.uohyd.ac.in 186 440
www.jntuh.ac.in 192 380
www.iith.ac.in 163 347
www.svuniversity.edu.in 30 315
www.andhrauniversity.edu.in 48 482
Overhead of DNSSEC
600
— 500
[
_E, 300

=—#=—DNS

(1]

£ 200 -

E A — ——DNSSEC
= 100

&‘}*\ :bt;.&‘ ® ?\‘-‘ & &
& & & & &
AV A A

URLs “ﬁ“\ &

Figure 5.6: DNSSEC overhead

Figure 5.6 shows the overhead of DNSSEC on present DNS system in terms
of query resolution time. It is very clear that DNS takes less time compared
to DNSSEC to resolve the query. This is because DNSSEC has to construct
additional chain of trust to ensure authentication and integrity of the received

data.
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DNSSEC with Temporal
DNSSEC | BDI
www.jntuh.ac.in 293 293
www.uochyd.ac.in 307 81
www.scis.uohyd.ac.in 307 0
www.acad.uohyd.ac.in 307 0
www.svuniversity.edu.in 222 176
www.andhrauniversity.edu.in 225 71
WWW.UPSC.EoV.in 197 150
WWW.apsc.gov.in 190 71
WWW.Nic.in 150 103

Time taken to construct Chain of trust
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Figure 5.7: Chain of trust construction time

Figure 5.7 shows the comparison of time taken to construct chain of trust
between DNSSEC and DNSSEC with Temporal BDI. 1t is apparent from the
graph that the proposed approach DNSSEC with Temporal BDI takes less or
equal time compared to original DNSSEC to construct the chain of trust. Here we
are making an assumption that if the information related to query is available in
the local cache memory then it takes very less time to compute the construction

of a chain of trust.
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DNSSEC with Temporal
DNSSEC | BDI
www.ntuh.ac.in 3 3
www.uohyd.ac.in 3 1
www.scis.uchyd.ac.in 3 0
www.acad.uochyd.ac.in 3 0
www.svuniversity.edu.in 3 2
www.andhrauniversity.edu.in 3 1
WWW.UpSC.EoV.in 3 2
WWW.apsc.gov.in 3 1
WWW.nic.in 2 1
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Figure 5.8: Number of DS requests to construct chain of trust

Figure 5.8 shows the number of DS requests required to construct the chain of
trust. It is obvious from the graph that the proposed approach DNSSEC with Tem-
poral BDI requires less number of DS requests compared to the original DNSSEC.
Here once again the assumption is that if the information related to a query is
available in the local cache memory then the number of DS requests that needs
to be sent is zero. Figures 5.9 and 5.10 represent DNSSEC authentication chain

constructions from root to various authenticated domain servers.
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Figure 5.9: DNSSEC Authentication Chain for www.iith.ac.in
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Figure 5.10: DNSSEC Authentication Chain for www.upsc.gov.in
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5.12 Summary

The main motivation for writing this chapter is twofold: The first motivation
was to outline how BDI-like Agent systems should handle plan failures in an
efficient manner by generating plans when relevant-plans are not found in the
plan-library. Most of the planners like SAPA [36, 37] and Metric-FF [48] uses
relaxed planning graph approach to find the heuristics. AgentSpeak(PL) [59]
uses GraphPlan approach to generate context of a plan in BDI like environment.
The major difference between our work and the ones mentioned above is that our
GeneratePlan method uses a set of plans (which could be partially instantiated)
along with a set of facts, actions and goals to generate a new plan. The languages
CanPlanl [89, 77] and CanPlan2 [76] give an elaborate account of handling goals
in the context of plan failures in a BDI environment but the difference with our
approach is that they deal with non-temporal goals and plans. Similarly [81, 82]
also talk about plan failure but again do not take into account the temporal aspect.
To show the feasibility of our method we implemented our planning algorithms on
a scenario like travel planning.

The second motivation for writing this chapter was to explain the process of
reasoning about DNSSEC from an Agent-Oriented perspective. The main intu-
ition for doing this was to improve the DNSSEC performance in terms of construc-
tion of chain of trust. To this end a formal analysis of DNSSEC was carried out
in the backdrop of a particular agent-based model called the BDI. For a formal
analysis of DNSSEC within BDI, we first developed a belief-base, action-base and
plan-library. Then we designed algorithms to accomplish the name-address res-
olution and the chain of trust construction tasks. The algorithms were designed
in such a way that they take the strategic advantage from the results obtained
from the previous protocol runs, so that the overall performance of the system is
improved.

According to the proposed model, first the DNS protocol will resolve the given
DNS query by accessing many name servers in the DNS name space. Once the re-

quired response (usually the IP address for a given domain name) is received, it is
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the responsibility of the DNSSEC protocol to ensure the integrity and authentica-
tion of the received response. As mentioned earlier, the DNSSEC protocol makes
use of the concept called chain of trust to ensure the integrity and authentication
of the received response. According to the concept of locality of reference, most of
the time we retrieve the data or we search for data in the nearby locations with
reference to present location. We have used this concept in improving the perfor-
mance of the overall system. In the present scenario, the DNS system saves the
DNS responses (usually the IP address of a given domain) in the cache memory,
to make use of them at a later point of time when similar requests are received.
By doing so, the DNS system could improve the performance by avoiding the
execution of domain resolving procedure. Here we applied similar technique to
that of DNSSEC protocol within BDI system to improve the performance. The
idea is to save the chain of trusts, that are constructed successfully in-terms of
believed-servers list. By doing so were able to avoid the reconstruction of chain
of trust to the servers that are present in the believed-servers list. This can avoid
unnecessary chain of trust constructions which will improve the performance of

DNSSEC as well as reduce the response time and network traffic.
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Chapter 6

Conclusions and Future Work

In this thesis we tried to address three research issues related to the Domain Name
System Security (DNSSEC) protocol. The first issue was concerned with the for-
mal analysis of DNSSEC wherein we used a logic based frame work called SVO
to formally represent and reason about DNSSEC. We gave an in-depth analysis
of DNSSEC to start with and used SVO logic for formally representing DNSSEC
and also specifying the nuances involved in DNSSEC. Thereafter we proposed an
extension of DNSSEC wherein two new axioms were added to the original SVO
logic. Formal Analysis of DNSSEC in the new set up was carried out by verifying
origin authentication and Data integrity with the help of message passing exam-
ples. By making use of inference rules as well as axioms of SVO logic we were
able to successfully derive proof for Data origin authentication and Data integrity
of DNSSEC protocol. Many formal approaches for specifying and verifying secu-
rity protocols are available in the literature but to the best of our knowledge our
work on Reasoning about DNSSEC' [13] was the first work that addressed the issue
of specification and verification of the DNSSEC protocol in a logical framework.
Later on other formal frameworks [42] have also been proposed.

The second research issue we addressed in this thesis is related to the vali-
dation of DNSSEC protocol using an automatic validation tool like AVISPA. We
demonstrated how the AVISPA tool can be used to validate the DNSSEC proto-
col. We have represented DNSSEC protocol in HLPSL which is later translated
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into [F Form by HLPSLIF converter. This HLPSL file is fed to back ends of the
AVISPA tool to obtain the status of the protocol. The IF form of the protocol
is, then analyzed using four backend analyzers called OFMC, SATMC, CL-AtSe
and TA4SP to check the correctness of the given protocol. It gives status like
SAFE or UNSAFE which tells us whether an intruder attack of the protocol has
happened or not. For a simple protocol like Alice Bob we got results as SAFE
which means that there was no intruder attacks. The simulation results ensured
that the DNSSEC protocol is safe which means that no attacks are possible on
specified goals. We have also displayed the results pertaining to single as well as
multiple sessions, with different backend analysers. Finally we concluded that the
DNSSEC protocol is successfully validated as no attacks were found against it’s
authentication and integrity goals.

The third research issue was related to the performance enhancement of the
DNSSEC protocol. To achieve this end what we did was to explain the process
of reasoning about DNSSEC from an Agent-Oriented perspective. To this end
a formal analysis of DNSSEC was proposed to carry out in the backdrop of a
particular agent-based model called the BDI. The main intuition for doing this
was to improve the DNSSEC performance in terms of construction of chain of
trust. A temporal planning model for BDI was developed which included a belief-
base, action-base and plan-library. For the implementation of temporal planning
within BDI we designed algorithms to find the plans for a given goal by making
use of the plan library. A categorisation of plans into relevant, applicable and
extended applicable plans were made to differentiate the planning at different time
steps and a plan which had lesser time than the given goal time was chosen as
the final plan. After implementing temporal planning in BDI successfully, we
utilized this technique to improve the performance of DNSSEC protocol wherein
we further designed algorithms to accomplish the name-address resolution and
the chain of trust construction tasks. The algorithms were designed in such a
way that they take the strategic advantage from the results obtained from the

previous protocol runs, so that the overall performance of the system is improved.
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This improvement will also reduce the Internet traffic by avoiding unnecessary
chain of trust constructions. This will also improve response time of DNSSEC
protocol. BDI system uses the saved authentication results to answer similar
queries in future within the valid time period. The performance of DNSSEC
protocol is improved by effectively utilizing the results of previous chain of trust
constructions.

In this work we have concentrated mostly on syntactic representation of the
DNSSEC protocol and have provided a method for reasoning about it in the
background of a logical framework. For complete formal analysis of a protocol,
one needs to develop both syntactic as well as semantic representation. As part of
my future work, I want to concentrate on semantic representation and reasoning
of DNSSEC protocol as well as other protocols. I also want to concentrate on
reasoning about various kinds of attacks on the DNS protocol. We would also
like to apply the formal apparatus built in this thesis on other security protocols
in various domains like cloud computing, peer to peer networks, wireless sensor

networks etc.
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Abstract

It is very common these days for any user of the internet to type a hostname like
uohyd.ac.in into a web browser like google to retrieve relevant information about
the domain from the world wide web. The translation of human readable hostnames
such as uohyd.ac.in into Internet protocol addresses like 183.82.173.128 is done with
the help of Domain Name System (DNS). The Domain Name System has a hierarchical
distributed database structure and does not include any security as it was designed to
be a public database. Almost in every interaction we have with the internet like Email,
Web services etc. we make use of DNS and therefore there is a strong demand for
securing the communication within the DNS system. DNSSEC is a security protocol
designed to authenticate and protect the integrity of DNS through the use of public
key-based digital signatures. Even though the security protocols are designed and
implemented with utmost care, it is proved that many of the security protocols which
have been in use for many years have logical flaws hidden inside. In this thesis the first
issue we address is with regard to providing a formal framework based on SVO logic
for representing and reasoning about DNSSEC so as to validate it against any logical
flaws. Formal Analysis of DNSSEC was carried out by verifying origin authentication
and Data integrity with the help of message passing examples. By making use of
the inference rules as well as the axioms of SVO logic we were able to successfully
derive the proof for Data origin authentication and Data integrity of the DNSSEC
protocol. The second issue is related to the validation of DNSSEC protocol wherein
we had to translate the specification in SVO logic into a machine understandable
format and this was made possible through the AVISPA tool and HLPSL converter.
The simulation results ensured that the DNSSEC protocol is safe. The third issue is
related to the performance enhancement in DNSSEC where the challenge was not only
in designing a provable protocol but also to get one that works with time limits. We
had to adopt an agent-oriented approach to solve this issue and proposed a temporal
planning model through which an improvement in the DNSSEC performance in terms

of construction of chain of trust was achieved.



1 Introduction

In this age of internet, it is well known that, every system that is connected via
a computer network is assigned with a unique address called the Internet Protocol
Address (IP Address), to identify and access different systems. These addresses are
numerical labels assigned to each device connected to a computer network and makes
use of the Internet Protocol (IP) for communication. Humans make use of these
networked systems and find it easy to locate different websites by typing in different
domain names rather than the numerical labels. The domain name system (DNS) [18,
17, 16] maps the domain names that people have used to locate a website to the IP
address of the computer that is used to locate a website. For example, if someone
types uohyd.ac.in into a web browser like google, a server behind the scenes will
map that name to the IP address 206.19.49.149.

The Domain Name System has a distributed database structure and does not
include any security as it was designed to be a public database. This has lead to
security vulnerabilities wherein the DNS process of looking a site up on the internet for
the user could be hijacked and the user could be send to the hijacker’s own deceptive
web site for account and password collection. In other words an attacker can fool
a cache into accepting false DNS data. It is also the case that various man-in-the-
middle kind of attacks are possible. To overcome these vulnerabilities a technology
called DNS Security Extensions (DNSSEC) was introduced that add security to the
Domain Name System (DNS) protocol by enabling DNS responses to be validated.
With DNSSEC, the DNS protocol is much less susceptible to certain types of attacks,
particularly DNS spoofing attacks. The main design motive behind DNSSEC is not
to end the various kinds of attacks but to make the attacks detectable by the end-
user. This in a way saves users from doing online transactions on the wrong server
even if a secured connection is used and the address in the browser looks correct.
DNSSEC provides security to DNS system by adding four new resource records (RRs)
and constructing a chain of trust. DNSSEC protocol provides two types of security
services, namely, data integrity and data authentication. Data integrity ensures that
the received data is the same as that of the sent one. Data authentication, on the

other hand, ensures the genuineness of a sender server.



The challenge is not only in designing a provable protocol but also to get one
that works in a desired time limit. In order to construct a chain of trust among
servers lying between network edge server and a domain server, a client of an edge
server sends a request to its immediate parent server and in return the latter sends a
similar request to its parent until the request reaches the domain root-server where the
communicating client-server genuineness can be established. This process establishes a
chain of trust among the servers lying between the communicating clients. Unless this
chain of trust is established the issues of authentication and data integrity cannot be
resolved. Data received through an unauthenticated communication is discarded. The
process of establishing a chain of trust is fully dependent on the DNSSEC protocol.

Like any other protocol, the efficiency of DNSSEC is due to its specification and
concreteness. A protocol is a concrete one when its functionalities are provable. In the
literature it is often referred to as proving the correctness of a protocol. To achieve
the correctness of a protocol, formal analysis of the protocol needs to be carried out.
This is the first issue this thesis addresses. In this thesis we provide a formal analysis
of DNSSEC in the background of Modal Logic which to the best of our knowledge
have not been attempted before. Before making a software protocol operational, it is
extremely important to verify its specification. In the case of a protocol with a formal
specification, its functionalities need to be proved to ensure a desired goal (protocol
functionality) is reachable from the given ground truth (logic based specification) of
the protocol. In this case, DNSSEC’s authenticity as well as data integrity are to
be proved from its formal specification. Logic based verification mechanism verifies
the given security protocols at a high level of abstraction, though in general attacks
on security protocols are nonintuitive and subtle in nature. In order to validate the
security functionalities of a given security protocol at low-level of abstraction, we
need to take the help of automatic validation tools. Keeping this need in view, the
second issue addressed in this thesis is about the automatic validation of DNSSEC
protocol. In this thesis we make use of the AVISPA tool for validating the DNSSEC
protocol. The third issue to be addressed of a protocol is its timeliness. Particularly
in the case of an authentication protocol like DNSSEC, timeliness is the demanding

one because it is not desirable for a user needing Internet services to wait too long



for authentication. To this end we adopt an agent-oriented approach to solve this
issue and propose a temporal planning model through which an improvement in the
DNSSEC performance in terms of construction of chain of trust is achieved. In a
nutshell, the three issues addressed in this thesis with regard to DNSSEC protocol

are:
1. Formal analysis of DNSSEC protocol using SVO logic framework.
2. Automatic validation of DNSSEC protocol using the AVISPA tool.
3. Performance enhancement of DNSSEC using temporal BDI agent model.

On identification of the above three issues, in the next section we present the research

challenges this thesis has taken up.

2 Research Challenges

Designing authentication protocols like DNSSEC is always a challenging task because
these protocols are often error prone. The best example of such a flawed protocol is
the Needham-Schroeder public key protocol [19] . In this simple public key protocol
a flaw was found after seventeen years of its publication by Lowe using model checker
FDR (Failures Divergences Refinement) [14]. Another logical flaw was discovered in
the renegotiation feature of the widely used TLS (Transport Layer Security) protocol,
thirteen years after the first version of the protocol was published. Several type-
confusion attacks against the Group Domain of Interpretation Protocol [15] were
identified by using NRL protocol analyzer. In a similar manner, there are number
of instances in the literature where logical flaws in security protocols were discovered
only after the protocol was in use for many years.

In the previous section we have identified three research issues related to DNSSEC
protocol. The first issue was related to the formal analysis of the DNSSEC protocol.
Formal analysis for security protocols is mainly done to unveil the logical flaws and/or
to prove correctness of a given protocol. The challenges involved in formal analysis of
a security protocol includes that of comprehending a security protocol thoroughly in

terms of initial conditions, assumptions, constraints, messages exchanged etc. since



these factors play a vital role in deriving the goals of a protocol and proving the
correctness of a protocol. Misunderstanding some concept/part of a protocol will
definitely lead to wrong conclusions which in turn could result in either proving a
correct protocol wrong or a wrong protocol correct. There are many instances in the
literature where incorrect protocols are proved formally correct and vice versa. This
happens mainly due to wrong interpretation or lack of thorough understanding of a
protocol.

The second issue we mentioned was related to the development of an automated
tool for validation of the DNSSEC protocol. Basically, the security protocols are very
complex in nature. Most of the time manual validation of such protocols clearly out-
paces human capacity. This is because the vulnerabilities are not directly related to
cryptographic techniques implemented by the security protocols. Some of the vulner-
abilities are related to bad interactions among multiple parallel sessions of the same
protocol and are very subtle in nature. For instance, an intruder can make use of a
protocol agent as an oracle to obtain some crucial information which the intruder could
not generate on its own. The intruder will make use of the information thus obtained
to forge new messages and gets it injected into other parallel sessions. To identify these
type of attacks we need the assistance of automation tools through which we can test
the protocol with more number of parallel sessions and other constraints. Research
challenge in this case is writing the protocol specification in a language supported by
the tool without any errors which in turn also needs a thorough understanding of the
protocol. Another challenge is selecting the most appropriate tool that matches our
requirements and should be the best among the existing ones, which can handle the
protocol under consideration.

The third issue we mentioned in the previous section is with regard to improv-
ing the performance of the DNSSEC protocol. DNSSEC protocol protects the DNS
system by verifying the authentication and integrity of DNS responses. DNSSEC pro-
tocol is able to achieve this authentication and integrity by imposing some overhead
on the present DNS system. What these overheads mean from the clients perspec-
tive is that of acquiring additional information to authenticate the received data. In

order to get additional information, the client has to send more number of queries



and receive response from servers as well as perform additional operations like stor-
ing, comparing etc. The overhead from servers perspective is in the maintenance of
additional information regarding all of its immediate descendant servers which are
responsible for sub-domains (zones). The overhead from networks point of view is in
the handling of additional traffic due to extra requests/ responses that are sent/ re-
ceived by clients and servers. Research challenge in this third issue has to do with the
minimisation of the overhead wherever it is possible so that the overall performance
of the system can be improved. Research challenge in specific is in the reduction of
the number of chain of trust constructions as far as possible or else reducing the time
to construct the chain of trust in all possible ways. Another challenge is to ensure

that the authentication process takes place in a timed manner.

3 Proposed Solutions

The first problem that we addressed in this thesis is that of formally analysing the
DNSSEC protocol. Formal analysis can be interpreted as the usage of "mathematical
techniques” to ensure that the design or implementation of the security protocol
confirms to the specified security goals. Mathematical techniques or formal methods
that are used to verify security protocols are broadly classified into three categories:
The first one is based on Model checking methods whereas the second one is based
on the method of Theorem provers, and the third one is based on methods that make
use of Logical inference [9]. Methods based on model checking explore all states and
transitions in the model by using smart and domain specific techniques. Methods
based on Theorem provers search at a higher level of abstraction for chains of logic
that constitute compelling proof that a particular property always holds. Methods
based on logical inference uses formal version of mathematical reasoning to reason
about the model in hand and is usually driven by the users understanding of the
intricacies involved in the model.

In this thesis we adopted the technique based on logical inference to specify and
verify the DNSSEC protocol. In this logical inference technique we can make use of
different logics like BAN logics to derive the goals of the given security protocol. BAN
logic [9] is an ancestor of other logics like AT [1], GNY [13] and SVO [21]. In this



thesis we propose to use the SVO logic [21] for formal reasoning and verification of the
DNSSEC protocol. SVO logic was designed to capture the features and extensions
of four variants of logics, namely BAN, GNY, AT, VO, in a single unified framework.
SVO logic was designed in such a way that, it is simple to use and more expressive
than any of the logics from which it is derived; more details are discussed. Logics like
SVO are particularly suitable for protocol verification because they are comparatively
simple and effective.

In order to reason about an authentication protocol like DNSSEC using SVO logic
we need to follow five step process. In the first step, we write initial conditions of
the protocol, which includes the beliefs held by the principals and the possession of
keys or any other prior assumptions the principals might be holding. In the second
step we write the messages that are exchanged between principals which include the
received messages, that is, the messages are that not lost in transit. In the third step
we assert that the messages that are received by the principals are comprehended (eg.
decryption of received message by using a key that is known already). In the fourth
step we write the inferred messages by principals with the received messages and the
knowledge that principals initially have. In the fifth step we use axioms and premises
to derive the goals of the protocol. If we succeed in deriving the specified goals of
the protocol then we can say that the protocol is working correctly according to the
specification, else we can have suspicion about the protocol’s correctness.

One has to be very careful while writing the initial conditions i.e., formalization of
the protocol messages. Mistakes committed while formalizing the protocol messages
and initial conditions render the verification process worthless. Detailed solution of
formal analysis of DNSSEC protocol is discussed. As the complexity of a security
protocol grows, it becomes a very difficult and tedious task to verify the correctness
manually. To cope up with the complexity and ensuring of security functions of a given
protocol, automatic validation tools [6, 11] are necessary. Automated validation tools
for security protocols also play vital role in analyzing the working procedure of a
protocol, specifically in parallel sessions and finding subtle errors.

In this thesis we propose to use the AVSPA tool to verify the DNSSEC secu-

rity protocol. Automated Validation of Internet Security Protocols and Applications



(AVISPA) [2, 22] is an automatic validation tool used to verify the correctness of
security properties of Internet security protocols. AVISPA uses a High Level Pro-
tocol Specification Language (HLPSL) [10, 4] in which the protocol to be verified
is specified. HLPSL is a very expressive and intuitive language used to formalise
any authentication protocols so that the AVISPA tool can be used for verifying the
correctness. More details are discussed. HLPSL is basically a role based language,
which means that each participant in a security protocol is represented as one role
in HLPSL specification. In general, HLPSL specification of a protocol consists of
one or more basic role definitions, followed by the definition of composite role. In a
composite role, one or more basic roles are combined together so that they can be
executed together, usually, in parallel. After composite role, an environment role is
defined by instantiating the composition role to create one or more sessions. Finally,
we specify the security parameters as goals that we want to verify by the back end
tools. AVISPA currently supports four backend tools to validate the protocol. They
are On-the-fly Model-Checker (OFMC) [5], SAT-based Model-Checker (SATMC) [3],
Constraint-Logic-based Attack Searcher (CL-AtSe) [23] and Tree Automata based on
Automatic Approximations for the Analysis of Security Protocols(TA4SP) [7].

The AVISPA tool accepts input specification in HLPSL and translates HLPSL
specifications into Intermediate Format (IF). IF is an intermediate and independent
form of a given specification, which can be later used by back-end tools for analysis.
The IF format of a protocol is executed over finite number of times or entirely if no loop
exist. Finally, the execution may end-up with either by an identification of an attack
on a given protocol or the protocol is proved as safe over a given number of sessions. We
have represented the DNSSEC protocol in HLPSL and ensured the correctness of
both the security parameters, i.e., data integrity and data origin authentication. The
specification and validation details of DNSSEC protocol are explained in the later
Chapters.

We are aware that the authentication, specifically in networking, is temporal.
It means that the session keys, One time passwords (OTPs) etc. which are used
for authentication are valid only for a limited period of time. In order to utilise the

authentication information more effectively and improve the performance of DNSSEC



protocol, in this thesis we have proposed DNSSEC with temporal BDI. In a BDI
system [12, 20|, Beliefs are basically facts about the environment in which a system
exists, Desires are the goals the system want to achieve and Intentions are the goals
which are currently under consideration. Preparation of a plan to achieve the goal
is the important task in BDI system. Method of plan generation depends on the
problem to be solved. In general a plan is a sequence of actions to be executed
for achieving the goal. In order to find plans for the problems that deal with time,
temporal planning technique is used. In real time problems, planning with time is
very important as it means that performing a poor action within a specified time
is preferable to performing a planned action which is too late. The planner has to
generate a plan that is optimal and satisfies user constraints.

Our aim in this thesis is to extend the basic BDI architecture [8] and the classical
planning life cycle to incorporate temporal planning. After proposing and analysing
temporal planing in BDI system, we have utilised this technique for DNSSEC protocol
to improve the performance. DNSSEC protocol uses temporal planning method to
establish chain of trust. It is obvious and apparent that many requests and responses
are generated and transmitted over a network during construction of chain of trust.
In order to avoid unnecessary construction of chain of trusts, authentication data
obtained during construction of chain of trust are saved as beliefs in BDI system
for a valid time period. Authentication data saved in BDI system can be used by
the client of DNSSEC protocol to answer the relevant queries without reconstruction
of the chain of trust and thereby improve the performance of DNSSEC protocol as
well as reducing Internet traffic. This will also reduce the response time of the DNS
query. The details regarding the usage of BDI-based temporal planning to improve
the performance of the DNSSEC protocol are discussed in Chapter 5.

4 Thesis Contributions

As mentioned in the previous section, In this thesis we provide reasoning about the
security mechanisms involved in the DNSSEC protocol. DNSSEC protocol uses chain
of trust technique to ensure data integrity and origin authentication of received data.

In order to ensure that the process of chain of trust is formally correct, SVO logic



based specification and verification method is proposed. The results related to this
work has been published in the form of a conference paper titled Reasoning about
DNSSEC in the Fifth Multidisciplinary International Conference on Artificial Intelli-
gence (MIWAI), 2011.

In order to validate the DNSSEC protocol at a low level of abstraction in-terms
of parallel sessions and other constraints we demonstrate how the AVISPA (Au-
tomatic Verification of Internet Security Protocols and Applications) tool can be
used. AVISPA tool is an automatic verification tool for internet security protocols.
In the process of validation, first we have represented the DNSSEC protocol using
HLPSL (High Level Protocol Specification Language) language. AVISPA translates
the HLPSL specification into IF (Intermediate Form) format. The IF form is then
analyzed by using various model checkers like SATMC, OFMC, CL-Atse, TA4SL to
ensure security parameters. The results related to this work has been accepted at the
International Conference on Computing Analytics and Networking (ICCAN) - 2017
with the title Automated Validation of DNSSEC .

The standard BDI architecture is extended to incorporate temporal planning.
Generating a plan for a given problem is one of the important procedures in BDI
system. Certain problems need only the plan, whereas other problems need a plan
which can complete the task in a given time. When time plays an important role we
need to go for techniques that can account for temporal planning in order to generate
a plan. We propose a Temporal planning framework for the standard BDI architec-
ture. The results of this work is published as Incorporating Temporal Planning
Within a BDI Architecture at the 5th Indian International Conference on Artifi-
cial Intelligence (IICAI 2011).

The proposed Temporal planning BDI model is extended to apply in the case of
the DNSSEC protocol so as to improve the performance of the authentication mecha-
nism in DNSSEC. Temporal planning technique is further used to establish the chain
of trust in DNSSEC. BDI-based architecture is used to save authentication informa-
tion for a valid amount of time so that when a request comes the information related
to the request is first checked with the saved authentication information. The results

related to this work has been accepted at the 14th International Conference on Dis-



tributed Computing and Internet Technology (ICDCIT-2018 with the tile BDI-based

Performance Enhancement in DNSSEC).

5 Thesis Organization

Apart from the first chapter which has an introductory tone this thesis has five more
Chapters. Chapter 2 outlines the foundational concepts as well as related work on
which this thesis is built. We start Chapter 2 with an introduction to the DNS
Infrastructure wherein we talk about concepts related to domain name space, resource
records, name servers and resolvers. We also give a brief description of the DNS
workflow and Various kinds of attacks that can happen on DNS and thereafter we give
a brief introduction to the DNSSEC protocol. The importance of formal methods is
discussed in detail and the use of several variants of Modal logics used for specification
and verification of security protocols is also explained. Chapter 2 ends with the
exploration of various validation tools available in the literature that can be used for
validating security protocols. In Chapter 3 we proposed a formal framework based
on Modal logic called SVO logic that can be used to specify and verify the DNSSEC
protocol. We proposed an extension of DNSSEC wherein two new axioms were added
to the original SVO logic and by making use of the inference rules as well as axioms
of SVO logic we were able to successfully derive proof for Data origin authentication
and Data integrity of DNSSEC protocol. To the best of our knowledge we were the
first ones to propose a logic based framework for analysing the DNSSEC protocol.
Contributions related to the development of validation tools for analysing the
logical specifications of DNSSEC as developed in Chapter 3 was carried out in Chapter
4. We demonstrated how the DNSSEC protocol specification in Alice - Bob (A - B)
notation can be verified using the AVISPA tool. Chapter 5 is a lengthy chapter in
which we have two parts and in which we make two important contributions. The
first part tries to address the analysis and verification of DNSSEC from a Multi-
Agent perspective. In this part we extend a particular agent architecture called the
BDI so as to incorporate temporal planning with explicit time-limits. To this end we
develop a temporal BDI architecture and demonstrate with the help of examples how

temporal plan can be generated within a BDI architecture. In the second part we use



this temporal BDI model for performance enhancement of the DNSSEC protocol. We
conclude the thesis with Chapter 6.
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