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Abstract

Service-Oriented Computing (SOC) is a well-established computing
paradigm developed over time and still passing through phases of tech-
nological refinements day by day. SOC utilizes software services (called
as Web services) as fundamental elements for developing and deploying
distributed software applications. The design principle of composability
among Web services is one of the most crucial reasons for the success
and popularity of the services. In the context of Web services, based on
the structure, two types of composition are possible: linear composition
and recursive composition. In linear composition, the constituent Web
services are only basic Web services, whereas in recursive composition,
the constituent Web services could be basic as well as composite. The
notion of recursive composition requires special attention as it is not eas-
ily tractable with classical modeling and verification approaches such as

model checking and Petri net.

Designing and running automatic Web service compositions (specifi-
cally, recursive ones) are error-prone because a service may have several
dependencies with other services to perform its tasks and a developer
may not identify the dependee services in advance that would fulfill the
request. Interaction among composite services through asynchronous
messages opens the space for concurrency related bugs. Moreover, it is
difficult to anticipate behavior of automatic service compositions dur-
ing execution time, and it is difficult to verify whether they conform to
the functional requirement specifications or not. Existing approaches in-
cluding model checking, Petri net, 7 calculus, artificial intelligence based
algorithms, Temporal Logic of Actions (TLA), and case-based reasoning

achieve the desired aspects of verification by modeling, planning, and



verifying the Web services. However, these approaches have their own

limitations.

Therefore, in this thesis, we propose a formal modeling technique,
namely Recursive Composition Algebra (RCA), to capture the notion of
recursive composition among Web services. Application of this algebra
on Web services results in a graph, called Recursive Composition Graph
(RCG), that works as an interpretation model to verify the various kinds
of requirement specifications about Web services. Further, we propose
RCA-based verification techniques for the verification of Web services
composition, interaction, and compositional equivalence. Given a set
of Web services, the composition verification technique verifies behav-
ioral equivalence between every pair of services and finds all possible
deadlock conditions. The prime advantage of this technique is that it
overcomes the problems associated with the usage of the concepts of the
trace equivalence and bisimulation equivalence in the context of Web
services. Given a set of Web services and a requirement specification,
the interaction verification technique verifies whether the given specifi-
cation holds or not by generating and analyzing the exhaustive possible
interaction patterns for the given set of services. The prime advantage of
this technique is that it captures primitive characteristics of Web service
interaction patterns, such as recursive dependency, sequential and paral-
lel flow, etc. and it does not require explicit system modeling. Given
two Web service composition graphs, compositional equivalence verifi-
cation technique verifies whether they are compositionally equivalent or
not. The prime advantage of this technique is that it reduces the equiva-
lence verification to the subsumption computing between two algebraic
expressions instead of using a subgraph matching technique. In addition
to the said verification techniques, we provide an integrated tool and
a cross-domain application (modeling and analysis of multistage Cyber

attacks) of the proposed framework.
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Chapter 1

Introduction

1.1 Service-Oriented Computing and Web Services

Service-Oriented Computing (SOC) is a computing paradigm that utilizes services as
fundamental elements for developing distributed applications in heterogeneous en-
vironments. The promise of Service-Oriented Computing is a world of cooperating
services that are being loosely coupled to flexibly create dynamic business processes
and agile applications that may span organizations and computing platforms, and
can adapt quickly and autonomously to the changing requirements [5]]. Engineering
a service-oriented computing system is a process of discovering and composing the
proper services to satisfy a specification, whether it is expressed in terms of a goal
graph, a workflow, or some other model [6]].

Web Services have become the preferred implementation technology for realizing
service-oriented architectures (SOA). The World Wide Web Consortium (W3C) de-
fines a Web service as “A software application identified by a uniform resource iden-
tifier (URI), whose interfaces and binding are capable of being defined, described
and discovered by XML artifacts and supports direct interactions with other soft-
ware applications using XML based messages via Internet-based protocols” [[7]]. The
success of Web services is due to the fact that their development is based on existing,
ubiquitous infrastructure such as hypertext transfer protocol (HT'TP), simple object
access protocol (SOAP), and extensible markup language (XML) [6]].

Figure [1.1| shows the Web service architectural model [6] where a service bro-
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Service
Provider

Publish
(WSDL)

Service
Broker

Figure 1.1: Web Services Architectural Model

Bind
(SOAP/HTTP)

Service
Requestor

Find
(UDDT)

ker acts as an intermediary between service requesters and service providers. A
UDDI-based service registry is a specialized instance of a service broker. Under this
configuration, the UDDI registry serves as a broker where the service providers pub-
lish the definitions of the services they offer using WSDL, and the service requesters
find information about the services available. The design principle of composability
among Web services is one of the most crucial reasons for the success and popularity
of the services. Service composition is perceived as the federation of a service with
other remote services, specifying the participating services, the invocation sequence

of services and the methods for handling exceptions [[8]].

1.2 Modeling and Verification of Web Services

Designing and running Web services compositions are error-prone because a single
service may have several dependencies with other services to perform their tasks cor-
rectly and the developers may not know the identity of those services that would ful-
fill the request. Analogous to other distributed systems based on asynchronous com-
munication, it is difficult to anticipate how Web service compositions behave during
execution and whether they conform to the functional requirements [9]. Their com-
position and conversation might lead to concurrency-related bugs, security threats,
undesired communication patterns, poor qualities of service, etc. Therefore, verifi-
cation of Web services is unavoidable. Following are the various classes of formal

techniques being used for modeling and verification of Web services.



1.2 Modeling and Verification of Web Services

1.2.1 Model Checking Based Modeling and Verification

Model checking [[10] is a popular formal technique facilitating automatic verification
of finite-state transition systems, and it has been applied for almost all of the Web ser-
vices verification aspects, such as control-flow [[11][[12]], data-flow [[13]], interaction
[14][15], time requirements [[16][[17]], quality of service [[18][[19], security require-
ments [20], etc. Model checking verifies the desired behavioral properties of Web
services for a given model (say, choreography or orchestration) through complete
exploration of all the reachable states and the properties that disseminate through
them. In model checking, temporal logics (for instance, linear temporal logic (LTL)
and computation tree logic (CTL) ) are used for specifying the properties of the
given model. A temporal logic uses atomic propositions and Boolean connectives
to build up complicated expressions describing the properties of the reactive Web
service model. Various flavors of model checking with their accompanying tools are
available, such as bounded model checking, probabilistic model checking, abstract

model checking, timed model checking, etc.

1.2.2 Petri Net Based Modeling and Verification

Petri net is a well-established process-modeling approach [21]]. A Petri net is a di-
rected, connected, and bipartite graph in which nodes represent places and transi-
tions, and tokens occupy places. It has contributed greatly to the development of
a rich theory of concurrent systems. Moreover, their ease of conceptual modeling
(largely due to an easy-to-understand graphical notation) has made Petri nets as the
model of choice in many applications. Petri nets are very popular in Web service re-
lated fields because they can capture [22] the large varieties of process control flows.
In particular, the dead-path-elimination technique that is used in BPEL to bypass
activities whose preconditions are not met, can be readily modeled in Petri nets
[23]]. Apart from this, Petri net is used for analyzing compatibility between services

[124} 25]], composition verification [26], timing constraints verification [27]], etc.
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1.2.3 Artificial Intelligence Based Modeling and Verification

Artificial intelligence (AI) based techniques emphasize the creation of intelligent
systems that work and react like humans in the context of learning, planning, and
problem solving. The problem of automatic Web service composition generation
is closely related to the problem of Goal-Oriented Action Planning (GOAP) in artifi-
cial intelligence [28, 29, 30]. In literature, several Al planning based techniques for
automatic composition are available: STRIPS-based [29], PDDL-based [31]], HTN-
based [32]], etc. Mcllraith and Son [33] adopted and extended Golog to allow the
automatic building of Web services. PDDL is a widely used formal language to de-
scribe different kinds of planning problems. Hierarchical planning is an Al planning
methodology that creates plans by task decomposition. Well-known hierarchical
planners SHOP and SHOP2 (Simple Hierarchical Ordered Planner) have been used
for Web services [34]].

1.2.4 Process Algebra Based Modeling and Verification

A process algebra [35] is a concurrent language that abstracts many details and fo-
cuses on particular features. Process algebras are precise and well studied formalisms
that allow the automatic verification of both functional and non-functional prop-
erties. They come with a rich theory on bisimulation analysis, i.e. to establish
whether two processes have equivalent behaviors. Such analyses are useful to estab-
lish whether one service can substitute another service in a service composition [[36]]
or to verify the redundancy of a service. Algebraic service composition aims to in-
troduce much simpler descriptions than other approaches, and to model services as
mobile processes to ensure verification of properties [37, 38, 39} [40] such as safety,

liveness, and resource management.

1.3 Primitive Characteristics of Web Services from

the Modeling and Verification Perspective

Though modeling and verification of Web service composition is a well-explored

research area, there is a paucity of widely accepted standard solutions that provide
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error-free, automatic, and dynamic service composition. Although the existing solu-
tions are promising, core techniques adopted in the solutions do not capture all the
required characteristics of Web service interaction verification as they were proposed
natively for different scenarios and applications. For instance, Symbolic Model Ver-
ifier (SMV) [5] is an input language for model checking that does not support mod-
eling subtleties regarding Web service interaction such as automatic discovery of ser-
vices and dynamic availability of Web services [6]. The primitive characteristics of
the Web services that need to be well considered from the modeling and verification

perspective are discussed as follows.

1.3.1 Linear and Recursive Composition

A Web service can compose with other services in order to realize a business logic,
where invocation order of candidate services are explicitly mentioned and exception
handling methods are provided. Linear Composition and recursive composition
[41], 142, 43]] are the fundamental characteristics of the Web services. Let us consider
that W is a finite set of basic Web services and W¢ is a finite set of composite
Web services. Then, linear composition refers a composition scenario where every
member of W¢ is composed of a non-empty set of Web services (say W) such that
Ws € Wpg, whereas recursive composition refers a composition scenario where
every member of W¢ is composed of a non-empty set of Web services (say W) such
that We C WpUWc.

1.3.2 Modular and Hierarchical Architecture

All Web services basically fall into two categories: either basic or composite. A basic
Web service does not take help of other Web services to accomplish a job, whereas
a composite Web service does. A Web service composition scenario has both shades
of hierarchical and modular architectural archetypes. It requires modeling a Web
service in such a way that the service preserves its identity and supports composite
services at a time. A Web service should be able to serve as an independent module,
and at the same time, it should be able to serve as a building block for other compos-

ite services, if required. Modular architecture of a Web service composition model
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refers to the design of the model composed of independent Web services that could
interact with each other [[44]]. The advantage of a modular architecture is that a mod-
ule could be added or substituted with another suitable module without affecting the
rest of the system. Hierarchical architecture of a Web service composition model
[45]] refers to the design of the model composed of dependent and independent Web
services, where a composite service works as a higher (or highest) level abstraction
and basic services work as the lowest level abstraction. The advantages of a hier-
archical architecture are easy decomposition of the system based on the hierarchy

refinement, enhanced scalability, and reuse of the system.

1.3.3 Hierarchical Concurrency

Classical model-based verification approaches do not consider hierarchy among Web
services while verifying the requirement specifications. They keep transmitting all
variables that are being considered for verification through every state in their state
transition diagram, whereas in the context of Web services, all variables need not be
considered at a time. A hierarchy must be found among services and must be consid-
ered in the verification process. Hierarchical architecture of Web services is discussed
in [41}, [45], and hierarchical concurrency among Web services is described in [46]].
For example, let us consider a scenario depicted in Fig. where (A, B) repre-
sents the knowledge that service A is composed of service B, and (4, B) — (B, C)
represents the knowledge that (A, B) depends upon (B, C). Now, consider that con-
currency has to be resolved between B and J for a given specification. If (B, C') and
(J, K) do not affect (B, J), then concurrency will be resolved only between B and
J without considering C' and K. If the concurrency cannot be resolved at the first
level (B and J are first level services), then the second level services (C and K are
second level services) would be considered. Again, if the second level services are
also not sufficient to resolve the concurrency, then the third level services (D and L

are third level services) would be considered, and so on.
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<A,B> <[,]>

\ \

<B,C> € <B,J> = <] K>

\ \’

<(C,D> <K,L>

Figure 1.2: A Web service composition scenario, where (A, B) represents the knowl-
edge that service A is composed of service B and (A, B) — (B, C) represents the knowl-
edge that (A, B) depends upon (B, C'). In this scenario, concurrency has to be resolved
between B and J

1.3.4 Dynamic Reconfiguration

Hnetynka et al. [47]] discussed the dynamic reconfiguration of Web services and col-
laboration among them. The two crucial factors that make consideration of dynamic
reconfiguration in Web services inevitable are: (i) Resemblance of a Web service as
a module (a basic Web service resembles an independent module whereas a com-
posite Web service resembles a dependent module), and (i1) Dynamic availability of
services. Web services are accessible through the Web and a Web service could be-
come unavailable/removed at any time or a new Web service could be added at any
time. Ethically, a composition designer or verifier must be ready for substitution,
replacement, and inclusion of services. Inclusion of a new service or unavailability
of an existing service could make chaos if not handled properly. Automatic dynamic
service composition is a rapidly emerging paradigm and research topic that is based

on the concept of dynamic reconfiguration.

1.3.5 Open System Modeling

A Web services workflow module is a reactive system as it consumes messages from
the environment and produces answers depending on its internal state [48]. The
compositional modeling and design of reactive systems require each component to be
viewed as an open system, where an open system is one which is designed to interact

with its environment and whose behavior depends on the state of the system as well
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as the behavior of the environment [49]. A system is termed as an open system
if all of its participating entities are not well-known in advance (in terms of their
existence and behavior). Similarly, a Web service cannot anticipate the behavior of
its interacting partners in advance, thus enabling the open system phenomenon from

the perspective of modeling and verification.

1.3.6 Verification of Adversarial Specification

Classical temporal logics such as LTL and CTL are unable to specify collaborative as
well as adversarial interactions among different Web services. Alternating Temporal
Logic (ATL) [49] is designed to write the requirements of an open system [49] and
is able to express collaborative as well as adversarial interaction specifications. ATL
models each Web service as an agent. Let ¥ be a set of agents corresponding to
different Web services, one of which may correspond to the external environment.
Then, ATL admits formulas of the form ({A))Op, where p is a state predicate and
A is a subset of agents. The formula ((A))Op means that the agents in the set A
can cooperate to reach a p-state no matter how the remaining agents resolve their

choices. ATL is used for Web service verification along with Petri net in [50].

1.3.7 Asynchronous Messaging

A Web service consists ports and a port consists sets of input and output messages.
Messages consisting activities are unit of interaction. There are two principal mes-
saging models used in Web services namely synchronous and asynchronous model.
The two Web service messaging models are distinguished by their way of request-
response operation handling mechanism. Synchronous and asynchronous messag-
ing among less number of services can be handled in a fair manner without much
complexity. If the number of participant services are high, asynchronous messaging

complicates the verification process.

1.3.8 Trace Modeling

Informally, a trace (in the context of Web services) is a linear, unidirectional Web

service composition workflow path in which a node represents a Web service and a
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directed edge represents the flow from one service to another. Formally, a trace is
defined as a tuple T = (W, I, w;, w,), where W = {wy, -+ ,w,,} is a finite set of
Web services, I : W — W is an invocation function such that w;Jw; if and only if w;
invokes w;, w; € W is a service from which the trace begins and fw; € W : w; Iw,
and w, € W is a service on which the trace ends up and iﬂwj € W : w,Jw;. Trace
modeling and computation are among the most primitive modeling requirements for
Web service interaction as the computation of trace related concepts (such as trace
inclusion and trace merging [3]]) reduce the time and space complexity for verifica-
tion. The concept of trace is utilized primarily for studying behavioral equivalence

of services.

1.4 Problem Statement and Contributions

On the basis of our study in previous section, we observe that composition among
services can take place either in linear or recursive fashion. A Web service composi-
tion is a modular-cum-hierarchical architecture, where a service behaves as an open
system. Further, we observe that a service composition modeling approach must be
able to capture synchronous and asynchronous messaging (among services) in the
form of traces, and a verification approach for Web services must support verifica-
tion of hierarchical concurrency and adversarial specifications. Therefore, we define
the problem statement for this thesis as follows:

Let'W be a dynamic (the number of elements in the set may vary with time)
set of Web services. Consider that at a time instance t, there are m number of services in
the set W(W = {wy,--+ ,wn},m € N). Let Wg be a set of basic services and W¢ be
a set of composite services made out of the set W such that |\Wg| + [W¢e| = m. A Web
service w; consists of a set of input messages w;.I and a set of output messages w;.O and
there is a pre-defined relation from input messages to output messages (Rl C w;.1 x w;.O).
A Web service w; € W can interact with another Web service w; € W based on input-
output compatibility that provides a number of different ways to form a composition.
This composition may trigger a sequence of actions and result in various interaction pat-
terns (traces). Out of all possible traces, some traces may be undesirable. Provided a set of

available services, onr goal is to verify structural and interactive properties by observing
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all possible traces while supporting automation in composition formation and dynamism
in the set 'W.

The contributions of this thesis are: (i) a formal modeling technique, namely
Recursive Composition Algebra (RCA) to capture the notion of recursive composi-
tion among Web services, (i1) a RCA-based verification technique for verifying Web
service composition, (iii) a RCA-based verification technique for verifying Web ser-
vice interaction, and (iv) a RCA-based verification technique for verifying compo-
sitional equivalence between Web service composition graphs. Further, we present
an integrated tool for Web service verification and a cross-domain application of the

proposed technique.

1.5 Thesis Organization

Chapter [2| describes systematic literature review on Web service verification using
model checking. In Chapter 3} we propose a formal modeling technique for Web ser-
vices, namely Recursive Composition Algebra (RCA). Composition verification using
RCA is presented in Chapter 4l Technique for interaction verification among Web
services using RCA is elaborated in Chapter 5, RCA-based verification technique
for verifying compositional equivalence between Web service composition graphs
is presented in Chapter[6] A comprehensive tool facilitating our proposed verifica-
tion techniques is presented in Chapter[7} A multistage Cyber attack modeling and
analysis technique using RCA is presented in Chapter[8 Chapter [§|summarizes our

contributions including future research directions.
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Chapter 2

Model Checking Based Web Service
Verification: A Systematic Literature

Review

As witnessed by the literature, model checking has been applied for almost all of
the Web services verification aspects, such as control-flow, data-flow, interaction,
time requirements, quality of service, security requirements, etc. In this chapter, we
review the related literature on model checking based Web service verification that
can explore: (i) the research motivations behind model checking of Web services,
(i1) the existing methods and techniques (with their verification goals) that support
model checking of Web services, and (iii) the existing research issues and future
research directions in the area of Web service verification.

There are various formal techniques available for the verification of Web services,
such as model checking, Petri net, process algebra, etc. However, in this present re-
view, we did not aim for presenting a systematic literature review on verification
of Web services that includes all available verification techniques as it would be too
broad to cover completely in a chapter. Here, our focus is only on the model check-
ing based Web service verification approaches as model checking is a de-facto veri-
fication technique that is applied to almost all of the verification aspects related to

Web services. Literature review on other verification techniques for Web services

are described in Chapter and |6}
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2.1 Review Methodology

(1) Framing Reseach Questions

v

(2) Identification of Relevant Studies

v

(3) Assessing the Quality of Studies

v

(4) Bxtraction and Synthesization of Data

v

(5) Interpretation of the Findings

Figure 2.1: A Five-Step Process of Conducting Systematic Literature Review (Based on

(1)
2.1 Review Methodology

A systematic literature review (or simply a systematic review, structured literature
review or SLR) is a literature review focused on a research topic that tries to iden-
tify, classify, select, and synthesize all high-quality research evidences relevant to that
topic area [51]]. An SLR is a structured process that identifies, evaluates, and inter-
prets the existing evidences of research that are pertinent to a specific research query.
Hence, it follows a predefined search category. An SLR provides a framework for
locating new research tasks, discovers gaps in ongoing research, and recommends
areas for further examination [51}, 52]]. We follow a five-step process of conducting
systematic literature review as described in [[1]] (see Fig. [2.1). The process is similar

to the methodologies followed in [51, 52, 53]].

(1) Framing Research Questions. In order to conduct the review, we frame the

research questions and provide their motivations as listed in Table
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Research Questions Motivations

RQ1—Why model checking is a pop- | To get insight on model checking based
ular verification technique for Web | Web service verification techniques sat-
services? isfying functional and non-functional
requirements.

RQ2—Which aspects are verifiable | To identify the properties of Web

using model checking in the context | services that are being verified using

of Web services? model checking based techniques.

RQ3—What are the existing ap- | For the identification, classification,
proaches, tools, and techniques that | and comparison of the existing ap-
help and promote model checking | proaches and techniques that are em-
based Web service verification? ployed in model checking based Web

service verification.

RQ4—What are the existing chal- | To identify and explore the potential
lenges, current research state, and | research challenges that have to be ad-
the possible future research direc- | dressed, and to find the possible future
tions in the area of model checking | research directions in this area.

based Web service verification?

Table 2.1: Research Questions and Their Motivations

(2) Identification of Relevant Studies. Primarily, we referred articles from the
popular online data sources including IEEE-Xplore, ACM Digital Library, Springer,
Science Direct, Wiley, IGI Global, Inderscience, and Google Scholar. Non-peer-
reviewed articles (such as white papers), editorials, abstracts, short papers (less than
4 pages), and non-English scripts are excluded from the scope of this review. We also
did not consider a book or book chapter or dissertation or extension paper or tool
paper if the technique and results presented in the document are already published
in a journal or conference.

For our search, we provided the search string as follows:

(Web service OR Web services OR service OR BPEL OR BPEL4WS OR
choreography OR choreographies OR WSDL OR WS-CDL OR WSFL OR or-

chestration)
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AND
(verification OR verifying OR validation OR checking OR model checking
OR UPPAAL OR SPIN OR NuSMV OR PRISM)

(3) Assessing the Quality of Studies. We refined our search using various words
like “model checking”, “temporal logic”, etc. We extracted nearly 582 papers for this
review that were published during 2002-2017 in various conferences and journals.
The year 2002 was chosen as we did not find a paper on Web service verification
published before 2002.

Initial selection. Our initial selection of 582 articles covered the research topic
of Web service verification across the search databases. We explored the title, ab-
stract, and keywords of the primarily selected studies and applied the said criterion
of inclusion/exclusion.

Final selection. For our final selection, we focused particularly on model check-
ing based Web service verification approaches among the articles collected in initial
selection phase and finalized 116 studies for this review.

The fourth step of the systematic review extraction and synthesization of data is
presented in Section and the fifth step interpretation of findings is presented in
Section

2.2 Classification of the Model Checking Based Web

Service Verification Approaches

We classify the model checking based Web service verification approaches based on
their verification goals classified into six classes: composition verification, behav-
ioral verification, interaction verification, equivalence verification, non-functional
requirement verification, and time requirement verification. Further, apart from
these classes, there exists research papers on model checking based Web service veri-
fication such that they focus on multiple verification goals, and there exists research
papers such that they do not belong to any of the said classes. Fig. presents a

classification of the existing Web service model checking approaches.
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Figure 2.2: Classification of the Model Checking Based Web Service Verification Ap-
proaches Based on Their Verification Goal

2.2.1 Web Services Composition Verification

Composition of services specifies the participating services, the invocation sequence
of services and the methods for handling exceptions [54]. Huang et al. [55] presented
a counter-example driven refinement based model checking technique for Web ser-
vices. The advantage of their approach is that precision information regarding re-
finement is distributed among proof slices. Goli et al. [[13]] proposed a procedure for

automated verification of control-flow and data-flow in the Web Ontology Language
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for Web Services OWL-S process models by mapping it into equivalent Process Meta
Language (PROMELA) process definitions. Dai et al. [56] annotated Business Pro-
cess Execution Language (BPEL) and transformed it into time constraints Petri net
(TCPN) for the verification of control-flow aspects. Zhang et al. [57] classified the
feature interaction into five classes: deadlock, livelock, invocation error, race condi-
tion, and resource contention. Corradini et al. [58] presented an approach for the
verification of Web service compositions expressed in the Web Services Choreogra-
phy Description Language (WS-CDL) language. Their technique analyzed the given
WS-CDL source document and extracted the necessary information. Further, the
extracted information was translated to PROMELA code and was verified against
the given specification. Qian et al. [59] proposed an automated way to extract for-
mal models from programs implementing Web services using predicate abstraction
for abstract model checking.

Dong et al. [60] presented a formalized analysis model that accepts specification
and semantics of business flow as inputs and provide asynchronous communication
model as an output. Further, this output model is verified by using the Simple
Promela Interpreter (SPIN) model checker. Liu et al. [61] presented a model check-
ing based technique for specifying and verifying Web service flow based on annotated
OWL-S. In order to verify the Web service flow, similar to [56], they transformed the
annotated OWL-S model into a TCPN model. Wang et al. [12]] proposed a temporal
logic of action (TLA) based composition and verification approach for Web services.
Their approach takes OWL-S service description as input and transforms it into TLA
description. It produces a composition proposal according to the requests of an user.
Luo et al. [62] proposed a model for BPEL based on its grammar and control flow,
then they transformed the required part of BPEL into the input language of Model
Checking Time and Knowledge (MCTK) and verified the specification properties.

Barker et al. [63]] presented a multi-agent protocol (MAP) based Web service
choreography language for specifying and verifying service interaction patterns. The
advantage with their approach is that services do not have to be pre-configured at
design-time. For the verification purpose, they proposed translation from MAP to
PROMELA. Xu et al. [64] presented a technique for the verification of Web service
choreography written in WS-CDL by mapping it to Communicating Sequential Pro-
cesses (CSP) and using Process Analysis Toolkit (PAT) model checker. Luo et al. [65]

17



2. Model Checking Based Web Service Verification: A Systematic Literature
Review

developed a translation procedure to translate BPEL into I/OLTS, and then devel-
oped another translation procedure to translate I/OLTS into the input language of
ZING model checker. Mei et al. [66] translated BPEL4WS into interface automata,
which was then translated into PROMELA. Xinlin [67] proposed a Web service
verification approach based on the category theory.

Zhang et al. [68] proposed a Timed Asynchronous Communication Model
(TACM), which can precisely describe the timed properties and asynchronous com-
munication behaviors. The advantage with TACM is that it can be directly provided
as input to UPPAAL model checker. Li et al. [69] proposed a model checking
based technique to automatically verify the composite services. For the property
specification, they used universal model sequence diagrams (uMSDs). Fu and Chen
[I70] addressed the problem of state explosion by introducing predicate abstraction
and refinement technology in the traditional model checking method. Further, they
proposed a framework for Web service composition based on the technology of ab-
straction and refinement.

Luo et al. [[71]] proposed a technique for Web service verification that translates
BPEL to BSTS and then BSTS to Interpreted Systems Programming Language (IPSL)
which is input language for the model checker MCMAS. The advantage with their
approach is that the epistemic and cooperation properties also can be specified and
verified in their framework. Todica et al. [[72] proposed a SPIN model checker based
technique for verifying automatically generated business process. Zhao et al. [73]
proposed a model for guaranteeing correctness of WS-BPEL. The input language for
their model is Language Of Temporal Ordering Specification (LOTOS) and they
check validity of the model by using model checking. Huang et al. [74] proposed
an approach to analyze atomic Web services and extended BLAST model checker to
handle concurrency in OWL-S semantics with the use of planning domain definition
language (PDDL). Sharygina and Kroning [[75]] presented an automatic abstraction
refinement based model checking technique for Web services. Their technique for-
malized the semantics of a PHP-like scripting language for implementing Web ser-
vices by the means of labeled Kripke structures. However, it lacks the support for

the verification of liveness properties.
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Approaches
Model
Studi Verificati 1 WS Technol
udies erification goa echnology | .
Fuang et al. [55] Tru‘st‘worthiness of service com- OWL-S Blade
position
Goli and Pathari [[13]]  Control flow and data flow OWL-S SPIN
Dai et al. [56] Reachability, safety, liveness, and BPEL B
correctness
Zhang et al. [57]] Detecting feature interactions BPEL4WS SPIN
Corradini et al. [58]  WS-CDL choreographies WS-CDL SPIN
Qian et al. [59] A.pplications that implements ser- B B
vices
Dong et al. [60] Behavioral specification of the BPEL SPIN
workflow
Liu et al. [[61]] Web service flow OWL-S -
Wang et al. [[12] Web service composition OWL-S TLC
Luo et al. [62] BPEL control flow BPEL MCTK
Terminati f MAP i
Barker et al. [63] crmimation o SEIVICE BPEL SPIN
choreography
Xu et al. [64] WS-CDL based specifications WS-CDL PAT
Luo et al. [65] Correctness of Web services BPEL ZING
Mei et al. [I76]] Correctness of BPEL4WS BPEL SPIN
Xinlin [67] Cor'lt.rol structure of service com- B B
position
Zhang et al. [63] Async'hronous' communi.cation B UPPAAL
behavior and timed properties
Li et al. [69] Correctness of composite services BPEL SPIN
Fu and Chen [70] Web service composition - SPIN
Luo et al. [[Z1]] Web service composition BPEL MCMAS
Todica et al. [[72] Business Processes BPEL SPIN
Zhao et al. [[77]] BPEL-based service composition ~ BPEL CADP
Zahoor [[1] Declarative service composition _ _
processes
Huang et al. [[74] Concurrency in OWL-S OWL-S BLAST
Sharygina and Kron- Concurrency, deadlock, and live-
ing [75]] lock
Yu et al. [78]] Concurrency in BPEL BPEL -

Table 2.2: Summary of Different Studies on Web Service Composition Verification
Using Model Checking
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Yu et al. [[78] presented a modular verification method for composite Web ser-
vices which were written in BPEL. Their focus was on the interleaving semantics of
BPEL and concurrently running processes. They used the symbolic encoding for
modeling the processes. Table [2.2] presents a summary of different studies on Web

service composition verification using model checking.

2.2.2 Web Services Behavioral Verification

Behavioral specification of a service composition expresses a causal relationship
among various invocations by using control and data flow links [46]. Diaz et al.
[I79] presented the unification of WS-CDL and BPEL documents. Their aim was
to generate the correct BPEL skeleton documents from the WS-CDL documents by
using the timed automata as an intermediary model in order to check the correct-
ness of the generated Web Services with the model checker UPPAAL. Yeung [80]
presented mappings of WS-CDL and BPEL into CSP for specifying and verifying
the behavior of Web services based business processes. Verification process can be
carried out based on the notion of trace-refinement of CSP and can take the advan-
tage of FDR2 model checker. Nakajima [46]] proposed an approach to extract the
behavioral specification from a BPEL application program and to analyze it by using
the SPIN model checker. This approach considers dead-path elimination (DPE) and
the abstraction of control variables.

Wang et al. [81] proposed a method for verifying the composed service against
certain requirement specifications. Temporal logic of actions (TLA) is introduced to
enable effective verification. Specifically, algorithms to transform Web services from
OWL-S to TLA were presented. Further, it was shown that automatically verifying
Web service behaviors can be achieved by using the model checker TLC. Hallé [82]]
proposed a method for generating Web service stubs by using the first-order temporal
logic, called LTL-FO+. In this approach, the model checker NuSMYV is used as a
back-end engine to produce message traces compliant with the requirement formulae
specified in LTL-FO+. Bentakouk et al. [83]] proposed a formal testing framework
for addressing the issue of behavioral verification of service composition at design

time. The proposed approach is based on the symbolic testing and an SMT solver.
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Gao et al. [|84] used live sequence chart specifications (LSC) to specify the com-
plex behaviors among multiple Web services, and then translated LSC to extended
labeled transition system (ELTS). They proposed a projection approach to check the
behavioral correctness and consistency of functional requirements against the ELTS
model using NuSMV. Diaz et al. [85] presented a timed automata based generic
model for publishing and managing Web service resources that includes operations
for clients to discover and subscribe to resources, with the intention of being notified
when the resource property values fulfill certain conditions. Further, they provided
an error handling mechanism to deal with discovery failure and resource life expira-
tion, and used UPPAAL to verify the model soundness. Oghabi et al. [[86]] proposed
a formal approach for automating web service verification. They used OWL-S to de-
scribe Web services behavior. They parsed the OWL-S file and automatically trans-
formed it into a corresponding Markov chain diagram or Markov decision process,
which are then transformed into a PRISM model and provided to the PRISM model
checker for verification. Table [2.3| presents a summary of different studies on Web

service behavior verification using model checking.

. . . Model
Studies Verification goal WS Technology checker
Diaz et al. [79]] Correct generation of BPEL WS-CDL UPPAAL
Yeung [180] Behavioral specification WS-CDL, BPEL FDR2
Nakajima [[46]] Behavioral specification BPEL -

Wang et al. [81]] Service behavior OWL-S TLC
Hallé [82]] Service behavior - NuSMV
Bentakouk et al. [83]] Behavioral conformance BPEL -

Gao et al. [84] Behavioral correctness - NuSMV
Azaiez and Sbai [87]  Behavioral properties WS-CDL NuSMV
Diaz et al. [85]] Publish-subscribe architecture WSRFE UPPAL
Ravn et al. [88]] Business activity - UPPAAL
Oghabi et al. [89] Business activity OWL-S PRISM
Marques et al. [90] Business activity protocol - UPPAAL

Table 2.3: Summary of Different Studies on Web Service Behavior Verification Using
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2.2.3 Web Services Interaction verification

In a Web service composition scenario, an interaction pattern is a description of the
overall interactions of candidate services in the composition. The interactions are
modeled as links between endpoints of the Web Services’ interfaces, each link corre-
sponding to the interaction of one Web Service with an operation of another Web
Service’s interface. Application of model checking based techniques for the verifi-
cation of Web service interaction is bit old, but still is in use because of its efficacy.
Foster et al. [91] proposed a model-based technique to verify Web service composi-
tions represented in the form of BPEL. They modeled specifications in the form of
message sequence charts (MSCs). Further, BPEL and MSCs were mechanically com-
piled into the finite state process notation (FSP). Then, verification process takes
place between FSPs generated from BPEL and MSCs using trace equivalence. Con-
trary to [91]], Fu et al. [92] presented a Web service interaction verification scheme
based on the centralized theme of conversation modeling. They specified the de-
sired conversations of a Web service as a guarded automaton. Their focus was on the
asynchronous messaging and they made effort to relax the restrictions in the way of
direct application of model checking.

Kazhamiakin et al. [[93]] presented a specification and verification technique for
Web services. They used formal tropos for specification modeling and PROMELA
for process modeling. Walton [[94] verified the interaction among agents partici-
pating in multi-agent Web service systems by proposing a Web service architecture
and a lightweight protocol language. Further, he verified the specification properties
written in the proposed language using model checking. Fu et al. [95] presented
a realizability analysis framework that consists of three steps: (i) specification of a
service composition using a realizable conversation protocol, (ii) verification of the
desired LTL properties on the conversation protocol, and (iii) projection of the con-
versation protocol to each pair. Pistore et al. [96] presented a requirements-driven
design and verification approach for Web services. They used a model checking based
technique for validating specifications and verifying requirements. Techniques pre-
sented in [91} 92, [94]] were efficient, however, they did not deal with the automation

of verification process.
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Cao et al. [97] presented a model-based verification framework for BPEL. BPEL
is modeled by using UML activity diagram and verified using software model check-
ing technique. Diaz et al. [[98]] presented an analysis technique for the timed behavior
of Web services. Their technique is based on the translation of service description
into the timed automata, and then, they used UPPAAL model checker to simulate
and analyze the system behavior. Zheng et al. [99] presented a test case generation
framework for BPEL using SPIN and NuSMV. They modeled BPEL as Web service
automata (WSA) and on the basis of WSA, they presented their test case genera-
tion framework. Test cases were used to verify whether the implementation of Web
services meet the pre-specified BPEL behavior. Deutsch et al. [[100] presented a tech-
nique to verify the sequence of events (input, states, and action) resulting from the
interaction of Web services in data-driven web applications.

Gu et al. [[101] presented a method for verification of Web service conversations
written in WSCL by using SPIN. Parizek and Adamek [[102] presented a verification
technique for checking the compliance of a composite service with the constraints on
the order of operation invocations on stateful basic services. Shegalov and Weikum
[[103] described the generic recovery protocols in the interaction contracts frame-
work that guarantees exactly-once execution and applied model checking to prove
its correctness. Wan et al. [[104]] presented a multi-agent based verification technique
for Web services, where Web service communities are modeled as UML activity dia-
grams. Specifications are expressed in CTL* and MCMAS model checker is used for
verification. Qian and Chen [[105] presented a model checking based testing tech-
nique for Web service composition. They used guarded automata for specifying the
service composition (written in WS-CDL) and SPIN for verifying the interactions
of services.

Further, as an improvement over the previous ones, recent model-checking based
verification techniques [[14} [15, [106] support automation to a great extent. Benta-
har et al. [[14] proposed a modeling and verification technique for composite Web
services. Their modeling aspect was based on separation of concerns between op-
erational and control behaviors (interactions among Web services) of Web services.
Their verification technique was model checking-based where they automatically

generated Kripke model out of the given operational behavior.
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Table 2.4: Summary of Different Studies on Web Services Interaction Verification Using
Model Checking
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Similarly, Sheng et al. [106] proposed an automated service verification approach
based on the operational and control behavior. The coordination of operational and
control behaviors at run-time was facilitated by conversational messages and their
proposed automated verification technique was based on symbolic model checking.
El Kholy et al. [[15] presented a framework to capture and verify the interactions
among multi-agent based Web services. In order to capture the interactions, they
proposed a specification language that uses commitment modalities in the form of
contractual obligations. Table [2.4] presents a summary of different studies on Web

services interaction verification using model checking.

2.2.4 Web Services Compliance and Equivalence Verification

Dynamic reconfiguration of services in a composition scenario leads to the quest of
whether the available services can substitute an unavailable service. The problem
of service substitution is categorized as context-independent and context-dependent
[110,[111]]. Finding a context-independent substitute for a service is easy as it is com-
puted directly on the basis of the WSDL documentations of services [112], whereas
the process of finding a context-dependent substitute is complicated and requires
a more sophisticated procedure [[113]]. Since substitutability is not a stand-alone ex-
pression, it is always studied with other accompanying terminologies such as compat-
ibility [[110} [114]], behavioral equivalence [[115} [116], and compliance/conformance
[117].

Pathak et al. [[111] presented the concept of environment based substitutability
notions: environment dependent and environment independent. Their logical for-
mulation of the solution is based on the well-studied notion of “quotienting”. Both
and Zimmermann [[118] analyzed Web service composability for compatibility, re-
placeability, and process conformance. Their approach enables one to verify if a
newly added service holds the same rule as the previously existing one. For this
purpose, they used the process algebra nets (PANs). Salah et al. [[119] proposed a
technique to check whether a concrete executable BPEL process conforms to its pub-
lished interface behavior. In the process, they translated the concrete BPEL processes

into PROMELA model and interface expressions into trace assertions. Gunay and
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Yolum [[120] presented an agent-based technique for semantic matchmaking (com-
plete or partial) of services. They expressed the service requests as the properties

written in LTL, and modeled the services using PROMELA.

Lomuscio et al. [[121] presented an temporal-epistemic logic based technique for
the verification of compliance/violations of predefined behaviors or contracts. The
compatibility between two services ensures that they interact properly without any
error. Guermouche and Godart [[122]] proposed a model checking based framework
to deal with verifying the compatibility of a choreography where asynchronous com-
municating Web services are considered. Bersani et al. [[123]] proposed a SMT-based
formal technique for runtime checking of Web service substitutability. Yeung [[124]
proposed a notion of choreography conformance in terms of Communicating Se-
quential Processes. Further, by using the proposed notion, he proposed an model

checking based approach for service composition and verification.

Camera et al. [[125] proposed an interactive tool-based approach for specifica-
tion and verification of Web services behavioral adaptation contracts. Groefsema et
al. [[126] presented an approach for preventive compliance checking using temporal
logics and model checking techniques. In order to get the interpretation model for
verification, they proposed a mapping of service compositions to Kripke structures
by using colored Petri nets. Huynh et al. [[127] proposed a logic-based technique
for finding similarity between Web services. Bataineh et al. [[128] proposed a model
checking based technique for verifying the compliance of autonomous and intelligent
agent-based services with contracts regulating their composition specified in BPEL.
Table [2.5 presents a summary of different studies on Web services compliance and

equivalence verification using model checking.
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Table 2.5: Summary of Different Studies on Web Services Compliance and Equivalence
Verification Using Model Checking

2.2.5 Web Services Non-Functional Requirements Verification

Non-functional requirements of Web services are mainly concerned with quality of

service (QoS) and security related properties such as privacy, authorization, access

control, etc. In order to detect the potential insecure information leakage, Nakajima

[[130] presented an idea of a lattice-based security label into BPEL. Nakajima, fur-

ther, analyzed both the safety and security aspects in a single framework using the
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model-checking based verification techniques. Schlingloff et al. [550] presented an
integrated technique for modeling and automated verification of Web service com-
position. Their modeling was based on Petri net and they employed model checking
technique with alternating temporal logics for correctness verification. Mongiello
and Castelluccia [[131]] presented a formal framework for modeling and verification
of business processes written in BPEL. In this framework, modeling is done by trans-
lating a given BPEL document into the SMV language and verification is done au-
tomatically using NuSMV. In order to address the authorization requirements, Xi-
angpeng et al. [[132] proposed a verifiable framework that integrates Role Based
Access Control (RBAC) into BPEL. Further, with the help of model checking, they
presented their verification technique.

In order to protect a session between Web services and a SOAP message by the
derivation of keys, Xiaolie and Lejian [[133]] presented a secure session protocol using
WS-Trust specification and WS-SecureConversation specification. Further, the secu-
rity of the protocol was verified by using a security analysis tool AVISPA. To specify
web services composition behavior and property, Zhang et al. [[134] used a tempo-
ral logic based software architecture description language XYZ/ADL. Then, they
translated the temporal logic description to timed-automata and applied refinement
checking to verify the correctness of web service composition. Kasse and Mokdad
[[18] proposed a stochastic comparison based algorithm to check formulas with re-
wards on multidimensional continuous time Markov chains (CTMC) for composite
Web services.

Zhao et al. [[73]] proposed an approach to generate Web service and BPEL test suit
using model checking. The approach takes the advantage of model checking to verify
BPEL script at the logical level, and to generate test suit automatically based on the
model description, and finally to select test cases with respect to the counterexam-
ples of model checking output. The approach contributes a set of algorithms and its
implementation to support a translation from BPEL to LOTOS, and LTS to TTCN
behavior tree. Gao et al. [[135] studied the monitoring issue of Web service and pro-
posed a predictive service monitoring approach to ensure availability of high-quality
Web services at run-time. Considering functional and non-functional requirements,
Gao et al. [[135] used a probabilistic model checking technique to quantitatively

verify the interactive behavior of Web services.
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Lu et al. [[136] proposed a model checking based approach to verify the satisfiabil-
ity of behavior-aware privacy requirements in service composition. They extracted
LTL specification from the behavior constraints of privacy requirements and they
modeled the behavior of BPEL process by extending the interface automata, which
supports privacy semantics. Then, it is transformed to PROMELA description and
verified using SPIN. Jingjing et al. [[137] proposed a timed automata based web ser-
vice composition model. They provided a web service interface description language
and a composition automation engine. Further, they validated its performance by
using UPPAAL. Rebai et al. [19] proposed a formal verification approach using
SPIN model-checker. The approach automatically transforms WS-CDL choreogra-
phy specifications to PROMELA code and verifies non-functional properties that
are written in LTL. Rui-Min and Xiao-Bin [[138] proposed a Web service model
diction algorithm of non-centralized automaton based on satisfiability modulo theo-
ries. In the proposed approach, SMT was used for bounded model checking of timed

automaton, and the timed automaton model was directly converted into logical for-

mulas identifiable by SMT.

Mi et al. [[139] proposed a method to verify the reliability of BPEL processes.
They extracted the model from a BPEL process and analyzed it through probabilistic
model checking with PRISM. During the extension process, they added reliability
attribute to each invoked sub-services. By structure extraction, the BPEL process
was transformed to a PLTS system. Then, they generated a suitable analysis Markov
model according to the feature of the PLTS model. Finally, they employed PCTL

formula to describe the properties of the system, and verified it with PRISM.
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Table 2.6: Summary of Different Studies on Non-Functional Requirements Verification
of Web Services Using Model Checking

El Kassmi and Jarir [20] proposed a model checking based verification technique
for Web service security requirements. This technique consists of modeling some se-
curity requirements using finite state machine (FSM), and their dynamic integration
with expressed functional requirements. They used UPPAAL to validate the formal-

ization and integration approach in web service composition. El-Qurna et al. [[140]
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proposed a model checking framework for service trust behaviors. They devised de-
terministic push down automaton (PDA) based trust behavior model. This model is
built based on the observations’ sequences, which are derived from the interactions
with services. Further, they expressed the regular and non-regular trust behavior
properties using fixed point logic with chop (FLC) and verified the properties using
a symbolic FLC model checking algorithm. Table [2.6] presents a summary of differ-
ent studies on non-functional requirements verification of Web services using model

checking.

2.2.6 Web Services Time Requirements Verification

In this subsection, we review the model checking based Web service verification ap-
proaches that focus on the verification of time requirements in the context of Web
services composition. Diaz et al. [[141] presents an approach for analyzing and ver-
ifying the time requirements of Web service compositions via goal-driven models
and model checking techniques. They employed a goal-driven model that was an
extension of the goal model KAOS. The goal model specified the properties that the
system must satisfy and the UPPAAL was used to verify the model. Kazhamiakin
et al. [[142]] proposed a formal technique to capture and verify Web service compo-
sitions time related properties, where compositions are modeled using BPEL4WS.
They defined a timed state transition system for Web services, namely WSTTS that
can capture the timed behavior of web services in a composition scenario. Further,
they employed interval temporal logic to specify the system’s behavior (timed re-
quirements) and used model checking algorithms for the verification purpose. Diaz
et al. 98] presented an analysis technique for the timed behavior of Web services.
Their technique is based on the translation of service description into the timed
automata, and then, they used UPPAAL tool to simulate and analyze the system
behavior.

Martinez et al. [[143]] proposed a technique for the design and verification of time
requirements about Web services compositions by using the Web services translation
tool. Using a timed automata representation, they demonstrated how to design a
desired system and the verification of some properties on it. Mei et al. [[66] proposed

a formal technique to verify the time related properties of Web service compositions
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(modeled as BPEL4WS processes). They defined a timed automata (namely WS
Timed Automata) for Web services that can capture the timed behavior of the web
service compositions. Further, they proposed translation procedures to translate
BPEL4WS descriptions into WS timed automata. The generated time automata was
verified against the requirements using UPPAAL. Cambronero et al. [17] proposed a
technique for the validation and verification of composite Web service systems with
timing restrictions. They defined an operational semantics for a relevant subset of
the WS-CDL. Further, they defined a translation of the considered subset of WS-
CDL into a network of timed automata. They used the UPPAAL for the validation

and verification of the described system, by using the generated timed automata.

Rawand et al. [[144] presented a formal technique for modeling and verifica-
tion of Web service compositions, where Web services were modeled by using open
workflow nets (0WF nets). They verified the temporal requirements (written in
CTL) against a Web service composition model (written as a SMV code) by using
NuSMV. Table [2.7] presents a summary of different studies on Web services time

requirements verification using model checking.
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Table 2.7: Summary of Different Studies on Web Services Time Requirements Verifica-
tion Using Model Checking
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2.2.7 Multiple Verification Goals

In this subsection, we review the model checking based Web service verification ap-
proaches that focus on the verification goals belonging to more than one classes.
Nakajima [[145] identified faulty flow descriptions (written in WSFL) by the use
of software model-checking technology. The properties checked were reachability,
deadlock-freedom, or application specific progress properties. LTL was used for ex-
pressing the application specific properties. Betin-Can et al. [[146] presented a verifi-
able design pattern and based on the pattern, they presented a modular verification
approach to check the global behavior of services, their interfaces, and conversa-
tion among the services. Xiangpeng et al. [[147] proposed a language CDL as a
formal model of the simplified WS-CDL. Further, they translated WS-CDL to the
input language of the model checker SPIN, which verifies the correctness of a given
choreography. Diaz et al. [[148] presented a technique for the correct generation
of WS-BPEL skeleton documents from the WS-CDL documents by using the timed
automata and UPPAAL model checker. Vaz and Ferreira [[149] proposed the use of
model checking for the verification of Web service business process behavior and
workflow patterns by translating the patterns into PROMELA.

Hongli et al. [[150] proposed a choreography language CDL by which they veri-
fied control-flow properties and channel-passing related problems. Quyet et al. [151]]
presented a business process verifying technique to translate BPEL processes into
PROMELA programs by using the labeled control flow graphs (LCFGs). Gao et al.
[[152] proposed a method for modeling the behavior of atomic services by using the
interface automata and verifying the requirement specifications in a quantitative way.
Ibrahim and Khalil [[153] defined a set of transformation rules to generate a model
that can be verified using the model checker UPPAAL. Huynh et al. [[154] pro-
posed a collection of approaches to address the problem of state-space exploration
in the process of model checking of Web services. Their proposed approaches in-
clude a LTS-based model, heuristics strategies to find the best potential composition,
and a bitwise indexing mechanism for fast location of suitable Web services. Table
presents a summary of different studies on Web services model checking having

multiple verification goals.
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2.2.8 Unclassified Verification Goals

In this subsection, we review the model checking based Web service verification ap-
proaches whose verification goals do not belong to any of previously mentioned
verification classes. Lomuscio et al. [[155] proposed a multi-agent based approach to
model check Web service composition. Along with Web services safety and liveness
properties, they also considered epistemic properties for the analysis and verification
purpose. Their approach was able to capture the epistemic (knowledge of processes)
modalities in addition to the temporal modalities and was also able to reason about
these modalities. Wieczorek et al. [[156] proposed model-based integration testing
(MBIT) methods for the service choreographies called message choreography models
(MCM). Further, MCMs were translated into Event-B models and provided as input
to the test suit generator which used the model checker ProB. Peng et al. [[157] pro-
posed a model checking based verification approach for the channel passing related
problems in choreography. They defined a WS-CDL based choreography language,
namely Chor,, in which basic service interaction patterns are represented by using
pre and post conditions. Further, for the verification purpose, a Chor. description

is translated into a model acceptable by the SPIN model checker.

Kang and Wang [[158] extended WS-CDL with an XML-based new formal lan-
guage, namely TLA4CDL, that is based on the concept of temporal logic of actions.
The prime advantage of TLA4CDL is that it can capture action-action and action-
state relationship which is not possible with only temporal modalities enabled logics

such as LTL. Further, they proposed a model checking algorithm that was based on

the concept of TLA4CDL.
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Table 2.8: Summary of Different Studies on Web Services Model Checking Having
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Fang et al. [[159] presented an approach to automatically discover the suitable

services and compose them by using the concept of bounded model checking. Partic-

ularly, given a set of available Web services and a requirement specification (written

in LTL), the approach discovers the services that satisfies the requirement specifica-

tion. In case, if no such suitable service is available, it composes the available services

to realize the specification by keeping the bound (say K) in mind. Rossi [[160] pro-

posed a model checking and logic based algorithm for the verification of service

compositions. The algorithm was filter (that prevents service misbehavior) based

and intended for multileveled service compositions. Her focus was to verify secu-

rity and correctness requirements written as security policies that are dynamically
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defined by the service participants or users. Oghabi et al. [[86] proposed a verifi-
cation approach for the individual Web services using OWL-S, where probabilities
are introduced to model uncertainties about choice. Here, a Web service description
was considered as input that was analyzed and translated into a discrete time Markov
chain (DTMC) or Markov decision process (MDP) automatically. Then, the DTM-
C/MDPD, resulted from the translation, was processed and modeled using the PRISM
language. Further, by using the PRISM model checker, this model was verified to
identify the properties that were being satisfied by the considered Web services.

Lomuscio et al. [[161]] proposed a verification technique for contract-regulated
service compositions. They specified Web services and the governing contracts as
WS-BPEL behaviors. Further, in order to verify the compliance or violation of
contracts they employed an extended version of temporal-epistemic logic. The ad-
vantage with their approach was that they made contracts verifiable by representing
it as WS-BPEL behaviors instead of writing it in a natural language. Yongxiang et al.
[[162] proposed a modeling and verification approach for the composition of cloud
manufacturing services. Their proposed technique was based on unified modeling
language (UML) and a process algebra based Web service orchestration calculus,
namely COWS. They used COWS to formally specify the behaviors of services and
they employed UML to compose cloud manufacturing services. A service composi-
tion modeled as activity diagram is converted into COWS syntax and considered as
an input for the verification process. Kim et al. [[163]] proposed a formal approach
to verify correctness claims and conflicts that are possible while a composite service
is executing. Based on the application time, they classified the correctness require-
ments into four classes: assumptions, policies, pre-conditions, and post-conditions.
OWL-S and SWRL were used to model composite services and the requirements re-
spectively. Further, they provided automatic conversion methods to convert OWL-S
and SWRL into PROMELA and LTL respectively, later, which are verified using the
model checker SPIN.

Kokash and Arbab [[164] proposed a formal framework for modeling and veri-
fication of long-running transactions (LRTs). They modeled and verified the LRTs
by using a channel-based coordination language, namely Reo. By assuming that par-
ticipant entities do not know the existence of each other in advance, with the help

of Reo, a designer can analyze and verify the transactional behaviors of the system
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before the system’s actual implementation. Bourne et al. [[165] proposed a model-
ing and verification technique that captures and verifies the transactional properties
(component and composition level) of composite Web services. Here, a user can
specify the transactional requirements using temporal logic constructs, later, their
conformance is verified using model checking based techniques. Table[2.9|presents a

summary of different studies on Web services requirements verification using model

checking where goals are not classified.

2.3 Analysis of SLR Results

Model
Studi Verificati 1 WS Technol
udies erification goa echnology | .

T | and epi i -

Lomuscio et al. [155] t.emp oral and epistemic proper MCMAS
ies

Wieczorek et al. _ .
Integration testing - ProB

[156]

Peng et al. [[157]] Channel passing in choreogrpay =~ WS-CDL,BPEL -

Kang and Wang [[158] Temporal and action attributes WS-CDL -

Fang et al. [[159]] Service discovery - -

Rossi [160] Non-ir.lterference property, dead- B B
lock, livelock

Oghabi et al. [86] Individual Web service design OWL-S PRISM
C lated Web i

Lomuscio et al. [[161]] Ontrac.t' reguiate > SEVIEE BpEL MCMAS
composition

Yongxianget al. [162] Cloud manufacturing services - CMC
Conflict detection during the exe-

Kim et al. [163] onfliet cetection CuTIng M€ X w15, SWRL  SPIN
cution time of composite services

Kokash and Arbab

[1242]15 n e Long-running transactions WSDL, BPEL mCRL2
Transactional requirements of

Bourne et al. [[165]] - NuSMV

Web service compositions

Table 2.9: Summary of Different Studies on Web Services Requirements Verification

Using Model Checking Where Goals are Not Classified
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Figure 2.3: Percentage Distribution of the Articles Based on Their Verification Goals
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Analysis of this SLR on model checking of Web services is made addressing the re-
search questions discussed in Table[2.1] Fig. 2.3|shows the percentage distribution of
the 116 articles, collected by us, based on the classification of their verification goals.
Fig. 2.4 presents the year-wise distribution of the articles based on their verification
goals. By analyzing Fig. [2.3|and Fig. we deduce that most of the previous works
are done in the areas of composition and interaction verification, and these topics are
still receiving considerable attention from the research communities. One possible
reason behind this fact could be paucity of the standard (widely accepted) model
checking based approaches for the Web service verification.

Fig. shows the percentage distribution of the selected articles based on the
Web service standards they focus on in their proposed verification approaches. The
highest number of the articles (34%) do not focus on any particular Web service
standard. Here, based on the definition of basic and composite Web services, the re-
searchers proposed their own modeling and verification techniques. Further, we see
that BPEL is the most used Web service standard as it gives rise to several verifiable
issues like concurrency, control-flow, etc. From Fig. one can easily deduce that
WSDL is not as much targeted as supposed to be targeted. One of the possible rea-
sons behind this fact could be that the information provided by a WSDL document
is specific to a Web service and not sufficient to investigate all the possible interaction

or composition patterns. Due to this fact, researchers proposed the idea of annotat-
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assdues Behavioral Compaosition Equivalence
Interaction —3#— Non-functional —=&— Time requirements
—+— Other
7
6

NO OF ARTICLES

Figure 2.4: Year-Wise Distribution of the Articles Based on Their Verification Goals

ing the Web service standards [56,61]]. In earlier years, several Web service standards
such as WSFL [[166], WSCI [[167]], etc. were proposed and model checked. However,
they have become obsolete and we do not find any recent verification works based
on these standards.

Table presents a summary of the popular model checking tools used for the
Web service verification. In Table each tool corresponds to a different flavor
of the model checking and they differ from one another mainly in their verification
goal. Fig. presents the distribution of the articles based on their use of model
checking tools. From Fig. we can observe that 27% of our selected articles
have not been used any model checking tools for their proposed model checking
based Web service verification approaches. A possible reason behind this fact could
be that the model checking technique is not applicable in the case of Web service
verification as it is. In most of the cases, based on the primitive characteristics of
Web services, some modifications has to be done in the classical model checking
techniques. In case, if one does not modify the model checking concept then she has
to take help of intermediate representations and/or other modeling and verification
techniques. For instance, Table shows that in many of the collected articles,

other modeling and verification techniques are also used along with a model checking
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Modeli Lan- Specificati
Tool Name odeling LAl Speciication Application
guage Language

SPIN [IT68] PROMELA LTL to tr.ace logical.d'esign errors in the Web
service compositions
for the verification of synchronous and

NuSMV [[169] SMV LTL, CTL asynchronous communications among
Web services

UPPAAL Timed automata  TCTL for mod'eling, Valida'tion, and Veriﬁcation

[170] of real-time properties of Web services

CSL.  PLTL, for formal moqe.hr'lg and a'nalyms of ran-

PRISM [[171]] PEPA PCTL dom or probabilistic behavior of Web ser-
vices
for modeling, validation and verification

mCRL2[172] mCRL2 p-calculus of concurrency primitives in the context
of Web services

PAT [[73] CSp LTL for composing, simulati.ng and reasoning
of concurrent and real-time systems

ZING [[174] C. Java B for exploring states of concurrent soft-
ware systems

BLAST[175] C Monitor  au- to c'heck that Wf.fb serviceis satisfy tbe be-

tomata havioral properties of the interfaces it uses
MCMAS [176] ISPL CTL, CTLK for the verification of Web services mod-

eled as Multi-Agent Systems (MAS)

Table 2.10: Summary of Different Model Checking Tools Used in the Web Services

Verification Processes

technique. Moreover, we observe that in earlier years, model checking alone was

used for verification, whereas in recent years focus is shifted towards the hybrid

approaches to achieve more expressive and reasoning power.

Threats to Completeness. In order to conduct a systematic literature review, a

reviewer construct a search string in such a way that she could collect all relevant

studies without spending much effort and time. For this SLR, we searched seven

databases and constructed the search string in such a way that it can include all the

articles that are anyhow related to model checking and Web services. Further, we

refined our initial selection by using the inclusion and exclusion criteria mentioned

in Section The search string for initial selection was flexible enough to allow
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Review

Key Studies Supplementary Technique Verification Goal Classification

(16, 64 751 8] CSP B.ehaviora.l, concurrency, composition,
time requirements

[73],177] LOTOS Composition, Non-functional

[118]][163]] m-calculus Equivalence, composition

[(50] Petri net Non-functional

[[126]] CPN Equivalence

(6] TCPN Composition

(12}, 81}, [158]] TLA Composition, behavioral

(97,104} [124] [162] UML Interaction, equivalence

087, (129 144 oWE Time requirements, behavioral, equiva-
lence

[[151]] LCFG Combined

[13Q] Lattice Non-functional

(183, [123 [138]] SMT Equivalence, behavioral, Non-functional

(1] Event calculus Composition

[74] PDDL Concurrency

Table 2.11: Other Techniques Used with Model Checking

all the relevant articles, however, some articles might be missing due to linguistic

barriers.

Threats to the Selection of Studies. Since different researchers may have different

views on final selection of the studies, two researchers worked together to avoid the

possibilities of any conflicts. However, in case of disagreement, other researchers

from the same area were called to make a final decision on the selection of primary

studies.

Threats to the Data Extraction. We searched seven databases and collected 582

articles in our initial selection. Thereafter, 116 articles were finally selected. We

validated our search results by cross-checking individual journals and proceedings

respectively.
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2.4 Justification for the Present Work

2.4 Justification for the Present Work

In this chapter, we described an SLR on the referred research articles appeared during
the period of 2002-2017 that are related to the model checking of Web services. Based
on the verification goals, we classified the existing approaches into six classes: compo-
sition verification, interaction verification, behavioral verification, equivalence veri-
fication, non-functional requirement verification, and time requirement verification.
Based on our review, we observe that (i) the area of Web service verification is still
not matured. Researchers continue to propose new techniques for Web services veri-
fication, (i1) the model checking technique alone is not sufficient to model and verify
all the primitive characteristics of Web services, (ii1) Web service standards should
be more enriched to support in-depth verification, and (iv) an integrated verification
tool should be there to support multiple Web service standards and verification as-
pects. Based on our observations, in this thesis, we propose : (i) a formal modeling
technique, namely Recursive Composition Algebra (RCA) to capture the notion of re-
cursive composition among Web services, and (i1) RCA based verification techniques
for verifying interactive and structural properties of the services. Further, we pro-
vide the implementation details of the proposed framework and as a cross-domain

application, we perform the modeling of multistage attack using RCA.
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Chapter 3

Recursive Composition Algebra

(RCA)

In this chapter, we describe a composition algebra called Recursive Composition Al-
gebra (RCA) for Web services based on the notion of recursive composition. Appli-
cation of this algebra on Web services results in a graph, called recursive composition
graph (RCG), that works as a model for the interpretation of the semantics of a given

requirement specification.

3.1 RCA & RCG

3.1.1 Operands (Web Services) and Operators (Successor, Com-

position, and Recursive Composition)

Let W = {wy, - ,wm, €} be a finite set of available Web services, where ¢ repre-
sents an empty Web service. An empty Web service does not invoke any service or
perform any activity. Throughout the thesis, we consider W in the same meaning
unless stated otherwise. For the sake of convenience, Table 3.1]lists all the notations
that are used in the proposed algebra. We define a Web service w; € W as follows:

Definition 3.1.1 (Web service). A Web service w; € W is a 3-tuple (I, O, RI), where
I = {I,--- I,}, p € Nis a finite set of input messages, that w; accepts. O =
{O1,---,04}, ¢ € Nis a finite set of output messages, that w; produces. Rl is a
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3. Recursive Composition Algebra (RCA)

Notation Meaning
w a set of Web services
w a Web service w
w. input set of Web service w
w.0 output set of Web service w
RI relation that maps an element of the input set of w to the power set of
v the output set of w
- successor operator
~c conditional successor operator
~R restrictive successor operator
@ composition operator
® recursive composition operator
(w, I,) a service-input tuple such that I, € w.I
W Dw; B Dwy a composition chain
(W Bw;j & - B wy, Ip) a service input tuple such that I, € wy,.I

Table 3.1: List of Notations (with Their Meaning) Used in RCA

relation that maps an input message from I to output messages in O (Rl C I x 2°).
w;. 1, w;.0, and w;.RI are referred as the set of input messages, the set of output

messages, and the relation from w;.I to 2%© in w;.

For a Web service, the set of input messages, the set of output messages, and the
relation from input message set to output message set are static and available in the

respective Web Service Description Language (WSDL) file.

Definition 3.1.2 (Absolute successor). Let >’ be a symbol to represent the absolute
successor operator. > maps an element of the W to an element of the power set of
the set W (=: W — 2W). Given a Web service w; € W, S C W is the absolute
successor of w; if and only if Vw; € S 1 w;. O Nw;.I # 0.

In other words, an absolute successor operator is an unary operator that provides
services directly invokable by a service (we call them as successor services). Consider
that a service w; € W invokes a service w; € W. Then w; € (> w;). If w; is not
known in advance, we write = w; = w;;1 unless stated otherwise. If the service w;
directly invokes a set of services (wq,- - ,w;) C W then > w; = {wy,--- ,w}. If
the service w; does not invoke any service from the set W then > w; = e.

Composition of services (say n € N, no. of services) is the aggregation of facilities
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3.1 RCA & RCG

provided by the n services as a single service. Composability of a service with an-
other service is decided by successor relation. Given a composite service w; and its
successor service wj, w; is always composable with w;.

Let ‘@’ be a symbol that represents the composition. We define service composi-

tion as follows:

Definition 3.1.3 (Service composition). Given two Web services w;, w; € W : w; €
(> w;), composition of w; and w; (represented as w; & w,) yields a composite Web
service w; € W such that

<E|m cw;.I,In € w;. I : w;.Rl(m) = n)) — ((m € wg.l) N (wg.RI(m)
C wj.Rzm)))

Definition 3.1.4 (Service-input tuple). A tuple (w;, I,,) is in service-input tuple for-
mat if and only if w; € Wand I, € w;.1.

Definition 3.1.5 (Conditional successor). A conditional successor (=) accepts the

input and produces the output in the form of service-input tuple. Given a tuple

(w;, I,), (wj, I,) is a conditional successor of (w;, I,) <written as: (wj, 1) € ( e
(w;, Ip)) ) if and only if w; € ( - wi) and I, € w;.RI(1,).

Let (w;, I,) and (wj, I,) be two service-input tuples such that [, € w;.I, I, €
wj.I, and w;.RI(I,) = I,. Then, “(w;, I,) ® (w;, I,)’ represents a composition chain
that could participate in further composition processes as a single service. However,
only the end elements of a composition chain participates in further composition
process. If a service-message tuple (w;, I,) composes with (w;, ;) and (w,, I,) in
parallel, it is represented by two separate composition chains: (w;, I,,) & (w;, I,)
and (w;, I,) ® (wy, I). A composition chain grows further with the attachment
of other composable service-input tuples. However, a composition with an empty
service results as a tuple itself without any change ((w;, I,) ® € = (w;, I,)). The
conditional successor for a tuple with an empty second field (input message is not
specified) behaves as an absolute successor, indicating that the service-input tuple
can be replaced with the service name only. A conditional successor operator is

a special case of restrictive successor operator (=) representing that Domain(>g
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) = Domain(=) and Range(>p) C Range(>c). We define a restrictive successor

operator as follows.

Definition 3.1.6 (Restrictive successor). Let (w;, I,) & (w;, I,) & -+ & (wy, I;) be
a composition chain and (w,, I,) be a service-input tuple, then (w,,I,) € | >g
(wi, L) B (w5, 1,) B+ - - @ {wn, Is)) if and only if (w,, I,) € ( o (ws, L) ® (w;, 1)@
@ (s 1)) and (w1 & (i L), (w05, ), (o, L)

The empty first field or second field in the input argument of a restrictive succes-

sor is a special case and is treated as follows:

=r (Wi, —) = =g {(wi, ), (wg, L), -, (wi, 1) } (3.1)
where {I1, Iy, -+, [,} = w;.I

"R <_7Ip> ="Rr {<wi’[p>v <wj7j’p>v e ’<wlalp>} (3-2)
where {w;, wj, -+ ,w} € Wsuch that I, € w;. [, w;. 1, w1

Let ‘®’ be a symbol to represent recursive composition. To define recursive
composition, we use restrictive successor operator (>x) and composition operator

() as supplementary operators (defined earlier in this section).

Definition 3.1.7 (Recursive composition). Recursive composition for a given

service-input tuple (w;, I,,) where I, € w; is defined as follows:

€ sif (wy, 1) = €
® (wi, I,) = 4 (w;, L) Af g (w, L) = € (3.3)
(w;, 1)) & { ® (>r (w;, Ip>)}; otherwise
Definition infers that (i) if ‘® is applied over an empty service, then the
result is the empty service, (ii) if ‘®” is applied over a service-input tuple such that
no restrictive successor is available for the tuple, then the result is empty service, and
(ii1) if ‘®’ 1s applied over a service-input tuple (other than the two above-mentioned
tuples), then the result is a composition chain, where the input tuple is composed
with ‘®’ applied over the restrictive successor of the input tuple.
Successor operator and recursive composition operator are having equal prece-

dence. They possess higher precedence over the composition operator.
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3.1.2 Algebraic Properties of the Operators (>, ®, ®)
The algebraic properties of proposed operators (>, @, ®) are given as follows:

® Closure: All three operators follow the closure property. It is assured that each

operation produces services to which we can again apply operators.

* Associativity: Composition operator is associative. Successor and recursive

composition are unary operators and possess right-to-left associativity.

* Commutativity: The composition operator is not commutative. As the re-
maining two operators (successor and recursive composition) are unary oper-

ators, commutativity is not defined for those operators.

* Distributivity: The composition operator is not distributive over other opera-
tors. Successor and recursive composition operators are distributive over a set

of Web services. But they are not distributive over the composition operator.

) # (®w;) ® (®wy)
= (wy S wy) # (- wy) @ (= wy)

) (

) (

®(w; & w

®(w’i7wj7 +, W ®wl7®wj7"' 7®wk)

>_(wi7wj7 © L, Wi >‘wz>>‘w]a"'>>'wk)

A set of Web services can be provided as an operand to the composition op-
erator. The composition operation is distributive over a set of web services
provided that every member service of the set is composable with the given
operand. For instance, if w; ® w; is a composite service and wy, and w; are

composable with w; then

wiGBwj ) (wk,wl) = W EB’(UJ' @wk,wi EB’LUj D wy;
® Identity: An empty service (say, €) is the identity element for the composition

operation.

w; De=w;, =€Dw;
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3. Recursive Composition Algebra (RCA)

® [nverse: For a service w, the inverse service representation is ;.

The empty service (¢) is its own inverse.

3.1.3 Computability and Decidability of RCA

It is not always the case that an algebra or a mathematical function is computable.
Therefore, it is inevitable to check the computability of our proposition. There
are various computability models available [[177] such as Turing-computability, -
recursive functions, lambda calculus, etc. As per the structure of our proposition,
we use the notions of Turing computability and p-recursive functions to show that
the RCA is computable.

Theorem 1. Recursive composition operator (®) is a primitive recursive function.

Proof. A function is primitive recursive if it can be obtained from the initial func-
tions by applying composition and primitive recursion, for a finite number of times.
Successor, zero, and projection functions are the three well-known initial functions
[[178]). Here, composition stands for the standard definition of composition of func-
tions [[178]] and the definition of primitive recursion states that if g and h are total
number theoretic functions with n and n + 2 variables respectively, then the n + 1-

variable function f defined by
L. f(Ila"' 7In70) :g(Ila"' 7xn)

2. f(xla"' 7xn7y+1) :h(fl,"‘ 7$n7y7f(x17"' 7xnay))

is said to be obtained from primitive recursion. Here, the variable y is called as the
recursive variable.

This definition of primitive recursion elucidates that

1. The function is recursively defined by using basic functions and composition

among them.

2. There is a termination condition for the recursion.
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3. Evolution of the recursion meets the termination condition.

Considering our proposed recursive composition operator, we show how all the
three mentioned conditions are satisfied.
Condition 1. Let W = (wy, -+ ,wp, -+ ,€) be a finite set of Web services, where
Wy, 1s a terminator service (i.e. > (wy,) = €). By the definitions of initial functions
[[178]], we deduce that >y is an initial function as it resembles completely with suc-
cessor function and @ is a composite function that comprises the basic functions. For
the sake of convenience, let f represent the recursive composition operator, h rep-
resent the composition operator, and g represent the restrictive successor operator.
The recursive composition operator (f) can be written in the terms of & and g as

follows:
1. f(w;) = g(w;) = w; if w; is an empty service

2. f(w;) = h(w, f(g(w;))

Condition 2. Termination condition for this function is the occurrence of an empty
service as an argument for the function f.

Condition 3. Termination condition becomes fulfilled only if > (w;) = € that
is possible only if either w; itself is an empty service or =g (w;) is already being
consumed as a part of composition chain in the composite service w;. Evolution
of recursion in recursive composition (defined using ®) is bound as the given set
of Web services (W) is finite. Further, a service in the composition chain that is
already consumed during the formation of composition cannot be consumed again.
The maximum possible length of a composition chain can be the cardinality of the
W. This assures fulfillment of the third condition. Hence, it is proved that recursive

composition operator is primitive recursive. O
Theorem 2. Recursive composition algebra (\W, -, ®, ®) is Turing computable.

Proof. A function is computable by a Turing machine if and only if it is a p-recursive
function. By the definition of p-recursive function, which states that all primitive
recursive functions are ji-recursive functions, all operators in recursive composition
algebra are p recursive functions. Since a function is computable by a Turing ma-

chine if and only if it is p-recursive, the proposed algebra is Turing computable.
[]
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3.2 A Case Study on a Travel Agency Scenario

Let W= {TA,, TAy, HBy, HB,, FB,CB, CT, EQ, CS, € } be a finite set of Web
services. T Ay, TAy, HBy, HBo, FB, CB, CT, EQ, and CS are the abbreviations
for services representing travel agency1, travel agency2, hotel booking1, hotel booking2,
flight booking, car booking, city tour, inquiry, and city weather report respectively. €

represents an empty service that does not invoke any service or perform any activity.

For each Web service, there are two sets of messages: a set of input messages
and a set of output messages. For the sake of easy understandability, in a composite
service, the set of output messages consists of two subsets of messages. First one
is set of response messages that have to be sent back as a reply to a requester and
second subset consists of messages that have to be forwarded to other services. Input
messages that end with question mark (?) are query messages (e.g., checking hotel
availability). Rest of the input messages are service request messages (e.g., booking
a hotel). Output messages that begin with negation symbol (=) are negative reply.
In this example, two instances of travel agency services (T'A; and T'A,) and hotel
booking services (H B; and H By) are considered. However, input and output sets
are not same in the case of travel agency services (T'A; and T'A,). Following are the

sets of input messages and output messages for the services mentioned in 'W.

TA.I :{Flight_Avail?, F Book, Hotel Avail?, H Book, C’ity_Name}

TA..O :{ (Flight_Yes, Flight No, F Bookd,—~F Bookd, Hotel Yes,
Hotel No, H Bookd, -H Bookd, Weather_Report)
(Flight_Avail?, Flight Info?, Flight Enq?, F_Book,

Hotel Avail?, H Book, C’z’ty_Name) }
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3.2 A Case Study on a Travel Agency Scenario

TAy. I :{Flight_[nfo?, Hotel Avail?, Car_Avail?, F'_Book, H Book,
C’_Bookz}

TA,.0 :{ (Flz'ght_Yes, Flight No, F_Bookd, —=F Bookd, Hotel Yes,
Hotel No, H Bookd, —H Bookd, Car Yes, Car_No,
C_Bookd, ~C_Bookd) (Flight_Enq?, Hotel_Avail?, Hotel Info?,

Car_Avail?, H Book,F Book, C'_Book, )}

HBy.I ={Hotel_Avail?, H_Book}

HB;.O0 :{(Hotel_Yes, Hotel_No, H_Bookd, ~H_Bookd)

(Hotel_Avail?, H_Book) }

HB,.I ={Hotel_Info?, H_Rsrv}
HB,.O —{(Hotel_Yes, Hotel_No, H_Bookd, ~H_Bookd)

(Hotel_Avail?, H_Book) }

FB.I :{Flight_Enq?, F_Book}
FB.O —{(Flz'ght_Yes, Flight No, F_Bookd, ~F_Bookd)

(Flight_Avail?, F_Book) }

CB.I = {C’ar_Avail?, C’_Book:}
CB.O = {C’ar_Yes, Car_No, C_Bookd, —C_Book‘d}

CT.I = {Tour_[nfo?, T_Book}
CT.O = {Tour_Plan, T Bookd, ﬂTour_Bookd}
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EQ.I = {City_Name, C’ity_Code}
EQ.O = {City_Weather_Report}

CS.I = {City_Code}
CS.0 = {City_Weather_Report}

In this example, we adopt a convention that for a service, an input message can be
mapped to the output messages that begin with the same initials as of input mes-
sage. For instance, let us consider an input message Flight Avail? from the set
T A;.1. This input message can be mapped to the following output messages avail-
able in the set T A;.O: Flight_No, Flight_Yes, Flight _Avail?, Flight Info?, and
Flight Eng?.

The illustrated travel agency scenario is considered for Web service composition,

interaction, and equivalence verification in Chapter [4}, [5, and [f| respectively.

3.3 Recursive Composition Graph (RCG) and Its

Construction

Applying the recursive composition operation on a service (say w;) generates a
topologically sorted directed acyclic graph {called as Recursive Composition Graph
(RCG)} with w; as the root. We call every path (from the root to the leaf) in the
graph as a trace. Let w; be a Web service. T, represents a set which contains all the

traces generated by applying the recursive composition on w;.

By using the travel agency scenario (described in Section [3.2), we illustrate

the construction of a RCG as follows. Let us consider that a service-input tuple
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(T'Ay, Hotel _Avail?) is provided as an input to the recursive composition operator.

(T'Ay, Hotel Avail?) & { ® (=-r ((T'Ay, Hotel_Avail?>))}
{ ® (T Ay, Hotel_Avail?), (H By, Hotel_Avail?))}
{ ((T'Ay, Hotel _Avail?)y), ®((H By, Hotel _ Avazl”})}

®

(T'Ay, Hotel Avail?) =

(TAy, Hotel _Avail?) &

(T'Ay, Hotel Avail?) ®

(I'Ay, Hotel_Avail?) @ (T' Ay, Hotel _Avail?)) { ((T' Ay, Hotel Avazﬁ)))}
(T'Ay, Hotel Avail?) @ (H By, Hotel Avail?) & { ((H By, Hotel Avazﬁ}))}
{ ) D o{®

< N}

( ®

TA,, Hotel Avail? T As, Hotel Avail?)) ((H By, Hotel _Avail?),
HBs, Hotel_Info?))¢, (T Ay, Hotel Avail?) ® (HBl,Hotel_Avail?){ ® (e))}
T Ay, Hotel Avail?) & (T' Ay, Hotel _Avail?)) & { ® (H By, Hotel _Avail?),

® (H By, Hotel_Info?)}, (T Ay, Hotel_Avail?) & (HBy, Hotel_Avail?)

=(T Ay, Hotel Avail?) ® (T Ay, Hotel Avail?) & {(HBl, Hotel Avail?)

@ (®(-g ((HBy, Hotel _Avail?)))), (HBsy, Hotel Info?) & (®(-x

(H By, Hotel_Info?))}, (T Ay, Hotel_Avail?) ® (HBy, Hotel _Avail?)

(T Ay, Hotel_Avail?) @ (T Ay, Hotel _Avail?) & {(HBl, Hotel _Avail?) & (®(¢)),
(HBy, Hotel_Info?) @ (®(e)},(T Ay, Hotel_Avail?) @ (H By, Hotel_Avail?)
(T'Ay, Hotel Avail?) & (T Ay, Hotel Avail?) & {(HBl,Hotel_Avail?),
{ )
{ )
{ )
{ )

HBs,, Hotel_Info? }, (T'Ay, Hotel Avail?) & (H By, Hotel _Avail?)
® (T'Ag, Hotel _Avail?) ® (H By, Hotel Avail?),
@ (T Ag, Hotel Avail?) @ (H By, Hotel Info?),
@ (H By, Hotel _Avail?)

TA,, Hotel Avail?
TA,, Hotel Avail?
TA,, Hotel Avail?

We get the following three traces based on the said derivation:

(T'Ay, Hotel Avail?)y & (T Ay, Hotel _Avail?) & (H By, Hotel _Avail?),

(T'Ay, Hotel Avail?) ® (T Ay, Hotel Avail?) & (H By, Hotel_Info?),

(T'Ay, Hotel _Avail?) © (H By, Hotel Avail?).

Figure [3.1| depicts the RCG that is built based on these traces found out of the oper-

ation.
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3. Recursive Composition Algebra (RCA)

( HB1, Hotel_Avail? ) ( HB2, Hotel_Info? )

Figure 3.1: RCG Generated by Applying Recursive Composition on a Service-Input
Tuple (T'Ay, Hotel _Avail?)

Similarly, Figure 3.2 depicts the RCG generated by applying recursive composi-

tion on a service T'A;.

TAL, Flight_Avail? TAL, City_Name
TA1L1, F_Book

TAZ2, Flight_Info?
EQ, City_Name
TA2, F_Book
FB, Flight_Enqg? TA1, H_Book

TAL, Hotel_Avail? FB, F_Book

TA2, H_Book
TAZ2, Hotel_Avail?
HB1, H_Book

HB2, Hotel_Info? HB1, Hotel_Avail?

Figure 3.2: RCG Generated by Applying Recursive Composition on T'A;

A RCG does not allow repetition of a node in a trace, thus avoiding the deadlock.
In a RCG, if a trace does not end with a basic service, then the trace is incomplete
and this situation infers that the set of available services is not able to complete the
particular demand. Therefore, we emphasize that every trace should end up with a

node consisting a basic service.
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Algebras

3.4 Comparison of the Proposed Algebra with Other
Existing Web Service Algebras

Several Web service algebras have been proposed for Web service composition mod-
eling. In this section, we briefly overview and compare the approaches that are
closely related to our work.

Hamadi and Benatallah [[179] proposed a Web service algebra based on the Petri
net model for the representation of services and interpretation of the algebraic syn-
tax. Although this work [[179] is considered as one of the novel approaches in Web
service algebra, it is difficult to realize each member of a Web service set as a stan-
dalone Petri net model, considering the seamless proliferation of Web services nowa-
days. This prevents the algebra in [[179] being practically implementable.

Hashemian and Mavaddat [[180] presented a composition algebra as an alterna-
tive way of representing interface automata. This composition algebra captures the
behavior of services and their composition. However, the authors explicitly men-
tioned that there is no direct or indirect recursion allowed in service composition
[[180]. Contrary to [[180], our proposed algebra is focused on the recursive composi-
tion.

Hoefner and Lautenbacher [[181]] presented an algebraic structure of Web services
which assisted users in Web service composition and formal description of their
services. However, the syntax and semantics used in [[181]] do not seem intuitive for
modeling and verification process.

Hu et al. [[182] proposed a service net algebra (SNA) based on logic Petri net
model. They emphasized the reuse of a service process instead of reusing a composite
Web service. However, as mentioned by the authors, a drawback with [[182] is that
the Petri net is not suitable to model the complicated Web service composition.

Yu and Bouguettaya [[183]] proposed a Web service query algebra based on a for-
mal service model that provided a high level abstraction of Web services across an
application domain, aiming to describe a solution to service query. However, our
proposed algebra aims to describe service composition and verification.

The aim and scope of process algebras are slightly different from the Web service

algebra. However, several researchers applied process algebras in Web services [37,
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3. Recursive Composition Algebra (RCA)

Underlyin; . . .
Algebra Operand Operators e Purpose Modeling Verification
technique
Sequence, alternative,
Hamadi and Web services iteration, To capture finer Control flow
amadi an . L . . . .
Benatallah (73] as service discriminator, Petri net subtleties regarding and service -
enatallal . ! .
nets selection, and Web services combinations
refinement
Web services . . .
. Sequence, choice, To provide easier .
Hashmian and as R Web services
. parallel, and Process algebra alternative of -
Mavaddat [[180]] input-output I . as processes
synchronization interface automata
tuples
Hofner and Web services Composition, Knowledge set To achieve goal-based Web .
. . eb service
Lautenbacher as Web restriction, and based on WSDL automatic . -
L .. composition
(1810 methods iteration and Web methods composition P
Yu and Web services . To query services .
. F-map, Q-select, and Service schema dquery Querying the
Bouguettaya as service . efficiently and . -
compose and service graphs services
[1183]) graphs flawlessly
. Web services
Web services Sequence, parallel, . To analyze L
. X Labeled logic .. substitution
Hu et al. [[182]] as service alternative, and . substitution and -
. . Petri net . and
nets iteration projection .
proje.ction
Web services . . . Recursive ..
Successor, Recursive To achieve automatic .. composition,
Proposed as L. .. . composition . .
. composition, and composition and dynamic . interaction,
Algebra input-output . .. .. & service .
recursive composition algebra composition . equivalence
tuples behavior

Table 3.2: Comparison of the Proposed Algebra with Other Existing Web Service Al-
gebras

184, [185]]. In general, process algebras are good in detecting behavioral equivalence
or bisimulation study. Though process algebras treat the movement of a message
across the chain of services efficiently, it differs from our proposed algebra in its
treatment of mobility. A link between two processes is mobile in process algebras,
whereas a link is stable in the case of modeling communication among Web services.

Table[3.2| presents a comparison of the proposed algebra with other existing Web

service algebras.

3.5 Summary

In this chapter, we presented a recursive composition based algebra (namely RCA)
for composition and verification of Web services. On applying over the set of Web
services, the recursive composition operator yields a directed acyclic graph (RCG)
that works as an interpretation model to verify the various kinds of requirement
specifications about Web services. The rest of the thesis is built over RCA as the

fundamental concept.
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Chapter 4

Web Services Composition
Verification Using RCA

In this chapter, we present a RCA-based formal technique for Web services compo-
sition verification at design level. This technique partitions a set of available Web
services into disjoint subsets and makes a Web Services Set Partition (WSSP) graph.
Further, it defines the concept of goal set, and deduces the logical inferences based on
WSSP graph and goal sets.

4.1 Web Services Set Partition (WSSP)

Let W = {wy, -+ ,w,,} be a finite set of Web services being considered for a com-

position scenario.

Definition 4.1.1 (Igniter Web service). A Web service w; € W is called as an igniter

Web service if it initiates the chain of service composition.

Definition 4.1.2 (Isolated Web service). A Web service w; € W is called as an
isolated service with respect to W if and only if = w; = ) and fw; € W : w; € (>~
wj).

Given a set of Web services and an igniter service, Algorithm 4.1 partitions the
set into several subsets. Algorithm [4.1]takes two inputs: a set of Web services W and
an igniter service w; € W, and it returns a set of subsets 8§ = {S,---,S,} of W,
where n < 2"l and 8 C 2% such that the following four conditions hold
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4.1 Web Services Set Partition (WSSP)

Algorithm 4.1 WSSPGraAPH-GENERATION(W, w;)

Input: W = {wl,wg, Wws, -
Output: 8§ = {5, 5,, 53, - -

Wi}, w; €W
,Sn}

t:let 8= {8 +0,---,S, < 0}, n=2" —1beaset

2:
3:
4.

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:

5
6
7:
8
9

Sy — w;
for all w; € S; do
Temp < W
Temp < {Temp — S;}
let P = {P} be a set
P+ 5
n<+<1
while (P, # () do
create a set P, 1 < ()
P+—PUP,
for all w; € P, do

for all w; € Temp do

ifw; € (> w;)
P+ w
end if
end for
end for

then

Temp < {Temp — P,}

Sp+— S, UP,
n<n+1
end while
end for
forall S; € S do
if S; = () then
S (S-S}
end if
end for

return 8
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4. Web Services Composition Verification Using RCA

1. VS, €8:85,#10 (No partition set should be empty.)

2 IS =1 — (vsi,sj €8:5 48 — 5N8 = @). (Partition sets with

respect to a single igniter are pairwise disjoint.)

3.5.C U (> w),wheren > 1. (Each successor partition set (except
Yw; ESp—1

than the first set S1) S,, € 8 is subset or equal to union of service invocation

possibility sets for each element of the predecessor partition set.)

4. | [LJ Sil <|W| <= Jw; e W:w; ¢ S;,wherel <j<n. (Non-exhaustive
i=1

partition of W implies existence of the isolated services in the set.)

4.1.1 Web Services Set Partition Graph (WSSP Graph)

A Web Services Set Partition (WSSP) graph depicts all the subsets and restrictive
successor services in a partitioned Web services set resulting from the application
of Algorithm In a WSSP graph, a S; € 8 behaves as a multi-element node,
and a service invocation possibility is interpreted into directed edges from a Web
service to another Web service. There are two types of directed edges used in this
graph: dashed arrow and solid arrow. A dashed arrow indicates that the service on
the arrow-head side is available on this composition chain but cannot directly be
invoked by an arrow-tail side service. A solid arrow indicates that the service on the
arrow-head side can be invoked directly by the service on the arrow-tail side. Fig.
is an example of WSSP graph. In Fig. two order subscripts are used to name
the services (for ease of representation). A WSSP graph can be constructed in two
different ways: consolidated WSSP Graph and distinguished WSSP Graph.
Consolidated WSSP Graph. For a given set of Web services, a consolidated
WSSP graph is formed by using Algorithm #.1] with the condition that all strict
igniters are placed in the first subset (S57). Fig. depicts a consolidated WSSP
graph for a given set of Web services. All the services that can be invoked by any
service in S; will be in the second subset (S2) with their respective directed edges,
and so on. Repetitive occurrences of a service in several subsets are possible. It is

also possible that a service could invoke a service from its own set. Even though a

62



4.1 Web Services Set Partition (WSSP)

service is invoking a service from its own set, an arrow must not be there within the

subset.

Distinguished WSSP Graph. A distinguished WSSP graph is a consolidated
WSSP graph with the condition that only one Web service can exist in the set 5.
Fig. is a typical depiction of a distinguished view with wy; as an igniter. A
distinguished WSSP graph always forms a tree, where the igniter service placed in
Sy acts as the root node. In contrast to a distinguished WSSP graph, a consolidated

WSSP graph is not restricted to form a tree.

A trace is a unidirectional tree (V, E) where vertices represent Web services,
edges represent service invocation possibilities, and an arrow head shows the direc-
tion of workflow provided that each vertex is connected with exactly two edges (one
is input and another is output) except first (root) and last (leaf) vertices. In other

words, a trace is a linear Web services composition workflow path.

Trace Inclusion. Trace inclusion refers to the containment of a trace by another
trace(s). Trace inclusion can be classified into total trace inclusion and partial trace
inclusion. Total trace inclusion is a condition where the root of a trace (for example
w;) is present in a trace that is generated from another root (for example w;). In this
way, w; contains all the traces generated by w;. By computing total trace inclusion,
we avoid the redundant traces in searching or performing some actions over traces.
Given two or more traces generated by different igniters, a partial trace inclusion oc-
curs if a trace-fraction is found common in all traces. For example, in Fig{4.1] a trace
fraction from w,; to wy; is common in all traces generated by igniters Ig2, Ig3, and
Ig4. By computing partial trace inclusion, the best-time complexity of a verification
process could be improved. The occurrence of a trace inclusion is possible only in a

consolidated view because of the existence of more than one igniter.
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Sy S, S, S, Sh
Ig1 ."“"'>. /t ' .'--:-—-—>. !
W, Wpi qu Wri Wa

Puy

Ig2 @ ---i3 >0 So-| Z---be
: N W,

W, .
1§ pi \ W
rj

\o\ >0-------1>0
w w Wi

qk rk
P
Ig3:0------>@ >0 F----->0
1 pl al W, W
Ig4 @ ----->@ Q-------1>0
w w w w. Wam

$ S S, S, S,

Wy Wy \\ Wy W; Wy
& Wl]k \ "A',ﬁ( Wﬂk
YA Wa

— . J \ J \ J \ J

Figure 4.2: An Example of Distinguished WSSP Graph

Trace Merging. Trace merging is a condition where two or more traces origi-
nated from different igniters conjunct at a point. Trace merging can be classified into
total trace merging and partial trace merging. For an igniter, a total trace merging
situation occurs when all the traces originated from an igniter get merged at a point

that lies on the trace generated from another igniter. In Fig. for an igniter Ig3,
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P,5 1s a total merging point as the only trace originated from Ig3 is merged here.
For an igniter, a partial trace merging situation occurs if some traces get merged but
not all. In Fig. for Igl and Ig2, P, is a merging point where each individual
traces from both igniters conjunct. These are not the only traces from Igl and Ig2;
besides these traces, there are some other traces which do not get merged. Merging

points are very critical points and play an important role in the verification process.

4.2 Web Service Composition Verification

In this section, we present the concept of goal set of a Web service, and we present
a verification technique for the possible deadlock conditions and behavioral equiv-
alence between Web services using the goal sets of the Web services. The formal

definition of the goal set of a Web service is given as follows.

Definition 4.2.1 (Goal set of a Web service). Given a set of Web services W, let
G(V, E) be a distinguished WSSP graph made by considering w; € ‘W as the igniter
service. Then, the goal set of w; (written as G;) with respect to W consists of all
terminal nodes in G(V, E).

In other words, a subset S, (resulted from the partitioning process) represents
the goal set for a given WSSP graph. Algorithm [4.2| presents the procedure for con-
structing the goal set of a Web service that takes inputs W and w;,(€ 'W), and returns
a goal set Gj,. Let G; be a goal set of a Web service w;, and let ‘~»’ be a symbol that
infers leads to. Then, ‘w; ~ G;” represents the fact that w; leads to the goal set G;.
In case, if a service cannot invoke another services, its goal set consists of the service
itself.

If w; = € then w; ~ G; = w;

4.2.1 Classification of a Given Set of Web Services

Let W be a given set of Web services, and let S, Sim, and S;, be the subsets of W
such that they represent non-reachable, terminator, and igniter sets of Web services
respectively. Logical inferences deduced using the concept of goal sets and its parent

sets are described as follows.
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Algorithm 4.2 GoaLsET-GENERATION(W, w;,,)

Input: W, w;,
Output: G,

1: G(V, E) <~ WSSPGRraAPH-GENERATION(W), w;,,)

2 Gy 0 > create an empty goal set G;,
3: foreachv € V do

4. if child[v] = () then > vertex v is a terminal node
5: Gig < key[v] > G,q 1s goal set of the service wy,
6: end if

7: end for

8: return G,

A non-reachable Web service with respect to a given set of Web services is one that
cannot invoke other services as well as no other service can invoke it. Exclusion of
non-reachable services from the Web services set reduces the service discovery time
during the process of automatic composition. By using the concept of WSSP graph

and goal sets, non-reachable services could be automatically recognized by using the

Expression

(Fw; € W) (Pw; € W)[(w; ~ G5 = {wi}) A (w; ~ G5 # 0) A (w; € P(S;))]
= w; € 5, (4.1)

A strict igniter service is one that cannot be invoked by other services but can

invoke other services. The strict igniter services can be identified by using the Ex-

pression

(Fwi € W)(Hw; € W)[(w; ~ Gi # 0) A (w; ~ G5 # 0) A (w; € P(G;))]

A strict terminator service does not invoke any service but other services can invoke

it. Strict igniter services can be identified by using the Expression

(Fwi € W)(Bw; € W)(wi ~ Gi = {wi}) A (wj ~ G5 # 0) A (w; € P(G;))]

— w; € Sy (4.3)
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Classifying strict igniter and strict terminator services into different sets reduces the
service discovery time while searching the suitable services for composition. The
said classification of services is dependent on the given set of services. Any change

in the set may bring the change in the classes resulted from the classification.

4.2.2 Goal Set Based Behavioral Equivalence Verification

In literature, we find that most of the service equivalence methods are merely based
on the matching of the input-output sets of the services [[186} (187, [188]]. Determin-
ing service equivalence based on the matching of the input-output sets is an intu-
itive way. However, this is not sufficient for the following reason. In practice, it
has been seen that different services are using different keywords to name a similar
functionality what they provide. For instance, Hotel Book, H Bk, H Book, and
Book_the_Hotel are the keywords that can be used by different services for a hotel
booking request. In most of the cases, these keywords are synonyms of each other.
While calculating the similarity index between two services (computing similarity),
synonyms can be identified using classical techniques such as text mining algorithms
[[189]. However, identifying the similarity between non-synonym keywords is not
possible with classical search and match algorithms. In order to identify similarity
among these words, one need to investigate the functionalities they provide.

Goal set based bebavioral equivalence between two services provides the concep-
tual basis to verify whether the behavior of two services could be considered similar
or not in terms of the functionalities they provide. In other words, we consider two

services behaviorally equivalent if they provide similar functionalities.

Theorem 3. Given rwo Web services w; # € and w; # € such that G; and G; are their
goal sets respectively. Further, let us consider that G; C G;. Then, the traces generated by
w; (Tw,) can mimic all the behaviors represented by the traces generated by w; (Ty,).

Proof. Tt is given that §; C G;. Further, without loss of generality we can assume
that §; = {w,} and w, is a basic Web service. Since §; C G;, w, € G;. Let
Inv(w,) be a set such that it consists of all the services that can directly invoke the
service w,,. Since w,, € G;, there must be a trace form w; to w,,. Let w; —— w,, be a

representation for trace from w; to w,,. Similarly, we consider that there exists a trace
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w; —— wy,. For the sake of convenience, we assume that both traces are maximal.
Suppose there exists Web services wy, and w; such that wy, lies on the trace w; —— w;,
and invokes w,, (i.e. w; —»— wy, — w,) and w; lies on the trace w; -— w,, and
invokes w,, (i.e. w; —— w; — wy,). This implies {wy,w;} € Inv(w,). Further,
it infers that w; lies somewhere on w; —— w, — w,, and w;, lies somewhere on
w; —— w; — wy as if two composite services invoke a basic service for similar
functionality, then they can invoke each other. By repeating this process for all the
services in w; —— Wy, one can find that all the participating services of w; —— w,
appear in w; —— w,, only with a different permutation. Hence, w; —— w,, mimics
the behavior represented by the trace w; —— w,. O

Corollary 4. Expression [4.4) assures that the traces generated by w; (T,,,) are partially
equivalent to the traces generated by w; (T,,,) and vice versa

Jw;, wy € W (w; ~ Gi) A (wj~ G5) A (GiNG; #0) (4.4)

Proof. By using Theorem [3] the proof of this corollary is direct and hence omitted.
[]

Corollary 5. Expression |4.5| infers that the goal set based complete behavioral equiva-
lence exists between w; and w;.

Jw;, w; € W ((w; ~ ;) A (w; € G))A
((wj ~ Gj) A (wi € G5)) A (Gi\w; = Gi\w;)) (4.5)

Proof. By using Theorem 3] the proof of this corollary is direct and hence omitted.
[]

The condition stated in Corollary [5|assures that for a trace T, € T,,,, there exists

atrace T, € T, such that T}, can replace T}, and conversely, T;, can also replace T,.

4.2.3 Deadlock Verification

In this subsection, we study the detection of possible communication deadlocks in a

set of available services.
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Theorem 6. Given a set of services W and two Web services w;, w; € W such that
P(S;) and P(G;) are the parent sets of the goal sets of w; and w;. Then, there exists a
communication deadlock between w; and w; if and only if w; € P(G;) and w; € P(G)).

Proof- In a Web services composition scenario only communication deadlock is pos-
sible, where messages (request or reply) are considered as the resources. In order to
arise a deadlock situation, there are four necessary and sufficient conditions: mutual
exclusion, hold and wait, no preemption, and circular wait. Following is the anal-
ysis of fulfillment of all the four conditions in the context of Web services with an
assumption that w; € P(9;) and w; € P(G;):

® Mutual exclusion: The concept of mutual exclusion is always being fulfilled
in the context of Web services as sharing is not possible for messages and a
message gets generated uniquely based on a particular request and intended for

that request only.

* Hold and wait: This condition occurs if a service has received a request from
another service and not replying back because the service itself is waiting to
hear a reply from another service. Assuming that this condition is true in a
RCG, it does not affect the properties and generality of the RCG.

* No-preemption: Preemption is not possible in a Web service composition

scenario as a communicated message cannot be taken back.

* Circular wait: Since w; € P(9;), w; exists somewhere in the RCG ignited by
wj. As w; 1s a composite service, it has to invoke other services to accomplish
the task. The RCG generated by considering w; as an igniter service provides
all the possible composition scenarios. Since it has been provided that w; €
P(9;) (that is, w; exists somewhere in the RCG ignited by w;), the condition
of circular wait occurs in the RCGs if w; in P(9;) is waiting for a reply message
from the next service in its chain and w; in P(S;) is waiting for a reply message

from the next service in its chain.

Based on the said analysis, we find that mutual exclusion, hold and wait, no preemp-
tion, and circular wait are being fulfilled if w; € P(S;) and w; € P(S;). Therefore,

it is proved that the communication deadlock exists between w; and w. O
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The described Web service composition verification process is presented in Al-
gorithm This algorithm takes inputs as a set of Web services W, and it returns

the possible deadlock conditions and the behavioral equivalences between services.

4.3 Illustrative Scenario

This section describes the process for verification of Web service composition by
means of a classical travel agency scenario. Participant services and their respective

input output sets of messages are described in Chapter

Algorithm verifies all the possible composition scenarios that could be
formed among the given Web services. The algorithm first computes the set of goal

sets G for each service in W as follows.

TA, ~ Gpa, = {TAy, FB, HB,, HB,, EQ}
TAy, ~» Spa, ={TA,,FB,HB,, HB,,CB}
HBy ~ SGpp, ={TA1,TAy, HBy}

HBy ~ SGpgp, ={TA1,TAy, HB:}

FB ~ Gpp={TA;,TAy}

CB ~ Ycp={CB}

CT ~ Sor ={CT}

EQ ~ Spo={EQ}

CS ~ SGeos={EQ}

The set of goal sets is:

G = {9741, Sra2, Gus1, Guse. 9re, ScB, Scr, SEo, Scst

Further, it computes the set of non-reachable services S, = {CT}, set of strict

igniter services S;; = {C'S}, and set of strict terminator services Sy, = {C'B, EQ}.
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4.3 Illustrative Scenario

Algorithm 4.3 WS-CompPOsITION-VERIFICATION(W)

W W W W W W W W N DN DN DN DN DN DN DNDNDDNN R =R R s s s e e e
N2 ED2RD ORI ITEDN QO 0®NSNE2D 0

¥R NP2

Input: W = {wy, -+, wp, €}, >
Output: Behavioral equivalences, deadlock conditions
G+ 0 > let G be an empty set
for all w; € W do
w; ~ G; > w; leads to the goal set §;
G+ {GUGS;} > G becomes set of goal sets of all the services in W
end for
Sim =0, Spr =0,8;="0 > Stms Snr, and S;g are the empty sets
forall G, € G do
if G; = () then
forall §; € G do
if w; € P(G;) then > P(G;) is the set of parent nodes of the services in G
Stm < {Stm Uw;} > Sy 1s the set of terminator services
else
Sy — {Spr Uw; } > S, 1s the set of non-reachable services
end if
end for
else if fw; € W such that w; € P(G;) then
Sig < {Sig Uw;} > ;g is the set of igniter services
end if
: end for
W {W-25,,}
: forallw; € S, do
w; ~ Gi
G+ {G-G;} > excluding unnecssary sets from G
: end for

: forall G, € G do

forall §; € G do
if G, = Sj then

Tw, and T, behave alike > complete behavioral equivalence
else if §; C §; then

Tw, consists of all the behavior of Ty, > behavioral subsumption
else if 5, N G, # 0 then

behavior of Ty, is partially equivalent to T, > partial behavioral equivalence
else if (w; € §;) A (w; € §;) = True then

deadlock is possible in T, and Ty, > deadlock condition
end if

end for

: end for
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Since CT is found as a non-reachable service, the proposed algorithm excludes it
from the set W. By excluding the non-reachable service and its respective goal set, the
algorithm reforms the set G to a minimal set. Since o5 C Gr4,, the obligations of
C'S can be achieved with the help of T'A;. Since Sra, N G4, = {F B, HB,, HB,},
TA; and T' A, are partially equivalent (they show common behavior for some in-
puts). F'B and TA; OR T'A, are also partially equivalent (as FBNTA;, = TA,
and FBNTAy; = TA;). As per the results of the algorithm, HB; and HB; are
completely equivalent (they fulfill the same accomplishments). HB; can be com-
pletely substituted with H B, and vice versa. Furthermore, the algorithm infers that
deadlock conditions are possible in the traces generated by T'A; and T'A; and in
the traces generated by H By, HB5, and F'B. One possible pattern of deadlock is
TAy, — HBy — TAy — TA,. Thus, all behavioral equivalences and deadlock con-
ditions possible in compositions among services in W are recognized by the using
the WSSP graph and deduced logical inferences.

We developed an integrated tool for the verification of Web services composition,
interaction, and compositional equivalence. The description of this integrated tool

is presented in Chapter|[7]

4.4 Related Work

The model checking based Web services composition verification techniques [[11},[12,
13, 55}, 56, 57, 58], 59, [60, 61}, (62, 63}, (64, [65], 67, 168, 169} 70, [71], 76}, [77] are described in
detail in Chapter 2| Therefore, in this section, these papers are not described again.
A Web service is a reactive system; it consumes messages from the environment
and produces answers depending on its internal state. The question of equivalence
investigates whether a Web service can be replaced by another while the remaining
components stay untouched. Martens [[114]] advocated that an adequate notion of
simulation or equivalence, first of all, should be derived semantically from the field

of application and he defined equivalence between two services as follows:

Definition 4.4.1. (Simulation/Equivalence) A workflow module A simulates a

workflow module B if each utilizing environment of module B is an utilizing en-
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vironment of module A, too. Two workflow modules A and B are called equivalent,

if the module A simulates the module B and the module B simulates the module A.

In this approach, the verification of equivalence is based on a formal simulation
relation between the communication graphs of both workflow modules - the explicit
representation of the module’s externally visible behavior.

Researchers used process algebras [35, [190] as a family of languages for formally
describing the behavior of Web services [37, (184, [191]]. In order to compare the
behavior of two Web services, classical phenomenon such as trace equivalence and
bisimulation [35] can be used. In trace equivalence, two communicating systems
could be compared by looking from the outside only at the sequences of messages
(called traces) being exchanged. However, trace equivalence is too weak to identify
equivalence between Web services [[192]]. In bisimulation equivalence, one compares
the internal states and enabled the transitions of both given modules: A state z; sim-
ulates a state z if each transition (identified by its label), which is enabled in z, is also
enabled in z;, and the reached state 2 simulates the reached state z’. Two modules
are equivalent if their initial states simulate each other. However, the requirement
of bisimulation equivalence is too restrictive in the context of Web services [[114].
Therefore, based on this discussion, we can deduce that the classical trace equivalence
and bisimulation theory cannot be applied in the context of Web service composi-

tion.

4.5 Summary

In this chapter, we described a RCA-based formal verification methodology for Web
services composition. It partitioned the candidate Web services being considered for
composition into several subsets on the basis of service invocation order. Arranging
these subsets in a specific fashion results in a WSSP graph. Using a WSSP graph satis-
tying disjointness and orthogonality, the possible deadlock scenarios can be detected
and resolved in Web services composition. Misbehaving Web services workflow can

also be investigated by using the concept of WSSP graph and goal set.
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Chapter 5

Web Service Interaction Verification
Using RCA

In this chapter, we describe a RCA based modeling and verification technique for
Web service interaction. Given a set of Web services, by using RCA (described in
Chapter [3]), we generate a recursive composition interaction graph (RCIG). In order
to capture the requirement specifications of a Web service interaction scenario, we
use recursive composition specification language (RCSL) as a requirement specification
language. Further, we employ the RCIG as an interpretation model to interpret the

semantics of a RCSL formula.

5.1 Recursive Composition Interaction Graph
(RCIG)

5.1.1 RCIG Formation

Given a set of Web services W and an input argument such as a message (I,) or a
service (w;) or a service-message tuple (w;, I,), the application of recursive compo-
sition forms a graph. We call it as a recursive composition interaction graph (RCIG)
(see definition [5.1.1). Algorithm [5.1] describes a mechanism of forming a RCIG us-
ing recursive composition. Algorithm 5.1 accepts W and I, as inputs and produces
a RCIG rooted at (I,,) as the output. A RCIG is a directed acyclic graph (DAG)
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5. Web Service Interaction Verification Using RCA

constructed in depth first order, in which, several nodes may have similar values. In
the graph, every node is assigned with a unique identification number (myNodeNo)
so that a node can be distinguished from other nodes irrespective of their content.
Further, Algorithm|5.1]ensures that a node does not appear more than once in a path
from the root node to a terminal node. Distinguishing a node from other nodes is
important as whenever a new node is created, it has to be associated with its parent
node using a directed edge.

Algorithm employs two functions: (i) RooTNoDg(W, I,) constructs the
rootnode of a RCIG and (it) SuBGrarH(W, I,,, parentNodeNo, seqM sgStack)
(written as algorithm[5.2)) constructs the rest of the graph. SUBGRAPH() is a recursive
function that implements the recursive composition operation. Whenever a node
has to be created, a function MAKENODE() is called. MAKENODE() is provided with
the following parameters: parentNode, serviceName, myNodeNo, parentNodeNo, and
messageName. MAKENODE() fills every node with the text content: either a service-
message tuple or a service-response tuple and a node number: myNodeNo. Further,
MaxkeNODE() connects the node with the parentNode by a directed edge. Algorithm
does not detail MAKENODE() as it is concerned with graph drawing processes.

Definition 5.1.1 (Recursive composition interaction graph (RCIG)). A RCIG is a
tuple (V| E), where V' is a set of nodes (either in service-input format or in service-
response format) and E is a set of directed edges. An edge connects a node with a set
of nodes (E : V' — 2") such that the following condition holds

E(v;) =U,wherev; € Vand U CV it Vu; € U : v; € = (v;) (5.1)

In the literature, interactions among services are defined and handled in many
ways [[15, 91}, 92]] based on their modeling approaches. In our context, we use the
term Trace to name an interaction pattern from the RCIG, and we represent it using

the letter “T"”. A trace is formally defined as follows:

Definition 5.1.2 (Trace). A trace T is a RCIG such that a node in the graph can

have only one child utmost.
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5.1 Recursive Composition Interaction Graph (RCIG)

Algorithm 5.1 RCIGFormMaTION(W, 1))
Input: W (set of Web services), I, (input message)
Output: RCIG rooted at I,

1 W, <0 > W is a set of Web services
2: it myNodeNo + 0
3: function RooTNope(W,1,)

4: String parent < Null

5 String service <— Null

6: int parentNodeNo < —1
7 W, W

//root creation

8: MakeNODE(parent, service, myNodeNo, parentNodeNo, I,)
//rest of the graph

9: parentNodeNo < 0

10: parent < I,
11: Stack (Node) seqMsgStack «+ () B> crating a stack that consists nodes
12: int seqNo < 0

13:  SuBGraPH(W, I, parentNodeNo, parent, seqMsgStack)
14: end function

Let W be a set of Web services, w; € W, and T,,, = {70, T3, -+ , T} represents a

set which contains all the traces generated by applying the recursive composition on
w;. Similarly, T represents a set that contains all the traces generated by applying
the recursive composition on . For the sake of convenience, we always extract the
traces from left to right in a RCIG. We follow the concept of traces, while studying
the behavioral equivalence of services.
Subtrace. Let 7; and T} be two traces. Let N; and N; be the set of nodes in T; and
T; respectively. Let R; and R; be the relations that map a node to another node in 7T;
and Tj. Then, T} is a subtrace of T; (represented as T; C T;) if and only if N; C N;
and R; C R;.

There are two types of traces based on the termination condition:

Definition 5.1.3 (Open Trace). An open trace is a trace that ends with a service-
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Algorithm 5.2 SuBGrarH(W, I,,, parentNodeNo, parent, seqMsgStack)

1:
2
3
4
5:
6
7
8

9:
10:
11:
12:
13:
14:
15:
16:

17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

function suBGraPH(W, I,,, parentNodeNo, parent, seqMsgStack)

mnti <« 0
for all w; € W do

(wi~Ip)

if I, € w;.I then

myNodeNo = myNodeNo+1

MakeNODE(parent, w;, myNodeNo, parentNodeNo, I,,)

Wiemp — W/w;

F + (w;.1,).FwdList > (w;.I,).FwdList - all forward elements within

if & # () then
int fnn < myNodeNo
mntj<« 0
for all F; € Fdo
8§ < Fj.SeqList > F;.SeqList - all sequential messages within (F})
intl«+ 0
I, < 5 >S5 €8
while S, 1 # Null do
[+1+1
seqMsgStack.push(S;11) > pushing S;+1 is in seqMsgStack
end while
subGraph(Wiemp, I, fnn, w;, seqMsgStack)
end for
else
R < (w;.I,).ResList > (w;.I,).ResList - all response messages for (w;.1,,)
int resParentNodeNo <— myNodeNo
parent < w;
itk <0

input tuple.

Definition 5.1.4 (Closed Trace). A closed trace is a trace that ends with a service-

response tuple.

For a given set of Web services W and an input message I,,, if T}, consists an open
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5.1 Recursive Composition Interaction Graph (RCIG)

27 for all R, € R do

28: Stack (Node) st < seqMsgStack > copying seqMsgStack in st
29: I, < Ry,

30: myNodeNo < myNodeNo+1

31: MakeNODE(parent, w;, myNodeNo, resParentNodeNo, 1,,)
32: String keyword > keyword is undesirable string
33: if I, # keyword then

34: if st # () then

35: Node nd < st.pop()

36: String msgl < nd

37: String seqParent = nd.getOwnerDocument()

38: int fn +— myNodeNo

39: myNodeNo < myNodeNo+1

40: MAkKeNODE(parent, seqParent, myNodeNo, fn, msg1)
41 Wiswan <— W1 /seqParent

42: int fnn < myNodeNo

43: SUBGRAPH(Wgpap, msgl, fnn, w;, st)

44 end if

45: end if

46: end for

47: end if

48: end if

49: end for

50: end function

trace, it implies that adequate candidate services are not available in W to compute
all the possibilities. Since an open trace is a faulty trace, it is not desirable in service
composition scenarios.

There are three types of RCIG based on its formation style: service-driven,
message-driven, and service-message driven. In a service-driven RCIG, a service
name is the generator of the graph. The root node consists of the service name and is
preceded by service-message tuples. For instance, let w; be a service name that forms

the root node. Then, all immediate nodes are of the form (w;, I,,), where I, € w;.1I.
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In a message-driven RCIG, a message name (say, I,,) is the generator of the graph.
The root node consists of the message name and is preceded by service-message tu-
ples such that all immediate nodes (after root node) are restrictive successor of the
I,. In a service-message driven RCIG, a service-message tuple (say, (w;, I,)) is the
generator of the graph. The root node consists of the service-message tuple and is
preceded by service-message tuples such that all immediate nodes (after root node)

are restrictive successor of the previous node.

5.1.2 Implementation of the RCIG

A WSDL document is the description of a Web service written in XML for-
mat. A WSDL document consists of the following elements: (definition), (types),
(message), (operation), (portType), (binding), (port), and (service). Listing[5.1] de-
picts an abstract structural view of a WSDL document. The (portType) element
combines multiple message elements to form a complete one-way or round-trip op-
eration. WSDL supports four basic patterns of operations as: one-way, request-
response, solicit-response, and notification. In order to support verification of com-
pletely automated and dynamic Web service composition, we use an intermediate
representation (see Listing that is derived from an existing WSDL structure
with the following minor modifications in the (operation) element of the WSDL
document. Except the (operation) element, the remaining structure of WSDL is not
altered.

For a basic service, we adopt the similar structure of a classical WSDL document.
However, instead of input-output set of messages, we propose the input-response
set of messages in the (operation) element. For a composite service, within the
(operation) element, an (input) element is preceded by a number of (forward) ele-
ments and each (forward) element consists of (sequential) elements. A (sequential)
element is a text element that consists a message that has to be forwarded to other
services. All (forward) elements corresponding to an input message get triggered
in parallel and all sequential messages within a (forward) element get triggered
successively in the order in which they appear. A (forward) element is not a text
element, whereas (input) and (sequential) elements are text elements. The purpose

of a (forward) element is to discriminate streams of parallel flows from each other.
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Throughout the chapter, in our examples, wherever it is required to provide a
WSDL document for a service, we provide a fraction (only (portType) element) of
that WSDL document to avoid unnecessary complex details and to support better

understanding.

Listing 5.2: Intermediate Representa-
tion

Listing 5.1: WSDL Document Structure C<definitions>

1 <definitions> 2 <types>
2 <types> 3 definition of types
3 definition of types ...

........ 4 </types>
4 </types> 5
5 6 <message>
6 <message> 7 definition of a message
7 definition of a message

8 </message>
8 </message> 9
9 10 <portType name...>=
10 <portType name...>=x 1 <operation name...>
11 <operation name...> 12 <input message .../>
12 <input message L > 13 <forward...>=x
3 <output message.../> 14 <sequential .../>x
14 </operation> 15 </forward>
15 </portType> 16 <output message.../>
16 17 </operation>
17 <binding> 18 </portType>
18 definition of a binding 19

2 <binding>
19 </binding> 21 definition of a binding
20 c e
21 <service> 2 </binding>
2 definition of a service »

24 <service>

2 </service> 2 definition of a service

u</definitions>
2 </service>
7 </definitions>

The rest of this subsection presents an implementation (using Java) of recursive
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composition interaction graph (RCIG) using our classical travel agency scenario (de-
scribed in Chapter 3). Let W = TA, HB, FB, CB, EQ, and Null be a finite
set of Web services. TA, HB, FFB, CB, E(Q, and Null are the abbreviations for
services: travel agency, hotel booking, flight booking, car booking, Enquiry and Null,
respectively. TA is a composite service, FB, HB, CB, and EQ are basic services, and
Null is an empty service. Listings are the simplified and fractional WSDL

documents in the proposed format for the candidate Web services.

Let W and (T'ravel_Booking) be the input arguments to construct a RCIG. Fig.
a RCIG generated by using Algorithm shows all the possible interaction
patterns in W triggered by the input message Travel Booking. Algorithm [5.1] cre-
ates a root node (sg) labeled with the input argument Travel Booking. Further,
it searches for the existence of the input argument Travel Booking in the input
set of available services and T'ravel Booking is found only in TA (Listing [5.3| is
the respective WSDL). On receiving of this input, T'A initiates three parallel traces
by using the recursive composition operator. These traces proceed further by re-
cursively composing the restrictive successor services and stop when no successor is

remaining to compose with.
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3

5

10

1

12

Listing 5.3: Web Service TA

<portType...>
<input>Travel Booking
</input>
<forward no="1">
<sequential no="1">
Flight Avail?
</sequential>
<sequential no="2">
Flight Book
</sequential>
<sequential no="3">
Hotel Avail?
</sequential>
<sequential no="4">
Hotel Book
</sequential>
</forward>
<forward no="2">
<sequential no="1">
City_Name
</sequential>
</forward>
<forward no="3">
<sequential no="1">
Car_Avail?
</sequential>
<sequential no="2">Car Book
</sequential>
</forward>
<response>
Travel Booking Info
</response>
</portType>
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Listing 5.4: Web Service HB

<portType...>
<input>Hotel Avwvail?
</input>
<response no="1">
Hotel Yes</response>
<response no="2">
Hotel No</response>

</portType>

<portType...>
<input>Hotel Book
</input>
<response no="1">
5Star</response>
<response no="2">
4Star</response>
<response no="3">
H Not_Booked</response>
</portType>
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~

Listing 5.5: Web Service FB

<portType...>
<input>Flight Avail?
</input>
<response no="1">
Flight Yes</response>
<response no="2">
Flight No</response>

</portType>

<portType...>
<input>Flight Book
</input>
<response no="1">
BusinessClass</response>
<response no="2">
Flight Not_Booked
</response>
<response no="3">
EconomyClass</response>
</portType>

Listing 5.7: Web Service EQ

<portType...>
<input>City_Name
</input>
<response no="1">
Whether Condiition
</response>
</portType>

[N

IS

Listing 5.6: Web Service CB

<portType...>

<input>Car_Avail?
</input>

<response no="1">Car Yes
</response>

<response no="2">Car_No
</response>

</portType>

<portType>

<input>Car_Book

</input>

<response no="1">Car Booked

</response>

<response no="2">
Car_Not_Booked

</response>

</portType>

Listing 5.8: Null Web Service

<portType>

<input> </input>

</portType>
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so

Travel_Booking
s1
TA, Travel_Booking

S29
S30

s32
TA, Car_Avail?
s33

s2
TA, Flight_Avail?

3
FB, Flight_Avail?

5

s7
FB, BusinessClass

20

HB, Hotel_Avail?

HB, Hotel_Book

si2
HB, Hotel_Book
14

S
CHB, ASlar) (HB, Ho(el_Nol_Booked)
s24

HB, 5Star

HB, 5Star

s25

CHB, AS(ar) CHB, HoteliNoLBooked)
Figure 5.1: The RCIG Generated by the Input Travel _Booking

5.2 'Web Service Interaction Specification

The requirements of Web service interaction are classified into functional and non-
functional [[193]]. In this chapter, our proposed verification technique exclusively
focuses on functional requirements and verifies both aspects of functional require-
ments: safety properties (describe what must not happen) and liveness properties (de-
scribe what must happen) [[194].

Throughout the chapter, M represents an interpretation model and s;, where
i € N, represents i’ node or ™" state (depending on the context) in M. The logical
statement M, so |= ¢ infers that a state s in the model M satisfies the requirement
specification ¢. Messages with similar name can exist in several Web services. While
referring a message in particular, a service name is used as prefix and to refer a mes-

sage in general, a message name itself appears without any prefix. For instance, let
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¢ = w;.m, — my be a specification formula. In ¢, w;.m, refers a message m, in w;
and m, is a message name in general. The specification formula ¢ infers that if m,, is

triggered from the service w; then m, will be triggered eventually.

5.2.1 A Model for the Interpretation of the Semantics of a Speci-

fication Formula

RCIG is employed as a model for interpreting requirement specification formulas.
The interaction between two Web services can be anticipated very easily with the
help of RCIG as it explores all the possible interaction patterns. A RCIG is a graph
and each branch from the root to a terminal node is considered as a trace. An in-
teraction pattern evolves with time. However, time ordering cannot be established
between two nodes that belong to two different traces in a RCIG.

In the context of Web service interaction, the communication messages are con-
sidered as propositions [[15]. The truth value of a message infers whether the message
has been communicated or not. For instance, if w;.I, = T, then the Web service w;
has communicated the message I,,, otherwise not. In a trace, once truth value for a
message is set true, it cannot be altered in the subsequent nodes in that trace.

In order to represent the fact that all the traces generated from a node s; in a
RCIG model M satisfies the specification formula ¢, we write M,s; = ¢. The
logical statement M |= ¢ infers that all the traces generated from the root node
satisfies the formula ¢ and logical statement M, s;, T; |= ¢ infers that the trace T;

generated from the node s; in the model M satisfies the formula ¢.

5.2.2 Recursive Composition Specification Language

In order to specify the requirements regarding Web services interactions, we propose

a specification language: recursive composition specification language (RCSL).

Definition 5.2.1 (Syntax of RCSL). RCSL has the following syntax given in Backus-

Naur form:

=T |Llpl(=0) [ (@AD)|(0VP)[(¢—=0)[(pUQ)[AP|Ep  (52)
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where p is any propositional atom from some set of atoms and each occurrence of
¢ to the right of ::= stands for any already constructed formula. T and L are well
formed formulas “the tautology” and “the falsum” respectively. =, A, V, and — are
sentential connectives and are used in their usual meaning. U is a temporal modality
called until. A and E are path quantifiers. A stands for all paths and E stands for at

least one path.

Negation symbol ‘=’ binds the most tightly. Next in the order comes U that
binds more tightly than V and A, and the latter two bind more tightly than —.
Though RCSL consists of the constructs from both LTL and CTL, neither RC'SL C
LTL nor RCSL C CTL. Let M = (S,—, L) be a RCSL model, T = s¢,--- , s,
be a trace in M, and n(T) is a collection of all nodes in a trace 7. s; = p means
that a node s; consists of the proposition p. The satisfaction relation = (explaining
whether T satisfies a RCSL formula) is defined as follows:

1. T E T (T is always true).

2. TFE L (L isalways false).

[SY)

T Epiffds;en(T):siEp

~

LTl —¢iff TE ¢

5. TEG NG iff T = ¢ and T = ¢y

6. TE=p1 Vo iff TE ¢ orT = ¢y

7.TE¢1—= ¢aiff siys; € n(T) : (si b= o1 A sj b= ¢2) A (i <)

8. T |= ¢1 U ¢o iff ¢; is a negative literal of the form —p and ((si, s; € n(T) :
siEPIA(sjEd) = i>]

O

.TEAp Mt T, = ¢y foralli > 1

10. T = E¢y iff T; = ¢y there exists i > 1
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Difference between temporal logic and RCSL. Temporal logic is a formal system for
reasoning about time whereas RCSL reasons about possible Web service interaction
patterns and verifies whether an interaction pattern is possible to be formed or not
with the available services. There is a fundamental difference in motivation for uti-
lizing anyone of them. The specification requirements are the key factors to opt a
language. In linear temporal logic, there is an implicit universal quantification over
the computations - the paths in state space. RCSL uses both universal and existential
quantifiers explicitly, but does not use temporal operators X (next), F' (finally), and
G (globally). RCSL does not require X, F, and G because its interpretation model
RCIG is a finite and acyclic graph where no proposition can be false at later stage
once it becomes true. In branching-time temporal logic, universal and existential
quantifiers are used as explicit prefixes to the temporal operators such as AF, AG,
etc., whereas RCSL does not require the combination of temporal operators with

quantifiers.

5.3 Web Service Interaction Verification

Algorithm [5.3| initiates the verification process. It accepts a tuple as an input ar-
gument that consists of a set of Web services (W) and a requirement specification
formula (¢) written in RCSL. ‘W is an online Web service repository available on a
specific url address and ¢ is provided by a verifier. Once ¢ is available, Algorithm [5.3]
calls Algorithm [5.4| by passing ¢ as an argument. Algorithm [5.4] parses ¢, and cor-
respondingly it generates an abstract syntax tree (AST) (written as P,) if the given
formula is free from syntax errors. The word Token in Algorithm [5.4] represents a
sequence of characters that can be treated as a single logical entity. Typical tokens

are: 1) identifiers 2) keywords 3) operators 4) special symbols, and 5) constants.
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Algorithm 5.3 INTERACTION VERIFICATION(W., ¢)

| S T N S S T T - S e e e S T
e Y 2 N R 9

¥ * N >0 B 2D 2

Input: W (a set of Web services), ¢ (a specification formula)
Output: WE por WE ¢

Py + REQSPECPARSING(¢) > calling Algorithm
FLAG < TRUE
Integer 7, 7, p, t
w;.I : set of all input messages in w;
A, : set of atoms in ¢
for all o; € A, do
for all w; € W do
if &; € w;.1I then
I, + o
M «+RCIGFormMaTION (W, I,) > M is a model formed by Alg.
for all trace T, € M do

FLAG < INTERPRETATION( Py, T}) > calling Algorithm
end for
end if
end for
: end for

: if FLAG = TRUE then

WE ¢ > available services satisfy the specification formula
: else

WE ¢ > available services do not satisty the specification formula
. end if

Further, Algorithm [5.3| collects all the atoms from ¢ in the set A, and observes

whether an atom («a;) belongs to an input set of a service from the set W. If «; is
found in the input set of a service, Algorithm [5.3|invokes Algorithm 5.1 by supply-
ing arguments W and I,. After completing the processing of the input arguments,
Algorithm [5.1] provides a RCIG model M rooted at I,. Then, Algorithm [5.3] ex-

tracts the traces T} (¢t € N) from the model M one by one and calls Algorithm
for further processing by passing the arguments P, and 7;.
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Algorithm 5.4 REQSPECPARSING(¢)

Input: ¢: a requirement specifica-  27:  else if Token =V’ then
tion formula written in RCSL 28: Func(Token)
Output: P,: an abstract syntax tree  29: else if Token =‘A’ then
for ¢ 30: Func(Token)
31: else if Token =*—’ then
1: inti =0 32: Func(Token)
2: String Id; <~ NULL 33 else if Token =p’ then >pisa
3: String Token <— NULL proposition
4: String nextToken <~ NULL 34: Id;, < p
5: String prevToken <— NULL 35: Replace ‘p’ with ‘Id;” in ¢
6: for all Token € ¢ do 36: i—i+1
7: TokenSet < Token 37: else if Token = Id then
8: end for 38: Skip > move to next token
9: Token < TokenSet(i) 39: end if
10: while |TokenSet| # 1 AND  40: end while
Token # Id do 41: function ParReNTHESIS(V alue)
11:  if Token ==’ then 42:  String T'oken < Value
12: if nextToken =*(’ then 43:  repeat
13: PARENTHESIS(nextToken) — 44: OTemp < Token
14: else 45 Token <+ nextToken
15: Id; < nextToken 46 until Token #°)’
16: Replace nextToken 47: OTemp < Token
with Id; in ¢ 48: Replace ¢remp with Id; in ¢
17: end if 49: i+ i+1
18: Replace ‘—1d;” with ‘Id; .y’ 50: end function
in ¢ 51: function Func(Token)
19: 141+ 1 52: ld; < prevToken Token nextT oken
20 else if Token =*(’ then 53 Replace prevToken Token nextToken
21: while nextToken = do with ‘Id;” in ¢
22: Token < nextToken 54: 11+ 1
23 end while 55: end function
24: PareNTHESIS(T 0ken) 56: AST(Id;—1)  © print the abstract
25:  else if Token =‘U’ then syntax tree for ¢
26: Func(Token)
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Then, Algorithm interprets P, on the provided trace T} and returns ei-
ther TRUE or FALSE, based on its computation. In case, if the return value
is TRUE, then the trace 7; is a witness example, otherwise the trace 7} is a
counter example. Algorithm [5.5] recursively decomposes the AST P, in subtrees
and recursively decomposes the trace T; corresponding to the subtrees until the
unit-level-subtrees (smallest non-trivial subtrees) are achieved. Now, the function
PINTERPRETATION(subtree, trace) in Algorithm|5.5|interprets the unit-level-subtrees
over the corresponding dividend of the trace. Once these subtrees are satisfied in the
trace, satisfaction of the higher level subtrees would be investigated in bottom to top

fashion.

Example 5.3.1. Let the RCIG depicted in Fig. be an interpretation model M
and ¢, (see Equation be a requirement specification formula which, formally,
states that in all the traces, if flight is available and booking is requested, then either
flight must be booked or hotel must not be booked until flight is booked.

o1 = A((Flight_Yes N\ Flight_Book) — (Flight_Booked \/ (—Hotel _Booked
U (Flight_Booked)))) (5.3)

Flight_Booked

Figure 5.2: AST for the Specification Formula ¢; (Eqn.

Now, a verifier has to verify the model M against the formula ¢;. According
to the verification technique, traces in model M are considered one by one for ver-
ification. Let us consider that a trace T; (shown in Fig. from the model M
(Ti = So, - - , So1) has to be verified against ¢;. The AST (Py,) for ¢, is given in Fig.
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(Trave\,aaaking). ...... ><TA, thhLAvaW)——éCFB‘ FI\ghLAvall”HFB, thhues}-;(m FI\ghlﬁBnDk} - ->(FB‘ EcuncmyCIassHTA. HoleLAvaw) ceeeean
S2 S3 S4 S5

S18 S19 S24

Figure 5.3: A Trace from the RCIG in Fig.

According to Algorithm Py, gets recursively decomposed in its respective
subtrees until the unit-level-subtrees are achieved (see Fig. (further no decom-
position is possible). Initially, Py, is decomposed into subtrees: ST7 and S72. ST1 is
decomposed into §771 and §712 that are unit-level-subtrees. Therefore, they cannot
be decomposed further. §72 is further decomposed into: §721 and §722 and so on.
Once the given formula ¢ is completely decomposed in its constituent unit-level-

subtrees, the decomposition process stops.

________________________________________________________________ ST222 7,

........................................................................................................................................

Figure 5.4: Subtree Decomposition of the AST Given in Fig.

Now, ST1 — ST2 will be interpreted on the trace T;. The subtree ST'1
represents a subformula Flight Yes A Flight_Book that is satisfied in the sub-
trace So, - ,S¢. Lhen, the trace T} is decomposed into subtraces: s, - ,s¢ and
S7,+++ , So4. After this, the subtree ST2 ::= ST21 Vv ST22 (Flight Booked V
(mHotel_BookedU Flight Booked)) gets interpreted over the subtrace s7,- - - , s24.
Since the subtrace satisfies ST21, ST2 ::= ST21 V ST22 becomes satisfied. Con-
sequently, the requirement specification ¢y = (Flight Yes A Flight Book) —
(Flight_Booked \/ (mHotel _Booked U Flight_Booked)) is satisfied in the trace T;.
Similarly, we check the satishability of ¢, over every trace in the model M and find
satisfied. Hence, M = ¢;.
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Algorithm 5.5 INTERPRETATION( P, T')

AN - o

10:
11:

12:
13:
14:
15:
16:
17:

18:
19:
20:
21:
22:
23:

¥ * N o

Input: P, (parse tree) and T (trace)
Output: TRUE or FALSE

Root <— Root(P,)
LST < LeftSubTree(P,)
RST < RightSubTree(P,)
if Root ¢ {—, \,V,—,U} then
if PINTERPRETATION(Root, T') =
TRUE then
Return TRUE
else
Return FALSFE
end if
else if Root = ‘=’ then
if PINTERPRETATION(LST, T') =
TRUE then
Return FALSFE
else
Return TRUE
end if
else if Root = ‘A’ then
if INnTERPRETATION (LST,T)
= TRUFE AND INTERPRETATION
(RST,T) = TRUE then
Return TRUE
else
Return FALSE
end if
else if Root = ‘v’ then

if INnTERPRETATION (LST,T)

24:
25:
26:
27:
28:
29:
30:
31:
32
33:

34.

35:
36:
37:
38:
39:
40:

41:
42:

43:
44:
45:
46:

TRUE OR INTERPRETATION
(RST,T) = TRUE then
Return TRUE
else
Return FALSE
end if
else if Root = * —’ then
FLAG < FALSFE
Temp < ()
Tremp < 0
for all node n € T do

Temp - n > Concatenating n to
the existing sequence of nodes in T'emp
if INTERPRETATION (LST, n)
= TRUE then
FLAG + TRUFE
BREAK
end if
end for
Tremp < {T — Temp}
if INTERPRETATION (RST, Trepmp)
= TRUE then
Return TRUE
elseif FLAG = FALSE AND
INTERPRETATION (RST, Tremp) =
FALSE then
Return TRU E
else
Return FALSE
end if
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47: else if Root = ‘U’ then 63: end if

48: FLAG + FALSE 64: end if

49: Temp <+ () 65: function PINTERPRETATION(p,T)

50: for all node n € T do 66: FLAG + FALSE

51: Temp-n 67: for all node n € T do

52: if INTERPRETATION (LST', 68 ifpe€ L(n) then > L(n)
Temp) = FALSE then means label of node n

53: FLAG <+ FALSE 69: FLAG «+ TRUFE

54: BREAK 70: BREAK

55: end if 71: end if

56: end for 72: end for

57: if FLAG # FALSE then 73: if FLAG = TRUE then

58: Return FALSE 74: Return TRUE

59: else if INTERPRETATION (RST,  75: else
Temp) = TRUE then 76: Return FALSE

60: Return FALSE 77: end if

61: else 78: end function

62: Return TRUE

5.4 Implementation and Analysis

We implemented our proposed framework of Web service interaction modeling and
verification using Java programming language. Given a set of WSDL documents of

candidate services, the framework accepts the following inputs:

1. An input message (I,,) or a service name (w;) or an input-service tuple ((w;, I,,))

2. A specification formula (¢) written in RCSL

Provision of an input (1, or w; or (w;, I,}) generates a RCIG (say M) for interactive

trace visualization and performance analysis, whereas provision of a RCSL formula
?

(say ¢) triggers verification process (M = ¢) along with trace visualization. If a
model M does not satisty ¢ (M ¥ ¢), then a counter trace (T) is also generated.
In the implementation, a RCIG is generated automatically using GraphViz [[195] by

invoking system level commands internally.
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5.4.1 Performance Analysis of RCIG

The order of a graph (the total number of nodes in a graph (|G(V)|)) generated
by a technique is an important criteria to determine the feasibility for real world
implementability of a technique. The computational resources such as time and
space are directly proportional to the number of nodes. In this section, we analyze

how the cardinality of forward, sequential, and response messages in services affect
the order of a RCIG.

5.4.1.1 Experimental Setup

Let us consider a set of three services (W := wy, ws,w,), where wy and wy are
composite services and w;, is a basic service. All three services accept only one in-
put message: Hotel Avail. The composite services (wy and w;) forward the input
message to other services, whereas, the basic service (w,), upon reception of this
message, replies with the available hotel booking options. Initially, each service con-
sists of only one output message (output represents to ( forward), (sequential), and
(response) elements). As per the requirement of experiment, we gradually increase
the number of forward, sequential, and response messages in the services. At any
stage of experiment, all output messages in w; are parallel to each other, all output
messages in w; are sequential to each other, and all output messages in w, are only re-
sponse messages. We assume that w can invoke only w; and wy can invoke only w,..
Since w; is a basic service, it cannot invoke any service. This assumption facilitates
us with a hierarchical invocation system of services that prevents redundancy while
performing recursive composition out of wy, ws, and w,.. All observations are taken
by providing the input (wy, Hotel Awvail) to the RCIG construction process. The
number of nodes are counted for the unfolded form of the RCIG without applying

any heuristic to reduce the number of nodes.

5.4.1.2 Experimental Evaluation

There are three types of elements in the candidate services: (forward), (sequential),
and (response). Observations are taken for the total number of nodes by increas-

ing an element type. In order to support symmetrical growth, we assume that a
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(forward) element can be increased only in wy, a (sequential) element can be in-
creased only in ws, and a (response) element can be increased only in w,. The
minimum threshold for the count of all element types is one and maximum thresh-
old is six. The maximum threshold is set to six, that is sufficiently large to capture
and observe the patterns of the growth of order of the RCIG. For taking the obser-
vations, we increase the count for an element type while keeping the count for other
element types as constant at a pre-specified value.

Following are the three sets of observations corresponding to the increment of
response elements, sequential elements, and forward elements respectively. Three
keywords are used in the observation tables: Res, Seq, and Fwd. These keywords
stand for (response), (sequential), and { forward) elements respectively. A number
that precedes an element keyword is the count for that element in the respective ser-
vice. For instance, ‘4Res 5Seq 6Fwd’ indicates that there are four response elements
in w,, five sequential elements in wy, and six forward elements in wy.

Effect of incrementing response messages on the order of the RCIG: Table
depicts the various observations taken for total number of nodes with respect to
the increment in (response) elements while the count of (forward) and (sequential)

elements are kept constant at the values 1, 2, 3, 4, 5, and 6.

Messages # Nodes Messages # Nodes Change # Nodes
1Res 1Seq 1Fwd 5 1Res 3Seq 3Fwd 29 1Res 5Seq 5Fwd 77
2Res 1Seq 1Fwd 6 2Res 3Seq 3Fwd 86 2Res 5Seq 5Fwd 622
3Res 1Seq 1Fwd 7 3Res 3Seq 3Fwd 197 3Res 5Seq 5Fwd 3027
4Res 1Seq 1Fwd 8 4Res 3Seq 3Fwd 380 4Res 5Seq 5Fwd 10231
5Res 1Seq 1Fwd 9 5Res 3Seq 3Fwd 653 5Res 5Seq 5Fwd 24524
6Res 1Seq 1Fwd 10 6Res 3Seq 3Fwd 1034 6Res 5Seq 5Fwd 62202
1Res 2Seq 2Fwd 14 1Res 4Seq 4Fwd 50 1Res 6Seq 6Fwd 110
2Res 2Seq 2Fwd 26 2Res 4Seq 4Fwd 242 2Res 6Seq 6Fwd 1514
3Res 2Seq 2Fwd 42 3Res 4Seq 4Fwd 802 3Res 6Seq 6Fwd 10922
4Res 2Seq 2Fwd 62 4Res 4Seq 4Fwd 2042 4Res 6Seq 6Fwd 49142
5Res 2Seq 2Fwd 86 5Res 4Seq 4Fwd 4370 5Res 6Seq 6Fwd 164054
6Res 2Seq 2Fwd 114 6Res 4Seq 4Fwd 8290 6Res 6Seq 6Fwd | 447890

Table 5.1: Effect of Incrementing Response Messages on the Order of the RCIG

Based on the values provided by Table 5.1}, Fig. [5.5] (split into two parts for bet-
ter visibility) depicts six curves namely Seq1Fwd1, Seq2fwd2, Seq3Fwd3, Seq4Fwd4,
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Seq5Fwd5, and Seq6Fwd6. Nature of the curves in Fig. are linear and polyno-

mial. SeqlFwdl is a line (y

zr + 4). Seq2Fwd2 is a polynomial of degree 2;

Seq3Fwd3 and Seq4Fwd4 are polynomials of degree 3; Seq5Fwd5 and Seq6Fwd6 are

polynomials of degree 4.

Effect of Response Messages on the Order of the RCIG
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Figure 5.5: Effect of Incrementing Response Messages on the Order of the RCIG

Effect of incrementing sequential messages on the order of the RCIG: Table

depicts the various observations taken for total number of nodes with respect

to the increment in (sequential) elements while forward and response elements are

kept constant at the values 1, 2, 3, 4, 5, and 6.
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Messages # Nodes Messages # Nodes Change # Nodes
1Res 1Seq 1Fwd 5 3Res 1Seq 3Fwd 17 5Res 1Seq 5Fwd 37
1Res 2Seq 1Fwd 8 3Res 2Seq 3Fwd 62 5Res 2Seq 5Fwd 212
1Res 3Seq 1Fwd 11 3Res 3Seq 3Fwd 197 5Res 3Seq 5Fwd 1087
1Res 4Seq 1Fwd 14 3Res 4Seq 3Fwd 602 5Res 4Seq 5Fwd 5462
1Res 5Seq 1Fwd 17 3Res 5Seq 3Fwd 1817 5Res 5Seq 5Fwd 27337
1Res 6Seq 1Fwd 20 3Res 6Seq 3Fwd 5462 5Res 6Seq 5Fwd | 136712
2Res 1Seq 2Fwd 10 4Res 1Seq 4Fwd 26 6Res 1Seq 6Fwd 50
2Res 2Seq 2Fwd 26 4Res 2Seq 4Fwd 122 6Res 2Seq 6Fwd 338
2Res 3Seq 2Fwd 58 4Res 3Seq 4Fwd 506 6Res 3Seq 6Fwd 2066
2Res 4Seq 2Fwd 122 4Res 4Seq 4Fwd 2042 6Res 4Seq 6Fwd 12434
2Res 5Seq 2Fwd 250 4Res 5Seq 4Fwd 8186 6Res 5Seq 6Fwd 74642
2Res 6Seq 2Fwd 506 4Res 6Seq 4Fwd 32762 6Res 6Seq 6Fwd | 447890

Table 5.2: Effect of Incrementing Sequential Messages on the Order of the RCIG

Based on the values provided by Table Fig. depicts six curves namely
Res1Fwd1, Res2Fwd2, Res3Fwd3, Res4Fwd4, Res5Fwd5, and Res6Fwd6. Nature
of the curves in Fig. are linear and polynomial. Res1Fwd1 is a line (y = 3z +
2). Res2Fwd2 and Res3Fwd3 are three degree polynomials. Curves Res4Fwd4 and
Res5Fwd5 are four degree polynomials. Res6Fwdé is a five degree polynomial.
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Figure 5.6: Effect of Incrementing Sequential Messages on the Order of the RCIG
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Effect of incrementing forward messages on the order of the RCIG: Table
depicts the various observations taken for total number of nodes with respect
to the increment in (forward) elements while sequential and response elements are

kept constant at the values 1, 2, 3, 4, 5, and 6.

Messages # Nodes Messages # Nodes Change # Nodes
1Res 1Seq 1Fwd 5 3Res 3Seq 1Fwd 67 5Res 5Seq 1Fwd 5467
1Res 1Seq 2Fwd 8 3Res 3Seq 2Fwd 132 5Res 5Seq 2Fwd 10935
1Res 1Seq 3Fwd 11 3Res 3Seq 3Fwd 197 5Res 5Seq 3Fwd 16403
1Res 1Seq 4Fwd 14 3Res 3Seq 4Fwd 262 5Res 5Seq 4Fwd 21870
1Res 1Seq 5Fwd 17 3Res 3Seq 5Fwd 327 5Res 5Seq 5Fwd 27337
1Res 1Seq 6Fwd 20 3Res 3Seq 6Fwd 392 5Res 5Seq 6Fwd 32804
2Res 2Seq 1Fwd 14 4Res 4Seq 1Fwd 512 6Res 6Seq 1Fwd 74650
2Res 2Seq 2Fwd 26 4Res 4Seq 2Fwd 1022 6Res 6Seq 2Fwd 149297
2Res 2Seq 3Fwd 38 4Res 4Seq 3Fwd 1531 6Res 6Seq 3Fwd | 223946
2Res 2Seq 4Fwd 50 4Res 4Seq 4Fwd 2042 6Res 6Seq 4Fwd | 298594
2Res 2Seq 5Fwd 62 4Res 4Seq 5Fwd 2552 6Res 6Seq 5SFwd | 373242
2Res 2Seq 6Fwd 74 4Res 4Seq 6Fwd 3062 6Res 6Seq 6Fwd | 447890

Table 5.3: Effect of Incrementing Forward Message on the Order of the RCIG

Based on the values provided by Table Fig. depicts six curves namely
Res1Seql, Res2Seq2, Res3Seq3, Res4Seq4, Res5Seq5, and Res6Seq6. Nature of the

curves in Fig. [5.71s linear.

In the best case (when count of forward elements are growing), the growth of
the order of RCIG is linear. In the average case (when count of response elements
are growing), the growth of the order of RCIG is lower degree polynomial, and in
the worst case (when count of sequential elements are growing), the order of RCIG
is a higher degree polynomial. However, in many practical cases, it is a lower degree

polynomial.
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Effect of Forward Elements on the Order of the RCIG
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Figure 5.7: Effect of Incrementing Forward Elements on the Order of the RCIG

5.5 Related Work

This chapter is focused on service interaction modeling and verification. We compare
the work presented in this chapter with the most related works from the literature
on modeling and verification of service interaction.

The problem of automatic Web service composition generation is closely related
to the problem of Goal-Oriented Action Planning (GOAP) in artificial intelligence
(28,29, 30]. In literature, several Al planning based techniques for automatic com-
position are available: STRIPS-based [29], PDDL-based [31]], HTN-based [32]], etc.
Though theoretically possible, they present a number of complexities in practical
implementation, such as generating and maintaining heavy amount of additional in-
formation (for instance, task library in [29]) hinders the automation process. We
also use an intermediate representation in our approach, however, the conversion
takes place automatically at the back-end and a verifier does not need to be con-
cerned about it. Recent Al planning based service verification approaches, like [[196]

and [[197]], are better than previous proposals as they handle dynamic availability of
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services and domain-dependency of planning in more efficient way. Zou et al. [[197]]
focused on search time reduction when finding a composite service from the Web
service repository. In order to achieve their goal they converted the Web service
repository into a planning domain. This transformation reduces the response time
and improves the scalability of solving Web service composition problems. Kaldeli
et al. [196] differed from other AI planning based techniques in that they used state
variables rather than predicates as the basic elements for describing the possible worlds
(model). From the modeling perspective, we differ from [[196] as, in our approach,
the possible world (model) does not need to be defined or generated by the designer
explicitly. Once the specification formula is available, an interpretation model gets
generated automatically. Moreover, unlike to our work, the verification aspect of
Web service interaction is not discussed in [[196, [197]].

To form a cost-effective composite service, Jaiswal et al. [[198] used a recursive
composition based model. The model proposed in [[198]] is suitable for optimization,
whereas our focus is interaction verification. Abrougui et al. [[199] used recursive
multi-agent systems to support dynamism in Web service composition. Like [[198]],
this work also supports in finding a better composition solution; their motive was
not to verify the interaction specifications.

The model checking based Web service interaction verification techniques [[14,
15}, 50, 91}, 92, 94, 99} (106, [160] are described in Chapter 2| We differ from [50,
91, 92}, 94, 99, [16Q] in that our verification technique employs possible trace-based
phenomenon for verification instead of classical possible-world phenomenon and
the explicit system modeling (specifications of the system provided by the designer)
is not required. Further, like [[14]] and [[106]], in our proposition, the operational
behavior is captured using the RCIG model and the control behavior is specified
using RCSL. Moreover, in our approach, once control behavior is provided by a
verifier, the related operational models are discovered automatically. El Kholy et al.
[[15] presented a framework to capture and verify the interactions among multi-agent
based Web services. However, it can capture the conversation between two agents
only if participating agents are known in advance. Moreover, it does not capture
recursive composition scenarios that is done in our approach. Recently, a Petri net
based formal model for verification of Web service composition [[126] was proposed.

However, their goal was to verify the compliance not the interaction.
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5.6 Summary

In this chapter, we described modeling and verification of Web service interaction

that consists of the following three steps.

1. A RCA based modeling of Web service interaction. The outcome of this mod-
eling part is a DAG, named as RCIG, that works as an interpretation model.
We found that it is completely feasible to implement the RCIG in the real-time

scenarios.

2. Capturing requirements of Web service interaction scenarios using a require-
ment specification language RCSL that is completely interpretable on the
RCIG model.

3. Verification of the given RCIG model against a user specified requirement spec-
ification (written in RCSL).
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Chapter 6

Compositional Equivalence
Verification between Web Service
Composition Graphs Using RCA

Given a composition request, the formation of possible Web Service Composition
Graphs (WSCGs) depends on the set of available services. Since the availability of
Web services is dynamic, a new service can join or an existing service can leave the
set of available services at any time instance. A change in the set may bring the
structural change in a previously formed WSCG. However, this is not always the
case, that a structural change in the WSCG brings the semantic change. In this chap-
ter, our aim is to verify the compositional equivalence between two WSCGs formed
before and after the structural change caused by the change in the set of available ser-
vices. The solution described in this chapter is based on RCA, and by using RCA,
directed acyclic WSCGs are formed for a given composition request. Then, by using
WSCGs, we describe the concept of composition expression and canonical composi-
tion expression. Based on the concept of canonical composition expression, we verify
compositional equivalence between two WSCGs. The advantage of this approach is
that it reduces the equivalence verification to the subsumption computing between
two algebraic expressions instead of directly using the WSCGs and solving a sub-

graph matching problem.
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6.1 Composition Request and Web Service Composi-

tion Graph (WSCG)

In this section, we use RCG (described in Chapter [3)) for modeling a possible com-
position pattern that is deadlock free and captures the recursive nature of service

composition.

6.1.1 Composition Request

A composition request is a high-level composition plan [200, 201]] manually created
by a service designer. In this chapter, a composition request is defined by a graph
(written as Grpg). A Greg depicts two types of information: (i) the order of trig-
gering of messages and (ii) the message flow specification (sequential or parallel).
A composition request is classified into an absolute composition request (uses mes-
sages without specifying respective services) and a relative composition request (uses

service-input tuples).

Definition 6.1.1 (Absolute Composition Request). An absolute composition re-
quest is defined as an acyclic quadruple: Grpg = (N, so, E, 0), where

(1) N is a finite nonempty set of nodes, where each node, except sy, consists of a
query or a request message.

(i1) so € N is the initial node that is empty (does not consist of messages).

(111) E is the set of directed edges connecting the nodes, each representing the com-
putation precedence order between two nodes. For example, an edge (s;,s;) € E
represents the precedence constraint indicating that the message in the node s; must
be processed before processing of the message in node s;.

(iv) 4 is a map which assigns a unique ordered pair of nodes to every edge.

In general, an absolute composition request is a topologically sorted DAG
G(V, E) such that a vertex v € V, except root node, consists of a message without
an accompanying service. The advantage of an absolute composition request is that
a designer can make a generic composition request, even without knowing the avail-

able services. For instance, Fig. shows an absolute composition request which
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infers that flight availability must be checked followed by flight booking. Then, ho-
tel availability must be checked followed by hotel booking. Since this is an absolute

composition request, the requester services are not specified for a message.

Figure 6.1: An Example of Absolute Composition Request: Sequential Message Flow

Definition 6.1.2 (Relative Composition Request). A relative composition request is
defined as an acyclic quadruple: Grpg = (N, so, E, 0), where

(1) N is a finite nonempty set of nodes, where each node, except sy, consists of a
service-input tuple.

(i1) s9 € N is the initial node that is empty (does not consist of messages).

(ii1) E is the set of directed edges connecting the nodes, each representing the com-
putation precedence order between two service-input tuples. For example, an edge
((wi, I,), (w;, I,)) € E represents the precedence constraint indicating that a service-
input tuple (w;, I,,) must be processed before (w;, I,) is processed.

(iv) d is a map which assigns a unique ordered pair of nodes to every edge.

In general, a relative composition request is a topologically sorted DAG G(V, E)
such that a vertex v € V, except root node, consists a service-input tuple (i.e., the
message name belongs to the input set of the service). For instance, Fig. and
Fig. are the examples of relative composition request, where Fig. infers
that flight availability must be checked by invoking the service T'A1 followed by
flight booking. Then, hotel availability must be checked by invoking the service
T A2 followed by hotel booking. In contrast to Fig. in Fig. the respective

requester services are specified for every message. This kind of composition request
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is suitable if a designer knows the available services in advance or she wants to make

a specific composition request.

TAL

Figure 6.2: An Example of Relative

(TAL thht_AvaiI?) (TAL Hme\_Avaﬂ?)
‘ TAL F Book ’ ‘ TAL,H_Book ’

Figure 6.3: An Example of Relative

Composition Request: Parallel Message

Composition Request: Sequential Mes- Flow

sage Flow

A composition request graph Grpg depicts a sequential message flow in a single
branch and a parallel message flow in parallel branches. For example, Fig. [6.2]depicts
a sequential message flow where a service T'A; requests for flight booking and then,
a service T'Ay requests for hotel booking. Fig. depicts a parallel message flow
where flight booking and hotel booking are requested in parallel.

Though RCG and a relative composition request graph (Grgg) follow a similar
structure, there are differences: (i) in a RCG, each node, except root, is successor
of its parent node, whereas a Grp( is free from this constraint, (i) a RCG is auto-
matically generated by applying recursive composition operation on a service-input
tuple or service name or message name, whereas a Grpg is manually created by a de-
signer, and (iit) a pair of any two branches in a RCG are treated as non-deterministic

choices, whereas a pair of any two branches in Grg( are treated as parallel flows.

6.1.2 Web Service Composition Graph (WSCG)

Once a composition request is available, one has to explore all possible composition
plans to realize the request with a set of available services W. A Web service com-
position graph (WSCG) depicts all the possible composition plans for a given com-
position request. There are three entities that work as building blocks in a WSCG
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construction process: (1) a composition request Grgg that has to be realized, (ii) a
set of available services W, and (ii1) the recursive composition algebra (RCA). Given
a composition request G rrg, a WSCG is constructed by (i) applying recursive com-
position operator on each node in the given G g that results RCGs with respect to
the nodes, and (ii) replacing all the nodes in Grgq with their respective RCGs. For
instance, Fig. [6.4] shows the construction of the WSCG for the composition request
depicted in Fig. As is visible in Fig. [6.4] all the nodes in Fig. [6.2]are replaced by
their respective RCGs. Like composition request graph, a WSCG is also a topologi-
cally sorted DAG and it preserves the structure of its originator composition request

graph.

6.2 Composition Expression and Canonical Composi-

tion Expression

In this section, we describe the following two algebraic notions: composition expres-

sion and canonical composition expression.

6.2.1 Composition Expression

A composition expression is an algebraic representation of a Ggrgg or RCG or
WSCG. It is written with the help of three binary function symbols and service-
input tuples. The three symbols are: ‘- for sequential, ‘|” for parallel, and ‘+’ for

non-deterministic choice. Given two service-message tuples (w;, I,,) and (wj, I)

1. The expression ‘(w;, I,,) - (w;, I,)’ represents the sequential composition that

executes first (w;, I,) then (wj, I,).

2. The expression “(w;, I,)|(w;, I,)’ represents the parallel composition that exe-

cutes (w;, I,) and (w;, I,) in parallel.

3. The expression ‘(w;, I,,) + (w;, I,)’ represents the alternative composition that

executes either (w;, I,,) or (w;, I,) but not both.
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TA1, F_Book K
K
.
.

Book

.

\ 4

‘ Hotel_Avail? ’-

Figure 6.4: Web Service Composition Graph (WSCG) for a given service composition
request depicted in Figure A dotted circle, pointed by an arrowhead, consists of a

RCG generated by applying recursive composition operation on the node at the arrow
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All the functional symbols are of equal precedence. We use parentheses to induce
the order in the expression.

Out of a given composition request graph Grrg or RCG, the process of gener-
ating composition expression is provided in Algorithm The algorithm accepts
input as a DAG G and its source node sq. In a DAG, a source node is a node with
zero in-degree. Starting from the root node s, the algorithm processes every node
of the graph in depth-first order, left to right sequence. Mainly, three variables are
used in this algorithm: C'Exp, Current Node, and Temp.

(1) CEzp is a String type of variable that stores the composition expression. Initially,
it is empty. Algorithm[6.1|generates the composition expression gradually and keeps
updating the value of C'Exzp. At the end of the algorithm, the complete composition
expression becomes available in C'Exp.

(i1) CurrentNode is a String type of variable that stores a node in-process. The
variable CurrentNode.ChildSet is a set that consists of the children of the
CurrentNode.

(ii1) T'emp is a String type of variable to store the temporary values.

The algorithm comprises a function Func(C Exp, (w, I,)) that accepts input as
a composition expression C'Exp and a node that consists of a service-message tuple
(w, I,). This function explores all the children of a given node and makes a subex-
pression by arranging them either with ‘4 symbol (if the given graph is a RCG)
or with ‘| symbol (if the given graph is a composition request). Then, the subex-
pression gets appended with the value of the current node by using - symbol. The
generated subexpression, in C'Exp, replaces the CurrentNode. Further, the func-
tion considers the child nodes one by one and recursively calls itself by passing the
arguments: CEzp and (w, I,). For example, the composition expression for the
RCG depicted in Fig. 3.1]is as follows:

(T'Al, Hotel Avail?) - ((HBL Hotel Avail?) + ((T'A2, Hotel _Avail?)
-((HB1, Hotel_Avail?) + (HB2, Hotel_[nfo?>))>

Since a WSCG is made of a composition request and RCGs, its composition ex-
pression can also be computed by using Algorithm Table [6.1] lists the various
possible graph constructs in G rro/RCG/WSCG and their respective composition
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Algorithm 6.1 CompExp(G, sg)
Input: A composition request graph or a RCG G with source node s

Output: CExp (composition expression for G)
1: String CExp « ()
2: let every node be represented in the format of service-input tuple ((w, I,,))
3: function Func(CExp, (w, I,))
4: String CurrentNode < (w, I,)

5 if CurrentNode - ChildSet # () then
6: int Count < 0
7: for all (w', I) € CurrentNode - ChildSet do
8 Count = Count + 1
9 end for
10: if Count = 1 then
11: if CExp = () then
12: CEzp < CurrentNode - (w, I,,)
13: else
14: replace CurrentNode with CurrentNode - (w', I)) in CExp
15: end if
16: end if
17: if Count > 1 then
18: String Temp < ()
19: for all (w', I) € CurrentNode - ChildSet do
20: if Temp = () then
21: Temp + (W', I))
22: else if G = Composition Request then
23: Temp < Temp | (w', 1)
24: else if G = RCG then
25: Temp < Temp + (w', 1)
26: end if
27: end for
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28: Temp < CurrentNode - Temp

29: if CExp = () then

30: CFEzxp < Temp

31: else

32: replace CurrentNode with Temp in CExp
33: end if

34: end if

35: for all (w', I) € CurrentNode - ChildSet do
36: Func(C Exp, (W', 1))

37: end for

38: else if CExp = () then

39: CFExp < CurrentNode

40: end if

41: end function
42: Return CExp

expressions.

6.2.2 Canonical Composition Expression

A canonical composition expression (canonical expression for short) is a special case
of composition expression, written using service-input tuples for basic services and
the three binary operators (mentioned earlier in this section). The reason why we
consider only basic services in the generation of canonical expression is that in a
Web service composition workflow, basic services are the ultimate service providers,
and therefore, we consider compositional equivalence between two WSCGs based on:
(1) candidate basic services, (ii) reachability of candidate basic services, (ii1) relative
position of candidate basic services in the given WSCGs, and (iv) compositional
semantics of the WSCGs based on the candidate basic services. Canonical expression
works as a base to compute the compositional equivalence between WSCGs. Given
a RCG/WSCG, generating a canonical expression is a two-phase process:

(1) Node reduction phase. In this phase, one removes all the composite service nodes
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Composition Composition .
. . Composition
Expression (if the | Expression (if ..
, Expression (if the
Graph graph construct is the graph ,
S.No. ) ) graph construct is
Construct considered as a construct is )
.. ; considered as a
composition considered as a
WSCG)
request) RCG)
1 S0 So So So
SO
2 So - Sh So - Si So - S1
S1
SO
3 /\ S(] . (Sl | 52) S(] . (Sl —+ SQ) SO . (Sl | SQ)
s1 2
SO
. Sl M ) ) So - <(51 - (S +
F/N G 53)) | 1)
"‘32 S3 '.'

Table 6.1: Composition Expressions for Various Graph Constructs. Serial no. 4 Depicts
a Graph Construct that is a Special Case of WSCG, Where the Subgraph in Dotted
Circle is Considered as a RCG

from the graph without affecting the relative arrangement of candidate basic services.

(1) Composition expression generation phase. In this phase, composition expression is

generated for the graph resulted from the first phase. The generated composition

expression is the desired canonical expression.

Let C be the representation for a canonical expression. €, represents a canoni-

cal expression corresponding to a (« could be a service-input tuple or a RCG or a

GRreg)- Given a RCG, one can convert it into a canonical form by using Algorithm

The algorithm accepts input as a RCG G and its source node sy. The canonical

expression for a given RCG is constructed by using its end nodes and the alternative
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composition operator (+). For this, the algorithm computes all the end nodes by
using the successor operator “-’. If a node does not have any successor node, then it
is treated as an end node. Further, the algorithm arranges all the end nodes with ‘+’
symbol. The reason why it uses only + symbol is that a pair of any two branches in

a RCG are treated as non-deterministic choices. For example, the canonical composi-

Algorithm 6.2 CANComPExPFORRCG(G, s0)
Input: RCG G with source s

Output: Canonical composition expression (CC Exp)
1: let every node be represented in the format of service-input tuple (w, I,)
2: for all Node (w, I,) € G do
3 if = ((w, I,)) = 0 then
4 LeafNodeSet < (w, I,,)
50 endif
6: end for
7: String CCExp < ()
8: for all (w, I,) € LeafNodeSet do
9 if CCExp = () then
10: CCExp <+ (w, I,)
11: else
12: CCExp <+~ CCExp+ (w, I,)
13: end if
14: end for

tion expression for the RCG depicted in Figure 3.1] (generated by applying recursive

composition on (T'Ay, Hotel Avail?)) is given as follows:
Cira,,Hotel_Avait?y = (H By, Hotel_Avail?) + (H By, Hotel_Info?) (6.1)

Equation infers that the composition request (T'A;, Hotel Avail?) is ul-
timately fulfilled either by invoking (HB;, Hotel Avail?) or by invoking
(HBs, Hotel _Info?).

Given a composition request graph Grpg, we convert it into a canonical form
by using Algorithm|[6.3] The algorithm accepts input as a graph G rgq and its source

node sg. The algorithm computes the composition expression for the Grpg and
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stores it in a variable CC'Exp. Then, for each term ((w, I,,) is considered as term) in
CCExp, it constructs a RCG. Further, the canonical expression is computed for the
constructed RCGs by calling Algorithm[6.2} Thus, one gets canonical expression for
each term in CCExp. The computed canonical expressions replace their respective
terms in CC Exp. After all the replacements, CC Exp becomes the canonical expres-
sion for the given composition request graph.

In order to derive a canonical expression from a WSCG, its generator composition

Algorithm 6.3 CaNComPExXPFORCOMPREQ(G rEq, So)

Input: A composition request Grrg with source sg
Output: Canonical composition expression (CC Exp)
1: let every node be represented in the format of service-input tuple ((w, I,,))
2: CCExp < ComrExe(G, (w, 1))
3: forall (w,I,) € CCExp do
4: G’ < RecCowmr((w, I,), W)
5 Clw,1,) + CANCoMPEXPFORRCG(G, (w, I,,))
6 replace (w, I,,) with €, 1,y in CCExp
7: end for

request graph (G gpq) is also required. By passing the request graph to Algorithm|[6.3]
as an argument, the canonical expression for the WSCG is computed. For example,

expression [6.2]is the canonical expression for the graph shown in Figure

(FB, Flight Eng?) - (FB,F Book)-
((HBy, Hotel_Avail?) + (HBy, Hotel_Info?))-
((HBy,H_Book) + (HBs, H_Book)) (6.2)

6.3 Web Services Compositional Equivalence Verifica-

tion Technique

In this section, we describe a formal technique for verifying compositional equiv-
alence between WSCGs. This technique is based on the concepts of canonical ex-
pression (described in Section [6.2)) and subsumption computing. Fig. 6.5 presents a
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Time Instance Ti Time Instance Tj
W
WSCG WSCG
Generation i
v Generation V
Wi A Composnon Request Wi
(input given by designer)
Web Service Compositon Graph Web Service Composition Graph
Gi Gj
y \
Composition Composition
Expression for WSCG Gi Expression for WSCG Gj
/ \
Canonical Composition Canonical Composition
Expression for WSCG Gi Expression for WSCG Gj
v y
Expression Tree Ei Expression Tree Ej
Compositional Equivalence | _
> Verification o~
\4

Yes or No (whether Gi is compositionally equivalent to Gj or not)

Figure 6.5: Block Diagram of the Compositional Equivalence Verification Process

block diagram of the verification process presented in this chapter. Suppose we are
provided with a composition request graph (say Grgg) and a set of Web services
(say W). Depending upon the requirement, Grpg may be an absolute request or a
relative request. As we have already mentioned that W is a dynamic set, a service
might become unavailable or a new service can join the set at any time instance. For
our verification process, we consider two instances of W: (i) W; at time instance ¢;
and (i) W; at time instance t; (where ¢; > t;). Further, we assume that W, C 'W;,
inferring that at time ¢; some services become unavailable in comparison to the avail-

able ones at time ¢;. Upon receiving Grpg, Wi, and W, the proposed verification
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process generates two WSCGs (say G; and G corresponding to W; and W;) out of
the given request Grpg by applying recursive composition operation and Algorithm
The WSCGs G; and G depict exhaustive possibilities to realize the Grrg with
the help of W; and W; respectively. Now, our primary interest is in knowing that
whether G; can functionally substitute G; or not. The verification process consid-
ers G; as a pattern graph and G; as a subject graph and verifies the pattern graph
against the subject graph. Since a subgraph matching problem is a NP-Complete
problem [202], in our approach, we shift this problem to a problem of semantic
matching between two binary expression trees. Given a WSCG, getting the binary
expression tree is a three-step process: (i) generation of the composition expression
for the given WSCG,; (i1) generation of the canonical expression out of the generated
composition expression; (iii) construction of the binary expression tree out of the
generated canonical expression.

In order to form the binary expression tree for a given canonical composition
expression, we transform it into a postfix expression, and then, from the postfix
expression, we generate the expression tree. The conversion of an expression into a
postfix expression and the conversion of a postfix expression into an expression tree
are well-known processes. Hence, we are not describing algorithms for these two

processes. Subsumption between binary expression trees is defined as follows:

Definition 6.3.1 (Subsumption between Binary Expression Trees). Let E; and E;
be two binary expression trees, then, E; subsumes E; if and only if ‘true’ truth value

of E; always makes E; true.

This definition is also applicable for canonical expressions. Further, Algorithm
presents a technique for subsumption computing between two binary expression
trees. Let E; and E; be the two binary expression trees for the pattern and sub-
ject canonical expressions respectively. Let Root; and Root; be the root nodes of
E; and E; respectively. FLAG is a Boolean variable that is initially set to TRUE
and becomes FALSE if an anomaly is encountered in the subsumption computing
process. After the complete execution of the algorithm, if FLAG remains TRUE,
then it infers that E; subsumes E;. Then, we repeat the process by reversing the
input order. That is, we check whether E; subsumes E; or not. If this is so, we can

conclude that G; and G, are equivalent in terms of the functionalities they provide.
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Algorithm 6.4 SussumpTIONCOMPUTING(E;, E})

[ N S T S R L N R N L S S T S R S T e I
Q@ Y 2 N P B DD 2O Y R NS RPN 2Q

¥ * N >0 kw2

Input: Binary Expression Trees E; and E;
Output: Decides whether E; subsumes E; or not
R; < Root(E;)
R; < Root(E))
Boolean FLAG <+~ TRUE
function SussuMCHECK(R;, R;)

if R; # 0 & R; # () then

if R, = R; then
if R;.LeftChild = R;.Le ftChild then

if R;.RightChild = R;.RightChild then
REecCPROCEED(R;, R;)

else if R;. RightChild = ‘+' then
R; < R;.RightChild
if R;.RightChild = R;.RightChild then

REecPrOCEED(R;, R;)

end if
else

FLAG < FALSE

Quit //Negative result
end if

else if R;. RightChild = R;.RightChild then
if R;.LeftChild = ‘+' then
R; « R;.LeftChild
if Ry.LeftChild = R;.Le ftChild then
REecPrOCEED(R;, R;)

end if
else
FLAG «+ FALSFE
Quit //Negative result
end if
end if

end if
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31 elseif R, =+’ & R;.LeftChild = R; then

32 R, « R,.LeftChild

33: SuBsuMCHECK(R;, R;)

34; elseif R, =+ & R,;.RightChild = R; then
35: R; < R;.RightChild

36: SuBsUMCHECK(R;, R;)

37: else

38: FLAG + FALSE

39: Quit //Invalid input

40: end if

41: end function

42: function REcPrOCEED(R;, R;)
43 Ri < Ry.LeftChild

4 R; « R;.LeftChild
45: SussuMCHECK(R;, ;)
46 R; < R, RightChild
47: R; < R;.RightChild
48: SussuMCHECK(R;, IR;)
49: end function

50: if (thenFLAG = TRUF)
51: E; subsumes E;

52: else

53: E; does not subsume E;
54: end if

Formally, on the basis of subsumption computation between two canonical ex-

pressions, the compositional equivalence between two WSCGs is defined as follows:

Definition 6.3.2 (Compositional Equivalence). Let G; and G; be two WSCGs and
CCExp; and CCEzp; be two canonical expressions for G; and G; respectively.
Let CCExp; T CCEuxp; represents that CC Exp; subsumes CCExp;. Then, G;

and G, are compositionally equivalent if and if only if CCExzp; C CCFExp; and
CCEzp; C CCExp;.

Instead of providing a single composition request graph Grpg and two instances
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of W (namely W; and W;) as inputs, two different request graphs with their re-
spective sets of Web services (W; and W;) can also be provided as inputs to the
verification process. Moreover, the proposed algorithms are also applicable for the
following two variations of our consideration: (i) some services become unavailable
and some new services join at the time instance ¢; (ii) some new services join and no

service become unavailable at the time instance ¢;.

Example 6.3.1. Suppose we are given with a composition request, namely Grro,
depicted in Fig. [6.3|and a set of Web services W (described in Chapter 5] We assume
that at a time instance ¢; all the services in W are available and at a time instance
t; service T' Ay is unavailable. Let W, be a set of available Web services at ¢; {i.e.
W; = (W — TA;,)}. Now, the verification process generates two WSCGs: G; (see
Figure corresponding to t; and W and G; (see Figure corresponding to t;
and W;. In the verification process, G; works as a pattern WSCG and G works as a
subject WSCG. The composition expressions corresponding to WSCGs G; and G;
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are given by expression [6.3|and [6.4] respectively.

(Flight_Avail?)-(---)-(F_Book)-(--+) ’(Hotel_Avail?>-(- -+ )-(H_Book)-(---)
(6.3)

(Flight_Avail?y - (T Ay, Flight_Avail?) - (F B, Flight _Eng?)-
(F_Book) - ({T Ay, F_Book) - (FB, F_Book)) + (FB, F_Book)) |
(Hotel Avail?)-(((T Ay, Hotel _Avail?)-(H By, Hotel Avail?))+(H By, Hotel_Avail?))
(H_Book) - (((T'Ay, H_Book) - ((HBy, H_Book) + (H By, H_Book)))+
((HBy, H_Book)) + ((H By, H_Book))) (6.4)

Further, the canonical composition expressions derived from the expressions|6.3[and

are given by expressions|6.5|and |6.6] respectively.

((FB, Flight_Enq?) - (FB,F_Book?)) |
(((HBy, Hotel_Avail?) + (H By, Hotel_Info?))-
((HBy, H_Book) + (HBy, H_Book))) (6.5)

((FB, Flight_Eng?) - (FB, F_Book)) |
((HBy, Hotel_Avail?) - ((H By, H_Book) + (H By, H_Book))) (6.6)

The binary expression trees for the expressions [6.5 and [6.6] are given by Fig.
and |6.9] respectively. After computing the subsumption by using Algorithm [6.4] we
get assured that G; subsumes G}, thereby, we can conclude that unavailability of the

Web service T'Ay does not affect the realization of the composition request Grpg.

6.3.1 Computational Complexity

In the verification technique, various processes are involved such as RCG genera-
tion, WSCG generation, etc. All of these processes contribute to complexity. How-
ever, we are concerned with only subsumption computation between two binary
expression trees as it plays pivotal role in the verification process. In our proposi-

tion, a binary expression tree consists of operators and service-input tuples. There
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Figure 6.8: Binary Expression Tree for Figure 6.9: Binary Expression Tree for
The Canonical Composition Expression the Canonical Composition Expression
of Pattern WSCG of Subject WSCG

are three operators that can appear in the tree: “,°|’, and ‘+’. Let E; and E; be
two binary expression trees with n; and ny number of nodes respectively. In the
worst case, subsumption computation process between E; and Fs resembles the bi-
nary subtree matching problem. Therefore, the complexity becomes O(n; x ns).
The non-deterministic choice operator (‘+’) reduces the number of comparisons be-
tween two trees by half. Therefore, in the average case, the complexity becomes

O(logny x logny) and in the best case, the complexity becomes O(log ns).

6.4 Experimental Evaluation

6.4.1 Web Services Repository

Due to the unavailability of the standard test web service repository in the veri-
fication domain, the experimental evaluation of the proposed technique has been
performed on the service repository created by ourselves. This repository consists
of ten services as mentioned in Chapter 3] All the services are deployed indepen-
dently and heterogeneously. We did not consider more services as it would be very
difficult to demonstrate all the possible cases in this chapter. Further, we consider

up to 150 services for the scalability study of this verification technique.
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6.4.2 Experiments and Observations

Experiments are carried out in lab conditions, that is, services and repositories are
deployed on the systems connected to a Local Area Network (LAN) and they are
using local IP addresses. The composition request, depicted in Fig. is provided
as an argument. The supplied request is written in the dot language (an input lan-
guage for the GraphViz tool). The composition request is analyzed and the respec-
tive WSCG (see Fig. is produced. We call the WSCG in Fig. as standard
one. In our implementation, we use GraphViz tool for graph realization and visu-
alization. Five out of ten available services in the repository fall in the category of
relevant services: T Ay, T Ay, HB;, HB>, and F'B. Intentionally, we make the rel-
evant services unavailable (first individually and then collectively) and generate the
WSCGs with available services. These constructed WSCGs show differences from
the standard one as some of the relevant services are unavailable and we call them
as changed ones. Further, we compute composition expressions and canonical com-
position expressions out of the constructed WSCGs. After computing the canonical
expressions, we generate binary expression trees out of them. Table [6.2] consists of
ten binary expression trees (in short, trees). The trees are numbered 1 to 10 for the
sake of reference. The first tree is generated based on the standard WSCG and we
call it as standard binary expression tree (standard tree, in short). Other trees (num-
bered 2-10) are generated from the changed WSCGs. Further, each tree is computed
for subsumption against the standard one (first tree) and list of unavailable services
and result of subsumption computation are written therewith. In a tree, insufficient
services condition occurs if a composite service does not find basic services to com-
pose with. For instance, the second diagram in Table |6.2] infers that second tree is
generated by considering that T'A1 is unavailable and subsumption result is negative
as it does not subsume the standard one. In the similar way, subsumption computing
is done for all other trees too. At last, from the experiment, we deduce the following
results: (1) at a given time, the unavailability of anyone of { T Ay, F B, (T A2, HB,),
(HBy, HB,) } makes realization impossible for the given composition request (Fig.
, and (ii) at a given time, the unavailability of anyone of { T Ay, HB,, HBs,
(T'Ag, HBs) } does not affect the realization of the given composition request (Fig.

6.1).
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ERROR
(Insuficient
Services)

UNAVIALABLE SERVICES: none:
SUBSUMPTION CHECKING RESULT: Posiive

UNAVIALABLE SERVICES: TAL
SUBSUMPTION CHECKING RESULT: Negative

HB2, H Book HB2,H Book

FB, Flight Eng?

UNAVIALABLE SERVICES: TA2
SUBSUMPTION CHECKING RESULT: Postive

(FB, F\\ght_Enq?) (FB‘ F_Book) ( HB2, Hotel_Info? )

UNAVIALABLE SERVICES: HB1
SUBSUMPTION CHECKING RESULT: Posive

HB2, H_Book

HB2, 4 Book

O SN
/\

(Insufficient

o /\

+ +

(FB‘FMght_Enq?) (FB, F_Book) (HBl Hote\_Ava\W) (HBL H_Book)
(HBL Ho\e\_AvaW) ( HB2, Hotel_Info? ) (HBL H_Book) (HBZ‘ HJuok)

UNAVIALABLE SERVICES: HB? UNAVIALABLE SERVICES: FB
SUBSUMPTION CHECKING RESULT: Pusive SUBSUNPTION CHECKING RESULT: Negatie

124




6.4 Experimental Evaluation

ERROR
(Insufficient
Services)

FB, Flight_Eng?

HB1, Hotel_Avail? HB1,H_Book

8, Flight_Eng? F8, F Book HB2,H Book FB. F Book

UNAVIALABLE SERVICES: TA2, HBL UNAVIALABLE SERVICES: TA2, HB2
SUBSUMPTION CHECKING RESULT: Negative SUBSUMPTION CHECKING RESULT: Positive

@/\ /\

ERROR ERROR
(Insufficient ' (Insufficient
Services) Services)

(FB‘ FMgthnq?) (FB‘ F_Book) (FB. FIightjnq?) (FB, Fjook)

UNAVIALABLE SERVICES: TA2, HB1, HB2 UNAVIALABLE SERVICES: HBL, HB2
SUBSUMPTION CHECKING RESULT: Negative SUBSUMPTION CHECKING RESULT: Negative

Table 6.2: Binary Expression Trees Generated in the Process of Validation of the Pre-

sented Compositional Equivalence Verification Technique

Though we have used a small set of Web services (consisting of ten services) for
the demonstration purpose, our proposed verification process is scalable to a large
number of services. Given a set of available services and a composition request, the
verification process consists of three stages: (i) construction of WSCG, (i) finding
canonical composition expression, and (iit) subsumption computation. The con-
struction of WSCG is the highest time and space consuming process, among the
said three stages. Therefore, we show experimental evidence on the time taken by

WSCG construction process. The experiments are performed for three composition

requests as given in the Fig. [6.10,[6.11} and[6.12] For experimentation, we used a per-
sonal computer with an Intel Core 15-3230M 2.60 GHz CPU, 2 GB RAM, 500 GB
HDD, and Ubuntu 14.04 64-bit operating system. Table[6.3| presents the time con-

sumption (measured in seconds) in the process of WSCGs generation for the three

absolute composition requests shown in Fig. [6.10] [6.11] and [6.12l We considered
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S0 F_Book

v

Figure 6.10: Composition Request 1: A Figure 6.11: Composition Request 2:

Composition Request with a Single Non- A Composition Request with Two Non-

Empty Node Empty Nodes
S0

Figure 6.12: Composition Request 3: A
Composition Request with Three Non-
Empty Nodes

composition requests in such a way that they represent different graph constructs
(single node, sequential, branching), number of nodes in them increase gradually,
and realization of them is possible with the available services mentioned in Section
Based on the data provided in Table[6.3] time consumption plots for the WSCG
generation are shown in Fig. For each composition request, we varied the num-
ber of candidate services from 30 to 150 with steps of 30 (e.g., 30, 60, 90, 120, 150).
In order to increase the number of candidate services, we created new services by
replicating the candidate services available in the set W. The plots, in Fig. infer
that: (i) If equal number of services are available for each composition request graph,
then the time consumption is proportional to the number of nodes in the graph. It
happens due to the fact that the WSCG generation process generates a RCG with

respect to every node in the given request graph. (ii) Increment in the number of
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S.No. | Comp. Request | # Candidate Services | Time (in seconds)
1 Comp. Request 1 30 70
2 Comp. Request 1 60 185
3 Comp. Request 1 90 312
4 Comp. Request 1 120 750
5 Comp. Request 1 150 1478
1 Comp. Request 2 30 143
2 Comp. Request 2 60 316
3 Comp. Request 2 90 824
4 Comp. Request 2 120 1941
5 Comp. Request 2 150 4229
1 Comp. Request 3 30 173
2 Comp. Request 3 60 445
3 Comp. Request 3 90 1005
4 Comp. Request 3 120 2197
5 Comp. Request 3 150 4590

Table 6.3: Time Consumption in the Process of WSCGs Generation for the Composi-

tion Requests Shown in Fig. 6.10}[6.11} and|6.12]

Effect of Increment of Candidate Services on the Time
Consumption in the Process of WSCG generation

—<— Comp. Request_1

4000
|

—=4— Comp. Request_2

3000
|

—— Comp. Request_3

Time (in seconds)

2000
|

1000
|

T T
60 90 120 150
No. of Candidate Services

Figure 6.13: Effect of Increment of Candidate Services on the Time Consumption in

the Process of WSCG Generation

candidate services increases the time consumption exponentially. The reason behind

this exponential time consumption are: (i) recursive composition operation has to
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recursively search into the available Web service space, and (i) generation of the
RCG/WSCG without using a graph heuristic or optimization technique. In our
future work, we would like to consider the techniques that might reduce the search

space, thus reducing RCG/WSCG generation time.

6.5 Related Work

6.5.1 Composition Request Graph, Compositional Equivalence,

and Binary Expression Tree

The composition request graph, used in this chapter, is inspired from the workflow
modeling language Yet Another Workflow Language (YAWL) [203]]. In fact, the set
of control-flow constructs used in the request graph is a subset of the control-flow
constructs set available in YAWL. In our future work, we also would like to consider
other control-flow constructs in the construction of composition request graph. An-
other work that used a graphical representation for the composition request is [200].
We differ from [200] in that their focus was only on the sequential composition
model, whereas our proposed composition request graph captures both sequential
and parallel composition models.

In the context of Web services, the concept of compositional equivalence was
mentioned explicitly in [204]. We differ from [204] mainly in two aspects: (1)
we investigate the compositional equivalence between WSCGs, whereas [204] inves-
tigated the compositional equivalence between services, and (2) we determine the
compositional equivalence based on the fulfillment of a given composition request,
whereas [204] determined the compositional equivalence based on the behavior of
services.

The notion of binary expression tree for a composite Web service, where leaves
represent the atomic services and intermediate leaves represent workflow construc-
tors, was proposed in [205]]. In our proposal, we also adopt the same concept. How-
ever, we differ from [205]]: (i) in [205], author used the binary tree to realize a
composite plan for a given composition request, whereas we are generating the bi-
nary tree from an already constructed composition plan, and (i) unlike to [205]], we

use the binary tree for verifying compositional equivalence between WSCGs.
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6.5.2 Web Service Substitutability Verification

To the best of our knowledge, we do not find a work directly focused on the ver-
ification of compositional equivalence between Web Service Composition Graphs
(WSCGs). However, our work is closely related with the context-dependent sub-
stitutability verification of Web services. Therefore, we compare our work with
context-dependent substitutability verification approaches.

The compatibility between two services ensures that they interact properly with-
out any error. Klai et al. [25] used Symbolic Observation Graph (SOG) to determine
compatibility between two services. The SOG nodes are aggregation of a set of lo-
cal states which are connected with non-observed actions, and they do not contain
service names. This makes difficult to monitor the impact of change in the set of
available services. Klai and Ochi [206] also used the SOG for checking compati-
bility of Web services behavior. Corrales et al. [207]] presented a substitutability
verification technique that accepts two BPEL or two WSCL documents as input. In
our opinion, BPEL and WSCL are used to represent the choreography plan, and
availability or unavailability of a service has nothing to do with BPEL or WSCL
matchmaking. Moreover, the graphical representation of a BPEL or WSCL docu-
ment in [207]] cannot serve our purpose of capturing all possible composition plans
out of a set of available services.

Unlike to previously discussed compatibility-dependent notions, Pathak et al.
[111] presented the concept of environment based substitutability notions: environ-
ment dependent and environment independent. Their logical formulation of the
solution is based on the well-studied notion of “quotienting". However, Pathak et
al. did not consider the messages being exchanged by the services which is consid-
ered in our approach. Santhanam et al. [208]] proposed a variation of the approach
in [111]]. However, they differ from [[111] in their consideration of non-functional
attributes for substitutability. Stahl et al. [209] proposed an environment-based so-
lution for service substitutability. According to [209], there are three notions of
substitutability that can exist between two services, namely accordance, equivalent,
and deprecation. Their proposal for service substitution is based on service automata

and operating guidelines. We differ from [209] fundamentally in that we investigate
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substitutability based on the compositional equivalence, whereas their [209] inves-
tigation is based on behavioral equivalence. Kuang et al. [210] modeled a Web ser-
vice and context using m-calculus. Further, they introduced a notion of behavioral
equivalence by considering the context of a service. Runtime checking of service
substitutability based on satisfiability of LTL specifications was proposed in [[123]].
However, decidability of their approach is very complex.

Taher et al [211]] proposed an interface-matching based solution for the problem
of service substitutability. In this approach, every candidate service belongs to some
pre-specified Web service community. In case, if a service becomes unavailable from
a community, other services from the community could be employed. Liang et al.
[212] also followed a similar approach of classifying Web services using their descrip-
tions. Motahari-Nezhad et al. [[186] advocated that the process of checking service
equivalence should not be done merely on the basis of interface, its business proto-
col also must be considered. In order to enhance interface-matching experience, they
provided two types of interface-matching algorithms: depth-based interface matching
and iterative reference-based interface matching. Another interface-based similarity
measurement between services was studied in [213]]. They computed substitutabil-
ity on the basis of various interface matching techniques and semantic and structural
similarity metrics. We differ from [[186} 211} 212]] and [213] in that we compute the
service equivalence on the basis of fulfillment of a given composition request instead
of interface.

In general, in contrast to other mentioned proposals on service behavior and
substitutability (i) we define algebra-based evolution of a Web Service Composition
Graph (WSCG) from the composition request graph, and (i1) we propose an algebra-
based compositional equivalence verification technique, that is not NP-Complete.
The overview of major existing approaches for Web service substitutability and dif-

ferences with our proposed approach are shown in Table

6.6 Summary

We modeled the service composition on the basis of RCA and further defined Web
service composition graph (WSCG) based on it. A WSCG is the graphical com-

position plan of how a set of Web services compose with each other to realize a
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Web service behavior . . Substitution finding Computational Implementation
Paper . Environment modeling . . |
modeling technique complexity details
Context- Context-
independent dependent
Bordeaux et al. Based on notion of
Labeled Transition S - -
{T0] abeled Transition System 4 V4 compatibility
Based
Liu et al. [T17]) Process algebra vV - asec on process - -
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Abstract and concrete Web Based on community of
Taher et al. 2111 services v - Web services - v
O(m™ X n), where
m and n are total
Grigori et al. Web service conversation v v Based on the concept of number of vertices in v
[1214) language subgraph isomorphism the input graph and in
the graph to be
compared, respectively
PHE RS
|¢IxB i
Pathak et al. .. 2 ), thArc Sis
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Stahl et al. [209] Open net and service v ~ Based on oPeratillg ~ ~
automata guidelines
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) messages matching algorithms
Bersani et al. Based on Linear
Labeled Transition S : -
(23] abeled Transition System VA Temporal Logic VA
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al. [213]) documentation WSDL interface
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o b Service behavior graph v tine bet where n1 and ng are v
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ur approac (SBG) CIO bpu' § Derwed sizes of the SBG1 and
raic expression
algebraic expressions SBGo

Table 6.4: An Overview of Major Existing Approaches for Web Service Substitutability

and Differences with Our Approach

given composition request. Given a dynamic set of available services and the desired

service behavior in the form of a composition request graph, our proposition veri-

fies the compositional equivalence between two WSCGs formed before and after the

structural change caused by the change in the set of available services. The novelty of

the presented approach is that it verifies the compositional equivalence between two

WSCGs based on the subsumption computing between two algebraic expressions.

This kind of verification avoids the need of complex subgraph matching process be-

tween the composition graphs and reduces the computational complexity associated

with the verification process to a greater extent.
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Chapter 7

An Integrated Tool for Web Services
Verification

In this chapter, we present the description of an integrated tool for the verification of
Web services composition, interaction, and compositional equivalence. This tool is
based on the verification techniques presented in Chapter [}, Chapter[5}, and Chapter
6l

7.1 An Integrated Tool for Web Services Verification

There are three divisions in the tool: composition verification, interaction verifi-
cation, and compositional equivalence verification between WSCGs. The core tech-
nique used for modeling is Recursive Composition Algebra (RCA), proposed in Chap-
ter 3l With the help of RCA, three types of models are generated: Web service set
partition graph (WSSP), recursive composition interaction graph (RCIG), and Web ser-
vice composition grpah (WSCG). WSSP is employed in the composition verification
process, RCIG is employed in the interaction verification process, and WSCG is em-
ployed in the compositional equivalence verification process. For the composition
verification, a user has to specify a set of Web services. Once a set of Web services is
specified, the tool automatically verifies behavioral equivalence between every pair
of two services and finds all possible deadlock conditions. For the interaction verifi-

cation, a user has to specify the requirements in RCSL (described in Chapter [5). If

133



7. An Integrated Tool for Web Services Verification

the given specification is not satisfied, a counter trace will be generated, otherwise, a
witness example will be generated. For the compositional equivalence verification, a
user has to provide two WSCGs. Then, the tool verifies whether they are composi-
tionally equivalent or not.

Fig. [7.1|shows the welcome window of the tool, where a user can select a desired
module to proceed with the verification process. This tool has been implemented in
Java and is based on the technologies such as XML, SOAP, and WSDL. Further, it
requires a repository of Web services, and the repository can be provided either as a
database of WSDL documents or by Internet addresses (URLSs).

B Web Service Verification -a
[Fite_Edit view Run Tools Hep |
[E][=] ][] (3] [0] CrockSytex_iracve e | Sl [F][a]

Projects | Services | Files Welcome | Composition Verification | Interaction Verification | Comp. Equi. Verification | Repository

[ roat

> [ Travel Scenario Add Repository :

o ([ Library Management

SN URL on
ool 1@172.27 40.51.8080| |~
ro0t2@172.27.40.52:8080
r00t03@172.27.40.53:8080

Composition Verification ‘ | Interaction Verification ‘ ‘ Comp. Equ. Verification

Relevant Services |

sNo| Name | URL | status

A7

[20

[Output | Debug

Figure 7.1: An Integrated Tool for Web Services Verification: Welcome Window

7.1.1 Composition Verification

In this subsection, we describe a prototype implementation of the Web service com-
position verification technique presented in Chapter [4] Fig. [7.2] depicts a high-level
architecture of the implementation that consists of five modules: RCG Generator,
WSSP Graph Generator, Composition Planner, Goal Sets Generator, and Verifier

and Analyzer. Apart from the five modules, the implementation also consists of an
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online Web service repository that is a collection of WSDL documents of available

services. The said five modules are detailed as follows.

1. RCG Generator. Given a service name or message name or service-nput
tuple, this module generates the corresponding recursive compostion graph

(RCG) by using the recursive composition operation.

2. WSSP Graph Generator. This module generates the WSSP graph for a given

service or service-input tuple by taking the help of RCG Generator module
and Algorithm

3. Composition Planner. This module explores the WSSP graph for a given
requirement specification and finds all the possible ways to realize the specifi-

cation. For this, it takes the help of WSSP Graph Generator module.

4. Goal Sets Generator. Given a set of Web services, this module generates the
goal sets by using the WSSP graph and the definition of goal sets. Further, the

generated goal sets are provided as input to the Verifier and Analyzer module.

5. Verifier and Analyzer. Given a set of Web services, this module analyzes the
behavioral equivalence between the services and the possible deadlock scenar-

ios by using the concept of goal sets and Algorithm

Fig. [7.3| shows a screenshot of the user interface (UI) used for composition verifica-
tion. This Ul shows a list of all available Web service repositories, where a user se-
lects the repositories for verification and analysis. Once the repositories are selected,
the behavioral equivalence between services and the possible deadlock scenarios ap-

pear in the UT’s output pane automatically.
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Figure 7.2: High-Level Architecture of Implementation of Web Service Composition

Verification
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Figure 7.3: Composition Verification User Interface
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7.1.2 Interaction Verification

In this subsection, we describe a prototype implementation of the verification tech-
nique described in Chapter [3 for verifying the specifications written in the RCSL
against the set of available Web services. Fig. [7.4/shows the high-level architecture of
the prototype system that consists of four modules: specification formula parsing,
intermediate form conversion, RCIG and trace generator, and semantical interpreta-

tion.

1. Specification Formula Parsing: This module receives a requirement specifi-
cation formula from the verifier and processes it using Algorithm Syntax
checking is performed at first. It makes an abstract syntax tree (AST) out
of the given formula. The generated AST is decomposed into its constituent
subtrees until the unit-level-subtrees are achieved. The unit-level-subtrees are

provided to the module semantical interpretation.

2. Intermediate Form Conversion: This module receives the specification for-
mula and discovers the set of relevant services from the available ones. Then, it
retrieves their WSDL documents and makes a duplicate (local) copy of WSDL
documents and modifies them by adding two tags: sequential and parallel. The
modified WSDL documents work as the intermediate representation and are

provided to the module RCIG and trace generator for further processing.

3. RCIG and Trace Generator: This module receives the set of modified WSDL
documents along with an input (a service-input tuple or a message name or a
service name ). The input is provided by Algorithm Once an input and
the set of modified WSDL documents are available, it forms a RCIG using Al-
gorithm[5.1] Further, it optimizes the generated RCIG by removing redundant

subtraces and supplies the traces to the module semantical interpretation.

4. Semantical Interpretation: This module verifies whether a given trace inter-
prets the semantics of a given subtree (subformula). If the trace satisfies the
formula, then the trace would be considered as a witness example. Otherwise,

the trace would be considered as a counter example.
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Figure 7.4: High-Level Architecture of Implementation of Web Service Interaction

Verification

In addition to automation, this implementation also supports dynamic reconfigura-
tion of services. A Web service verification framework where the verifier has to de-
cide the participant services in advance (with or before specifying the requirement)
does not support dynamic reconfiguration of services. However, in our approach, a

specification formula can be written with or without explicitly mentioning the par-
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ticipant service names. If service names are not explicit, then the relevant services

are discovered based on the atoms in the formula.

B Web Service Verification -a
[File Edit_view Run Tools Help

[B] [Wd] [ 7] [a] [0] Check Syntax_Interactive Mode | [ [S][w][a]
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4 [ Travel Scenario . [ I Add Repository : Add
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Relevant Services |

SNo| Name | URL | Status

:
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(Il

[ Output | Debug

(Gl e B Bl il B 1 @) 0 )R e

Figure 7.5: Graphical User Interface for Verification of the Requirement Specifications
Written in RCSL

Initially, if required, the verifier has to specify only the addresses of local or
global service repositories. During verification, our implementation discovers the
relevant services and checks the current availability of services each time when the
verification query is submitted and generates the RCIG models accordingly.

Also, the implementation features a graphical user interface (see Fig. that
supports a wide range of features such as editing and tracking of the modeled sys-
tem, writing the requirements specifications in RCSL, adding new services in the
repository by specifying their addresses, checking syntax, and starting verification.

Fig. shows the GUI screen with three specifications (say, ¢1, ¢2, and ¢3) and
a RCIG generated for ¢,. Fig. [7.7|shows a witness example for the first specification

(¢1 = A((Flight_Yes A Flight Book) — (Flight_Booked V (—mHotel _Booked U
(Flight_Booked))))).
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Figure 7.6: Verification of Specification Formulas and RCIG
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Figure 7.7: Witness Example

Furthermore, the described verification framework is fully capable to verify

other systems that behave similarly to the Web service system (such as multi-agent
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system), provided that their system description is in the desired XML format and

the requirement specifications are written in RCSL.

7.1.3 Compositional Equivalence Verification

In this subsection, we describe the implementation for verifying the compositional
equivalence between two WSCGs, depicted in Chapter |6} Fig. [7.8] depicts the high-
level architecture that consists of two modules: Composer and Verifier. A user or
designer is free to access either of the two modules directly and independently by

using a graphical user interface (GUI). Both modules are detailed as follows:

Online Web Service Repository (collection of WSDL documents for all available services)

<]
e

' 1] 1 1]
= 4
i Service Composition H H CEomp05|.t|on :
' —
f Request Graph —>| WSCG Generator | generates : E % —_—> g:;zf::z: — | =— :
: \_/—\ ' H — :
' i : V. WSsCGs '
: <service, message> : ' Composition :
' .
' \v RCG <V,E> WSCG H H Expressions E
' ' '
1 | RCG Generator ' ! " H
' 1] 1 1]
- ¢ '
: used services \—/\rT : H Binary — Canonl?al :
H Service pan [C = H ' Expression |&— | ==||] <] Expression |
' Availability 0;?;?;;‘)” ' t | Tree Generator = Generator | !
'
: Registered Manager : H Canonical :
. 1]
' Web Services ' H Composition H
: change : H Expressions H
H n availability Equivalence | + ' '
'
E computes Analyzer : H :
. ]
H computes ' ' — Subsumption H
H & ' ' e > Computation H
' . passes two ! ' = :
H Related Available WSCGs to ' H H
' i i ' + Binary Expression H
: Web Services Web Services the verifier : : WT pi Yes / No :
' H ' rees H
Y 0 e [ ——— !
COMPOSER VERIFIER
Graphical User Interface for the Verification of Compositional Equivalence Between WSCGs
LEGENDS: $ Tool GUI
Process
Document
Y Verifier
Multiple
Documents =

Figure 7.8: High-Level Architecture of Compositional Equivalence Verification Tool
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(1) Composer. A user provides two input arguments to this module: an address
of a Web service repository and a desired composition request (modeled as G ggg).

The composer consists of the following submodules:

1. RCG Generator. It accepts the input in the form of a service-input tuple.
Based on the given input, it identifies the relevant services from the reposi-
tory and generates the respective RCG. Further, it forwards the list of utilized

services to the service availability manager.

2. WSCG Generator. It analyzes the given composition request and forms re-

spective WSCG with the help of submodule RCG generator.

3. Service Availability Manager. It runs continuously in background and keeps
track of related services for a WSCG and their availability. In order to support
dynamic availability, we intentionally add new services and remove available
ones on random basis. Once it learns that a related service has become unavail-
able or a new related service is added to the repository, it passes the description

of unavailable services to the substitutability analyzer for further processing.

4. Composition Planner. It explores all possible composition patterns for a
given composition request and selects a suitable one from them based on the
requirements. Further, it passes the selected plan to the submodule service

availability manager.

5. Substitutability Analyzer. It accepts two inputs: a reference WSCG and a set

of unavailable and newly added services.

Fig. [7.9] depicts a GUI, where the composer module is functioning. There are two
modes available for composer: automatic and manual. In automatic mode, it com-
poses and substitutes (if necessary) without human intervention. In manual mode,
a user/designer selects a composition plan from a set of available plans and selects a

substitute when required.
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2 Web Service Verification - a
[Fite_Edit_view Run Tools Hep |
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Wealher..|c0s507... |Available Service Composition Request Service Composition Request Graph
City Tour_|cossi8... |Available
Enquiry _|coss09.. |Available
o Output | Debug
f

Figure 7.9: A Composition Request Graph (Written in Dot Language) as an Input to

the Composer Module

(2) Verifier. This module requires two input arguments; both of the input argu-
ments are WSCGs. Further, it verifies whether the semantics of a provided WSCG
could be achieved by another one. In order to accomplish this task, the verifier

comprises the following three submodules:

1. Composition Expression Generator. It generates the composition expres-
sions out of given WSCGs using Algorithm [6.1] and forwards them to the

submodule canonical composition expression generator.

2. Canonical Composition Expression Generator. It works on a composition

expression for a given WSCG and transforms it into the canonical form.

3. Subsumption Computation. It constructs binary expression trees for the
given canonical composition expressions and verifies whether the semantics of

a binary expression tree is subsumed by another one.

Figure depicts a GUI, where the verifier module is functioning.
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2 Web Service Verification - g
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Figure 7.10: Two WSCGs (WSCG1: When All Services are Available, and WSCG2:
When TA2 is Unavailable) as Inputs for Compositional Equivalence Verification

7.2  Summary

This chapter discussed the implementation details of the composition verification
technique (described in Chapter ), the interaction verification technique (described
in Chapter [f), and the compositional equivalence verification technique (described

in Chapter [6) as an integrated tool for Web services verification.
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Chapter 8

Application of RCA in Network
Security: Multistage Attack Modeling
Using RCA

Detection of multistage Cyber attacks in an enterprise network is of growing inter-
est to the security community. Existing threat modeling techniques, such as attack
graphs and attack trees, do not facilitate reasoning about the causal relationship be-
tween network vulnerabilities. Consequently, the area of multistage attack needs
more exploration. In this chapter, we describe a multistage attack modeling tech-
nique based on RCA (described in Chapter [3)). For a given vulnerable network con-
figuration, the algebra generates a recursive composition graph (RCG) that depicts
all possible multistage attack scenarios. The prime advantage of the RCG is that
it is free from cycles, therefore, does not require the computation intensive cycle
detection algorithms. Further, the canonical sets obtained from the RCG classifies
network vulnerabilities into five classes: (i) isolated, (ii) strict igniter (entry point),
(i11) strict terminator (dead end) (iv) overlapping, and (v) mutually exclusive. These
classes (logical inferences) provide better insight to the logical correlation among
existing vulnerabilities in a given network and hence in prioritizing vulnerability

remediation activities accordingly.
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8.1 Running Example

We consider a test network whose topology is shown in Figure There are six
machines located within two subnets. A Web server and a mail server are located
inside the demilitarized zone (DMZ), and are separated from the local network by
a Tri-homed DMZ firewall. The firewall has a strong set of connectivity-limiting
policies (as shown in Table to prevent an adversary from gaining remote access
to the internal hosts. All service requests (coming from outside of the network) are
fulfilled through the machines in the DMZ. In Table 8.1, ALL specifies that a source
host may access all services running over the destination host and NONE specifies
that a source host is prevented from having access to any service running over the

destination host.

Host 5:
Mail Server

Internet

Tri-homed
DMZ Firewall

Attacker
0.0.0.0

C s @

Host0: Host1: ‘

Web Server Domain Server
Host3:
i Database

Server
Host2:
AClient

Host4:
A Client

Figure 8.1: Test Network

Hosts is the adversary’s target machine and MySQL is the critical resource run-
ning over it. The adversary is an malicious entity and her goal is to obtain root level
privileges on Hostg. Table 8.2 shows the system characteristics for the hosts avail-

able in the network. Such kind of information is available in public vulnerability
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Host adversary | Hostg Hosty Hosto Hosts Hosty | Hosts
adversary | Local-host | ALL NONE NONE NONE NONE | SMTP
Hostg ALL Local- | ALL Netbios-ssn Squid Squid NONE
host
OpenSSH LICQ LICQ
Hosty ALL 1IS Local- Netbios-ssn Squid NONE | NONE
host
LICQ
Hosty ALL 1S ALL Local-host | Squid, LICQ | ssh SMTP
MS SMV
Hosts ALL 1IS ALL ALL Local-host NONE | NONE
Hosty ALL NONE | NONE NONE NONE Local- NONE
host
Hosts ALL NONE | NONE NONE NONE NONE | Local-
host
Table 8.1: Connectivity-Limiting Firewall Policies
Host Services Ports Vulnerabilities CVE IDs
Hostg 1IS web service 80 1IS buffer overflow CVE-2010-2370
ftp 21 ftp buffer overflow CVE-2009-3023
Hosty ftp 21 ftp rhost overwrite CVE-2008-1396
ssh 22 ssh buffer overflow CVE-2002-1359
rsh 514 rsh login CVE-1999-0180
Hosto netbios-ssn 139 netbios-ssn nullsession CVE-2003-0661
rsh 514 rsh login CVE-1999-0180
OpenSSH 22 Heap Corruption in OpenSSH | CVE-2003-0693
Hosts LICQ 5190 LICQ-remote-to-user CVE-2001-0439
Squid proxy 80 squid-port-scan CVE-2001-1030
MySQL DB 3306 local-setuid-bof CVE-2006-3368
MS SMV Service 445 MS SMV Service Stack BoF CVE-2008-4050
Hosty LICQ 5190 LICQ-remote-to-user CVE-2001-0439
Squid proxy 80 squid-port-scan CVE-2001-1030
ssh 22 ssh buffer overflow CVE-2002-1359
Hosts SMTP 25,143 | SMTP Remote Code Execution | CVE-2004-0840
Squid proxy 80 squid-port-scan CVE-2001-1030

Table 8.2: System Characteristics for the Test Network

databases viz. [215]], [216]], etc. The attack graph, generated for the running exam-
ple using MulVAL tool ([217]), is shown in the Figure[8.2] where an exploit is shown
by an oval, an initial condition is shown by a box, and a postcondition is shown by
a simple plain-text. There are many cycles in the attack graph, but for easier illustra-
tion, we consider two of them: (node37—node29—node35—node32—node37) and
(node19—node37—node29 —node27—node25 —nodel9). These two cycles in the
attack graph are depicted using bold arrows.
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Figure 8.2: Goal-Oriented Attack Graph for the Test Network

As per the monotonicity assumption ([218]]), the adversary never relinquishes
her privileges on the previously compromised hosts. Therefore, in a realistic sce-
nario, the adversary does not follow loop attack paths as she does not strive for
already acquired privileges. Being aware of this point, an administrator makes effort
to find all non-loop attack paths to a target resource. Since the presence of a cycle
in the attack graph complicates quantitative analysis, existing multistage attack mod-
eling techniques ([217, 218}, 219, 220]) apply cycle detection algorithms. However,

detection of a cycle in a large attack graph is computationally expensive.
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8.2 Recursive Composition Algebra for Multistage
Attack Modeling

While applying RCA (described in Chapter [3)) for the multistage attack modeling,
we make the following changes: (i) exploits are the operands instead of Web ser-
vices, and (ii) service-message tuple is replaced with exploit-preconditions tuple and
operators are redefined based on it. Further, in order to build intuition about the

modeling, we make the following assumptions:

1. An adversary is a skilled intruder, external to the network, whose goal is to
gain illegitimate access to the enterprise resources. Moreover, we assume that

she is able to successfully exploit all the vulnerabilities present in the network.

2. Since the adversary does not gain any sort of direct access into the network by
performing a Denzial of service (DoS) attack, we do not consider the vulnera-

bilities related to the attacks on availability.

8.2.1 Exploit

Let H = {hq, ha, -+ , hy,} be a finite set of hosts in an enterprise network that can
be potential targets for the adversary and let V = {vy, vo, v3,- -+ ,v,} be a finite set
of vulnerabilities present on the vulnerable hosts. Let E = {ej, e, - ,e,,€} be

a finite set of exploits that can take advantage of vulnerabilities in the set V. An
empty exploit € never exploits any of the vulnerability present in V and cannot be

invokable from any other exploit. We define an exploit e; € E as follows:

Definition 8.2.1 (Exploit). An exploit e; € E is a 3-tuple (I, 0, Rl), where I =
{l,--- I}, p € N is a finite set of preconditions, that e; requires in order to be
executed successfully. O = {O4,---,0,}, ¢ € N is a finite set of postconditions,
that e; produces once executed successfully. R is a relation that maps preconditions
from I to postconditions in O (Rl C 27 x O). e;.I and e;.0 are referred as the set of

preconditions and the set of postconditions for the exploit e;.

Based on the relationship between security conditions (preconditions and post-
conditions) and exploits, the relation Rl can be split into reguire relation and im-

ply relation. An exploit and its preconditions are related by require relation which
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states that for successful execution of an exploit, all of its preconditions need to
be satisfied conjunctively. Given an exploit e;, let €;.1 = {pre;,pres,pres} and
;.0 = {posty,posty, posts} be the sets of preconditions and postconditions re-
spectively. Then e;.Rl is the relation that maps all the preconditions from e;.1
to one of the postconditions in €;.0, i.e. €;.Rl = (pre; A pres A pres,post;) or

(prey A pres A pres, posts) or (prej; A pres A pres, posts).

Example 8.2.1. In our running example (Fig. 8.2), 715(0) and User(0) are the two
preconditions for the exploit 715 bof(0,0) (node no. 10) and Root(0) is the implied
postcondition.

I1S bof(0,0).I = (I15(0),User(0))
I1S bof(0,0).0 = (Root(0))
I1S bof(0,0).Rl = (I15(0) AUser(0), Root(0))

An exploit can be engineered in many different ways to get the advantage of an
exposed vulnerability. Therefore, based on the goal of the adversary, consequences
of successful exploitation of a particular vulnerability could be many ranging from
the accidental disclosure of non-relevant information to fully privileged remote ac-
cess to a critical system. The consequences may be any of the following: increased
connectivity, escalated privileges, and increased vulnerabilities. One of the ultimate
goals of an expert adversary is to establish a foothold in order to maintain control
of the compromised hosts even if the user logs off or the computer reboots. This
type of maintaining persistence control can be achieved by installing rootkits/back-
doors, creating new services, new scheduled tasks, modifying registry keys, so the
malicious service starts at next boot. An imply relation exists between an exploit and
its postconditions. Successful exploitation of a vulnerability leads to the generation
of the said postconditions disjunctively. Further, the implied postconditions may act

as preconditions for other exploits.

8.2.2 Operators

Definition 8.2.2 (Absolute successor). Let >’ be a symbol to represent the suc-

cessor operator. >~ maps an element of the E to an element of the power set of
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the set E (=: E — 2F). Let S C E and ¢; € E, then = (¢;) = S if and only if
Vej eSS : 61'.0 N ej.I 7é @

In other words, the absolute successor operator (>) is an unary operator that
provides the exploit(s) directly invokable by a given exploit. Such invoked exploit(s)
are called as successor exploit(s). The successor operator captures the dependency
among exploits. The dependency between two exploits is satisfied if all the initial
conditions vital for the successful exploitation of a dependent (invoked) exploit are
satisfied by the dependency. Exploit dependencies are made explicit by invoking
other exploit(s) from the given exploit. Such dependency is possible when a post-
condition of an exploit is proved to be one of the necessary preconditions for other
exploit(s) provided that the remaining preconditions are already satisfied.

Consider that an exploit e; € E invokes another exploit e; € E. Then > (¢;) =
e;. If e; is not known in advance, we write > (e;) = ;11 unless stated otherwise. If
e; directly invokes a set of exploits (e, -+ ,e;) C E, then > (e;) = {e1,--- ,e;}. If
e; does not invoke any exploit from the set E, then > (¢;) = e.

Nowadays, Cyber attacks combine multiple exploits in order to get incremental
access to network resources. The composition of exploits (say n € N, number of
exploits) is the combination of multiple host-only exploits into a meta exploit based
on their require/imply relationship. The exploits can be composed either sequen-
tially or parallely. Let ‘@’ and ‘®,” be two symbols that represent the sequential
composition and parallel composition respectively. We define sequential and parallel

composition as follows.

Definition 8.2.3 (Sequential composition). Given two exploits ¢;,¢; € E : ¢; € (>~
e;), sequential composition of e; and e; (represented as e; &5 €;) yields a meta-exploit
ex, such that the preconditions of e; matches with the preconditions of e; and the

postcondition of e, matches with the postcondition of ¢;.
ei @se; = {er : (e = e;.1) A (ex.0 = ¢;.0)} (8.1)

Figure [8.3| depicts a scenario (from the running example) that composes exploits
I1S bof(0,0) and ssh_bof(0, 1) sequentially.

Definition 8.2.4 (Parallel composition ). Given two exploits ¢;,¢; € E : e; ¢ (>~

e;) Ne; ¢ (>~ e;), parallel composition of e; and e; (represented as e; @, ¢;) yields a
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composite exploit e, such that the preconditions of e, is consolidation of the precon-
ditions of e; and e; and the postcondition of e, is consolidation of the postconditions

of e; and ¢;.
e; ®pe; = {eg: (exd = (e;.1Ue; 1)) A (er.0 = (e;0Ue;.0))} (8.2)

Parallel composition of exploits in multistage attack points towards the possibil-
ity of coordinated attack. In order to improve the chances of successful attack, two
or more attackers controlling different hosts (in a target network) may collude and

cooperate towards achieving a common goal [221]].

Example 8.2.2. If an exploit ¢; implies a postcondition o; and an exploit e; implies
a postcondition 0y, and both 0; and 05 are required by an exploit e, then e; cannot
be executed before e; and e; are executed. More than one adversary could coordinate

to execute e; and e; at a time.

In case of parallel composition, an adversary has to compulsorily execute all of
the participating exploits. The postconditions generated by the participating ex-
ploits become the preconditions for the successor exploit. Figure|[8.4] depicts a paral-
lel composition scenario for the running example. Let ‘@’ be a symbol for common
representation for both sequential composition operator and parallel composition
operator (removing the sufhixes s and p from @, and &,,). Let e;,¢; € E be two ex-
ploits such that their composition (e; @e;) is possible. However, the resultant exploit
(ex) for the composition does not exist in the set E. Then, ‘e; @ ¢;’ itself represents
a composite exploit that is able to participate in further composition processes as a
single exploit. However, the composition of an exploit with an empty exploit results

in the exploit itself (e; ® € = ¢;).

Definition 8.2.5 (Conditional successor). A conditional successor operator (repre-
sented as “>¢’) accepts the input and produces the output in the form of a tuple
(€i, I,), where e; € E and I, is a set of preconditions for e;. Given a tuple (e;, I,,),
(e;, 1) is a conditional successor of (e;, I,)) (written as: (e;, 1) € ( —c (e, Ip>>) if
and only if ¢; € ( — ei) and I, € ¢;.RI(I,).

Here, ¢ operator accepts input in the form of pair (e;, I,,), where ¢; is the ex-

ploit and I, is the set of preconditions required for successful exploitation of ¢;. All
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Figure 8.5: Cycles in the Attack Graph

the preconditions should be conjunctively satisfied for e; to be executed successfully.
The notion of >¢ arises from the AND relationship between preconditions of an
exploit ¢;. The conditional successor of e; produces an output pair (¢;, I,.) where I,
is the (set of) postcondition(s) generated by e;. There is a disjunctive OR relation-
ship between the generated postconditions and they act as one of the preconditions

required for the successful exploitation of ;.
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Restrictive successor operator () is a conditional successor operator such that
Domain(>g) = Domain(>) and Range(>r) C Range(>¢). The rational behind
using > operator is to realize the notion of monotonicity ([218]]) in the multistage
attacks which states that an adversary’s control over the network increases mono-
tonically. In other words, the adversary need not relinquish her privileges on the
already compromised resources while advancing further in the network. The notion
of monotonicity allows all potential network attacks to be represented as a sequence
of dependencies among exploits and security conditions, rather than as an enumera-

tion of states. We formally define the restrictive successor operator as follows:

Definition 8.2.6 (Restrictive successor). Let (e;, I,) @ (e;, I,) & -+ & (en, I5) be

an exploit composition chain and (e, I,) be an exploit-precondition tuple, then

(eg, I) € ( —r (€, 1)) ®(ej, 1) - & <en,Is)> if and only if (e,, I,) € ( e

<ei> Ip> D <ej’ [q> D---D <€n7 IS>> and <61’a IJI> ¢ {(eh Ip>a <ej’ [q>v T <€nv IS>}'

The advantage of > is that it eliminates the cycles in the resulting graph. Algo-

rithm [8.1] presents the process for computing a restrictive successor.
p % p g

Algorithm 8.1 ResSuc({e;, I,,) ® (e;, I,) @ --- @ (en, I;),E)
Input: (e;, [,) ® (ej, [,) B --- D (en, I5),E
Output: Restrictive successors of (e;, [,) & (e;, 1) & -+ - & (en, L)
foralle; ce;®---®e, do
E + E — {e;}
end for
for all e, € E do
if e,.RI(I,) € eI then
<ek, (en.Rl(]S))> € (>R ((ei, L) ® (ej, Iy) & -+ B (en, Is))>
end if

end for

o N > w2

Let ‘®’ be a symbol to represent the recursive composition. To define recursive
composition, we incorporate a restrictive successor operator (> ) and a composition

operator (@) as supplementary operators (defined earlier in this section).
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Definition 8.2.7 (Recursive composition). Recursive composition for a given

exploit-precondition tuple (e;, I,) is defined as follows:

€ sif (e, I,) =€
(i, 1) if g (6, I,) =€ (8.3)
(i, I,) @ { ® (>r (e, ]p>)}; otherwise

A

® <ei> Ip>

Algorithm presents the process for computing the recursive composition

among services.

Algorithm 8.2 RecCowmp((e;, I,,), E)
Input: (e;, [,),E
Output: RCG with (e;, I,,) as root
make (e;, I,,) as root node
ParentNode < (e;, I,)
E+ E—{e}
S0
for all e; € E do
R  ResSuc((e;, 1), E)
if (¢;,I,) € R then
e; Dej
ParentNode.Child < (e;, 1)
S (e, Ip) ® (€, 1))
E + E —{e;}
end if
: end for
: while S # () do
for all (e;, ) € S do
RecComp((e;, I,), E)
17: end for
18: end while

¥ %2 N o> o ow =

e e T e
SANE A S > I el =

Recursive composition on e; generates a topologically sorted directed acyclic

graph with e; as the root node. We call every path (from the root to the sink node)
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in the graph as a attack trace. Let e; be an exploit then T, represents a set which
contains all the attack traces generated by applying the recursive composition on e;.
Here, we are not discussing algebraic properties of the operators as they have been

already discussed in Chapter

8.3 Case Study

We apply RCA over a test network shown in Figure We assume that the adver-
sary is a skilled malicious entity on the Internet, capable of successfully exploiting
all the vulnerabilities present in the network, and her goal is to obtain root privilege
on the database server (i.e. Host 3). Initially, the adversary has an access to the
services running over the Web Server hosted in the DMZ. The XML specifications
for the threat agent (adversary), host(s) and network configuration (service connec-
tivity), and exploit description are given in Figure and [8.9] respectively. As
shown in Figure[8.8] host(s) and network description capture information about the
network hosts, services running over them, service connectivity between hosts, and
vulnerabilities present in the network. Service connectivity information is obtained
from the firewall rules (access control policies). Vulnerability scanners such as [222]],
[223]], [224] etc., can be used to obtain information about the vulnerabilities present
in the network.

Figure [8.7] illustrates the XML specification for the threat agent. Adversary ca-
pabilities uses two XML tags: position and entry_point. Position states about the
adversary’s initial location from where she start exploiting entry point vulnerabili-

ties present in the Internet facing applications.

<position>attacker.internet</position>
<entry pointno="1">attacker.Web_Server</entry point>
<entry pointno="2">attacker.Mail_Server</entry_ point>

Figure 8.7: Adversary Capabilities
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<!-- Host Description-->
<host name=“Web_Server" network="dmz">
<services>
<IIS_Web_Service/>
<ftp/>
</services>
<connectivity>
<remote id="1"> <IIS/> </remote>
<remote id="2"> <ftp/> </remote>
</connectivity>
<cve>
<CVE_2010_2370/>
<CVE_20092_3023/>
</cve>
</host>

Figure 8.8: Network Description

Figure shows exploit description for all the vulnerabilities present in the
network. Such kind of information is available in the well-known vulnerability
databases such as [215]], [216]], etc. Such vulnerability databases provides several
distinctions between vulnerabilities such as the necessary position of an attacker rel-
ative to the target host and the consequence of an exploited vulnerability. As shown
in Figure exploit description uses two XML tags: preconditions and postcond;-
tion. Prior to the application of RCA, an administrator needs to obtain system
information as well as vulnerability information and evaluate each of the discovered
vulnerabilities for their preconditions and postconditions.

The exploit composition phase leverages the XML specifications (depicted in
the Figure via the recursive composition algorithm (Algorithm

discussed in Section Recursive composition yields exhaustive recursive com-
position graph (RCG) as shown in Fig. The RCG enumerates all potential
multistage attack scenarios for the test network and is free from the cycles. Each
attack trace is a series of exploits that leads to an undesirable state (i.e. the state
where an adversary can obtain user/root level privileges). Once we have a RCG for
a specific network, we can utilize it for further analysis. Similar to a attack graph, the
generated RCG can be used for (1) attack forecasting ([225]) (ii) cost-benefit security
hardening ([226]]) (ii1) evaluating the impact of network infrastructure factors such
as network segregation/partitioning, defense-in- depth, service connectivity, etc., on

the network security risk ([227]]), and (iv) measuring the temporal variation in the
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<!--Exploit Description-->
<exploitname="11S_bof" cve="CVE_2010_2370">
<preconditions>
<privilege host="Source" rel="gte” value="user”/>
<privilege host="Web_Server” rel="eq” value="user”/>
<service_connectivity from="source” to="Web_Server” service="IS_Web_Service”/>
</preconditions>
<postcondition>
<privilege host="Web_Server” value="root”/>
</postcondition>
</exploit>

<exploitname="“ftp_bof" cve="CVE_2009_3023">
<preconditions>
<privilege host="Source" rel="gte” value="user”/>
<privilege host="Web_Server” rel="eq” value="user”/>
<service_connectivity from="source” to="Web_Server” service="ftp”/>
</preconditions>
<postcondition>
<privilege host="Web_Server” value=“root”/>
</postcondition>
</exploit>

Figure 8.9: Exploit (Vulnerability) Description

network security risk ([228]], [229]). The logical inferences derived from the RCA
are discussed in the next subsection. The derived inferences help administrators to

take proactive actions against the possible attacks.

8.3.1 Logical Inferences

Once we have the RCG for a network under consideration, we can perform further
analysis to extract security relevant information for proactive network hardening.
For doing this, we use the concept of canonical sets of exploits derived from the
RCG. The term canonical is not an absolute one. It gives meaning to the word
adjoining it. We define the term canonical set for an exploit (in the context of RCA)

as follows.

Definition 8.3.1 (Canonical set for an exploit e;). Given the set E, a canonical set C;

for an exploit ¢; € E is a subset of E such that it consists of all sink nodes (other than
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Figure 8.10: RCG for the Test Network

the root node) of a RCG generated from the application of the recursive composition

operation (®) on the exploit e;.

Let C; be a canonical set for an exploit e; and ‘~»’ be a symbol to represent ‘leads
to’. Then, ®e; ~ C;. Even if an exploit does not invoke any other exploit, an empty
canonical set exists for it. For instance, if ® ¢; = € then ® ¢; ~ €, = (. The
computation of canonical sets for all the exploits yields a set C of the set E. The
partition set C (may be non-disjoint) consists 'n’ number of sets C = (Cy, ..., C,). €;
is the canonical set generated by e; where 0 < i < n.

Let S;s, Sig, and S, be the sets of isolated, strict igniter, and strict terminator ex-
ploits, respectively. Several logical interpretations based on the canonical sets are

deduced and discussed with their significance as follows:
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8.3.1.1 Isolated Exploit

A non-trivial isolated exploit is one that cannot be invoked by any other exploit as
well as it cannot invoke other exploits. Excluding isolated exploits (vulnerabilities)
out from [E is mandatory as their presence in the exploit set E increases the computa-
tional overhead during exploit composition. On the basis of recursive composition
operator and canonical sets, isolated exploits can be recognized automatically as fol-

lows:

(Je; € E) |:(ﬂ€j € E) ((@ei ~ G =0) A (®ej ~ Cj) A (e; € Gj))} & e € S

(8.4)
In practice, for a computer network of reasonable size, vulnerability scanners gener-
ate an overwhelming amount of data in the form of laundry list of vulnerabilities.
Patching all reported vulnerabilities in a network is mission impossible for the ad-
ministrator as it costs money, time, resources, etc., so where does an administrator
start? If there are so many vulnerabilities to fix, the administrator needs to iden-
tify the vulnerabilities that really matter most in securing the network. Due to
the absence of one or more enabling conditions, some of the vulnerabilities in a
network are not exploitable. Therefore, in today’s resource-constrained network en-
vironment, patching of such temporarily inactive vulnerabilities is of no value. One
needs to focus on a group of exploitable vulnerabilities that endangers the network
security. Identification of isolated vulnerabilities (temporarily inactive) reduces ad-
ministrator search space and thereby help in cost-effective network hardening. For
running example (shown in Figure [8.1), the vulnerability CVE-1999-0180 in rsh ser-
vice running over the Hosts is the isolated vulnerability. Even though the rsh service
is vulnerable, the vulnerability is not exploitable. It is because the service is not ac-

cessible to any other hosts.

8.3.1.2 Strict Igniter Exploit

A strict igniter exploit is one that cannot be invoked by another exploit but can

invoke other exploits.

(3e; € E) [(ﬂej €E) <(®ei € £ D) A (®e; ~ €) A (e € ej)ﬂ o e €S,
(8.5)
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Algorithm 8.3 CompuTING-LoGICAL-INFERENCES(E, >, &, ®)

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:

AN A e

Input: E = {e1, -+ ,e,,€},=,D,®
Output: Logical inferences
let C = () be a set
foralle; € E do
®e; ~ C; > Derive canonical set for each exploit in the network.
C «+ ¢
end for
let Sy = 0, Sis = 0, Siy = 0 be the sets of strict terminator exploits, isolated
exploits and strict igniter exploits, respectively.
for all @, € C do

if C; = () then
forall ¢; € Cdo
if ¢; € C; then
S — € > Strict terminator exploit
else
Sis < €; > Isolated exploit (non-exploitable vulnerability)
end if
end for
else if C; € C such that e; € C; then
Sig < € > Strict igniter exploit (entry-point vulnerability)
end if
end for
E + E\S;s > Exclude non-exploitable vulnerabilities
foralle; € S5 do
®e; ~ C; > Derive canonical set for non-exploitable vulnerabilities
C «+ C\¢;
end for

An adversary performs reconnaissance of the Internet facing hosts/servers in a tar-

get network by using tools like [222] or [1230] and collects information about the

vulnerabilities. One can call such vulnerabilities as entry point vulnerabilities. The

adversary can enter into the network by exploiting entry point vulnerabilities where

the exploited vulnerability lays the groundwork for the exploitation of subsequent
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25: for all ¢; € C do
26: forall ¢; € Cdo

27: if ¢; = C; then

28: Te, and T, behave alike (i.e. attack traces from e; and e; end up in
the same set of resources)

29: else if ¢, C C; then

30: if e; is a successor of ¢; then

31: preventing e; from execution also prevents e;

32: else

33: both e; and ¢; needs to be prevented from execution

34: end if

35: end if

36: end for

37: end for

vulnerabilities. Identification of such entry point vulnerabilities (or strict igniter ex-
ploits) helps the administrator in closing all required doors leading to mission critical
resources/assets.

8.3.1.3 Strict Terminator Exploit

A strict terminator exploit is one which does not invoke any exploit but can be

invoked by other exploits.

(361' € E)

(Je; € E) ((@ei ~ G =0) A (®ej~ Cj) A (e; € Cj)ﬂ & e € Sim
(8.6)
Classifying exploits into separate sets, namely strict igniter and strict terminator
exploits reduces the search space while analyzing the exploit composition. By lever-
aging the condition (fe; € E)e; € €;] and (Je; € E)e; € Cj], strict igniter and
strict terminator exploits can be computed.
Each attack trace starts from the adversary’s initial position (i.e. the Internet)
and ends up with either the target (i.e. critical resource of highest importance) or
with the intermediate resource of less importance. Similar to [231], we define a dead

end to be an exploit postcondition (adversary state) from which there is no attack

163



8. Application of RCA in Network Security: Multistage Attack Modeling
Using RCA

path to the goal that the adversary wants to compromise. If the adversary follows
the path that ends up with dead ends, then she will not be able to reach the desired
target resource. Dead ends arise in the network because some host configurations
cannot be penetrated, leaving no opportunity to the adversary to reach her goal.
Nowadays, it may not be possible for an adversary to reach the goal in all cases,
because the adversary may get hold of the intermediate machines from which the
target machine simply cannot be reached. Further, a dead end may arise if no exploit
is applicable for the target machine. Therefore, if an adversary encounters a dead
end along a attack path, she has to backtrack. As per the monotonicity assumption
([218]]), the adversary never relinquishes obtained privileges on the compromised
machines. After backtracking, the adversary needs to scan other reachable hosts for
vulnerabilities. Once found, she may exploit the newly discovered vulnerabilities.
In the process, the adversary spends significant amount of effort and time in exploit-
ing dead end vulnerabilities. Maintaining more number of dead end vulnerabilities
distract adversary from reaching the target. Consequently, the ongoing attack will
be slowed down and an administrator will get enough time to take preventive mea-
sures. [2232] proposed an attack surface expansion (ASE) mechanism that focuses
on increasing the number of vulnerabilities (entry-point vulnerabilities, in particu-
lar) visible to an adversary so that she cannot easily identify the real internal attack
surface. Similar to [232]], an administrator can increase the number of dead end vul-
nerabilities from where the adversary cannot reach the desired target resource. Since
the administrator has a direct access to all of the network components, she can dis-
cover all the dead end vulnerabilities through internal scanning. Therefore, instead
of patching the dead end vulnerabilities, it is desirable to increase them. An adminis-
trator can selectively patch the most critical vulnerabilities in the network in a cost
effective manner. Figure 8.6/ depicts the dead ends in the RCG (Fig. generated

for the running example.

8.3.1.4 Relations

As an added advantage of the canonical sets, an administrator can compare two ex-
ploits in terms of their attack propagation. The canonical set for an exploit e; in-

dicates how deeper (sphere of attack propagation) the adversary can penetrate the
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network, considering e; as the first exploit. In the resource-constrained environment
where patching of all the vulnerabilities is not possible, an administrator prioritize
the exploitable vulnerabilities and patches the most pressing ones. For finding most
pressing vulnerabilities, she has to derive a relation between exploitable vulnerabili-
ties. A relation represents a logical association between two or more vulnerabilities.
The relation between vulnerabilities is of two types: (1) overlapping relation and (i1)
mutually exclusive relation.

(I) Overlap. Two exploits (exploitable vulnerabilities) overlap if there exists com-
mon exploit(s) between their canonical sets. Two exploits ¢; and e; are said to be
overlapping if Equation [8.7]1s satisfied.

(3¢; € E) [(aej € E) ((@9@ o @) A (@e; ~ C) A (CiN G, # @))] (8.7)
Two possible cases of the overlapping relation are discussed as follows:

® Case L. ¢; and e; are two overlapping exploits such that e; is a successor (need
not be immediate successor) of e;. In this case, preventing e; from execution
(1.e. patching of respective vulnerability) automatically stops e;, whereas con-

verse is not true in general.

® Case II. ¢; and e; are two overlapping exploits such that no successor-
predecessor relationship exists between e; and e;. In this case, preventing e;
from execution does not affect the adversary’s capability in reaching the target
resources. Therefore, an administrator must prevent (stop) both the exploits

from execution.

(IT) Mutually Exclusive. Two exploits e; and e; are said to be mutually exclusive if
C;NC; = 0 in Equation8.7] The sphere of influence of one exploit is independent of
the other and vice versa. Therefore, an administrator must focus on both the exploits
while designing the security remediation plan. Existence of the mutually exclusive
relation between exploitable vulnerabilities assist the administrator in understanding
the number of independent vulnerabilities present in the network.

Identification of the said relationships between exploits helps the administrator
in reducing the vulnerability search space and hence results in eflicient hardening of
the network. Algorithm [8.3| presents the process for deriving the logical inferences

from the generated RCG using the notion of canonical set.
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8.3.1.5 Cycle Detection in Attack Graph

If an administrator wants to know about the cycles, if any, present in the network,
she can obtain such knowledge based on the notion of canonical set. Exploits in an
attack cycle states that one exploit is reachable from the other and vice versa. The
fulfillment of the following condition infers that the attack traces generated by e;

(Te,) and e; (T¢,) lead to a cycle in the network.
(3e; € E) [(aej c E) <((®ei o @) Ae; € C)A((®e; ~ C)) A (e € ej)ﬂ (8.8)

Figure [8.5| depicts the scenarios where cycles exist in the network.

8.4 Related Work

In order to get knowledge of all plausible multistage attacks in an enterprise net-
work, the formal models based on the vulnerability composition have been widely
studied. In particular, the formal models allow inexpensive security analysis with-
out real experiments ([233]]) and offer elegant solutions for network vulnerability
assessment and hardening. In the context of multistage attack, fault trees ([234]),
privilege graph (1235} 236]]), attack graphs ([237, 238, 239, 240]), and vulnerability
graphs ([218} 220]) are the most appropriate modeling methodologies. Barbara et
al. [1241] presented a complete overview of such modeling techniques. Most of these
models are the natural extension of the Threat Logic Tree ([242]) in one or several
dimensions. Each model has different features, goals, advantages, and disadvantages.

In reliability engineering, fault trees ([234]) are primarily proposed for system
failure analysis. Even though fault trees are well suitable for modeling conjunction
(AND logic) and disjunction (OR logic) of faults, they are not expressive enough
to capture all possible system failure scenarios. On the other hand, attack trees
([243] 1244, 245|246}, 247,248, 249]]) were proposed to find out likely attack scenarios
which can result in the violation of the network security policy. As attack trees are
the scenario based approaches, it is impossible to cover all likely attack scenarios with
few numbers of attack trees if there are several potential targets in a given network.

Further, an attack tree contains more subjective nodes and the amount of required
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information may not be available in real world. Therefore, the attack tree is expert-
specific and applicable only to completely known scenarios. In addition to the said
limitations, the attack tree does not capture an attack scenario where one node is
having multiple parents (that is, one initial condition can invoke multiple exploits).

The privilege graph ([235, 236]) depicts the adversaries privilege escalation in a
target network. In a privilege graph, a node represents a set of privileges on a set of
network resources and an edge represents the privilege escalation through successful
execution of one or more exploits. Attack graphs ([237, 238] 239| 250, 251]]) are
obtained from privilege graphs by exploring various ways that an adversary may ob-
tain the required privileges. Essentially, the attack graphs capture the computational
environment and ease the vulnerability analysis of a network. It establishes the cause-
consequence relationship between the adversarial actions. Initially, the attack graphs
were constructed manually by red teams ([252]]). However, manual construction of
an attack graph is tedious, error-prone, and impractical for moderate size networks.
Phillips et al. [251] proposed an attack graph model, where a node represents state
of the network and an edge represent the actions taken by an adversary during the
attack. However, the approach in [251]] suffers from similar kind of limitations as in
the manual construction of attack graphs.

In order to alleviate the problem of manual construction of an attack graph,
Sheyner et al. [238] used a model checking based technique. The usefulness of the
model checking based attack graph generation technique depends on the granularity
of the input specification. The finer the granularity is, better will be the coverage,
but it introduces a large number of states and hence the well-known state explosion
problem. The vulnerability graphs (exploit-dependency attack graphs) ([218} 220])
depict the cause-consequence relationship between exploitable network vulnerabili-
ties and the privileges that are required for an adversary to incrementally compro-
mise the target network. In contrast to the model checking based approach ([238]),
the vulnerability graphs are more popular for their improved scalability and granu-
larity ([217,220]]). In spite of all these proposals, the presence of a cycle in a attack
graph complicates quantitative and qualitative analysis of that graph. To ease the
analysis, an administrator has to apply cycle detection algorithms which are compu-
tation intensive. Similar to the attack graph, our proposition generates a recursive

composition graph (RCG), however, the RCG is free from the cycles.
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Templeton and Levitt [253]] proposed the require/provide model for logical cor-
relation of different kinds of atomic attacks. The require/provide model states that
a multistage attack comprises of a sequence of attacks and the early stages of an at-
tack prepares for the later stages. Templeton and Levitt [253]] defined the system
states using simple predicates and devised JIGSAW language for the attack correla-
tion. However, the approach of developing predicates in [253] is not systematic.
Pandey et al. [254] proposed an algebra for capability based attack correlation and
discussed algebraic operations and relations between the capabilities. A new service
dependency model for attack response evaluation is proposed by Kheir et al. [255]
that enables the evaluation of intrusion and response impact. The ultimate goal of
said approaches ([253},254,255]]) is IDS alert correlation, whereas our approach deals
with vulnerability composition. RCA uses the require/provide model proposed in
[253] 254]]. At the core of our exploit composition process, capabilities (privileges)
obtained by an adversary from the successful exploitation of previous vulnerability
are used to satisfy a prerequisite (one of the enabling preconditions) of subsequent
vulnerabilities. Moreover, the expressiveness of RCA subsumes the expressiveness of

require/provide model.

8.5 Summary

In this chapter, a multistage attack modeling approach based on RCA is presented.
The RCA generates a recursive composition graph (RCG) which depicts all possi-
ble multistage attack scenarios. RCA supports the systematic analysis of multistage
attacks. The logical inferences deduced from the canonical sets helps the adminis-
trator in extracting security relevant information for proactive network hardening.
For optimal network immunization, one can consider all possible countermeasures

for each vulnerability.
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Chapter 9

Conclusions and Future Directions

Broadly, Web service modeling techniques can be divided into transition-based and
algebra-based. A transition-based modeling technique perceives the whole system as
states and transitions between them, whereas an algebra-based modeling technique
perceives the whole system as operands and operators. Algebraic techniques provide
rigorous and sound foundation for formal reasoning [[179}[184], whereas transitional
ones are good for visualization and automation [[106} [126]. Our requirements for
modeling and verification of Web services motivate us to use a technique that is
fusion of the both techniques.

In this thesis, therefore, we propose and employ an algebra, namely Recursive
Composition Algebra (RCA), for the Web services verification that captures the
primitive characteristics of Web services, and captures the concept of states and tran-
sitions as well. For the verification of Web services composition, a RCA based Web
services set partitioning technique is described in Chapter 4 This technique parti-
tions a given set of candidate Web services into a number of subsets by using the
restrictive successor operator, and thereby generating a Web services set partition
(WSSP) graph. Further, by using WSSP and trace concepts, deadlock and behavioral
equivalence between services are verified.

A framework for modeling and verification of Web service interactions is pre-
sented in Chapter [5|that consists of a RCA-based modeling technique, a requirement
specification language, and a verification technique. By using RCA, the modeling

technique generates a recursive composition interaction graph (RCIG) that also works
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as an interpretation model. The requirement specification language recursive compo-
sition specification language (RCSL) is used to capture the requirements of Web service
interaction scenarios, and is completely interpretable on a RCIG model. The verifi-
cation technique is based on the possible trace phenomenon and employs the RCIG as
its interpretation model and the RCSL as its specification language.

In Chapter 6, our aim is twofold: (i) to present a deadlock-free graph-based ser-
vice behavior modeling technique that captures the notion of recursive composi-
tion among services, and (i) to verify the compositional equivalence between two
WSCGs formed before and after a structural change caused by the change in the set of
available services. In addition to these, we aim that the verification technique should
not be based on the subgraph isomorphism or subgraph bisimulation concept. In
order to achieve the mentioned goals, in Chapter [6, we employ RCA to specify a
service and its behavior. The RCA’s application on a service (or service-message tu-
ple) generates a DAG, namely RCG, that works as a building block in the formation
of a WSCG. Then, by using the WSCG, the concepts of composition expression and
canonical composition expression are described. Based on these concepts, the composi-
tional equivalence between WSCGs is verified. Instead of directly using the WSCGs
in order to check compositional equivalence, and solve an NP-Complete subgraph
matching problem, this approach reduces the compositional equivalence verification
process to the subsumption checking process between two algebraic expressions.

We implemented all the three proposed verification techniques, and an integrated
verification tool is developed as presented in Chapter [/| There are three modules
in the tool: (i) composition verification module, provided with a set of Web ser-
vices, verifies deadlock and behavioral equivalence between services, (ii) interaction
verification module, provided with a service repository and a requirement specifica-
tion written in RCSL, verifies whether the given specification holds or not, and (iii)
compositional equivalence verification module, provided with two WSCGs, verifies
whether they are compositionally equivalent or not.

RCA was originally proposed for the modeling and verification of Web services.
However, in the domain of Cyber security, similar scenarios arise as an adversary
combines multiple vulnerabilities to gain incremental access to enterprise critical re-
sources. Therefore, based on RCA, we modeled and analyzed the multistage attacks
as described in Chapter 8| The underlying idea behind using RCA for multistage
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attack modeling is that the composed vulnerabilities can participate in a further
composition process as a single vulnerability. Adopting the concept of recursive
composition in the modeling process reduces the computational complexity of de-
termining all the possible attack paths, and facilitates the hierarchical aggregation of
the vulnerabilities ([256]]) at different levels.

9.1 Directions for Future Research

The following research directions are suggested for future:

* Although the interaction verification technique described in Chapter[5]is com-
pletely able to achieve its objectives, it still has two limitations: partially solved
state explosion problem and non-consideration of Quality of Service properties.

Therefore, addressing these limitations is one of our future works.

® The compositional equivalence verification technique described in Chapter
6] could be improved by providing the support for: (i) specifying require-
ments about compositional equivalence and verification of that, (ii) generic
kind of communication model rather than being focused only on the Web
services. The participating entities for this communication model could be
software components or intelligent agents (as defined in the context of artifi-
cial intelligence [[6]]) and the model could be able to capture the multi-party
asynchronous communication among the software components or intelligent

agents.
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1 Introduction

Service-Oriented Computing (SOC) is a well-established computing paradigm developed
over time and still passing through phases of technological refinements day by day. SOC
utilizes software services (called as Web services) as fundamental elements for develop-
ing and deploying distributed software applications. Web services are self-contained and
self-describing modular applications that can be published, located, and invoked across
the web [2]. They communicate with each other through the exchange of messages
based on the XML standards. The concept of composability among Web services is
one of the most crucial reasons for the success and popularity of the services. Service
composition is perceived as the federation of a service with other remote services, speci-
fying the participating services, the invocation sequence of services and the methods for
handling exceptions [2]. Web services are categorized into basic and composite [39]. A
basic Web service is self-contained and independent whereas a composite Web service is
dependent on other Web services and based on the requirements, forms composition out
of available services. In the context of Web services, based on the structure, two types
of composition are possible: linear composition and recursive composition [2, 17]. In
linear composition, the constituent Web services are only basic Web services, whereas
in the case of recursive composition, the constituent Web services could be basic as well
as composite. The notion of recursive composition requires special attention [20] in a
verification process as it is not easily tractable with classical modeling and verification
schemes such as model checking and Petri net.

Designing and running dynamic Web service compositions are error-prone because
a single service may have several dependencies with other services to perform their tasks
correctly and a developer may not know the identity of those services that would fulfill
the request. Analogous to other distributed systems based on asynchronous communica-
tion, it is difficult to anticipate how Web service compositions behave during execution
and whether they conform to the functional requirements. Interaction among com-
posite services through messages opens the space for concurrency related bugs. These
concurrency bugs are diflicult to find by testing, since they tend to be non-reproducible
or not covered by test cases. Furthermore, the asynchronous nature of communica-
tions complicates the scenario and it becomes very difficult to analyze and debug. Ex-
isting approaches including model checking, Petri net, 7 calculus, artificial intelligence
based algorithms, Temporal Logic of Actions (TLA), and case-based reasoning achieve the
desired aspects of verification by modeling, planning, and verifying the Web services.
However, these approaches have their own limitations. For instance, Symbolic Model
Verifier (SMV) [9] is an input language for model checking and it does not support
modeling subtleties regarding Web service interaction such as automatic discovery and
dynamic availability of services [16]. Moreover, automatic composition and dynamic
reconfiguration of Web services makes modeling and verification process more difficult.

Therefore, in this thesis, we propose: (i) a formal modeling technique, namely Recur-
sive Composition Algebra (RCA) to capture the notion of recursive composition among
Web services, and (ii) RCA based verification techniques for verifying interactive and
structural properties of the services. Further, we provide implementation details and a
cross-domain application of the proposed framework.



2 Problem Statement, Aim and Objectives

2.1 Problem Statement

Let W be a dynamic (the number of elements in the set may vary with time) set of Web
services. Consider that at a time instance ¢, there are m number of services in the set
WOW = {wy, - ,wn},m € N). Let Wg be a set of basic services and W¢ be a set of
composite services made out of the set W such that [Wg|+|We| = m. A Web service w;
consists of a set of input messages w;.I and a set of output messages w;.O and there is a
pre-defined relation from input messages to output messages (Rl C w;.I x w;.0). A Web
service w; € W can interact with another Web service w; € W based on input output
compatibility that provides a number of different ways to form a composition. This
composition may trigger a sequence of actions and result in various interaction patterns
(traces). Out of the all possible traces, some traces may be undesirable. Provided a
set of available services, our goal is to verify structural and interactive properties by
observing all possible traces while supporting automation in composition formation
and dynamism in the set W.

2.2 Aim

To provide formal modeling and verification techniques for verifying interactive and
structural properties of Web services.

2.3 Objectives of the Thesis

1. To get insight into the Web service verification methods focused on composition
verification, interaction verification, and compositional equivalence verification.

2. To understand the Web service verification requirements that needs to be ad-
dressed while developing a verification technique.

3. To develop a comprehensive modeling technique that can work as an interpreta-
tion model for composition, interaction, and compositional equivalence verifica-
tion techniques.

4. To develop verification techniques for the Web service composition, interaction,
and compositional equivalence based on the developed comprehensive modeling
technique.

3 Literature Review

3.1 Web Service Composition Verification

Research works in the area of Web service composition verification spans across differ-
ent approaches, such as: state transition model based [3], logic based [8], process algebra



based [13], and Artificial Intelligence (AI) based [21]. The problem of automatic Web
service composition generation is closely related to the problem of Goal-Oriented Action
Planning (GOAP) in Al [5, 28, 34]. In literature, several Al planning based techniques for
automatic composition are available: STRIPS-based [28], PDDL-based [19], HTN-based
[44], etc. Recent Al planning based works such as [21] and [46] are better than previ-
ous proposals as they handle dynamic availability of services and domain-dependency
of planning in more eflicient way. Another line of work [1, 20] investigated into the re-
cursive composition of Web services to find a better composition solution. Abrougui et
al. [1] used recursive multi-agent systems to support dynamism in Web service composi-
tion. Jaiswal et al. [20] used a recursive composition based model to form a cost-effective
composite service. However, verifying Web services composition automatically or with
very less human intervention is still a challenging issue.

3.2 Web Service Interaction Verification

Nakajima [32] identified the faulty flow descriptions (written in Web Services Flow Lan-
guage) by using software model-checking. Application of model checking based tech-
niques for verification of Web service interaction is bit old [14, 15, 43], but still is in use
because of its efficacy. Techniques presented in [14, 15, 43] were efficient, however, they
did not deal with automation of verification process. Schlingloff et al. [37] and Zheng
et al. [45] presented an integrated technique for modeling and automated verification
of Web service composition. Their modeling was based on Petri net and for correct-
ness they employed model checking technique with Alternating Temporal Logic (ATL).
Rossi [35] proposed a model checking algorithm based on a logic-based technique for
the verification of security and correctness properties of service interaction. Further, as
an improvement over the previous ones, the recent model-checking based verification
techniques [3, 12, 18, 38] support automation to a great extent. Although the exist-
ing solutions are promising, core techniques adopted in the solutions do not capture all
the required characteristics of Web service interaction verification as they were natively
proposed for different scenarios and applications.

3.3 Compositional Equivalence Verification between Web Service
Composition Graphs

To the best of our knowledge, we do not find a work directly focused on the verification
of compositional equivalence between Web Service Composition Graphs (WSCGs).
However, our work is closely related with the context-dependent substitutability verifi-
cation of Web services. Since substitutability is not a stand-alone expression, it is always
studied with other accompanying terminologies such as compatibility [6, 30], behavioral
equivalence [7, 25], and conformance [27]. The compatibility between two services en-
sures that they interact properly without any error. Klai et al. [22] used Symbolic
Observation Graph (SOG) to determine compatibility between two services. Klai and
Ochi [23] also used the SOG for checking compatibility of Web services behaviorally.
Corrales et al. [10] accepts the input as two BPEL or two WSCL documents. Unlike to
previously discussed compatibility-dependent notions, Pathak et al. [33] presented the
concept of environment based substitutability notions: environment dependent and en-



vironment independent. Santhanam et al. [36] proposed a variation of the approach in
[33]. However, they differ from [33] in their consideration of non-functional attributes
for substitutability. Stahl et al. [40] proposed an environment-based solution for service
substitutability. Kuang et al. [24] modeled a Web service and context using 7-calculus.
Further, they introduced a notion of behavioral equivalence by considering the context
of a service. Runtime checking of service substitutability based on satisfiability of Linear
Temporal Logic (LTL) specifications was proposed in [4]. Taher et al [41] proposed an
interface-matching based solution for the problem of service substitutability. Liang et al.
[26] also followed a similar approach of classifying Web services using their descriptions.
Motahari-Nezhad et al. [31] advocated that checking of service equivalence should not
be done merely on the basis of interface, its business protocol also must be considered.
Another interface-based similarity measurement between services was studied in [42].
These kinds of verification could also be done by using the concept of subgraph match-
ing. For instance, subgraph matching is used in [10, 29] for matchmaking of service
behavior. Since the concept of subgraph isomorphism or subgraph bisimulation fall in
the class of NP-Complete problems [11], researchers have been making effort to reduce
the associated computational complexity by using the techniques such as optimal error
correcting subgraph isomorphism detection [10]. However, there is still space for further
reduction of the complexity.

4 Proposed Contents of the Thesis

This thesis consists of 9 chapters including an introductory chapter and a concluding
chapter. The content of each of these chapters is summarized as follows:

4.1 Chapter 1: Introduction

Chapter 1 provides the motivation and the necessary background for the work reported
in this thesis. The chapter investigates the primitive characteristics of Web service com-
position/interaction model that need to be well considered in the verification process.
Also, it provides an overview of various verification approaches that were used to verify
the Web services. This chapter concludes by providing the scope of the thesis.

4.2 Chapter 2: A Systematic Literature Review on Model Checking
Based Web Service Verification

Chapter 2 conducts a Systematic Literature Review (SLR) on model checking of Web
services. Model checking is a popular formal technique facilitating automatic verification
of finite-state systems, and it has been applied for almost all of the Web service verifi-
cation aspects, such as control-flow, data-flow, interaction, time requirements, quality
of service, security requirements, etc. However, no systematic literature review focused
on model checking of Web services is available. Motivated by this fact, in this chapter,
we systematically review existing research works on model checking based Web service
verification appeared during the period of 2002 - 2017. We review 122 referred research
articles, and for each paper mentioned in this review, we identify the verification goal,
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target Web service technology, flavor of the employed model checking technique, tool,
and other helping techniques, if any. Further, we highlight some of the issues, gaps, key
challenges in this area and proposed some future directions.

4.3 Chapter 3: Recursive Composition Algebra (RCA)

In order to provide a rigorous and sound foundation for the formal reasoning about Web
services, algebraic modeling is one of the important techniques used as is witnessed from
the Web service literature. However, the algebraic modeling approach for Web services
(Web service algebra) is still in its infancy. To further facilitate the algebraic modeling
of Web services, in this chapter, we propose a composition algebra based on the notion
of recursive composition. The proposed algebra is fully capable to verify the presence of
behavioral equivalences and deadlock conditions in a Web service composition scenario.
The main motivation for proposing a Web service composition algebra is to capture the
recursive nature of composition which cannot be done using traditional approaches like
model checking and Petri net.

4.4 Chapter 4: Web Service Composition Verification Using RCA

In this chapter, we present a formal model for reasoning and verifying dynamic Web
service composition at design level. Our aim is to provide a methodology that takes a
set of candidate Web services, their respective Web Service Description Language (WSDL)
files, and their interaction specifications as input and provides the output whether an
interaction specification is satisfied or not. Furthermore, if the interaction specification
is not satisfied, then the counterexample is produced. The verification technique uses the
concepts of Web Services Set Partitioning (WSSP) and trace. The WSSP based technique
makes a set of candidate Web services being considered for a composition scenario into
a number of subsets based on service invocation possibility and thereby generating a
WSSP graph using RCA. As a part of verification technique, we use abstract modeling in
the beginning that further leads to detailed modeling if required. This technique reduces
the computation time and modeling complexity. The applicability of our proposition is
validated by a travel agency case study.

4.5 Chapter 5: Web Service Interaction Verification Using RCA

In this chapter, we present a recursive composition based modeling and verification tech-
nique for Web service interaction. The application of recursive composition over a
Web service with respect to the set of available Web services yields a Recursive Compo-
sition Interaction Graph (RCIG). In order to capture the requirement specifications of
a Web service interaction scenario, we propose Recursive Composition Specification Lan-
gnage (RCSL) as a requirement specification language. Further, we employ the proposed
RCIG as an interpretation model to interpret the semantics of a RCSL formula. Our
verification technique is based on the generation and analysis of the exhaustive possible
interaction patterns. Performance evaluation results, provided in this chapter, show that
our proposition is implementable for the real world applications. The key advantages



of the proposed approach are: (1) it captures primitive characteristics of Web service
interaction patterns, such as, recursive dependency, sequential and parallel flow, etc.,
(i1) it does not require explicit system modeling as in model checking based approaches
(NuSMYV, SPIN, etc.), and (iii) it supports automatic composition and dynamic recon-
figuration of services. The proposed mechanism is implemented and evaluated for the
exhaustive possibilities in a travel agency case study.

4.6 Chapter 6: Compositional Equivalence Verification between Web
Service Composition Graphs Using RCA

Given a composition request, the formation of possible Web Service Composition Graphs
(WSCGs) depends on the set of available services. Since the availability of Web services
is dynamic, at any time, a new service can join or an existing service can leave the set
of available services. A change in the set may bring the structural change in a previ-
ously formed WSCG. However, this is not always the case that a structural change in
the WSCG brings the semantic change. In this chapter, our aim is to verify the compo-
sitional equivalence between two WSCGs formed before and after the structural change
caused by the change in the set of available services. Our proposed solution is based on
an algebraic formalism, and by using the formalism, directed acyclic WSCGs are formed
for a given composition request. Then, by using WSCGs, we propose the concept of
composition expression and canonical composition expression. Based on the proposed con-
cept of canonical composition expression, we verify compositional equivalence between
two WSCGs. The advantage of our approach is that it reduces the equivalence verifica-
tion to the subsumption checking between two algebraic expressions instead of directly
using the WSCGs and solve a subgraph matching problem. The proposed mechanism is
implemented and evaluated for the exhaustive possibilities in a travel agency case study
with respect to a given composition request.

4.7 Chapter 7: An Integrated Tool for Web Service Verification

In this chapter, we present a tool for modeling and verification of Web services. The
tool is implemented in Java language. Experiments are carried out in lab conditions,
that 1s, Web service repositories are deployed on the systems connected to a Local Area
Network. There are three verification modules in the tool as per the requirement: com-
position verification, interaction verification and compositional equivalence verification.
The core technique used for modeling of Web services is recursive composition algebra
(RCA). Application of RCA on a service or message generates the recursive composition
graph (RCG) that works as a building block in the formation of interpretation model
for the verification process. In order to specify the verification requirements, recursive
composition specification langauge (RCSL) is used.

4.8 Chapter 8: Application of RCA in Network Security

Detection of multistage Cyber attacks in an enterprise network is of growing interest to
the security community. Existing threat modeling techniques, such as attack graphs and



attack trees, do not facilitate reasoning about the causal relationship between network
vulnerabilities. Consequently, the area of multistage attack needs more exploration.
In this chapter, we propose a multistage attack modeling technique (namely RC' Ay 4)
based on the recursive composition algebra. For a given vulnerable network configura-
tion, the algebra generates recursive composition graph (RCG) which depicts all possible
multistage attack scenarios. The prime advantages of the RCG is that it is free from cy-
cles, therefore, does not require computation intensive cycle detection algorithms. Fur-
ther, canonical sets obtained from the RCG classifies network vulnerabilities into five
classes: (1) isolated, (i1) strict igniter (entry point), (iii) strict terminator (dead end) (iv)
overlapping, and (v) mutually exclusive. These classes (logical inferences) provide better
insight into the logical correlation among existing vulnerabilities in a given network and
hence in prioritizing vulnerability remediation activities accordingly. The eflicacy and
applicability of our proposition is validated by the means of a case study.

4.9 Chapter 9: Conclusions and Future Directions

Chapter 9 summarizes the contributions of the thesis and outlines the future directions.
The following research directions are suggested for future:

e Although our proposed interaction verification approach is completely able to
achieve its objectives, it still has two limitations: partially solved state explosion
problem and non-consideration of Quality of Service properties. Therefore, ad-
dressing these limitations is one of our future works.

® Our proposed compositional equivalence verification technique could be improved
by providing the support for: (1) writing requirement specification and verifica-
tion of that, (2) generic kind of communication model rather than being focused
only on the Web services. The participating entities for this communication
model could be software components or intelligent agents (as in artificial intel-
ligence) and the model could be able to capture the multi-party asynchronous
communication.
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